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Abstract

Format-Preserving Encryption (FPE) is widely employed for sensitive data pri-
vacy protection; however, existing standard algorithms exhibit vulnerabilities to
slide attacks and linear cryptanalysis while demonstrating suboptimal efficiency.
This paper proposes the Finite Basis Format-Preserving Encryption (FR-FPE)
algorithm, which introduces a parameter vector encryption mechanism based
on CBC mode and a structured tweakable full-correlation encryption model to
effectively resist slide attacks and linear cryptanalysis. Furthermore, it designs a
lightweight deterministic encryption structure supporting plaintexts of up to 192
bits and tweaks of up to 96 bits, achieving a 45% reduction in block cipher invo-
cations (9 invocations) compared to FF1 while maintaining equivalent security
strength to NIST FF1. Utilizing the Game-Hopping proof technique, the paper
establishes that the FR-FPE algorithm provides Strong Pseudo-Random Per-
mutation (SPRP) security. Experimental evaluation demonstrates that under
identical plaintext and tweak length configurations, FR-FPE achieves on aver-
age 41.56% more encryptions per second and 32.79% higher encryption data
throughput relative to FF1.
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Abstract: Format-Preserving Encryption (FPE) has extensive applications in
protecting sensitive data privacy. However, existing standard algorithms strug-
gle to defend against slide and linear cryptanalysis attacks while suffering from
low efficiency. This paper proposes the Finite Radix Format-Preserving Encryp-
tion (FR-FPE) algorithm, which designs a CBC-mode-based parameter vector
encryption mechanism and a structured tweak parameter fully-associated en-
cryption model to effectively resist slide and linear cryptanalysis attacks. A
lightweight deterministic encryption structure is developed to support encryp-
tion of plaintexts up to 192 bits and tweak parameters up to 96 bits. While
ensuring the same security strength as NIST FF1, FR-FPE reduces block cipher
invocations by 45% (9 fewer calls). Based on the Game-Hopping model, the pa-
per proves that FR-FPE achieves Strong Pseudorandom Permutation (SPRP)
security. Experiments demonstrate that under identical plaintext and tweak
parameter lengths, FR-FPE achieves an average 41.56% higher encryption op-
erations per second and 32.79% higher data throughput compared to FF1.

Keywords: Format-Preserving Encryption; Slide Attack; Linear Cryptanalysis;
Strong Pseudorandom Permutation (SPRP)
Classification: TN918

With the development of information technology, various industries face sub-
stantial demands for encrypting fixed-format data, such as credit card numbers
and identity card numbers. Traditional block cipher algorithms (e.g., SM4)
typically require padding data into meaningless binary strings, which fails to
preserve the length, format, and semantics of the plaintext data. This format
alteration prevents ciphertext data from being compatible with existing systems
or databases, necessitating costly and complex system modifications. To address
this, Format-Preserving Encryption (FPE) technology was proposed to ensure
that ciphertext length and type (e.g., digits, letters, Chinese characters) remain
identical to the plaintext.

FPE technology has garnered significant attention from both academia and in-
dustry. As early as 1981, the U.S. National Bureau of Standards published
FIPS 74, proposing methods for string encryption where plaintext and cipher-
text share the same format [1]. Black et al. introduced three FPE construction
methods: Prefix, Cycle-Walking, and Generalized-Feistel [2]. The U.S. National
Institute of Standards and Technology (NIST) released the NIST SP 800-38G
draft, proposing two FPE algorithm standards, FF1 and FF3 [3], which have
been continuously updated. The American National Standards Institute pub-
lished ANSI X9.124-2-2018 [4], proposing FPE algorithms based on counter
keystream modes. South Korea also released FPE algorithm standards FEA-1
and FEA-2 [5].

Despite widespread adoption by international standards bodies and extensive
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applications [6-9], the security of FPE algorithms remains a research focus, with
slide attacks and linear cryptanalysis posing severe threats to current algorithms.
Amon et al. [14] constructed three slide attack methods, where the slide at-
tack exploiting cyclic structures achieves optimal data and time complexities
of (7{11/6}) and ( ~{17/6}), respectively. Beyne [15] exploited the charac-
teristic of round tweak parameters alternating between two values to launch
message recovery attacks that probabilistically infer partial plaintext content.
This linear cryptanalysis reduces the data complexity of FF3-1 message recovery
attacks to ( "{2.5}), leading to FF3’ s removal from the new NIST standard
and compromising the security of South Korea’ s FEA-1 and FEA-2 standards.

Currently, NIST FF1 is the only FPE block cipher standard that can resist
linear cryptanalysis attacks. However, its algorithm structure designed for
arbitrary-length plaintext results in numerous block cipher invocations and low
efficiency. The Chinese Cryptography Industry Standardization Technical Com-
mittee’ s GM/Y 5007-2024 research report introduced the TE-FPE(SM4) algo-
rithm, which encrypts and truncates the tweak parameter as round function
input based on the FF3 algorithm, thereby resisting linear analysis and slide
attacks. However, TE-FPE has a complex and non-fixed structure: different
plaintext lengths require different Feistel round numbers (8, 10, 12 rounds,
etc.), different round function parameter lengths (56, 64 bits), and different
round number field sizes (4, 8 bits), complicating hardware and software imple-
mentation. TE-FPE employs a short 56-bit tweak parameter, providing weak
resistance against brute-force attacks in small-domain scenarios. Additionally,
TE-FPE truncates the tweak parameter ciphertext after encryption, reducing
ciphertext entropy and weakening the algorithm’ s pseudorandom permutation
(PRP) security strength.

To address these issues, this paper proposes the Finite Radix Format-Preserving
Encryption (FR-FPE) algorithm, which supports encryption of plaintexts up to
192 bits and tweak parameters up to 96 bits with a fixed structure. FR-FPE
significantly reduces block cipher invocations while resisting slide attacks and
linear cryptanalysis. The main contributions of FR-FPE include:

1. CBC-Mode-Based Parameter Vector Association Encryption
Mechanism: The algorithm constructs an initial vector P from plaintext
parameters, block cipher algorithm identifiers, and high-order bytes of the
tweak parameter. This vector is encrypted via block cipher (e.g., SM4)
to obtain a pre-encryption value F = CIPH_K(P), which participates in
all Feistel rounds through CBC mode. This strongly associates critical
parameters throughout the entire encryption process, effectively resisting
slide attacks.

2. Structured Tweak Parameter Fully-Associated Encryption
Model: Unlike existing approaches that split the tweak parameter (or
its encrypted version) into two parts for odd and even Feistel rounds,
FR-FPE simultaneously involves both high-order and low-order bytes
of the tweak parameter in all Feistel rounds (high-order bytes via CBC
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mode, low-order bytes XORed with round number before concatenation
with plaintext). This ensures the pseudorandom permutation property
of tweak parameter encryption and its association with overall plaintext
encryption, effectively resisting linear cryptanalysis. FR-FPE supports
up to 96-bit tweak parameters, significantly increasing the difficulty of
brute-force attacks on small domains [15].

3. Lightweight Deterministic Encryption Structure: FR-FPE adopts
the same fixed 10-round Feistel structure as FF1. However, for plain-
texts up to 192 bits and tweak parameters up to 96 bits, FR-FPE reduces
block cipher invocations by 45% (9 fewer calls) compared to FF1, substan-
tially improving algorithm efficiency while maintaining the same security
strength as FF1.

Based on the Game-Hopping model, the paper proves that FR-FPE achieves
Strong Pseudorandom Permutation (SPRP) security. Experiments show that
under identical plaintext and tweak parameter lengths, FR-FPE achieves an
average 41.56% higher encryption operations per second and 32.79% higher en-
crypted data throughput compared to FF1. Compared to TE-FPE, FR-FPE
is 28.6% faster for plaintexts shorter than 30 bits but 15.1% slower for plain-
texts longer than 30 bits (FR-FPE uses 2 more Feistel rounds, providing higher
security).

2 Related Work

Recent research on FPE primarily encompasses four aspects: security models,
algorithm models, attack techniques, and standardization.

Security Models: In 2002, Black et al. proposed that FPE is a special type
of symmetric cipher [2], with fundamental building blocks being block ciphers
and pseudorandom functions. Therefore, FPE security can be reduced to the
security of these underlying modules, with the security goal being Pseudoran-
dom Permutation (PRP) security. Combining this security goal with security
models (e.g., non-adaptive chosen-plaintext attack CPA1, non-adaptive chosen-
ciphertext attack CCA1) yields FPE security notions such as PRP-CPA1 and
PRP-CCAL.

Algorithm Models: Black et al. proposed three FPE construction methods
[16]: the Prefix method establishes permutations within the message space us-
ing pre-computed tables; the Cycle-Walking method ensures results fall within
the valid domain through repeated encryption operations to meet format re-
quirements; and the Generalized-Feistel method processes data halves through
Feistel network iterations, becoming the widely adopted construction for subse-
quent FPE models. Spies et al. [16] proposed the FFSEM (Feistel Finite Set
Encryption Modes) model based on balanced Feistel networks. Bellare et al. [18]
introduced the FFX model based on Feistel networks, adding tweaks and estab-
lishing mapping tables between character data in message spaces and integer
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domains. In 2012, Li Jingwei et al. [19] proposed an FPE scheme based on
K-split type-2 Feistel networks to accommodate various data lengths.

Attack Techniques and Standardization: NIST published SP 800-38G in
2013, including two Feistel-based FPE algorithms, FF1 and FF3, with different
round numbers, tweak parameters, and initial vector encryption methods. In
2014, Lee et al. [5] proposed FEA-1 and FEA-2 based on Feistel structures,
supporting 128-bit, 192-bit, and 256-bit key lengths, which became South Korea’
s FPE standard (TTAK.KO-12.0275).

Following the standard algorithms’proposal, Bellare et al. [20] presented message
recovery attacks on Feistel-based FPE schemes at CCS 2016, demonstrating that
for 8-bit messages, FF3 with 8-round General-Feistel structure could recover
messages with only 27{32} complexity. Durak and Vaudenay [21] improved
attacks on FF1 and FF3 at CRYPTO 2017, showing that both schemes fail
to provide 128-bit security for small message domains. Consequently, NIST
released the revised SP 800-38G Revision 1 in 2019, correcting the applicability
condition from radix {min}{len} >= 100 to radiz"{min}{len} >= 1,000,000
and adjusting FF3' s computation process, renaming it FF3-1.

At CRYPTO 2021 [22], Beyne reduced FF3-1" s message recovery attack data
complexity to O(N72.5) using tweak construction and linear analysis. Conse-
quently, NIST” s second revision in 2025 removed FF3-1, retaining only FF1.
The Chinese Cryptography Industry Standardization Technical Committee’ s
GM/Y 5007-2024 research report introduced TE-FPE(SM4), which encrypts
and truncates the tweak parameter based on FF3 to resist linear analysis and
slide attacks. However, TE-FPE has a non-fixed structure: different plaintext
lengths require different Feistel round numbers (8, 10, 12 rounds, etc.), differ-
ent round function parameter lengths (56, 64 bits), and different round num-
ber field sizes (4, 8 bits), complicating implementation. TE-FPE uses a short
56-bit tweak parameter, providing weak resistance against brute-force attacks
in small-domain scenarios. Additionally, truncating the encrypted tweak pa-
rameter reduces ciphertext entropy, weakening the algorithm’ s PRP security
strength.

3 Preliminary Knowledge and Formal Definitions

This section defines the syntax and related cryptographic concepts for the Finite
Radix Format-Preserving Encryption (FR-FPE) algorithm.

3.1 Algorithm Syntax

Key Space : The set of valid keys for the underlying block cipher CIPH, =
{0,1}7{128}.

Format Space : The set of data format spaces, including length n, radix, and
block cipher algorithm identifier cid. = (n, radix, cid).

Tweak Space : The set of permitted tweak parameters. = {0,1}"{96}.
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Domain : The set of all possible plaintexts/ciphertexts. =

FR-FPE Encryption Function E: x Xx x — . For a fixed key K |
format N | and tweak T | the function E_K,N,T is a permutation on _ N,
where E_ KN, T(-) E(K,N,T,-)maps _Nto _N.

Decryption Function D: x x x — , where D__ K,N,T is the inverse
function of E_ KN, T.

N = (n, radix, cid) X _{radix}

3.2 Security Definitions

The essence of FPE is a pseudorandom permutation within a specific message
space, with the security goal being PRP security. We present definitions for PRP
security under non-adaptive chosen-plaintext attack (CPA1) [10] and SPRP
(Strong PRP) security under non-adaptive chosen-ciphertext attack (CCA1)
[17]:

Definition 1 (PRP Security). The PRP advantage of adversary A against
FPE is defined as Adv_ “{FPE}_{PRP}(A) = 2 Pr[K«$ ;AOI(N, T, X)
true]— 1 HamzEs 1(N,T,X)=EK,N,T(X), RHIBERMERAXKE THETMS,
ERFHEETE RO ZAEEFHRERE, SREARI, BERAREANERSIE
X 2(SPRP %2%). ®&H#E A 3 FPE 8 SPRP fi#E X SPRP(A)=2 Pr[K«+$
; AT1I(N,T,X); A™ 1

The definition of Adv__ “{FPE}(A) is similar to Adv__ "{FPE}_{SPRP}(A),
but adversary A also has access to a decryption oracle 17(-1)(N, T, Y) =
D_K,N,T(Y). However, if Y is a result of a previous query _b(N, T, X), A
cannot query 17(-1)(N, T, X) true] - 1

EDC ), TEDIN, T, Y).

3.3 Attack Analysis Techniques

FPE security still faces numerous challenges. Current primary attack analysis
techniques include:

1) Small Domain Encryption Security: Research by Durak [21], Bel-
lare [20], Hoang [25][12] demonstrates that Feistel networks are more
vulnerable to exhaustive or statistical analysis in small domains. When
radix " {min} {len} < 1076, the actual security strength of Feistel-based
FPE algorithms significantly weakens. This security degradation stems
from small domain spaces making differential characteristics easier to cap-
ture, and round function output collision probabilities growing exponen-
tially as domain size shrinks, causing actual security strength to fall far
below the nominal strength provided by underlying block ciphers (e.g.,
AES-128). Attackers may recover plaintext by collecting few ciphertexts
or conducting attacks with complexity far below exhaustive key search.
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Slide Attacks: Biryukov et al. proposed slide attacks in 1999. At
EUROCRYPT 2021, Amon et al. [14] constructed three slide attack
methods against FPE schemes, where the cyclic-structure-based slide
attack achieves optimal data and time complexities of ( ~{11/6}) and
(7{17/6}), respectively. Attackers attempt to find plaintext/ciphertext
pairs (X, C) and (X’ , C’ ) where X’ is X encrypted through a few rounds
and C’ is C encrypted through the same few rounds. By finding such
“slide pairs,” attackers can transform attacks on the full r-round cipher
into attacks on an (r-s)-round cipher (where s is the slide distance), dra-
matically reducing attack complexity. Attackers construct special tweak
sequences (T, Ty, -+, T ) to trigger round function internal state leakage.
When tweak reuse exceeds 27{32}, they can build plaintext-ciphertext
correspondence databases to recover sensitive data with (V) complexity.

Linear Cryptanalysis Threat: By constructing approximate equations
of the forma-Ly, b-Ry a-L r b-R r=A, attackers [15] can ex-
ploit tweak-controlled input differential propagation paths. Due to limited
round function input/output bit sizes, single-round linear approximations
have large biases, and limited round numbers prevent accumulated biases
from rapidly decaying to information-theoretically indistinguishable levels.
This enables attackers to construct meaningful linear expressions and use
the Piling-up Lemma to distinguish or guess the encryption process.

4 Algorithm Design

4.1 Symbols and Definitions

1)

2)

3)

Key K: A symmetric key of 128 bits. Key K is used for underlying cryp-
tographic operations CIPH_ K and must be securely stored and protected.

Radix: Defines the character set size for plaintext string X. For example,
radix = 10 for digits (10 characters total), radix = 26 for lowercase letters
(26 characters total).

Plaintext X, length n: The original data to be encrypted, repre-
sented as a string X = X;X,-X consisting of n characters, where n
[log_{radix}(1076), 2(log_{radix}(27{96}))].

Tweak T: A public parameter used to adjust plaintext encryption. The
same key K and plaintext X produce different ciphertexts under different
tweaks. FR-FPE’ s tweak parameter length is at most 96 bits.

Block Cipher Algorithm Identifier (CipherID) cid: An index iden-
tifying the underlying block cipher algorithm selection, typically a fixed
value (e.g., SM4 = 1, SM3-HMAC = 2, AES = 3).

Standard Block Cipher Function CIPH__K(X): Encrypts plaintext
X using a standard block cipher algorithm and key K, such as SM4, SM3-
HMAC, or AES.
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7) String-to-Integer Conversion Function NUM_ {radix}(S): Con-
verts a string S with base radix to a non-negative integer.

8) Binary Bit String-to-Integer Conversion Function NUM(S): Con-
verts a binary bit string S to a non-negative integer.

9) Integer-to-String Conversion Function STR_ {radix}(x): Con-
verts a non-negative integer x to a string of length m with base
radix.

4.2 Algorithm Structure

[Figure 1: see original paper| FR-FPE Algorithm Encryption/Decryption Over-
all Architecture

The overall encryption/decryption framework of the Finite Radix Format-
Preserving Encryption (FR-FPE) algorithm is shown in Figure 1. The
algorithm splits data into left and right halves, combines cryptographically
secure block cipher functions, initial vector P, and tweak parameter T, and
processes them through multiple rounds of Feistel network iterations to ensure
the encrypted data format remains identical to the plaintext. FR-FPE adopts
the same fixed 10-round Feistel structure as FF1, supporting encryption of
plaintexts up to 192 bits and tweak parameters up to 96 bits.

FR-FPE constructs the algorithm’ s initial vector P from plaintext parameters,
block cipher algorithm identifiers, and high-order bytes of the tweak parameter.
After block cipher encryption (e.g., SM4), it participates in all Feistel rounds
via CBC mode. Simultaneously, the algorithm XORs low-order bytes of the
tweak parameter with the round number before concatenating with plaintext,
then performs CBC encryption with initial vector P. Through CBC mode, the
algorithm ensures that both initial vector P and the entire tweak parameter T
participate in all Feistel encryption/decryption rounds, guaranteeing pseudoran-
dom permutation properties and association with overall plaintext encryption,
effectively resisting slide attacks and linear cryptanalysis.

4.3 Encryption Algorithm
The encryption algorithm Encrypt(K, X, T, radix, cid) — C operates as follows:

Algorithm 1: FR-FPE Encryption Algorithm

Input: Key K, plaintext string X of length n, algorithm identifier cid, tweak
parameter T, radix
Output: Ciphertext string Y of length n

l.u+ n/2,v+n-u

2. A« X[1 -], B X[u+ 1 -
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4.

10.

11.

12.

13.

14.

. P=11]; [T_{len}]; [radix]; [umod 256]; [n]; [cid]; [T_H]g

F « CIPH_K(P)

for i« 0to 9, do

Q« ([T_Ll, [i],) [NUM_{radix}(B)];,
R« CIPH_K(F Q)

y + NUM(R)

ifiis even then m <~ uelse m < v

¢ < (NUM_ {radix}(A) + y) mod radix m

C + STR_ {radix}"m(c)

A+~ B B+ C
end for
return A||B

Given key K, plaintext X, tweak parameter T, algorithm identifier cid, and
radix, the algorithm’ s main processes include:

1)

Plaintext and Tweak Splitting:

Compute left and right half lengths as u = n/2 and v = n - u, where n
is plaintext length. Split plaintext X into left part A = X[1 ---u] and right
part B = X[u + 1 -~n]. Pad tweak parameter T with zeros to 96 bits and
split into high 64-bit bytes T H = T[1---64] and low 32-bit bytes T L =
T[65---96].

Initial Vector Construction:

Select T_ {len}, radix, u, n, cid, high 64 bits of tweak parameter T_H,
and constant terms, encoding them into fixed-length characters and con-
catenating into a 128-bit combined vector P:

P=11]; [T_{len}]; [radix]; [umod 256]; [n]; [cid]; [T_H]g
where [1]; encodes constant 1 as a 1-byte character, [T_{len}]; is the
1-byte representation of tweak T” s byte length, [radix], is the 3-byte rep-
resentation of radix, [u mod 256]; is the single-byte representation of u
modulo 256, [n]; is the single-byte length n, [cid]; is the 1-byte block
cipher identifier, and [T_H]g is the high 8 bytes of the tweak parameter.

Symmetric Encryption of Initial Vector:
Encrypt the initial vector to obtain ciphertext F = CIPH_K(P), where
CIPH_K(P) denotes encryption of P using block cipher CIPH with key
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K, with the specific algorithm determined by cid.

4) Execute 10 Feistel Rounds: In round i:

a)

f)

Construct round encryption plaintext Q by XORing low 4 bytes of
tweak [T_LJ, with 4-byte round encoding [i],, then concatenating
with 12-byte encoding of right plaintext B converted to integer: Q
= ([T_Ll; [y [NUM_{radix}(B);,.

Compute CBC round ciphertext R: XOR initial vector ciphertext
F with round plaintext Q, then encrypt using CIPH_K: R =
CIPH_K(F Q).

Convert R to integer y = NUM(R).

Determine left input A string length m: if i is even, m = u, otherwise
m=v.

Compute round update data C for left input A: Convert radix-
based string A to integer NUM_ {radix}(A), compute integer ¢ =
(NUM_ {radix}(A) + y) mod radix m, then convert integer ¢ to
radix-based string C using STR_ {radix} m.

Update round outputs: A = B, B = C.

5) Output Ciphertext: After 10 rounds, concatenate final A and B to
obtain output ciphertext Y = A B.

4.4 Decryption Algorithm
The decryption algorithm Decrypt(K, X, T, radix, cid) — Y operates as follows:
Algorithm 2: FR-FPE Decryption Algorithm

Input: Key K, ciphertext string X of length n, algorithm identifier cid, tweak
parameter T, radix
Output: Plaintext string Y

l.u+ n/2,v+<n-u

2. A« X[1-u], B« X[u+1 -]

3. P=1[1]; [T_{len}|; [radix]; [umod 256]; [n]; [cid]; [T_H]g

4. F + CIPH_K(P)

5. fori < 9to 0, do
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6. Q« ([T_LJ, [iy) [NUM_{radix}(A)];,
7. R+ CIPH_K(F Q)

8. y + NUM(R)

9. ifiis even then m <~ uelse m < v

10. ¢ + (NUM_ {radix}(B) - y) mod radix m
11. C + STR_ {radix} m(c)

12. B+« AJA«+ C

13. end for

14. return A||B

Given key K, ciphertext X, tweak parameter T, algorithm identifier cid, and
radix, the algorithm’ s main processes include:

1) Ciphertext and Tweak Splitting:
Compute left and right half lengths as u = n/2 and v = n - u. Split
ciphertext X into left part A = X[1 ---u] and right part B = X[u + 1 -~
n]. Pad tweak parameter T with zeros to 96 bits and split into high 64-bit
bytes T _H = T[1--64] and low 32-bit bytes T L = T[65---96].

2) Initial Vector Construction:
Construct the same 128-bit combined vector P as in encryption:
P=11]; [T_{len}]; [radix]; [umod 256]; [n]; [cid]; [T_H]g
with identical field encoding.

3) Symmetric Encryption of Initial Vector:
Compute initial vector ciphertext F = CIPH_K(P) identically to encryp-
tion.

4) Execute 10 Feistel Rounds in Reverse Order: In round i:

a) Construct round encryption plaintext Q by XORing low 4 bytes
[T_LJ], with 4-byte round encoding [i],, then concatenating with
12-byte encoding of left input A converted to integer: Q = ([T_L],

[i],) [NUM_{radix}(A)];s.

b) Compute round ciphertext R: XOR initial vector ciphertext F with
round plaintext Q, then encrypt using CIPH_K: R = CIPH_K(F

Q).

c) Convert R to integer y = NUM(R).

chinarxiv.org/items/chinaxiv-202510.00110 Machine Translation


https://chinarxiv.org/items/chinaxiv-202510.00110

ChinaRxiv [$X]

d) Determine right input B string length m: if i is even, m = u,
otherwise m = v.

e) Compute round update data C for right input B: Convert radix-
based string A to integer NUM_ {radix}(A), compute integer ¢ =
(NUM_ {radix}(A) - y) mod radix m, then convert integer c to
radix-based string C using STR_ {radix} m.

f) Update round outputs: B = A, A = C.

5) Output Plaintext: After 10 rounds, concatenate final A and B to obtain
output plaintext Y = A B.

4.5 Algorithm Correctness

For any valid key K, format N = (n, radix, cid) N, tweak T , and any plaintext
X Llet X’ =E_K,N,T(X) be the encryption result. Then the decryption result
D _K,N,T(X’ ) must equal the original plaintext X, i.e.:

D _KNTE KNTX)) =X

We prove this by tracking the decryption process state, showing that the state
(A, 4 By ) after decryption completes matches the initial pre-encryption state
(Ay, By) exactly.

Let X’ = E_K,N,T(X). The decryption algorithm D_K,N,T(X* ) takes X’ as
input. Let X* = Ay’ | By, ‘. By definition of the encryption process, we have
(Ao, Big” ) = (Ao, Byo)-

The decryption process computes the initial vector ciphertext F using the same
K, N, T as encryption. Therefore, the F values in decryption and encryption
are identical.

We now analyze the decryption loop from i = 9 to i = 0, tracking variables A
and B. Let the state before processing round i be (A_{cur}, B_{cur}).

Consider decryption round i (i =9, -+, 0):

State Initialization: When entering round i, assume the current state
(A_{cur}, B_{cur}) = (A_{i+1}, B_{i+1}).

Rewriting Round Encryption Plaintext Input: The algorithm uses cur-
rent A (i.e., A_{cur} = A_{i+1}) to compute Q_i. Recalling encryption’ s
state transition: (A_{i+1}, B_{i+1}) = (B_i, C_i). Thus, the current A in
decryption (A__{i+1}) is actually B_i from before encryption round i.

Decryption Computation: Q i (A {cur}) = ([T_LJi), (/T _RJi),
(NUM{radiz}(A{cur})). Since A_{cur} = B_i, we have Q_1 (A_{cur}) =
([T_L]_1), (T_R)i), (NUM{radix}(B_i)), meaning decryption round i
uses identical input as encryption round i.
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Rewriting Round Ciphertext R Output: Decryption computes R_i =
CIPH K(F Q_ 1 (A {cur})). Since F is identical and Q i (A {cur}) =
Q_i(B_1i), we necessarily obtain R_i’" = R_i. Therefore, the converted integer
is also identical: y_1* = NUM_ {radix}(R_i’" ) = NUM_ {radix}(R_i) = y_i.

Decryption then computes ¢ = (NUM_ {radix}(B_{cur}) - y i ) mod
radix {m_i}. The cwrrent B_{cur} is B_{i+1}. B_{i+1} = C_i =
STR_ {radix} {m_i}(NUM_ {radix}(A_i) + y_i) mod radix {m_i}), so
NUM_ {radix}(B_{cur}) = NUM_ {radix}(C_i) = (NUM_ {radix}(A_i) +
y_ i) mod radix {m_i}.

Substituting into ¢’ computation:
¢ = ((NUM_ {radix}(A_i) + y_i) mod radix {m_i} - y_i) mod radix"{m_i}
= NUM__{radix}(A_1i) mod radix {m_i}

Here we use the modular arithmetic property: (a + b) mod N - b mod N = a
mod N.

Since A_1i itself is a string of length u or v, its value NUM_ {radix}(A_i)
must be less than radix {m i}.  Therefore NUM_ {radix}(A i) mod
radix " {m_i} = NUM_ {radix}(A_i), and ¢ = NUM_ {radix}(A_i). C =
STR_ {radix} {m_i}(¢ ) = STR_{radix} {m_i}(NUM_ {radix}(A_i)) =
A

State Update: Decryption executes B - A, where A’s current value is A_ {cur}
= A {i+1} = B_1i, so the new B becomes B_i. Decryption then executes A
+ C, where C' s value is A_i, making the new A become A_i. Thus, after
completing round i, the decryptor’ s state becomes (A_i, B_i).

Induction Basis and Conclusion:
Basis: Decryption begins with input state (A, By, ) initialized to encryption’
s output (Aqg, Byg)-

Induction: We proved that if the state entering round i* s loop body is
(A_{i+1}, B_{i+1}), then the state after completing the round is (A_i, B_1i).

Applying Induction: Starting at i = 9 with input state (A, By,), after
decryption round 9 the state becomes (Ag, By). Entering round 8 with state
(Ag, By), after round 8 it becomes (Ag, Bg). This continues until i = 0, where
entering round 0 with state (A, B;) yields (A, By) after round 0.

Final Result: The decryption loop terminates after executing i = 0. The de-
cryptor’s final state (A_ {cur}, B_{cur}) is (A, By). The decryption algorithm
returns A_ {cur} B_{cur} = A, B,. Since (A, By) is the original plaintext
X’ s initial split, the returned result equals X.

Thus, we have proven that D_K N, T(E_ KN, T(X)) = X holds for all valid
inputs.
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4.6 Algorithm Capability Comparison Analysis

Table 1 compares FR-FPE with NIST standards FF1, FF3-1, and the national
standard research report SM4-TE-FPE.

ChinaRxiv [$X]

FR-FPE Comparison with Classic Format-Preserving Encryption Algorithms

Feature FR-FPE FF1 FF3-1 TE-FPE
Plaintext & Plaintext < Plaintext Plaintext < Plaintext <
Tweak 192 bits, <232 192 bits, 192 bits,
Parameters Tweak < 96 bits, Tweak < 56  Tweak < 56
bits Tweak bits bits
length
unlim-
ited
Pseudorandom Resists Resists Cannot Resists
Permutation parameter parame- resist parameter
Security slide attacks ter slide  parameter slide attacks
& linear attacks slide attacks & linear
analysis & linear & linear analysis
analysis analysis
Tweak T_H globally  Global Global Encrypted
Parameter associated via  associa- association T L/T R
Encryption CBC, T_L tion encryption participate in
XORed with encryp- odd/even
round number  tion rounds
then globally respectively
associated
Block Cipher 11 times > 20 9-23 times Dynamic: 9,
Invocations times 11, 17, 23
Feistel Rounds Fixed 10 Fixed 10  Dynamic 8, Dynamic 8, 10,
rounds rounds 10, 16, 22 16, 22 rounds
rounds

Regarding plaintext and tweak parameter lengths, FR-FPE’ s plaintext length
limit of 192 bits matches FF3-1 and TE-FPE. FR-FPE’ s tweak parameter limit
of 96 bits significantly exceeds FF3-1 and TE-FPE’ s 56 bits, providing higher
security for small-domain encryption.

In terms of security, FR-FPE, FF1, and TE-FPE all resist parameter slide
attacks and linear analysis, with FR-FPE providing rigorous SPRP security
proof. FF3-1 cannot resist these attacks and has been removed from standards.

For tweak parameter encryption, FR-FPE supports up to 96-bit tweaks, with
both high-order and low-order bytes participating in all Feistel rounds (high-
order via CBC mode, low-order XORed with round number before plaintext con-
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catenation), ensuring pseudorandom permutation properties and global plain-
text encryption association, comparable to FF1’ s global tweak encryption. TE-
FPE uses a shorter 56-bit tweak, encrypting and truncating it into T _L/T_R
for odd/even round participation. This shorter length and truncation approach
reduce ciphertext entropy, weakening PRP security strength.

Regarding Feistel rounds and block cipher invocations, FR-FPE uses the same
fixed 10-round structure as FF1 but requires only 11 block cipher calls versus
FF1’ s minimum of 20—a 45% reduction (9 fewer calls)—substantially improving
efficiency while maintaining equivalent security. TE-FPE uses dynamic round
numbers (8, 10, 16, 22) with dynamic block cipher calls (9, 11, 17, 23), resulting
in complex, non-fixed structure.

5 Security Analysis

This chapter analyzes FR-FPE’ s security. First, we prove its Strong Pseudo-
random Permutation (SPRP) security based on the Game-Hopping model, then
discuss its resistance against three typical attacks.

5.1 Algorithm Pseudorandom Permutation Security

The block cipher function CIPH: x {0,1}7{128} — {0,1} {128} uses standard
block cipher algorithms, making CIPH_ K a secure PRF. FR-FPE uses r = 10
rounds. Let q be the total number of queries adversary A makes to its oracle,
m_{min} be the minimum of min(u, v) across all queried formats N = (n, )
(where u = n/2, v =n - u), and radix_{min} be the minimum radix among
queries.

Theorem 1 (FR-FPE SPRP Security). For any SPRP adversary A making
at most q total queries to its oracle, there exist adversaries By, B; such that:

Adv_{FR}-FPE(A) < q-Adv_b~{SPRP}(B,) + (10-q)-Adv_{CIPH}K {PRF}(B,)
/ 27{128} + (q, 10, radix_ {min}"m_ {min})

where B, s running time is similar to A’ s, making at most q queries to CIPH
and its inverse. B’ s running time is similar to A’ s, making at most 10q queries
to CIPH_K.

Let A be an SPRP adversary against E = FR-FPE. The proof proceeds through
a sequence of games, starting from the real world (Game G) and ending in an
ideal world where the oracle is a random permutation (Game G,), computing
the difference in adversary’ s success probability between consecutive games.

Game G: This is the real SPRP experiment. A key K<§$ is selected. Adver-
sary A interacts with oracles _{1}(N, T, X) = E_KN,T(X) and _ {1}"(-1)(N,
T,Y) =D_KNT(Y). Pr[AG_{0} 1] = Pr[SPRP_{FR}-FPE {real}(A)
1].

Game G__{1}: This game is identical to G_{0} except that computing F =
CIPH_K(P) is replaced with F = {(P), where f: {0,1}7{128} —0,17{128} is
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a truly random function selected at the game’ s start. Internal computations
CIPH_K(F Q) still use the original key K and block cipher CIPH.

To compute the difference |[Pr[AG_{0} 1]-Pr[A"G_{1} 1]|, we construct a

SPRP adversary B_ {0} against CIPH. B_ {0} receives an oracle _ {CIPH} that

is either CIPH_ K and its inverse (B_ {0}’s real world) or a random permutation
and its inverse (B_{0} s ideal world).

When A makes queries, B_ {0} computes initial vector P and queries oracle
_{CIPH} to obtain F, then simulates the remainder of FR-FPE operations for
A using F. If _{CIPH} is CIPH_K, A is in Game G_ {0}’ s environment. If
_{CIPH} is , A is in Game G_ {1} s environment. B_{0}" s advantage in
distinguishing the oracle is |Pr[ATG_{0} 1] - Pr[A"G_{1} 1]|, so:

IPr[A~G_{0} 1]-Pr[A°G_{1} 1]| Adv_{CIPH}K {SPRP}(B_{0})

Additionally, assuming no collisions in F* values. Let q_F be the number
of distinct P inputs queried (q_F q). The collision probability in _ {CIPH}
outputs is Pr[Coll_F] q F{2/(-21128}) q{2}/2{129}. We add this collision
probability to the total bound:

|[Pr[A™G_{0} 1]-Pr[ATG_{1} 1]| q-Adv_{CIPH}K {SPRP}(B_{0}) +
qt?1/2{129}

Game G_ {2}: This game is identical to G_ {1} except that computing R
= CIPH_K(F Q), where F = {(P), is replaced with R = g(F Q), where g:
{0,1}7{128} —0,17{128} is an independent truly random function.

To compute [Pr[A"G_ {1} 1]-Pr[AG_{2} 1]|, we construct a PRF adversary
B_ {1} against CIPH. B_ {1} receives an oracle _ {PRF} that is either CIPH_K
or a truly random function g. B_ {1} simulates Game G_ {1} or G_ {2} for A.
When A queries, B_ {1} computes F = f(P) using its own random function f,
then computes F Q and queries _ {PRF} to obtain R. It completes the 10-
round Feistel simulation for A using R. If _{PRF} is CIPH_K, A is in Game
G_{1}. If {PRF} is g, A is in Game G_{2}. B_ {1} makes 10-q total
queries to its oracle. B_ {1}’ s distinguishing advantage is |[Pr[ATG_{1} 1] -
Pr[A™G_{2} 1], so:

IPr[A~G_{1} 1]-Pr[A°G_{2} 1]| (10-q)-Adv_{CIPH}K {PRF}(B_{1})

Game G_ {3}: This game runs an r = 10-round unbalanced Feistel network
using independent random functions f and g, replacing CIPH_ K. The oracle is
(N, T, X) = E_f,g,N, T {ideal }(X) and its inverse. This game is functionally
identical to Game G_ {2}.

Pr[A™G_{3} 1] =Pr[A"G_{2} 1]

Game G_ {4}: This game replaces the ideal Feistel permutation
E_f,gN,T {ideal} in Game G_{3} with independent truly random per-
mutations _N,T and their inverses _ N/ T7(-1) for each (N, T), defined
as:

chinarxiv.org/items/chinaxiv-202510.00110 Machine Translation


https://chinarxiv.org/items/chinaxiv-202510.00110

ChinaRxiv [$X]

Pr[A°G_{4} 1] = Pr[SPRP_{FR}-FPE {ideal}(A) 1]

[Pr]A"G_{3} 1] - Pr[A™G_{4} 1]| is the maximum advantage differ-
ence for an SPRP adversary distinguishing an ideal Feistel cipher (us-
ing random functions f, g) from a truly random permutation. Let this
information-theoretic advantage be (q, 10, N_ {domain}), where N_ {domain}

radix_ {min}"m_ {min}. Based on Patarin’ s [23] results, for any distinguisher
making ¢ plaintext/ciphertext queries, the distinguishing advantage from an
ideal tweakable block cipher is bounded by (q, 10, N) O(q/N"{10-2}), which
is negligible for radix_{min} "m_ {min} 100,000.

[Pr]ATG_{3} 1] - Pr[A™G_{4} 1]| (q, 10, radix {min} " m_{min}) =
negl(k)

Conclusion: Using the triangle inequality to combine bounds:

Adv_{FR}-FPE(A) = |Prf[A"G_{0} 1]-Pr[A"G_{4} 1]|

|[Pr[AG_{0} 1]-Pr[A"G_{1} 1]| + |Pr[A"G_{1} 1]-Pr[A"G_{2} 1]
+ |Pr[ATG_{2} 1]-Pr[A"G_{3} 1]| + |Pr[A"G_{3} 1] - Pr[A"G_{4}

1]

(q-Adv_{CTPH}K"{SPRP}(B_{0}) + q?}/2{129}) + ((10-q)-Adv_ {CIPH}K " {PRF}(B_{1}))
+ negl(k)

q-A%iv_{CIPH}KA{SPRP}(B_{O}) + (10-q)-Adv_ {CIPH}K"{PRF}(B_{1})
+ negl(k)

If CIPH_K is a secure pseudorandom function, then for any PPT adversary A
making q queries, the advantage Adv_{FR}-FPE"{PRF}-CCA1(A) is negligi-
ble. Therefore, FR-FPE is secure and its behavior is computationally indistin-
guishable from a truly random permutation.

5.2 Attack Resistance Capability

Current attacks on FPE algorithms mainly include three types: small-domain
attacks, slide attacks, and linear attacks. The following analyzes FR-FPE’ s
resistance capabilities.

(1) Small-Domain Attack Resistance

FR-FPE resists small-domain attacks through its 10-round Feistel network and
the requirement radix " m_ {min} > 1076. The condition radix " m_ {min} >
1076 (where m_ {min} = min(u, v)) ensures a sufficiently large operation do-
main. For 10-round Feistel networks, Patarin’ s Coefficients H technique shows
that this domain size (greater than one million) yields negligible advantage
in distinguishing the construction from a random permutation. Due to the
radix m_{min} > 1076 constraint, classic small-domain attacks like exhaus-
tive search or complete permutation table construction are infeasible.

(2) Slide Attack Resistance
Slide attacks attempt to find plaintext/ciphertext pairs (X, C) and (X’ , C’ )
where X’ is X encrypted through a few rounds and C’ is C encrypted through the
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same few rounds. By finding such “slide pairs,” attackers transform attacks on
the full r-round cipher into attacks on an (r-s)-round cipher, where s is the slide
distance. FR-FPE resists slide attacks by introducing pre-computed vectors
and round counters in round encryption design. Specifically, round counter i is
incorporated in Q_i computation: Q = ([T_L]|{4} [i/{4}) [NUM(B)]_{12},
then CBC mode computes round ciphertext R = CIPH_K(F Q), involving
the pre-encrypted value F in all Feistel rounds. This strongly associates critical
parameters throughout the encryption process, effectively resisting slide attacks.

(3) Linear Attack Resistance
Cryptographic algebraic properties involve high-degree nonlinear equations
among plaintext, ciphertext, and key bits. Matsui [24] first proposed linear
cryptanalysis in 1993, finding effective linear approximations: m[i_{1},-,i]
cli_{1},+j b] = Kk {1}, k c]. For random permutations, this holds
with probability 1/2. Beyne [15] exploited round tweak parameters alternating
between two values to identify high-probability linear paths in Feistel ciphers,
building statistical distinguishers to differentiate real ciphers from random per-
mutations. Using this distinguisher, message recovery attacks probabilistically
infer partial plaintext content by analyzing message component behavior under
different tweaks, reducing FF3-1 message recovery attack data complexity to
O(N"2.5).

FR-FPE simultaneously involves both high-order and low-order tweak bytes
in all Feistel rounds (high-order via CBC mode, low-order XORed with round
number before plaintext concatenation), ensuring pseudorandom permutation
properties and association with overall plaintext encryption, effectively resisting
linear cryptanalysis. FR-FPE’ s underlying block cipher (e.g., SM4) inherently
resists linear cryptanalysis through its S-boxes and diffusion layers, making high-
bias linear paths difficult to find. With 10 Feistel rounds, the Piling-up theorem
causes linear biases to decrease exponentially through multiple rounds.

6 Experiments and Performance Analysis

This paper compares FR-FPE’ s performance against NIST standard FF1 and
TE-FPE from the Chinese Cryptography Industry Standardization Technical
Committee’ s GM/Y 5007-2024 research report. The underlying block cipher
is the national standard SM4, the character set uses radix = 10 digits, and the
test platform is an Intel i5 2.3GHz processor.

Table 2 shows encryption operations per second for three algorithms across
different plaintext lengths.

Encryption Operations per Second for Three Algorithms at Different Plaintext
Lengths

Plaintext Length FR-FPE(SM4) TE-FPE(SM4) FF1(SM4)
8 characters 79,105 ops/s 58,051 ops/s 53,836 ops/s
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Plaintext Length FR-FPE(SM4) TE-FPE(SM4) FF1(SM4)

16 characters 69,632 ops/s 57,634 ops/s 44,865 ops/s
32 characters 39,905 ops/s 46,660 ops/s 31,024 ops/s
64 characters 21,244 ops/s 25,357 ops/s 18,534 ops/s

[Figure 2: see original paper] Comparison of Encryption Operations per Second
for Three Algorithms at Different Plaintext Lengths

Both FR-FPE and FF1 use 10-round Feistel structures, but FR-FPE optimizes
initial vector construction and encryption, reducing block cipher invocations
by 45%. Therefore, FR-FPE is faster than FF1 for all character lengths. TE-
FPE uses variable-round Feistel structures: for short plaintexts, it uses 10+
rounds (slower); for plaintexts longer than 10 characters, it reduces to 8 rounds
(faster but with reduced security). As shown in Figure 2, for short plaintext
encryption ( 8 characters), FR-FPE achieves average performance improvements
of 50.7% over FF1 and 28.6% over TE-FPE. For long plaintext encryption (>8
characters), FR-FPE is 23.3% faster than FF1 but 15.1% slower than TE-FPE.

Table 3 and Figure 3 show encryption throughput rates for three algorithms
across different plaintext lengths.

Throughput Rates for Three Algorithms Encrypting Different Plaintext Lengths

Plaintext Length FR-FPE(SM4) TE-FPE(SM4) FF1(SM4)

8 characters 2.76 Mbps 1.99 Mbps 1.89 Mbps
16 characters 3.62 Mbps 2.31 Mbps 2.28 Mbps
32 characters 4.28 Mbps 4.80 Mbps 3.36 Mbps
64 characters 4.97 Mbps 5.62 Mbps 4.24 Mbps

[Figure 3: see original paper] Comparison of Throughput Rates for Three Algo-
rithms at Different Plaintext Lengths

Consistent with theoretical performance analysis, for short plaintexts ( 8 char-
acters), FR-FPE’ s throughput is 48.3% higher than TE-FPE and 53.1% higher
than FF1 on average. For long plaintexts (>8 characters), FR-FPE’ s through-
put is 9.3% lower than TE-FPE but 21.7% higher than FF1 on average.

Conclusion

Addressing the challenges that existing FPE standards struggle to defend against
slide and linear cryptanalysis attacks while suffering from low efficiency, this
paper proposes the Finite Radix Format-Preserving Encryption (FR-FPE) al-
gorithm, supporting encryption of plaintexts up to 192 bits and tweak parame-
ters up to 96 bits. Through its CBC-mode-based parameter vector encryption
mechanism and structured tweak parameter fully-associated encryption model,
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FR-FPE effectively resists slide and linear cryptanalysis attacks. Its lightweight
deterministic encryption structure significantly reduces underlying block cipher
invocations. Based on the Game-Hopping model, we prove FR-FPE achieves
Strong Pseudorandom Permutation (SPRP) security. Experiments demonstrate
that under identical plaintext and tweak parameter lengths, FR-FPE achieves
41.56% higher encryption operations per second and 32.79% higher data through-
put compared to FF1.
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