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Abstract
CT images provide medical practitioners with a scientific and intuitive rationale
for the diagnosis of clinical diseases. The Internet of Medical Things (IoMT) and
telemedicine facilitate the preservation, transmission, and application of medical
data, driving the sharing of medical data, especially medical images. Encryption
and decryption of CT images distributed in the IoMT and telemedicine are be-
coming critical because they contain a large amount of private patient-sensitive
information and are vulnerable to third-party attacks, resulting in information
exposure and privacy leakage. In this paper, we propose an Encryption and De-
cryption based Gan-attention network (EDG-Net) for CT images in the IoMT
and telemedicine. EDG-Net consists of a generator, two discriminators, a do-
main transfer of attention, and adaptive normalization. In addition, a double
encryption and decryption strategy is introduced by EDG-Net to effectively
improve the security of the ciphertext image and the fidelity of the decrypted
plaintext image. Specifically, during the encryption or decryption phase, the
generator transforms the CT images mutually in the plaintext and ciphertext
domains. Two discriminators to identify and modify the differences between
these two domain transformations, especially to improve the accuracy of the
reconstruction during decryption. The parameters of the trained encryption
and decryption network are considered as the secret keys of encryption and de-
cryption. Qualitative and quantitative analysis of public and private datasets
demonstrates the superior performance of EDG-Net regarding encryption secu-
rity and robustness, as well as decryption accuracy.
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Abstract
CT images provide medical practitioners with a scientific and intuitive rationale
for the diagnosis of clinical diseases. The Internet of Medical Things (IoMT) and
telemedicine facilitate the preservation, transmission, and application of medical
data, driving the sharing of medical data, especially medical images. Encryption
and decryption of CT images distributed in the IoMT and telemedicine are be-
coming critical because they contain a large amount of private patient-sensitive
information and are vulnerable to third-party attacks, resulting in information
exposure and privacy leakage. In this paper, we propose an Encryption and
Decryption based GAN-attention Network (EDG-Net) for CT images in the
IoMT and telemedicine. EDG-Net consists of a generator, two discriminators,
a domain transfer of attention, and adaptive normalization. In addition, a
double encryption and decryption strategy is introduced by EDG-Net to ef-
fectively improve the security of the ciphertext image and the fidelity of the
decrypted plaintext image. Specifically, during the encryption or decryption
phase, the generator transforms the CT images mutually in the plaintext and
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ciphertext domains. Two discriminators identify and modify the differences be-
tween these two domain transformations, especially to improve the accuracy of
the reconstruction during decryption. The parameters of the trained encryption
and decryption network are considered as the secret keys of encryption and de-
cryption. Qualitative and quantitative analysis of public and private datasets
demonstrates the superior performance of EDG-Net regarding encryption secu-
rity and robustness, as well as decryption accuracy.

Keywords: Computed tomography (CT), CT imaging techniques and applica-
tions, Internet of Medical Things (IoMT), telemedicine, deep learning

1. Introduction
IoMT and telemedicine have become a rising demand and emerging technology
in the healthcare industry with applications in remote diagnosis, early diagno-
sis of diseases, emergency advice from doctors, and collection of long-term data
from patients for improved health monitoring [1]. Computed Tomography (CT)
images disseminated in the Internet of Medical Things (IoMT) are widely used
in the diagnosis of various diseases by utilizing X-ray beams to scan the human
body in layers and computer processing to produce detailed images of the inter-
nal structure of the body, which are featured by fast imaging speed and high
spatial resolution [2, 3, 4, 5]. As shown in Fig. 1, the main circulation of medical
images saved and transmitted is in the hospital intranet and in the hospital ex-
tranet. When a patient is scanned by CT, MR, ultrasound, and other common
medical imaging devices, the medical images are stored in the picture archiving
and communication system (PACS) in the hospital intranet. When a physician
diagnoses a patient, PACS retrieves the required images from the digital hospi-
tal intranet database and transmits the images to the physician’s workstation,
which works with the patient information from the hospital information system
(HIS). For remote diagnosis, medical images of patients examined at the primary
hospital need to be shared with specialists at partner hospitals in different re-
gions. Whether in PACS and HIS on hospital intranets or in the distribution of
remote diagnostics based on the IoMT, medical images still have some critical
security issues when storing, transmitting, and reviewing medical images that
retain sensitive private patient information. If an internal or external attacker
has the ability to compromise PACS, HIS, and IoMT systems, it can easily lead
to the leakage of patients’private information. Therefore, encryption protection
of CT images is a growing concern for researchers [6, 7, 8, 9].

With the growing research, medical image encryption can be categorized into
traditional medical image encryption, chaos-based medical image encryption,
and deep learning-based medical image encryption. Traditional medical image
encryption algorithms are mainly based on pixel disambiguation in the spatial
domain and encryption techniques based on the transform domain. Pixel dis-
ambiguation based on the null domain of medical images leaves the pixels of the
digital image unchanged, making it easy for third parties to find disambigua-
tion patterns on statistical analysis and steal secrets. Transform domain-based
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medical image encryption is the transformation of a null domain image into
the transform domain, which is divided into different coefficient matrices based
on different parameters and frequencies, but transform domain-based medical
image encryption can cause distortion of the image if it is not combined with
spatial domain based encrypted images.

In recent years, chaos-based medical image encryption exploits the chaotic se-
quences generated by chaotic systems to disrupt and diffuse the plaintext image
at the pixel level, thus changing the original pixels of the plaintext for image
encryption [10, 11, 12, 13, 14]. Deng encrypted medical images by combining
two different one-dimensional chaos to form composite chaos, and then dislocat-
ing or processing the image ranks [15]. Sweldens et al. proposed an improved
algorithm of chaotic image encryption based on the logistic mapping. The char-
acteristics of the algorithm are that the security of the encryption algorithm
is improved by expanding the encryption space, and the shortcoming is that
the encryption and decryption period is long [16]. Maure et al. used logistic
mapping to generate a pseudo-random sequence to generate a pseudo-random
matrix based on a pseudo-random matrix construction pattern to achieve im-
age position dislocation and then used operations or dissimilarity to achieve the
purpose of spreading pixels [17].

In addition, DNA coding and compression-aware techniques are also applied
to chaotic image encryption [18, 19]. In 2018, Wu et al. proposed a DNA-
based chaotic image encryption method. The use of DNA encoding greatly
enhances the effectiveness of image pixel value dislocation and diffusion, but
the complex encoding rules lead to high time complexity and slow operation,
which is not conducive to the real-time transmission of multiple images [20].
Chai et al. used a compression-aware technique to compress the plaintext image
at a certain compression rate instead of the noise-like ciphertext image obtained
by traditional encryption methods, which is equivalent to visually encrypting it
at the same time [21].

With the empowerment of deep learning technology in image processing and
computer vision, the development of digital image encryption based on deep
learning has been expedited. Dong et al. employed a binary tree neural network
to exchange keys in groups and generate a cipher stream to encrypt and protect
the message [22]. Fang et al. generated encryption keys using a deep convo-
lutional generative adversarial network in conjunction with a four-dimensional
hyperchaotic system, and then scrambled and diffuse encryption of the image
[23]. Ding et al. improved the security of medical image encryption by generat-
ing keys for medical image encryption via generative adversarial networks [24].
Ding et al. encrypted medical images by directly converting plaintext medical
images into noisy images with ciphertext style through a recurrent generative
adversarial network [25].

Medical image encryption in IoMT and telemedicine faces four core challenges:
traditional encryption’s security-fidelity trade-offs, chaotic-inspired methods’
efficiency limitations, deep learning encryption’s performance dilemmas, and
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IoMT-specific cross-domain risks. Traditional spatial-domain pixel permuta-
tion methods fail to disrupt statistical patterns, making them susceptible to
frequency analysis attacks [26], while transform-domain encryption causes im-
age distortion without spatial processing, violating medical fidelity requirements
[27]. Chaotic systems suffer from limited key space and parameter sensitivity,
with DNA-based encryption incurring time complexity, failing to meet real-time
IoMT transmission demands [28, 29]. Traditional methods fail to adapt to fluctu-
ating bandwidth, and feature variability across medical devices hindering model
generalization [30] and reducing cross-device encryption effectiveness [31].

In this paper, we make the following contributions:

• A network consisting of a generator, two discriminators, a domain transfer
of attention, and adaptive normalization for medical image encryption and
decryption called EDG-Net has been developed by employing image-style
translation deep learning techniques for medical image encryption.

• A double encryption strategy (DEDS) is introduced by EDG-Net. Dur-
ing the encryption phase, DEDS facilitates the fine-grained transformation
from plaintext to ciphertext images and strengthens the security of cipher-
text images; during the decryption phase, DEDS enables the receiver to
accurately decrypt the ciphertext image into a plaintext image to ensure
the fidelity of medical images.

• A novel secret key generation method for encryption and decryption of
medical images is developed. We consider the parameters of the trained
EDG-Net as the secret key for encryption and decryption. Since EDG-
Net is a highly nonlinear deep learning network with random initials, the
parameters of the trained EDG-Net change with each training of the net-
work, so the capacity space of the encryption and decryption secret keys
is large and sensitive, which is a one-time pad.

• A multi-level consistency loss function is introduced for encryption and
decryption of medical images, which can effectively combine the attention
module to recover the key information and tiny structures of ciphertext
medical images adaptively during the decryption process and improve the
accuracy of decryption.

• A private dataset of medical images for encryption and decryption is col-
lected. Three state-of-the-art encryption methods are employed to en-
crypt the collected plaintext medical images into ciphertext image labels.
Qualitative and quantitative results demonstrate that the dataset is use-
ful for training, validating, and testing deep learning-based encryption
algorithms for medical images.

The rest of this paper is organized as follows. Section II gives the mathematical
model of EDG-Net and the details of the neural network architecture. The
experimental result and analysis are performed in Section III. In Section IV, we
will discuss some related issues and make conclusions.
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2.1. One-step One-time Medical Image Double Encryption
and Decryption Strategy
In this paper, we develop a one-step one-time medical image double encryption
and decryption strategy as shown in Fig. 2. We are given a set of images
for doctors to make clinical diagnoses in plaintext domain P and a different
set of images that disrupt patient organ information in the ciphertext domain
C. When encrypting, we want to train a mapping En: P → C such that the
output ĉ = En(p), p � P, is indistinguishable from images c � C by an adver-
sary called Discriminator C trained to classify ĉ apart from c. In theory, this
objective can induce an output distribution over ĉ that matches the empirical
distribution pdata(c). The optimal G thereby translates the domain P to a
domain Ĉ distributed identically to C. Meanwhile, we have a mapping De: C
→ P such that the output p̂ = G(c), c � C guarantee that an individual input x
and reconstruction output y is paired in a correspondence De(En(p)) = c and
En(De(c)) = p. In addition, we introduce two adversarial discriminators DC
and DP, where DC aims to distinguish between images p � P and translated
images {G(c)}. In the same way, DP aims to discriminate between images c
� C and {G(p)}. The decryption strategy is exactly the same as the encryp-
tion strategy, only plaintext images and ciphertext images need to be swapped.
The network architecture parameters of the encrypted network are taken as the
secret key, and the receiver can reproduce the decrypted network by receiving
the trained encrypted network parameters and inputting the cipher text into
the decrypted network with the same architecture as the encrypted network to
realize the decryption process.

2.2. The Detail of EDG-Net
2.2.1. Generator of EDG-Net

The generator employed during encryption and decryption has the same network
architecture as shown in Fig. 3. The generator consists of an encoder Es (2
down-sampling and 4 residual blocks), an auxiliary classifier, and a decoder Ds
(4 residual blocks and 2 up-sampling). During the downsampling phase, the
input image x � Xp increases the number of channels to 64 dimensions by a 7 ×
7 convolution kernel with a step size of 1 and a padding of 3. Then the number
of channels is increased to 256 dimensions by a 3 × 3 convolution kernel with
step size 2 and a padding of 1, and the image size is reduced from 256 × 256
to 64 × 64. The downsampled feature maps passes through 4 same residual
blocks, which are realized by a convolution with padding of 1, step size of 1 and
convolution kernel of 3 × 3.

The encoded feature maps as shown in Fig. 4(a) Es(x) = {E1s ⋯Ens} are sub-
jected to global average pooling and global max pooling in the auxiliary classifier
for plaintext domain and ciphertext domain binary classification, respectively.
A weight Ws = {Ws1 ⋯Wsn} is given to each channel of the encoded feature
map by binary classification, and this weight determines the importance of the
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corresponding feature of this channel to realize the attention mechanism under
the attention feature map Ea(x) = {Ea1, Ea2, Ea3 ⋯Ean}, k = 1, 2, ⋯, n. The
DTA subjected to a multilayer perceptron to determine the � and � to be used
for the adaptive normalization (AN). AN as shown in Fig. 4(b) combines the
advantages of instance normalization (IN) and layer normalization (LN). IN as-
sumes no channel correlation, it normalizes globally but does not preserve the
content structure well, but IN ensures that the channels are not correlated and
only normalizes the map itself, which well compensates for the shortcomings of
LN. The features are finally fed to a decoder consisting of four residual blocks
and two up-sampling to obtain the output.

2.2.2. Discriminators of EDG-Net

The proposed EDG-Net employs a global discriminator and a local discriminator
as shown in Fig. 5 during the encryption and decryption processes. The global
discriminator and the local discriminator consist of residual blocks, a class acti-
vation map, and a classifier. The difference between the global discriminator and
the local discriminator is that the global discriminator performs two more con-
volutions of the features with a step size of 2, a padding of 1, and a convolution
kernel of 4 × 4 to compress the features more deeply. The DAT is incorporated
in both the local discriminator and the global discriminator. Although the DAT
does not do the classification of plaintext and ciphertext domains, the inclusion
of the attention module is beneficial for discriminating the authenticity of the
images. The attention maps facilitate fine-tuning by focusing on the differences
between the real and fake images in the target domain.

2.2.3. Loss Function

The multi-level consistency loss in EDG-Net is as follows:

Gp→c, Gc→p, �p, �c Dp, Dc, �Dp, �Dc �1 Llsgan + �2 Lcycle + �3 Lidentity +
�4 Lcam,

Llsgan = Lp→c lsgan + Lc→p lsgan
Lcycle = Lp→c cycle + Lc→p cycle
Lidentity = Lp→c identity + Lc→p identity
Lcam = Lp→c cam + Lc→p cam

where Llsgan is adversarial loss function, Lcycle is cyclic loss function, Liden-
tity is identity loss function, and Lcam is class activation mapping loss. Lp→c
lsgan, cycle, cam as an example of the encryption process (Lc→p lsgan, cycle,
cam during decryption process calculated in exactly the same way). The adver-
sarial loss Llsgan matches the distribution of the plaintext domain image to the
distribution of the ciphertext domain image. The adversarial loss is designed as
follows:

lsgan = (Ex�Xc[(Dc(x))²] + Ex�Xp[(1 - Dc(Gp→c(x)))²])
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Generators in encryption and decryption employ a cyclic consistency constraint.
This cyclic consistency constraint ensures that the ciphertext image can be
successfully decrypted to the original plaintext domain after the plaintext image
is encrypted into the ciphertext image. The cyclic consistency constraint is
designed as follows:

cycle = Ex�Xp[‖x - Gc→p(Gp→c(x))‖�],

The generator in encryption and decryption utilizes an identity loss function that
applies an identity consistency constraint to the generator. Given a plaintext
image, it is guaranteed that the color distribution is similar after generating a
ciphertext image using the generator. The identity loss function is designed as
follows:

identity = Ex�Xt[‖x - Gp→t(x)‖�],

By exploiting the information from the auxiliary classifier, the attention mech-
anism is positively influenced and thus helps the generator and discriminator
in gaining insight into what is the biggest difference between the plaintext and
ciphertext domains. The CAM loss function is designed as follows:

cam = -(Ex�Xp[log(�p(x))] + Ex�Xc[log(1 - �p(x))])
cam = Ex�Xc[(�Dc(x))²] + Ex�Xp[(1 - �Dc(Gp→c(x)))²]

3.1. Datasets and Experiment Environment
A private dataset is collected to train and validate the outstanding performance
of the proposed EDG-Net. The dataset contains 1639 digital medical images
with a size of 256 × 256 from the Nanjing First Hospital, China, with the
approval of the Institutional Review Board and patient consent forms. The
number of images is increased to 6556 by using data enhancement with rotation
of 90°, 180°, and 270°. Three state-of-the-art methods [32, 33, 34] are employed
for the encryption of 6556 medical images. 19468 medical images are used as
the training set for the private dataset, 100 images as the validation set, and
100 images as the test set.

The public dataset containing 150,000 medical images is employed to demon-
strate the superior performance of the EDG-Net. The US National Institutes
of Health provides this dataset, and all images are from 30,805 unique patients
with an original image size of 1024 × 1024. The same three encryption methods
and dataset generation methods applied to private datasets are also available
for public datasets. 149800 medical images are used as the training set for the
private dataset, 100 images as the validation set, and 100 images as the test set.

This study implemented all deep learning-based algorithms using the Paddle
framework. The networks were trained and tested on a computer with configu-
rations: CPU is Intel Core i9-9900KF @ 3.60GHz; GPU is NVIDIA RTX 3090
with 24 GB memory. The total epoch was set to 100 and 10,000 iterations in
each epoch. The Adam algorithm with �1 = 0.5 and �2 = 0.999 was adopted
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to optimize the proposed EDG-Net. The batch size is set to 1 and the initial
learning rate was set to 0.0001 and slowly decreased to 0.00001.

3.2. Results and Analysis of the Comparison Experiment
CCPL [35], CNN [36], CycleGAN [37], P2P [38], and UGA [39] were taken as
comparison methods to verify the encryption and decryption performance of
EDG-Net. The structural similarity index (SSIM), Peak Signal-to-Noise Ratio
(PSNR), Inception Score (IS), Fréchet Inception Distance (FID), and Kernel
Inception Distance (KID) were used as metrics to measure the effectiveness of
EDG-Net encryption and decryption.

3.2.1. Results and Analysis of Encryption Results

Encryption results from comparison experiments on the public dataset and the
private dataset are shown in Fig. 6. From Fig. 6, it can be observed that
the ciphertext image of CNN and CCPL after medical image encryption can-
not effectively protect the patient’s tissue information. CYC_GAN, P2P, and
UGA all provide some protection for patients’organizational information, while
CYC_GAN’s cipher image style and distribution on public data differs sig-
nificantly from the reference cipher image. The medical image encrypted by
UGA is still able to see the chest rib information although the image style is
similar to that of the cipher domain image, while the P2P and EDG-Net en-
crypted medical images provide full protection of the patient’s chest tissue
structure. The same phenomenon occurs for private dataset encryption results.
Comparing the images encrypted by P2P and EDG-Net, the medical images
encrypted by P2P are distributed with similar segmented stripes of pixels with
some regularity. The image encrypted by EDG-Net does not have the regular
segmented stripe-like pixel distribution like the image encrypted by P2P, and it
most closely matches the style and pixel distribution of the reference ciphertext,
while also maintaining a certain degree of differentiation from the style of the
ciphertext, which makes it difficult to be locked and attacked by a third party.

The quantitative metrics on public and private datasets for encryption and de-
cryption of the different methods in the comparison experiments were shown
in Tab. 1. From the quantitative encryption results, EDG-Net obtained the
highest PSNR and SSIM on both public and private datasets, which indicated
that the medical images encrypted by EDG-Net had the smallest disparity and
the highest similarity with the reference ciphertext medical images. EDG-Net
achieved the lowest FID and KID on both public and private datasets, denoting
that the distance between the ciphertext medical reference image and the cipher-
text image encrypted by EDG-Net is the smallest, and the ciphertext genera-
tion model of EDG-Net has the best performance and the best encryption effect.
The IS of EDG-Net encrypted medical images on public and private datasets are
1.43 and 1.67, respectively. This means that the KL dispersion of the category
probability distributions of the cipher images generated by EDG-Net during
the encryption process with the edge distributions of all the categories is the
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largest, and EDG-Net is outperforming all the cipher generation models in the
comparison experiments.

3.2.2. Results and Analysis of Decryption Results

Fig. 7 illustrated the receiver receiving a medical image encrypted with a se-
cret key decrypted from the public and private datasets. As shown in Fig. 7,
the ciphertext images decrypted by CNN, CCPL, and CYC_GAN fail to ef-
fectively recover the tissue structure and organ details of the original medical
images. The medical images decrypted by P2P, UGA, and EDG-Net maintain
a high consistency in pixel distribution and image style with the original med-
ical images. Compared with P2P, medical images encrypted and decrypted by
EDG-Net have better restorability and fidelity in terms of details such as tissue
structure boundaries, rib morphology, and so on.

To further compare the performance of P2P, UGA, and EDG-Net, the local
regions of interest in Fig. 7 were picked for analysis as illustrated in Fig. 8.
As illustrated in Fig. 8, the ROIs within the circles labeled in Fig. 8(c1)-
(f3) after being encrypted and decrypted by the UGA on the public dataset
show a significant change in the location information as compared to the other
methods. As shown in Fig. 8(b3), the medical image after decryption by P2P
over-sharpens the ROIs in the original medical image, which makes details such
as blood vessels that are not obvious in the original image become overly clear.
As illustrated in Fig. 8(d5), the images encrypted and decrypted by EDG-
Net can more accurately recover the tiny structural information of the bones
and blood vessels, while guaranteeing the same contrast and brightness as the
original image with the same degree of similarity.

The quantitative metrics of decrypted images after each comparison method on
public and private datasets in the comparison experiments are listed in Tab. 2.
The results of this quantitative analysis also argue that the image quality of
medical images encrypted and decrypted by P2P, UGA, and EDG-Net in Fig. 7
is superior to CNN and CCPL. The decrypted image of EDG-Net takes the max-
imum PSNR and SSIM on both the public dataset and on the private dataset.
The IS of the decrypted images of P2P, UGA, and EDG-Net on both public
datasets and private data is larger than that of CNN, CCPL, and CYC_GAN.
Since KL dispersion ignores the distribution of real medical image data, FID
and KID metrics are further introduced to demonstrate the capability of the
decryption model. As with the IS metrics, in both FID and KID metrics, the
images generated by P2P, UGA, and EDG-Net outperform CNN, CCPL, and
CYC_GAN. Compared with EDG-Net, the FIDs of P2P and UGA on public
and private datasets are about half of those of EDG-Net. EDG-Net has the
optimal KID on both public and private datasets. It is indicated that during
the decryption process, EDG-Net has the best plaintext generation effect, and
the similarity between the decrypted plaintext and the original medical image
is the strongest, and the decryption result of EDG-Net is the most accurate.
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3.3. Results and Analysis of the Ablation Experiment
The ablation experiment is performed to investigate the effectiveness of the dou-
ble encryption and decryption strategy (DEDS), domain transfer of attention
(DTA), and adaptive normalization (AN) in EDG-Net. First, a deep-learning-
based medical image encryption and decryption network (ED-Net) without
DEDS, DTA, and AN is used as a baseline. Then, ED-Net+DEDS, which
only introduces DEDS, is employed for double encryption and decryption of
medical images. Next, ED-Net+AN with only AN incorporated was employed
to demonstrate the role of AN in improving the accuracy of EDG-Net in trans-
ferring ciphertext pixels and plaintext pixels to each other, while assisting both
the ciphertext generation model and the plaintext generation model in flexibly
controlling the number of changes to the shapes and textures of features in both
the ciphertext domain and the plaintext domain. Finally, ED-Net+DTA with
DTA only is added to examine the ability of DTA to locate the position of key
features in EDG-Net based on the classification results of the source and target
domains to improve the security during the encryption phase and the accuracy
during the decryption phase of EDG-Net.

Fig. 9 shows the qualitative analysis of each algorithm after encryption and
decryption on public and private datasets. As can be seen from the encryption
results in Fig. 9, there are some subtle differences in EDG-Net while maintain-
ing a similar pixel style to that of the reference cipher image, but overall the
encryption results seem to be better than the other methods in the ablation
experiments. As shown in Fig. 9(c1)-(c6), the ciphertext image encrypted by
ED-Net+DEDS can expose part of the tissue contour boundary information.
The medical images encrypted in Fig. 9(d1)-(d6) can demonstrate the feature
information of the ribs inside the chest, indicating that the separate introduc-
tion of AN on the baseline model does not fully provide secrecy to the plaintext.
During the decryption stage, the decrypted images of ED-Net, ED-Net+DEDS,
and ED-Net+AN deviated significantly from the original medical images. The
decrypted images of ED-Net and ED-Net+DEDS can only decrypt fuzzy tissue
shape information from the ciphertext image, which has little clinical signifi-
cance for medical diagnosis at the receiving end. With the addition of AN, the
decrypted image is much improved compared to ED-Net and ED-Net+DEDS,
and can restore the organizational information of some key features, but the
accuracy is still far from enough. ED-Net+DTA effectively decrypts global and
local organizational information, with a lack of clarity recovery on the overall
image. EDG-Net provides accurate decryption of medical images while main-
taining secure encryption.

Tab. 3 illustrates the quantitative results of each method in the ablation exper-
iments on the public dataset. The baseline ED-Net in the ablation experiments
scored the lowest PSNR and SSIM during the encryption and decryption phase
on both the public and private datasets. With the incorporation of DEDS, AN,
and DTA individually, the PSNR and SSIM of the model are improved, which
indicates that the quality of the encrypted ciphertext image and the quality of
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the decrypted plaintext image of the model are both improved. In terms of plain-
text generation capability, with the introduction of DEDS, AN, and DTA, the
plaintext generation modeling capabilities are improved during the decryption
stage. It can be seen that due to the empowerment of AN and DTA, EDG-Net
can effectively locate the key positions of the conversion between ciphertext pix-
els and plaintext pixels, and simultaneously can transform some medical image
texture level and shape features to enhance the robustness of the encryption or
decryption.

3.4. Security Analysis
3.4.1. Histogram Analysis of Encrypted and Decrypted Images

Histogram analysis is an analytical method used to describe the distribution of
pixels in a digital image, which determines the pixel distribution of an image by
counting the pixel grey values and the number of pixels per grey value. When
encryption-protected medical images circulate in the public channel, third-party
attackers can target the image information by comparing the histograms before
and after encryption through histogram analysis. A robust encryption system
should have a high degree of similarity in the histograms of different images
encrypted. As shown in Fig. 10, the pixel distributions of the histograms of the
two plaintext reference images (c1) and (d1) and the ciphertext histograms en-
crypted by each encryption method in the comparison experiments are uniformly
distributed except for (a4), (b4), (a5), and (b5). This phenomenon indicates
that CYC_GAN and P2P are vulnerable to attack by third parties through
histogram analysis, and the encryption algorithms perform poorly in terms of
reliability. Although the ciphertexts encrypted by CNN, CCPL, and UGA are
in a uniform distribution, the encrypted ciphertexts perform poorly in qualita-
tive evaluation, exposing part of the organization and failing to guarantee the
security of the encryption algorithm. During the decryption phase, the pixel
distribution of the plaintext images decrypted by each decryption algorithm dif-
fers significantly from that of the plaintext reference image except for P2P and
EDG-Net. The histograms of (c5), (d5) and (c7), (d7) decrypted by P2P and
EDG-Net are similar in shape to the plaintext reference images (c1) and (d1).
This indicates that the decryption accuracy of P2P and EDG-Net is high, and
the decrypted plaintext has some clinical diagnostic guidance. In summary, in
the comparison experiments, P2P has some decryption accuracy but performs
poorly in encryption security and reliability, and CNN, CCPL, and UGA per-
form poorly in security, reliability, and accuracy during both encryption and
decryption phases.

3.4.2. Pixel Correlation Analysis of Encrypted and Decrypted Images

The pixel correlation of a digital image describes the relationship between neigh-
boring pixels of an image. A proper medical image encryption algorithm en-
crypts a cipher image that should be random, with no significant correlation
of pixels in the cipher image. The plaintext image before encryption reflects
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the overall or local key information such as the structural shape of tissues and
organs, boundary contours, lesions, and so on, therefore the plaintext image
has a distinct pixel correlation. Fig. 11 illustrates the pixel correlation between
the encrypted ciphertext and the decrypted plaintext for each method in the
comparison experiment. In terms of the correlation of the encrypted ciphertext
image, the pixel correlation of the ciphertext image encrypted by CYC_GAN
and P2P is optimal, and the pixel correlation coefficient is almost close to 0.
However, the quality of the CYC_GAN decrypted plaintext is poor and the
correlation between the plaintext and the pixel correlation of the original plain-
text reference image is very different from the correlation shown in Fig. 11(c1)
and (d1). The P2P encrypted ciphertext image is closer to the pixel correlation
of the plaintext reference image, but the quality of its decrypted image is too
sharpened for the overall image. This phenomenon causes unimportant details
in the original image to be sharpened, which can easily mislead the clinician’s
diagnosis. Although the correlation of pixels of ciphertext and plaintext images
of CNN, CCPL, and UGA is high, the quality of their encrypted and decrypted
ciphertext and plaintext images is poor.

3.5. Algorithmic Complexity
Three universally used metrics, floating-point operations (FLOPs), number of
parameters, and throughput, were adopted to compare the complexity of differ-
ent DL-based encryption algorithms. The results listed in Tab. 4 were calculated
on the public dataset. As can be seen from Tab. 4, the EDG-Net network has
the largest floating-point operations and a larger number of parameters for the
network. This is due to the generators and discriminators of the plaintext and
ciphertext domains in EDG-Net. The encoder, decoder, and DTA in EDG-Net
require operations such as convolution, upsampling, and downsampling, so they
consume more floating-point operations. EDG-Net has larger network parame-
ters because of the addition of DEDS, DTA, and AN, which is about twice as
large as UGA and three times as large as CYC_GAN. The parameters of the
network after the training of the encrypted and decrypted network are consid-
ered as the secret key for the receiver. EDG-Net is second only to UGA in terms
of speed of testing once it has been trained on the dataset. Considering the accu-
racy, reliability, and security of the encryption and decryption algorithms, the
model complexity and computation time of EDG-Net are completely acceptable.

4. Discussion and Conclusion
In this work, we proposed Encryption and Decryption based GAN-attention
Network, EDG-Net, for information protection of CT images in IoMT and
telemedicine. The proposed EDG-Net consisted of plaintext and ciphertext
generators, discriminators, and domain transformation of attention and adap-
tive normalization. To improve the security of encryption and the accuracy of
decryption, the double encryption strategy was adopted on EDG-Net. In the
comparison experiments, the qualitative and quantitative results and analyses
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of the public and private datasets demonstrated that the encryption quality
of the ciphertext image after encryption by EDG-Net was higher than that of
other encryption methods, and the accuracy of the decrypted plaintext was
also higher than that of other algorithms. The ablation experiments demon-
strated the irreplaceable role of the adopted double encryption strategy, domain
transfer of attention, and adaptive normalization in EDG-Net. The security,
robustness, and reliability of the EDG-Net encryption system were also veri-
fied by histogram analysis and pixel correlation analysis. Finally, a complexity
analysis was proved to determine the practical applications of EDG-Net. Com-
pared to other methods, the proposed EDG-Net performs well in all the above
experiments, boasting significant encryption and decryption capabilities, and
maintaining the robustness and reliability of the encryption system when facing
attacks from third parties. However, the algorithmic complexity of the proposed
EDG-Net was more complex than other algorithms for encrypting images due
to the complex encoding and decoding processes, and the model was more time-
consuming. However, since the key was trained as a network parameter, the
more network parameters, the larger the key space, and the higher the security
performance of the encryption algorithm. Finally, EDG-Net is effective in guar-
anteeing the security of images with clinical diagnostic significance sent by the
sender in a specific remote diagnosis. When the receiver receives the ciphertext
and key (trained network parameters), they can effectively decrypt the cipher-
text image accurately, and the decrypted image can meet the needs of clinical
diagnosis. EDG-Net can effectively promote the development of remote diagnos-
tic medical treatment for acute heart attack, acute stroke, and other emergency
diseases in underdeveloped areas of medical services such as mountainous areas
and island medical treatment, and can effectively ensure the safety and fidelity
of clinical IoMT-based examination reports downloaded outside the hospital,
medical teaching, and other practical intelligent medical application scenarios.

Although the EDG-Net demonstrated encouraging improvement in CT image
encryption for IoMT and telemedicine, some issues are still to be noticed. Limi-
tations and future research: (1) EDG-Net’s training time is too long. EDG-Net’
s training time is less than optimal and the model parameters are large. In the
future, we will work on maximizing the retention of model parameters to en-
sure the secret key time while minimizing the training time of EDG-Net, and
more advanced pre-training strategies and deep-learning models will be utilized
to solve this problem. (2) Deep learning approach is adopted in EDG-Net to
accomplish encryption and decryption tasks, problems such as loss of informa-
tion are generated at the stage of extraction of features of deep learning, so
EDG-Net is not compared with traditional lossless encryption and decryption
algorithms. In the future, we will work on developing a lossless deep learning-
based CT image encryption and decryption network. (3) EDG-Net can only
accomplish image encryption in medical IoT and remote diagnosis, but not hide
key information on medical images. Therefore, the development of a joint en-
cryption network to develop new key information-hiding algorithms to establish
a high-dimensional and integral medical image protection framework for medi-
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cal images will be the next focus of research. (4) Existing datasets are limited in
quantity and ignore the clinical needs in real-life scenarios. In contrast, medical
Internet-based telemedicine has to face very rich clinical scenarios and 2D or 3D
medical images generated by different devices such as CT, MRI, DR, ultrasound,
endoscopy, and pathology slides should be widely collected and labeled. There-
fore, the comprehensive consideration of constructing a new type of medical
image dataset under multiple realistic scenarios will become the next research
focus.
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