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Abstract

As the scale and complexity of large-scale scientific facilities based on particle
accelerators continue to increase, their control networks face challenges such as
a surge in equipment quantity, difficult security management and control, and
low maintenance efficiency. To address these issues, a control network manage-
ment system for large-scale accelerators has been designed and developed. The
system implements three core functions: unified management of control network
IP addresses, automatic collection of network dynamic information, and network
access control. Through a centralized application and approval mechanism, TP
conflicts are avoided; based on switch operation data, real-time monitoring of
device online status and precise physical location tracking are achieved; an IP-
port binding scheme is employed to ensure control network access security. The
system is designed and implemented using a Web architecture, with the fron-
tend developed based on the Vue.js framework, the backend employing a hybrid
Node.js and Python technology stack, and MongoDB database selected for data
storage. The system has been successfully deployed and is operating stably in
the CSNS accelerator control network, effectively resolving security risks and
maintenance challenges in network management, and laying the foundation for
CSNS-II network management.
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Abstract

With the continuous expansion in scale and complexity of large scientific facil-
ities based on particle accelerators, their control networks face significant chal-
lenges, including a surge in device numbers, difficulties in security management,
and low maintenance efficiency. To address these issues, a control network man-
agement system tailored for large-scale accelerators was designed and developed.
The system implements three core functions: unified IP address management for
the control network, automatic collection of dynamic network information, and
network access control. IP conflicts are prevented through a centralized applica-
tion and approval mechanism; real-time monitoring of device online status and
precise physical location identification are achieved based on switch operation
data; and control network access security is ensured through an IP-port binding
scheme. The system adopts a Web architecture for design and implementation,
with the frontend developed based on the Vue.js framework, a hybrid Node.js
and Python technology stack for the backend, and MongoDB database for data
storage. The system has been successfully deployed and is operating stably in
the CSNS accelerator control network, effectively resolving security risks and
maintenance challenges in network management, laying a solid foundation for
CSNS-IT network management.

Keywords: Control network; Control system; Accelerator; Network manage-
ment; CSNS
Classification: TL503.6

[Background]: The increasing scale and complexity of large scientific facilities
have led to significant challenges in control networks, including a proliferation
of connected devices, security management difficulties, and inefficient mainte-
nance processes.

[Purpose]: To address these challenges, a comprehensive control network man-
agement system was designed and implemented, specifically tailored for large-
scale accelerator facilities.

[Methods]: The developed system integrates three core functionalities: uni-
fied TP address management, dynamic network information acquisition, and
network access control. A centralized application and approval mechanism was
implemented to eliminate IP conflicts. Real-time monitoring of device status
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and precise physical location identification were achieved through continuous
collection of switch operation data. Network security was enhanced through
an [P-port binding scheme that strictly controls access to the control network.
The system architecture employs a web-based approach with a Vue.js frontend
framework, a hybrid Node.js and Python backend technology stack, and Mon-
goDB for data persistence.

[Results]: The system has been successfully deployed and is running stably in
the CSNS accelerator control network. It effectively resolves security vulnera-
bilities and maintenance challenges in network management.

[Conclusions]: The implemented management system significantly enhances
both the operational security and maintenance efficiency of accelerator control
networks. It establishes a robust foundation for CSNS-II network management
and offers a promising solution for improving control network administration
across various large-scale scientific facilities.

Key words: Control network; Control system; Accelerator; Network manage-
ment; CSNS

As accelerators grow in scale and complexity, the challenges of control network
management and maintenance increase accordingly. Taking the China Spal-
lation Neutron Source (CSNS) accelerator as an example, its control network
currently has 650 online devices, and this number is expected to exceed 1,500
network devices after the completion of CSNS-II. Against this backdrop of rapid
device growth, traditional network management models can no longer meet the
demands for efficient and secure operation, making it imperative to establish a
comprehensive network management system to prevent potential risks.

The current CSNS accelerator control network management faces multifaceted
challenges. At the security level, the lack of a unified access approval mecha-
nism allows unauthorized personnel to connect devices to the network at will,
increasing security vulnerabilities. Additionally, after the control system allo-
cates IP address ranges to each subsystem, the subsystems assign IP addresses
to their devices independently, which often leads to IP conflicts and compro-
mises network stability. At the maintenance level, administrators struggle to
quickly obtain detailed information about devices corresponding to specific IP
addresses, and the lack of data associating IPs with network ports complicates
troubleshooting and network maintenance.

These challenges will be further exacerbated with the expansion of the CSNS-II
project and the significant increase in network devices. To address these issues,
this paper proposes and implements the CSNS-II accelerator control network
management system. The system prevents IP conflicts through a centralized
application and approval mechanism; achieves real-time monitoring of device
online status and precise physical location identification based on switch op-
eration data; and ensures control network access security through an IP-port
binding scheme. These functionalities aim to resolve the current challenges in
CSNS accelerator control network management and provide strong support for
the efficient and secure operation of CSNS-II.
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1. Overall System Design
1.1 CSNS-II Accelerator Control Network Overview

The CSNS-II accelerator control system is a complex large-scale distributed
control system whose primary task is to enable operators to control system
devices through human-machine interface devices, performing real-time control
according to the physical requirements of CSNS-II design. This involves precise
positioning and control of high-speed proton beams. To achieve this, the control
system monitors and controls equipment distributed across multiple areas, in-
cluding the linear accelerator, beam transport lines, and storage ring [1,2]. The
control of these devices is performed by computers connected via Ethernet for
real-time monitoring, enabling collaborative work to achieve device control.

[Figure 1: see original paper]

The CSNS-II control network employs a star-shaped two-tier structure, as shown
in Figure 1. The core layer is located in the server room of the central control
room, where two core switches are deployed and interconnected via high-speed
fiber links in a redundant configuration. The Virtual Router Redundancy Proto-
col (VRRP) is used to implement hot standby, ensuring high system availability.
When one core switch fails, the other can seamlessly take over data traffic [3,4].
The access layer is distributed across various equipment halls, responsible for
connecting terminal devices. After the completion of CSNS-II, the network is ex-
pected to have 50 access switches and over 1,500 network devices. Each access
layer switch connects to the core layer switches via dual 10G uplinks, form-
ing fully redundant uplink paths. This dual-uplink design ensures that even if
one uplink path or one core switch fails, data can still be transmitted normally
through the alternative path, guaranteeing stable operation of the entire control
network. The 10G links between core and access layers employ link aggregation
technology, providing not only 20G total bandwidth capacity but also intelli-
gent traffic distribution. Given the large number of access devices, the control
network is divided into multiple Virtual Local Area Networks (VLANSs), with
IP segments further subdivided within each VLAN and allocated to various sub-
systems. This VLAN segmentation scheme effectively isolates broadcast traffic
from different subsystems, reduces network congestion risks, and enhances net-
work security [5,6].

1.2 Overall Design of the Network Management System

Although numerous commercial network management software solutions exist,
they are primarily designed for conventional campus network management and
cannot meet the special requirements of accelerator network management. For
instance, compared to campus office computers, most accelerator network de-
vices—such as control, power supply, RF, and vacuum systems—lack the capabil-
ity to independently request network access. Moreover, due to the requirement
for continuous accelerator operation, MAC address binding schemes are un-
suitable as they would make device replacement difficult and potentially affect
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accelerator operational efficiency. Additionally, while campus networks typi-
cally only need to record user and device names, control networks require more
comprehensive information about connected devices.

To address these special requirements, the network management system de-
scribed in this paper aims to enhance control network security and mainte-
nance efficiency without impacting accelerator operations. In terms of security,
an IP-based binding access scheme was designed based on the characteristics of
accelerator equipment. When devices are replaced, they can access the network
simply by configuring the same IP address without requiring re-application for
network access, thus ensuring uninterrupted accelerator operation. For mainte-
nance efficiency, a unified management scheme for control network IP addresses
was designed, which records detailed device information and combines static
device information with dynamic network information to enable rapid device
location and online status monitoring.

The network management system adopts a three-layer architecture design, in-
cluding a data presentation layer, data processing layer, and device interaction
layer, as shown in Figure 2 [Figure 2: see original paper]. This layered archi-
tecture not only improves system modularity but also enhances scalability and
maintainability. System implementation primarily involves Web application
development and network management technologies, with the overall technical
scheme illustrated in Figure 3 [Figure 3: see original paper].

[Figure 2: see original paper]

The data presentation layer employs a Web architecture as the user interaction
interface, integrated with WeChat and email messaging systems for system no-
tifications. Compared to traditional desktop applications, Web applications are
easier to deploy and update, and can run directly on different operating systems
and devices. Users only need a standard Web browser and network connection
to access the system anytime. The system supports querying IP information,
filling out and approving IP address usage applications, viewing switch informa-
tion, port information, and network segment information through the browser.
For Web frontend technology selection, the system adopts the Vue.js framework
as the primary technology stack. Vue.js is a progressive JavaScript framework
that has become one of the mainstream frontend development frameworks due
to its lightweight nature, high performance, and component-based development
model [7]. To improve development efficiency and user experience, the system
integrates the PrimeVue component library as the Ul implementation solution.
PrimeVue is a UI component library designed specifically for Vue.js, providing
feature-rich and customizable components that simplify the implementation of
complex Uls while ensuring system interface consistency and professionalism
[8].

The data processing layer is designed with a microservices architecture, provid-
ing services for authentication, data entry, data retrieval, message push, and
calling the device interaction layer. The system employs the Express framework
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based on the Node.js runtime environment and the Flask framework based on
the Python runtime environment. Node.js, as a high-performance, event-driven
JavaScript runtime, can effectively support high-concurrency, low-latency net-
work services [9]. Python has rich libraries and a mature ecosystem for network
programming and device interaction, which can significantly simplify the devel-
opment process of data transmission and interaction with switches, improving
development efficiency [10]. The heterogeneous language microservices archi-
tecture leverages the advantages of different programming languages, ensuring
overall system performance while reserving space for future technology expan-
sion.

The device interaction layer consists of multiple device interaction modules writ-
ten in Python, primarily implementing network data collection, IP and port
binding operations, port enable status modification, and port VLAN ID changes.
The network data collection module sets different timed execution cycles based
on the type of data collected, while device operation-related modules are exe-
cuted through passive calls from the data processing layer.

For data storage, the system adopts the MongoDB database, a NoSQL (non-
relational) database [11] widely used in modern Web system development due to
its high performance, flexible data model, and good horizontal scalability. Un-
like traditional relational databases that use predefined table structures, Mon-
goDB’ s document storage model is based on JSON-formatted BSON documents
[12], which can more flexibly adapt to diverse and dynamically changing data
requirements, highly aligning with the needs of this system.

[Figure 3: see original paper]

2. TP Management Scheme Design
2.1 Control Network IP Address Management Scheme

Network devices in the CSNS accelerator adopt static IP configuration. In
the previous management scheme, administrators allocated assignable IP seg-
ments to each subsystem, and the respective responsible persons would assign
IP addresses to their devices independently. This approach had two main prob-
lems: First, network administrators could not uniformly manage IP information,
making it difficult to directly locate devices when network problems occurred.
Second, due to management differences among subsystems, incomplete IP infor-
mation records accumulated over long-term operation, increasing the risk of IP
conflicts.

To solve these problems, this paper implements a unified management mecha-
nism for control network IP addresses, primarily including IP address allocation,
information query, usage application, and approval functions.

Administrators pre-import lists of network segments, switches, ports, and
assignable IPs into the system. These lists contain preset network information,
such as network segment names and corresponding VLAN IDs, each switch’ s
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name, management IP, and location, and cable numbers corresponding to each
port. Before adding new devices to the control network, users must submit
a usage application for an unassigned IP address on the IP overview page.
The application can only proceed after administrator approval. During the
application process, users can view the pre-assigned subsystem for each IP
address, thereby maintaining the use of uniformly allocated network segments
and IP ranges by each subsystem. The IP address application form supports
filling in device name, management information, hostname, purpose, subsystem
used, device manufacturer, model, and connected switch name and port
information, comprehensively covering the device information required for
network management. Among these, device management information is only
visible to the applicant, while other information can be viewed by all personnel.

If the filled information does not meet network management requirements, ad-
ministrators will reject the application to ensure that all devices connected to
the control network have complete maintenance information. Considering that
users often cannot determine the switch name and port when applying for IP
addresses, the system provides a one-click function to update application infor-
mation based on collected dynamic information after the device is connected to
the network. The complete IP address application process is shown in Figure 4
[Figure 4: see original paper].

[Figure 4: see original paper]

2.2 Database and Interface Design

For data storage design, this paper has designed six collections in MongoDB for
storing and managing static data related to IP addresses. These collections are
used to store IP information, application information, network segment infor-
mation, location information, switch information, and switch port information.
The collections are associated through common fields such as IP address, VLAN
ID, switch IP and port connected to the device, and location name. Taking the
request IP list as an example, the relationships between collections are shown
in Figure 5 [Figure 5: see original paper].

[Figure 5: see original paper]

This system has designed and implemented seven user operation pages, including
IP overview, personal IP query, switch information, port information, network
segment information, administrator approval, and data import pages. The sys-
tem finely divides access and operation permissions for different pages based
on user privilege levels: the administrator approval and data import interfaces
are only available to administrators, with main functions being reviewing user
applications and batch data import; the personal IP query page is limited to
logged-in users for viewing and modifying personal network device information;
the IP overview, switch information, port information, and network segment in-
formation pages are open to all users but provide differentiated functions based
on user type. Unlogged users can query basic control network operation infor-
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mation, logged-in users can submit IP address usage applications, and admin-
istrators have the highest privilege to modify any IP information and execute
network management operations.

When users access the IP overview page, the backend service program returns a
list of available IPs in the control network and related information using Mon-
goDB’ s aggregation method according to the relationships shown in Figure
5. The system combines the $match stage in the aggregation pipeline to im-
plement searches by various attributes such as VLAN, TP address, and device
name [13]. The IP overview user interface is shown in Figure 6 [Figure 6: see
original paper].

[Figure 6: see original paper]

Through the design that combines network information and device information,
this system not only achieves unified management of IP addresses but also sig-
nificantly improves the integrity and traceability of network information. It
effectively reduces the risk of IP conflicts while providing convenience for net-
work troubleshooting, greatly enhancing the management efficiency and security
of the CSNS accelerator control network.

3. Dynamic Network Information

In accelerator network management, the dynamic network information that
needs to be queried mainly includes two parts: device online information and
location information. Online information includes device online status, online
records, offline records, and MAC address change records, which help admin-
istrators determine whether devices are connected to the control network and
whether device replacement has occurred. Location information refers to the
physical location of network devices, including the connected switch name, port,
and equipment hall.

Some tools already exist on the market for collecting dynamic network informa-
tion, such as open-source network monitoring software like Netdisco, NeDi, and
LibreNMS [14], as well as commercial network management software like eSight.
These tools can provide good device discovery and IP tracking functions but lack
flexibility in custom data collection and have limited configuration capabilities
for network devices.

To address the limitations of existing tools, this paper has developed a cus-
tomized dynamic network information collection program. Customized develop-
ment offers several key advantages: First, it achieves seamless integration with
the existing system architecture. The dynamic network information collected by
this system needs to work collaboratively with other functional modules such
as IP address management. Through customized development, the collection
program directly stores data into the MongoDB database, sharing a unified
data structure and access interface with other modules, improving inter-module
coupling and data consistency, and providing a solid foundation for subsequent
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data analysis and presentation. Second, customized development provides more
flexible configuration capabilities. For example, in the network access control
module, the system needs to implement differentiated configuration strategies
for switches from different manufacturers. Finally, customized development en-
sures long-term maintainability and scalability of the system. When the network
environment changes, the system can quickly respond to new requirements, such
as adding support for new device types or adjusting data collection strategies.

3.1 Online Information

This paper has developed two modules to obtain and maintain device online
information: an ARP table collection module and an ARP automatic scanning
module. These two modules work collaboratively to ensure the system can accu-
rately and efficiently monitor the online status of devices in the network. The
following sections detail the implementation principles and working mechanisms
of these modules.

There are three main methods for obtaining device online status: The first com-
mon approach uses the ICMP protocol to periodically probe target devices. This
method is simple to implement but increases network load, and some devices
may disable ICMP responses due to security policies, leading to inaccurate data.
The second approach is based on network traffic analysis. Its advantage is that
it doesn’ t require active probing, reducing network interference, but it’ s com-
plex to implement, requires dedicated hardware or software deployment, and
has difficulty detecting silent devices. The third approach is based on monitor-
ing the core switch’ s ARP table. This method doesn’ t require active probing of
each device, avoids generating additional network traffic, only needs access to
the core switch without additional hardware, and is not limited by device type
or operating system. The main disadvantage of ARP table-based monitoring is
that real-time performance is limited by the ARP table aging time configured
in the core switch. For example, the core switches used in this paper have a
default aging time of 20 minutes, meaning the fastest update time for the sys-
tem to obtain IP online status is 20 minutes. Nevertheless, considering that
device status changes in control networks typically occur infrequently and most
devices remain online for extended periods once connected, this update cycle
can still effectively capture most device status changes. Therefore, this time
interval meets the requirements of control network management.

Based on the above analysis, this paper adopts the ARP table-based monitoring
scheme. This approach not only has broad applicability and can adapt to various
accelerator control network environments but also minimizes impact on network
performance while effectively monitoring network device status.

The Address Resolution Protocol (ARP) is a key protocol in the TCP/IP proto-
col suite responsible for mapping IP addresses to physical addresses [15]. When
a device needs to communicate with other devices, the communication process
follows different mechanisms depending on the target device’ s location: For
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communication within the same network segment, the sender first queries the
local ARP cache; if no corresponding record exists, it sends an ARP request
broadcast, and the target device responds with an ARP reply containing its
MAC address. For cross-network segment communication, data packets are
forwarded through gateways, and ARP interactions between devices and gate-
ways are recorded in the core switch. These interaction processes enable the
core switch to accumulate and maintain a dynamic table of IP-MAC mapping
relationships for active devices in the network, covering device information con-
nected to various network segments.

The system executes the core switch ARP table collection module every 20
minutes. This module uses the Netmiko library [16] to connect to the core
switch via SSH, executes commands to view ARP table entries, and parses the
returned text through TextFSM [17]. When an IP address exists in the ARP
table and the MAC address is not “Incomplete,” the system marks the IP as
online; otherwise, it is marked as offline.

To store online status, this paper has designed three MongoDB collections:

sw_{{{core}}{{arp}}}, logs{{{ip}}{{online}}}, and logs{{{mac}}{{change}}}.

After each collection, the system writes online IPs and their corresponding
MAC addresses into the sw{{{core}}{{arp}}} collection, where the stored IP
addresses represent currently online IPs. Simultaneously, the system compares
the current collection data with the previous collection data. If the online status
changes (from online to offline or offline to online), the change is written to the
logs{{{ip}}{{online}}} collection. If the MAC address mapped to an IP address
changes, the change is written to the logs{{{mac}}_{{change}}} collection.

To avoid missing silent devices that have no data interaction after connecting to
the network, the system executes the core switch ARP automatic scanning mod-
ule once daily to prompt the core switch to include information for all devices
connected to the network in its dynamic ARP table. The ARP table collection
scheme is shown in Figure 7 [Figure 7: see original paper|. The program se-
quentially executes ARP scanning tasks in each network segment. These tasks
trigger the core switch® s ARP automatic scanning function, which sends ARP
request packets to IP addresses in the network segment where the interface IP
address resides, thereby learning the corresponding ARP table entries. When
ARP table entries expire, the switch initiates a re-learning mechanism. Once de-
vice information is recorded in the core switch’s ARP table, as long as the device
maintains network connection, the switch will maintain and update these en-
tries through periodic ARP requests, making frequent ARP automatic scanning
operations unnecessary. Considering that ARP automatic scanning consumes
significant resources on the core switch, scanning operations are scheduled dur-
ing the early morning hours when the network is relatively idle.

[Figure 7: see original paper]

Based on the collected ARP table data, the system supports querying device real-
time online status, MAC addresses, online/offline records, and MAC address
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change records through the user interface. The network status change record
query page is shown in Figure 8 [Figure 8: see original paper]. Combined with
the TP address application information described earlier, online status can be
divided into four situations: online, unassigned but online, assigned but offline,
and offline. The “unassigned but online” status is abnormal, indicating that an
unauthorized device has connected to the control network without approval. In
the IP overview page shown in Figure 6, the IP list for these four statuses can
be filtered through combined selection of status and allocation dropdown boxes.

The method of monitoring online information based on the core switch ARP ta-
ble is characterized by high efficiency, low interference, and broad applicability.
This approach can not only identify normal device connections and disconnec-
tions but also detect unauthorized device access, providing strong support for
network security management.

[Figure 8: see original paper]

3.2 Location Information

Network devices in large accelerators are widely distributed across multiple ar-
eas, involving numerous equipment management personnel. Due to the typically
long construction-to-operation cycle of accelerators and personnel handover fac-
tors, accurately locating equipment has become a common challenge in past op-
eration and maintenance processes. To solve this problem, this paper achieves
precise location of any network device by collecting dynamic network informa-
tion and combining it with static information entered by administrators. This
method can pinpoint device location to the specific equipment hall, connected
switch name, port number, and network cable number, as shown in Figure 9
[Figure 9: see original paper].

[Figure 9: see original paper]

This paper has developed a collection module that automatically collects inter-
face information and MAC address tables from the core switch and all access
switches daily. By analyzing the switch interface information and MAC address
tables, the system can obtain the connection status, VLAN ID, and MAC ad-
dresses of devices connected to each switch port. Combined with the IP-MAC
address mapping relationships contained in the core switch® s ARP table, the
system can precisely locate the connection relationship between network devices
and specific switch ports. Furthermore, since administrators have already en-
tered the equipment hall where each switch is located and the corresponding
network cable numbers for each switch port during switch information mainte-
nance, the system can further determine the specific physical location of network
devices and their connected network cable numbers. The logic of associating IP
addresses with locations through dynamic information in MongoDB is shown
in Figure 10 [Figure 10: see original paper|, which illustrates two types of data
stored in the system: the IP list, switch information, and port information are
static information entered by administrators, while the core switch ARP table,
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core switch interface information, and access switch MAC tables are dynamic
information stored by the collection module.

[Figure 10: see original paper]

This combination of dynamic and static information ensures the accuracy and
real-time nature of location information, solving the problem of difficult equip-
ment location tracking in traditional management. The system provides a com-
plete mapping from IP addresses to specific physical locations, improving the
accuracy of network device management.

4. Network Access Control Scheme Design
4.1 Network Access Control Scheme Design

In conventional network management, there are three main authentication meth-
ods for network access control [18]: 802.1X authentication, MAC authentication,
and Portal authentication. 802.1X is an IEEE standard port-based network ac-
cess control protocol primarily used for authentication in wired and wireless
LAN environments. MAC authentication is an authentication method that
controls users’ network access permissions based on port and MAC address,
requiring no client software installation on users’ part. Portal authentication,
also commonly called Web authentication, is an authentication method based
on Web pages.

However, most devices in accelerator control networks, such as power supplies,
oscilloscopes, and serial servers, typically do not support 802.1X authentication
or Portal authentication because these devices cannot install authentication soft-
ware or browsers. Considering the requirement for 24-hour uninterrupted accel-
erator operation, adopting MAC authentication would require re-authentication
when devices are replaced, potentially affecting normal accelerator operation.

To address this special requirement, this paper designs an access control scheme
based on IP and port binding. The advantage of this scheme is that when devices
are replaced, no re-binding is required; they can access the network simply by
configuring the same IP address, ensuring both control network security and
controllability while guaranteeing continuous accelerator operation.

4.2 Technical Implementation of IP and Port Binding

The implementation scheme for IP and port binding is closely related to switch
hardware, with significant differences in function support and configuration
methods among devices from different manufacturers. To address this diver-
sity, this paper has developed customized program modules to flexibly adapt
to equipment from multiple manufacturers. For example, the CSNS accelerator
control network currently uses access switches from Huawei and Ruijie, requiring
differentiated configuration strategies.

For Huawei switches, this paper utilizes the IP Source Guard (IPSG) function.
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IPSG is a source IP address filtering technology based on Layer 2 interfaces.
By enabling IPSG on switch interfaces on the user access side, the switch can
inspect IP packets entering the interface and discard packets from illegal hosts,
effectively preventing unauthorized devices from accessing the control network.

For Ruijie switches, although they also support IPSG functionality, their IPSG
rules require simultaneous binding of IP, MAC, and port, which cannot meet
the requirement of binding only IP and port [19]. Therefore, this paper adopts
the port security function to implement IP and port binding. This function
restricts unauthorized device access to the control network by limiting the source
IP addresses allowed to enter switch ports. It should be noted that Huawei
switches also support port security functionality but only support MAC and
port binding, not IP and port binding.

The system’ s IP and port binding process is shown in Figure 11 [Figure 11:
see original paper|. To adapt to the characteristics of different manufacturers’
devices, this paper has developed modular hardware interaction components for
executing various switch operations. When administrators submit an IP and
port binding request on the user interface, the system first sends the request to
the Node.js backend service. The Node.js service verifies whether the requesting
user has administrator privileges. After verification, the request is forwarded
to the Flask service, which then calls the corresponding hardware interaction
module based on the request type. This module is responsible for establishing
connections with the appropriate access switches and executing binding opera-
tions. After completing the binding operation, the hardware interaction module
reads the configuration data back from the switch and writes this data into the
MongoDB database. Finally, the execution results are returned to the user
interface, providing administrators with real-time operation feedback.

[Figure 11: see original paper]

In addition to IP and port binding functionality, this paper has also implemented
port enable management and port VLAN ID modification functions. These
functions follow the same process architecture, differing only in the hardware
interaction module called, and therefore will not be elaborated further.

Through this innovative access control scheme, this paper effectively solves the
access authentication problem for special devices in accelerator control networks,
improving the flexibility and security of network management while ensuring
continuous and stable accelerator operation.

5. Conclusion

This paper has designed and implemented a comprehensive control network
management system for the CSNS-II accelerator to address the challenges faced
by large-scale accelerator control network management, achieving the follow-
ing objectives: (1) The unified IP address management mechanism effectively
resolves network resource conflicts. This system establishes a unified IP ad-
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dress application, approval, and allocation mechanism, and records detailed de-
vice information for each IP, providing complete foundational data support for
subsequent network maintenance and troubleshooting. (2) The integration of
dynamic network information significantly improves operational efficiency. By
collecting dynamic switch information, this system achieves real-time monitor-
ing of device online status and supports precise location of any network device’ s
physical position, greatly improving network troubleshooting efficiency. (3) The
IP-port binding network access control mechanism effectively enhances network
security. Addressing the special requirements of accelerator control networks,
this system implements an access control scheme based on IP and port binding,
ensuring both network security and continuous stable accelerator operation.

This system has been successfully deployed and is operating stably in the CSNS
accelerator control network, effectively resolving long-standing issues such as IP
conflicts, difficult device location, and uncontrolled network access. This not
only establishes a solid foundation for CSNS-II network management but also
helps prevent potential network risks and ensures safe and stable accelerator
operation. Furthermore, the system’ s design concepts and implementation
methods provide replicable experience for network management in other large-
scale accelerator facilities.
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