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Abstract

With the rapid development of artificial intelligence technology, the frequency
of human-machine interaction continues to increase, and interaction patterns
are becoming increasingly complex. Traditional human-machine trust mod-
els have primarily focused on unidirectional trust, namely human trust in
machines. However, as intelligent systems gradually acquire autonomy and
decision-making capabilities, the bidirectionality of human-machine trust has
emerged as a core research issue. Building upon a review of recent theoretical
models of human-machine trust, this study proposes a theoretical structural
model of bidirectional human-machine trust based on dispositional trust, per-
ceived trust, and behavioral trust, particularly emphasizing the critical role of
“perceived trust” as an interactive channel for mutual trust between humans and
machines. Furthermore, this paper systematically reviews the latest advances
in measurement and computational modeling methods for human-machine
trust, focusing on methods for measuring machine trust in humans and their
practical implications, and proposes future research directions, aiming to
provide new perspectives and a guiding framework for theoretical development
and technological application in the field of human-machine collaboration.
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Abstract

With the rapid advancement of artificial intelligence technology, the frequency
and complexity of human-machine interactions have increased dramatically.
Traditional human-machine trust models have primarily focused on unidirec-
tional trust—namely, human trust in machines. However, as intelligent systems
gradually acquire autonomy and decision-making capabilities, the bidirectional
nature of trust has emerged as a central research topic. This study reviews
recent theoretical models of human-machine trust and proposes a theoretical
framework for bidirectional trust based on dispositional trust, perceived trust,
and behavioral trust, with particular emphasis on the critical role of perceived
trust as an interactive channel for mutual trust. Furthermore, this paper sys-
tematically examines the latest developments in trust measurement and compu-
tational modeling methods, focusing specifically on approaches for measuring
machine trust in humans and their practical implications. Finally, we identify
future research directions to provide new perspectives and a guiding framework
for theoretical development and technological applications in human-machine
collaboration.

Keywords: artificial intelligence, human-machine mutual trust, trust, trust
measurement, human-machine teams

1. Introduction

Effective teamwork depends on trust [?, ?], and mutual trust between humans
and intelligent machines is similarly regarded as foundational for successful col-
laboration [?, ?]. Research has shown that inappropriate or insufficient trust
negatively impacts team performance [?, ?]. For instance, misplaced trust can
deteriorate human-machine relationships and harm team efficiency [?]. As AI
and intelligent technologies become widely deployed in production and daily
life, researchers increasingly recognize that AI’ s role in human-machine col-
laboration is strengthening, and the relationship is evolving from traditional
“assistant-subordinate” dynamics toward “equal partnership” and even “sym-
biotic integration” [?, ?]. This transformation has shifted human-machine re-
lationships from unidirectional to bidirectional [?, ?]. Given this bidirectional
nature, cultivating mutual trust between humans and Al is essential. Over the
past decade, extensive research has examined human trust in Al and machines
[?, 7, 27, ?], while discussions of Al/machine trust in humans remain relatively
limited.

AT trust in humans is grounded in the shared mental model hypothesis [?, ?].
The Explainable Artificial Intelligence (XAI) program launched by DARPA in
2015 proposed a psychological model of Al explanation, emphasizing the impor-
tance of consistency between Al and human minds [?]. Murphy [?] similarly
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noted that investigating how robots intelligently infer human beliefs, desires,
and goals to take appropriate actions is key to shaping explainable AI. Robots
must establish mental models to communicate and cooperate effectively with
humans, thereby earning human trust. Consequently, robots should not only
understand human trust patterns but also convey trust in ways that align with
human psychological perception, which is considered crucial for achieving psy-
chological alignment between AI and humans. This demonstrates that trust, as
a psychological variable, plays a vital role in human-Al alignment. Qi Yue et
al. [?] were among the first to address the transformation of human-machine
trust relationships in the Al era, emphasizing the importance of Al trust in hu-
mans. Drawing on interpersonal trust models and human-AT trust frameworks,
they proposed that Al can assess its trust level in humans by actively perceiving
its own and users’ states, thereby determining control allocation. This study pro-
vided the first systematic definition of Al trust in humans, laying a theoretical
foundation for exploring human-machine trust mechanisms. However, the dis-
cussion of human perception of Al trust and the transmission and measurement
of bidirectional trust remains incomplete.

Exploring machine trust in humans, particularly human perception of machine
trust, is crucial for human-machine interaction and technological applications.
Although we cannot yet determine whether Al truly “trusts” humans, Al can
assess individual trustworthiness and adjust its behavior accordingly, thereby
transmitting trust signals. As technology advances, machines have surpassed
novice employees in certain tasks [?]. In the new paradigm of equal human-
machine partnership, critical interaction design questions arise: When machines
identify human capability deficiencies, should they proactively offer advice or
intervene, and how deeply should they engage? For example, automotive active
safety systems often forcibly override human operations when triggered. While
this significantly improves efficiency and safety in some scenarios, one of the
three laws of robotics emphasizes that “robots must obey human commands,”
preserving humans’ ultimate decision-making authority at ethical and legal lev-
els, including control over Al system “on/off” switches and authorization [?, ?].
Human trust in Al determines usage intentions, which is typically closely re-
lated to system performance [?]. Conversely, Al trust in humans determines
whether to delegate tasks to humans, depending on whether human capabili-
ties and performance meet system expectations. In human-machine interaction,
humans’ subjective perception of Al trust influences whether they exercise ulti-
mate control such as “on/off” switches. Similar to human teams, when one party
does not feel trusted by the other, uncertainty and insecurity increase, leading
to defensive behavior and reduced interaction [?]. Likewise, when humans do
not perceive trust from Al they often question the system’ s reliability and co-
operative intentions, reducing dependence and acceptance. Thus, the absence
of bidirectional trust not only weakens cooperative relationships but may also
hinder technology adoption. Human perception of Al trust is not only a core
issue in technical design but also a key element for promoting long-term Al
development.
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Based on this understanding, our literature review first focuses on how machine
trust behaviors convey the perception of “being trusted” to humans, arguing
that this perception constitutes the interactive channel for bidirectional trust.
We propose a theoretical model of human-machine bidirectional trust based on
human disposition, perception, and behavior. Second, trust measurement is a
core issue in current human-machine trust research. Although existing literature
has addressed machine trust to some extent, a clear framework for its creation
and measurement has not yet emerged, lacking systematic review and synthesis.
Therefore, our second focus examines measurement methods for human-machine
mutual trust, particularly exploring approaches for machine trust in humans
across dispositional, perceived, behavioral, and integrated computational dimen-
sions. These aspects collectively construct our complete research framework on
human-machine bidirectional trust. To systematically address these questions,
we first collected research papers related to human-machine trust; specific col-
lection and screening criteria are detailed in Table 1 . This paper subsequently
discusses: (1) the evolution and current challenges of human-machine trust; (2)
bidirectional trust models and their theoretical foundations; (3) measurement
and modeling methods for human-machine bidirectional trust; (4) relevant ap-
plication case analyses; and (5) future research directions. Based on this, we
propose a comprehensive theoretical and applied model of human-machine mu-
tual trust that integrates human trust psychological structures, human-machine
relationships, interaction behaviors, and bidirectional trust transmission mech-
anisms, and we look ahead to future research.

2.1 The Evolution of Human-Machine Trust

Trust is a multidimensional concept widely applied in psychology, sociology,
economics, and human-computer interaction [?, 7, ?]. Initially, human-machine
trust focused primarily on human trust in machines: Muir [?] examined the de-
velopment and erosion of human trust in machines within automated systems,
while Lee and See [?] defined trust in automation as an attitude toward collab-
orating with an agent under uncertainty, sparking interest in how affect, atti-
tudes, and situational factors influence trust [?, ?, ?, ?]. This phase witnessed
empirical validation by numerous scholars [?]. Subsequent research further con-
centrated on applications in autonomous vehicles [?, 7, ?], Al agents [?, ?], and

spacecraft [?], as well as trust calibration and repair in dynamic environments
(7, 7]

As machines have gained autonomous learning and interaction capabilities, trust
has shifted from unidirectional dependence to bidirectional mutual trust [?]. De
Visser et al. [?] first emphasized the importance of machine trust in humans,
while Azevedo-Sa et al. [?] proposed the concept of “artificial trust” and con-
structed a bidirectional trust model encompassing both human trust in machines
and machine trust in humans. Jorge et al. [?, ?, ?] further expanded the con-
notation of AI trust, noting that it includes not only assessments of human
capability and willingness but also factors such as perceived costs and benefits,
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while defining the structure and measurement methods for machine trust in hu-
mans. Qi Yue et al. [?] identified key factors influencing AI trust in humans and
constructed a human-AI mutual trust model. Overall, human-machine trust is
evolving from static unidirectional to dynamic bidirectional models, with increas-
ing importance placed on individual psychological and cognitive differences as
machine intelligence advances. However, systematic exploration of mutual trust
relationships and bidirectional trust transmission mechanisms remains needed.

2.2 New Human-Machine Relationships in the AI Era

Traditional instrumentalism views machines as subordinate tools, but as Al au-
tonomy and complexity increase [?, ?], human-machine relationships are trans-
forming from “tool-based” to “partner-based” and even “symbiotic” [?]. New
human-machine relationships manifest in three ways: First, from assistance to
collaboration—whereas traditional relationships involved Al assisting humans,
AT now possesses autonomous perception, decision-making, and learning capa-
bilities, enabling participation in complex task division and collaboration. Sec-
ond, human-machine team structures—Sycara and Lewis [?] proposed three roles
for machines in teams: supporting individual tasks, acting as equal members,
or assisting the entire team. In new relationships, Al is also viewed as a proxy
substitute for human teams, serving as a “synthetic human” [?]. Third, bidirec-
tional interaction and trust—in these new relationships, core challenges for Al
integration include user acceptance and adoption, and perceiving Al as team-
mates rather than tools [?]. Trust is considered the core psychological variable
affecting these issues [?, 7, 7, ?]. The defining feature of this new relationship is
bidirectional interaction, requiring researchers to further focus on the definition,
measurement, and dynamic changes of bidirectional trust.

2.3 Challenges of Human-Machine Trust in New Relation-
ships

Building trust in new human-machine relationships faces multiple challenges,
particularly in Al-dependent collaborative scenarios where bidirectional trust
definition and measurement are critical. Although existing research has explored
the core connotation of human-machine trust from interpersonal perspectives
[?, 2,7, 7], four research gaps remain:

First, the interaction and transmission mechanisms of bidirectional trust lack
psychological grounding. Current research primarily focuses on definitions and
structural models, with insufficient exploration of the psychological mechanisms
underlying bidirectional trust, especially the transmission processes in emo-
tional, informational, and decision-making exchanges. For example, human per-
ception of Al trust and their trust needs. This paper integrates interpersonal
and human-machine trust models to propose a bidirectional trust model based
on human perception of “being trusted,” with in-depth analysis of psychological
transmission mechanisms.
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Second, there is a lack of understanding regarding individual characteristic dif-
ferences. In human trust in machines, differences in emotion, attitude, and
personality significantly affect trust outcomes. Individual trust propensity and
algorithm aversion may become potential barriers to trust establishment. This
paper incorporates these traits into the analysis, focusing on their roles in trust
interaction and transmission.

Third, measurement methods have primarily focused on questionnaires, psycho-
logical perception, and behavioral observation, with mature measures for human
trust in machines but underdeveloped dimensions and methods for measuring
machine trust in humans. This paper integrates existing methods to construct
a measurement system applicable to bidirectional trust.

Fourth, research on influencing factors and effects of bidirectional trust is insuffi-
cient. Current exploration of bidirectional trust’s antecedents and consequences,
particularly at experimental and empirical levels, remains limited. This paper
analyzes key variables and mechanisms of bidirectional trust to address these
gaps and improve theoretical and practical frameworks.

3. A Bidirectional Trust Model Based on Trust Perception

Following the developmental trajectory of trust theory models and systemati-
cally reviewing different trust development stages, this study proposes a bidi-
rectional trust model based on trust perception, integrating interpersonal team
trust theory and human-machine mutual trust frameworks. This model aims to
clarify the development process and influencing mechanisms of human-machine
bidirectional trust, providing theoretical support and practical guidance for
building more efficient and reliable human-machine collaboration systems.

3.1 Framework Elements of Human-Machine Mutual Trust

Early trust research by Mayer et al. [?] constructed a three-factor model encom-
passing competence, benevolence, and integrity based on interpersonal trust
structures. Subsequently, Lee and See [?] proposed three foundations for trust
in automation: performance, process, and purpose. Earle and Siegrist [?] dis-
tinguished between relational trust and calculus trust, emphasizing relationship
importance. Merritt and Ilgen [?] introduced dispositional trust, proposing trust
as a continuum between dispositional and history-based trust. Hoff and Bashir
[?] later constructed a three-layer human-machine trust model comprising dispo-
sitional, situational, and learned trust. Gao et al. [?] proposed a dynamic trust
framework for autonomous vehicles, identifying four layers: dispositional, initial,
real-time, and post-hoc trust. Recently, as Al autonomy and complexity have
increased, researchers have begun examining machine trust in humans. Jorge et
al. [?] adapted Mayer et al.” s framework, dividing human credibility into three
dimensions: competence (task success), benevolence (willingness to selflessly
help other agents), and integrity (demonstrating truthful, honest, and ethical
behavior). Their theoretical foundation focused on building evaluation systems
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for trustworthy humans. Qi Yue et al. [?] similarly drew on interpersonal trust
models to propose a dynamic human-AI mutual trust model comprising initial,
perception, and behavioral stages, emphasizing the importance of the perception
stage and subdividing it into system state perception and user state perception.

Existing research typically divides trust into two layers: dispositional trust as an
inherent trait independent of specific situations with high stability, and history-
based trust generated through interaction processes, situationally influenced and
dynamically adjusted. Researchers generally agree that trust is a dynamic devel-
opmental process encompassing initial, perceived, and post-hoc trust. However,
while existing models often treat human-machine trust as a credibility concept
focused on building evaluation systems for trustworthy humans and Al, individ-
ual behavior is also influenced by the perception of “being trusted” [?]. Current
human-machine trust frameworks lack systematic theoretical models for inter-
active perception, particularly regarding mutual trust. Trust as a psychological
characteristic lacks clear models for affective transmission between dispositional
and behavioral trust. For example, the critical dimension of human perception
of AT trust behavior remains underexplored. In human teams, research has
demonstrated that trust operates only when humans can perceive others’ trust
behaviors [?, ?], yet studies on human perception of Al behavioral trust remain
scarce.

From this perspective, this study proposes a dynamically evolving three-stage
human-machine mutual trust model divided into dispositional trust, perceived
trust, and behavioral trust (Figure 1 [Figure 1: see original paper]). The model
emphasizes perceived trust as the critical bridge between dispositional and be-
havioral trust, highlighting its transmission role between AI, agents, and hu-
mans. Dispositional trust represents the initial stage, originating from individ-
ual inherent traits independent of specific situations, laying the foundation for
subsequent trust development. Perceived trust gradually forms during interac-
tion, reflecting dynamic perception of the other’ s behavior, attitude, and trust,
serving as the core for affective trust transmission and dynamic adjustment. Be-
havioral trust represents the ultimate manifestation of trust, expressed through
concrete reliance, cooperation, and actions—post-hoc trust based on behavioral
feedback that reflects the final outcome of trust relationships. This model high-
lights the dynamic evolution of trust from dispositional to behavioral stages
and reveals transmission mechanisms in bidirectional interaction, offering a new
theoretical perspective and practical basis for building effective human-machine
collaboration.

The model’ s advantages include: (1) Dynamic evolution characteristics—com-
prehensively demonstrating trust’ s developmental process from dispositional to
perceived to behavioral trust, accommodating the complexity and variability of
trust relationships in human-machine interaction; (2) Bidirectional trust trans-
mission—focusing systematically on bidirectional interaction between humans
and intelligent agents, emphasizing perceived trust’ s bridging role and its sig-
nificance in affective transmission and dynamic adjustment, providing unique
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guidance for optimizing human-machine interaction; (3) Expanded perspective
on dispositional trust—introducing an algorithmic trust perspective to explore
algorithmic initial trust sources and individual algorithm aversion tendencies,
offering new theoretical foundations for algorithmic trust research; and (4) In-
depth behavioral trust analysis—highlighting machine behavior’ s impact on
human-machine trust, such as the negative impact on “perceived trust”when ma-
chines reject human requests, revealing emotional and behavioral consequences
of trust misalignment. Overall, this model centers on dynamic, bidirectional,
and affective transmission characteristics, comprehensively demonstrating the
complex mechanisms of human-machine trust.

3.2 Dispositional Trust

In human-machine trust research, dispositional trust refers to users’ initial trust
level exhibited before actual interaction with technology or systems (such as
AT or automated equipment), based on inherent trust propensity and cognitive
traits. It does not depend on specific interaction contexts or experiences but
is determined by personality characteristics, general attitudes, cultural back-
grounds, and prior experiences. Research by Merritt and colleagues [?, 7, 7, ?]
indicates that dispositional trust is primarily influenced by four key factors—
culture, age, gender, and personality—exhibiting universality and stability as
the foundation of initial trust. In our trust model, dispositional trust serves
as an important starting point for building human-machine trust, laying the
groundwork for subsequent perceived and behavioral trust and driving the es-
tablishment and development of the entire trust relationship.

Algorithms are the core driver of Al development, and their importance in in-
telligent machines has become increasingly prominent as technology transitions
from automation to Al. Previous human-machine trust research focused on user
trust in automated equipment or Al products, with less attention to attitudes
toward underlying algorithms. In the AI era, algorithms built on big data
and machine learning demonstrate powerful capabilities but also entail unpre-
dictability and unexplainability, increasing user comprehension difficulty and
potentially shaking trust, particularly regarding decision-making opacity and
fairness issues [?]. In academia, the behavior or behavioral tendency of users
refusing to accept or use algorithmic recommendations and services is termed
algorithm aversion [?, ?, ?]. Algorithm aversion has manifested across multiple
domains (e.g., healthcare, e-commerce, autonomous driving, law) and corre-
lates with individual factors such as gender, age, and Big Five personality traits
[?]. Research shows that algorithm aversion negatively impacts human-machine
trust [?, ?] and significantly affects user adoption of algorithmic recommen-
dations [?] and organizational relationships in teams [?, ?]. Despite confirmed
impacts, algorithm aversion has not been adequately considered in existing trust
models.

Given algorithms’ importance in the Al era and their role in trust processes,
this study incorporates algorithm aversion into the human-machine bidirectional
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trust theoretical model as a component of dispositional trust. We hypothesize
that algorithm aversion tendency negatively correlates with trust propensity
—that is, individuals with algorithm aversion exhibit lower initial trust levels.
Meanwhile, algorithm aversion’ s influence mechanisms on perceived and behav-
ioral trust may mirror but oppose those of trust propensity. By incorporating al-
gorithm aversion, we aim to more comprehensively understand human-machine
trust formation mechanisms and reveal trust evolution processes. However, the
specific mechanisms through which algorithm aversion affects perceived and
behavioral trust and its long-term impacts require further empirical research,
which will provide valuable theoretical support for algorithm design and human-
machine interaction optimization.

Regarding intelligent machines’ dispositional trust in humans, Qi Yue et al. [?]
proposed that intelligent machines’ trust propensity in humans is determined
by trust experience and disposition during the initial Al trust stage, primar-
ily derived from system designers’ trust assumptions about users. Our model
expands this view, suggesting that intelligent machines’ trust propensity is in-
fluenced not only by designers but may also gradually exhibit human-like trust
patterns as intelligence levels increase. Specifically, intelligent machines’ ini-
tial trust may reflect designers’ tendencies, but through increased interaction,
machines adjust trust propensity levels based on user behavior and feedback.
For example, machines may revise trust in users based on behavioral patterns
and cooperative willingness. Johnson and Obradovich’ s [?] experiments found
that intelligent systems (such as ChatGPT) exhibit trust propensity toward hu-
man populations, indicating that intelligent machines not only inherit designers’
trust settings but may also autonomously adjust trust. We argue that intelligent
machines’ dispositional trust in humans, similar to human trust, is primarily
shaped by designers’ trust logic, machine learning experience, and human his-
torical behavior. Intelligent machines gradually optimize trust propensity by
learning user behaviors and qualities, offering a new research perspective on the
dynamic evolution of human-machine bidirectional trust.

3.3 Perceived Trust

Perceived trust represents an important manifestation of bidirectional trust and
a critical interactive channel for human-machine mutual trust. In interpersonal
team research, perceived trust is considered a key factor for team cooperation
and effectiveness. Perceived trust refers to the subjective evaluation by the
trusted party of the trust conveyed by the trustor. It is influenced not only by
the trust level exhibited by the trustor but also by the trusted party’ s accep-
tance and response to that trust. In human teams, trust transmission occurs
primarily through mutual perception of trust [?]. The feeling of being trusted
is a widely mentioned form of trust in human teams [?, ?]. Baer et al. [?]
assessed employees’ confidence and their perception of supervisors’ willingness
to accept their vulnerabilities as indicators of feeling trusted, finding that em-
ployees’ sense of being trusted correlates closely with supervisor support and
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acceptance. Gillespie [?] measured employees’ perception of supervisor trust
by asking whether supervisors were willing to rely on them at work and share
personal views and sensitive information. Lau and Lam [?] found that super-
visors’ trust in employees, when perceived by employees, had stronger effects
on performance and attitudes than employees’ trust in supervisors. Individuals
also respond to each other based on perceived trust [?]. These studies demon-
strate that trust perception possesses sound psychometric properties in human
organizations and serves as an important predictor of individual behavior and
cooperative willingness in team environments [?, 7, ?].

Drawing on interpersonal trust transmission theory, we treat perceived trust
as an important transmission channel in our human-machine bidirectional trust
model. Regardless of whether Al possesses emotional trust, it makes judgments
about humans based on specific algorithms and takes actions that transmit trust-
like signals. Perceived trust includes two main dimensions: (1) Perception of
the other’ s state and behavior by humans/intelligent machines. For example,
human users perceive Al reliability and effectiveness through its performance,
response speed, and decision transparency. Similarly, intelligent machines per-
ceive human reliability and consistency by observing human behavior (e.g., de-
cision patterns, response speed, cooperative intent). (2) Perception of the other’
s trust by humans/intelligent machines. For instance, human users perceive
whether machines trust them through decision-making methods and interactive
responses. Likewise, intelligent machines may perceive whether humans trust
them through feedback on their behavior. This perception directly affects trust
formation, as individuals adjust trust levels based on perceived behaviors. Per-
ceived trust plays a critical role in trust formation and maintenance, serving as
an important factor in human-machine collaboration and trust quality enhance-
ment, particularly providing new pathways for dynamic trust construction in
complex interactive environments.

3.4 Behavioral Trust

Behavioral trust refers to actual reliance or cooperative behaviors made by in-
dividuals in specific situations based on integrated processing of dispositional
and perceived trust, representing the action manifestation of trust relationships
and the core dimension of all trust models. Both Gao et al. [?] and Qi Yue
et al. [?] emphasize the importance of behavioral trust. Gao et al. combine it
with real-time trust, arguing that situational and system characteristics affect
system performance, thereby forming real-time trust. Qi Yue et al. define it as
whether the trusted party executes decisions and how execution outcomes affect
the system. Behavioral trust manifests in three aspects: (1) Dependence be-
havior—humans deciding whether to delegate tasks based on trust in machines.
For example, in autonomous driving systems, users decide whether to trans-
fer driving control to the vehicle based on system trust and their willingness
to use autonomous vehicles [?]. (2) Cooperative behavior—humans choosing to
collaborate with intelligent machines. For instance, in healthcare, finance, and
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customer service, users participate in cooperation and share sensitive informa-
tion based on trust in intelligent systems [?]. (3) Advice adoption behavior—
users accepting machine recommendations. Intelligent machines’ trust behaviors
exhibit human-like patterns, such as users adopting product recommendations
or diagnostic suggestions provided by systems [?].

Regarding intelligent machines’ trust behaviors toward humans, the new human-
machine relationship emphasizes that intelligent machines are not merely tools
but can act as agents with certain decision-making capabilities and intelligence
levels. This role transformation enables intelligent machines to gradually ex-
hibit human-like trust behavior patterns. Xie et al. [?] demonstrated that when
machines reject human suggestions or instructions based on judgment, users
feel untrusted by the machine, thereby reducing their willingness to use and
attitudes toward the machine. This paper argues that intelligent machines’
trust behaviors toward humans primarily include dependence, cooperation, and
advice adoption behaviors, showing certain symmetry with human trust behav-
iors toward intelligent machines. However, how intelligent machines transmit
trust signals to humans through behavior remains a direction worthy of further
research and exploration.

In summary, this paper divides human-machine mutual trust into three stages—
dispositional, perceived, and behavioral trust—demonstrating the dynamic evo-
lutionary characteristics of trust in interaction and proposing appropriate trust
measurement and computational methods based on each stage’ s features, pro-
viding systematic framework support for theoretical and practical development
in the human-machine trust domain.

4. Measurement and Computational Modeling Methods for
Human-Machine Mutual Trust

The purpose of proposing theoretical models is to develop targeted measurement
and computational modeling methods for human-machine mutual trust based on
different stages’ measurement characteristics, thereby enabling dynamic moni-
toring and calibration of mutual trust. Extensive research has explored methods
for measuring human trust in intelligent machines [?, ?, ?, ?], with trust mea-
surement primarily including three approaches: subjective scale reporting, phys-
iological measurement, and behavioral measurement. This section summarizes
existing measurement methods and, drawing on interpersonal trust measure-
ment experience, proposes a measurement framework and methods applicable
to human-machine bidirectional trust. The research focuses on: developing
stage-specific measurement tools for dispositional, perceived, and behavioral
trust; exploring multidimensional, multilevel measurement methods that inte-
grate subjective reports, physiological signals, and behavioral data to construct
dynamic monitoring and calibration systems; and designing trust modeling tools
adapted to human-machine interaction characteristics by drawing on interper-
sonal trust quantification methods. Ultimately, this study aims to provide a
systematic, operational theoretical and methodological framework for measur-
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ing and modeling human-machine bidirectional trust, laying the foundation for
dynamic evaluation and intelligent adjustment.

4.1 Measurement of Dispositional Trust

According to the theoretical model framework in Chapter 3, human dispositional
trust in machines includes two dimensions: trust propensity and algorithm aver-
sion. Trust propensity is commonly measured using Merritt et al.” s [?] Propen-
sity to Trust Machines Scale, which contains six items and is widely used in
trust propensity research on machines, technology, and Al [?, ?], providing a
reliable foundation for quantifying trust propensity. Algorithm aversion is typi-
cally measured through questionnaires assessing participants’ choice tendencies
in specific contexts. For example, Reich et al. [?] directly measured algorithm
aversion by asking, “Who would you trust more to predict personality traits?
(0=human, 100=algorithm).” Additionally, Shariff et al. [?] assessed algorithm
aversion by comparing people’ s expectation differences between algorithms and
human operators in identical scenarios. With the prevalence of algorithm aver-
sion, scholars have called for more systematic quantification research, includ-
ing developing algorithm aversion propensity scales and constructing algorithm
aversion indices [?]. These quantitative tools support the transition to trust
measurement and modeling, and we integrate these research advances as core
components of the dispositional trust layer in our theoretical model.

In contrast, research on machine dispositional trust in humans remains prelim-
inary. Existing studies such as Johnson and Obradovich [?] have attempted to
measure intelligent machines’ trust propensity in humans by observing Chat-
GPT’ s behavior in trust games. The trust game is a classic method for mea-
suring trust and cooperation, revealing whether participants choose to trust
others and whether they are trustworthy through fund allocation behavior [?].
In trust games, the trustor decides whether to trust the other party, and the
trustee decides whether to reciprocate that trust. The trustor can choose to
delegate partial or full funds to the trustee, which are multiplied by a fixed
factor (e.g., 3x) by the experimenter. The amount transferred by the trustor
reflects trust level, while the amount returned by the trustee reflects trustworthi-
ness. Based on this framework, Johnson and Obradovich measured ChatGPT’
s trust propensity in humans by having it act as the trustor interacting with
humans. They found that under appropriate incentive conditions, ChatGPT
exhibited trust propensity toward humans overall. While this method measures
trust propensity through behavioral data, its limitation lies in its inability to
explain the causes, motivations, and influencing factors of intelligent machine
trust. Currently, no subjective measurement tools analogous to human trust
propensity scales exist.

Based on existing research and measurement methods, we propose the follow-
ing recommendations: reference existing trust propensity scale frameworks to
design scales applicable to intelligent machines’ trust propensity in humans;
leverage large language model assessment capabilities by asking LLMs (such
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as ChatGPT) to complete scale items; and further develop new measurement
methods combining behavioral data with model outputs. Through these ex-
ploratory methods, we can further improve human-machine bidirectional trust
measurement and modeling, providing more scientific and effective support for
dynamic trust monitoring and calibration.

4.2 Measurement of Perceived Trust

Perceived trust measurement is an important research direction in human-
machine interaction, particularly for exploring the interactive aspects of
human-machine bidirectional trust. Subjective scales, as a widely used trust
measurement tool, have been validated across multiple domains. Alsaid et
al. [?] reviewed trust measurement instruments, noting that Jian’ s [?] 12-item
trust scale is widely used for automated system trust assessment. Additionally,
Merritt et al. [?] developed a multidimensional trust scale that refines trust into
dimensions such as reliability and applicability. Hoffman et al. [?] developed
a dynamic trust scale that captures trust changes over time or situations.
Beyond general scales, researchers have developed self-report scales for specific
application scenarios involving autonomous driving [?, ?]|, computers [?],
robots [?], and automated systems [?]. These scales share common features:
(1) post-task evaluation—focusing on perception of machine current behavior
rather than overall attitudes; and (2) scenario dependency—scale items closely
related to machine behavior.

In machine trust research, machines lack human emotions, making trust mecha-
nisms unrealistic. However, in organizational management, trust measurement
can be indirectly assessed through subordinates’ perception of being trusted
[?]. This approach provides inspiration for measuring machine trust in humans.
This study recommends measuring intelligent machines’ trust transmission to
humans through language and behavior from the perspective of human percep-
tion of being trusted by machines. Specific steps include: collecting two types
of scales—one measuring trust between human organizational members and an-
other assessing human trust in Al and machines; after collecting the original
item pool, screening items based on trust measurement perspective (perceived
behavioral trust) and removing items measuring dispositional trust and other
overall attitudes; then modifying scales by converting active statements to pas-
sive statements or swapping subjects and objects to measure participants’ per-
ceived trust. For example, an item could be designed: “In this scenario, I
believe the intelligent machine trusts my decisions.” Following this approach,
Xie et al. [?] developed and validated a questionnaire for measuring human per-
ception of being trusted by AI, assessing trust perception when autonomous
vehicles and Al accept or reject human suggestions. This research shows that
positive perceived trust significantly promotes human trust in Al and technol-
ogy acceptance willingness. When users perceive that Al trusts their judgment,
their trust in Al and technology acceptance willingness increase more easily.
Xie et al.’ s research not only improves quantification methods for perceived
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trust but also provides a framework for optimizing human-machine interaction
design, advancing trust measurement and technology acceptance research.

4.3 Measurement of Behavioral Trust

In human-machine trust research, behavior-based measurement methods assess
trust levels by observing user-system interaction behaviors, reflecting users’ trust
in system capability, reliability, and intent. Common behavioral trust indica-
tors include: system adoption rate (e.g., frequency of continued system use
across multiple interactions) [?]; human-machine team performance (e.g., task
completion efficiency or outcome quality) [?]; decision time (e.g., user hesitation
or decisiveness during decision-making) [?]; system intervention frequency (e.g.,
how often users adjust or intervene in system behavior during tasks) [?]; and
system monitoring and input (e.g., user monitoring intensity and operational
behavior during tasks) [?]. Another approach measures trust by comprehen-
sively evaluating a series of behavioral performances during human-machine
interaction, such as nonverbal behaviors including body language (e.g., face
touching, arm crossing, leaning back) [?], facial expressions and eye gaze (e.g.,
using expression analysis or eye tracking to determine user trust levels), and
spatial distance and voice (e.g., changes in interaction distance or vocal tone)
[?]. In autonomous driving, comprehensive behavioral indicators can fully as-
sess driver trust in autonomous vehicles. Typical behavioral trust indicators
include: takeover behavior (whether users actively assume control during tasks)
[?], speed and throttle control [?], and gaze patterns (frequency and duration
of attention to system interfaces) [?], all used to measure driver trust levels
during simulated or actual driving. These indicators reflect drivers’ dependence
levels and psychological responses when facing autonomous systems. Overall,
researchers commonly employ methods evaluating human responses to machine
behaviors across different contexts to measure human behavioral trust in ma-
chines.

Drawing on these methods, machine trust in humans can be assessed by ana-
lyzing machine reactions to human behavior in different collaborative scenarios.
For example, observing how machines adjust behavior based on human perfor-
mance when collaborating with large language models (such as ChatGPT) can
evaluate machine trust levels. Additionally, machines can be programmed with
specific evaluation rules to define and measure trust in humans. For instance, in
AT resume screening systems, trust can be assessed based on candidate perfor-
mance; in personal credit rating, Al trust in users can be quantified by analyzing
historical repayment behavior; in driving scoring systems, machine trust can be
evaluated based on driver safety or risky behaviors. Jorge et al. [?] structurally
measured Al trust by designing a virtual supermarket item-finding task game,
using items found per unit time as a competence indicator, participants’ coop-
eration willingness with Al as a benevolence indicator, and participants’ lying
frequency to Al as an integrity indicator, combining these three metrics as AT’
s evaluation criteria for human trust.
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4.4 Measurement of Integrated Dynamic Bidirectional
Trust

The aforementioned human-machine trust measurement methods primarily fo-
cus on single dimensions of subjective psychology or behavior, typically involv-
ing only one direction of trust between human and machine parties. In practice,
measuring bidirectional trust usually requires applying these tools separately
to both parties and merging results to reflect bidirectional trust. While this
approach partially addresses bidirectional trust measurement, results lack unity
and require cumbersome tools. To address these limitations, researchers have
proposed integrated dynamic bidirectional trust measurement methods that
combine multimodal information such as subjective data (e.g., questionnaire
feedback), behavioral data (e.g., interaction logs), and physiological data (e.g.,
heart rate, skin conductance) to enable dynamic tracking and assessment of trust
relationships. This multimodal approach not only reveals trust changes during
interaction but also more comprehensively reflects the complexity and interac-
tivity of human-machine trust. Table 2 summarizes several typical integrated
computational measurement models for human-machine trust. Through analyz-
ing these models, we aim to propose a method for predicting bidirectional trust
dynamic changes based on unified datasets. This method combines existing
trust measurement technologies, integrates subjective, behavioral, and physio-
logical data, and further explores how these data can effectively predict and
evaluate the evolution of human-machine bidirectional trust during interaction.

In human-to-machine trust computational models, researchers typically combine
psychological, physiological, and behavioral data, using machine learning algo-
rithms to quantify and predict human trust in machines. These models’ logic is
based on relationships between trust factor representations observed during real-
time human-machine interaction and corresponding objective measurement indi-
cators and temporal dynamics [?, ?, ?]. Driver trust monitoring in autonomous
driving is an important research direction, typically collecting real-time monitor-
ing data including hand movements (e.g., steering wheel operation frequency and
force), eye movements (e.g., gaze duration and trajectory), non-driving activities
(e.g., driver distraction), system usage (e.g., autonomous driving function acti-
vation frequency), and physiological signals (e.g., EEG, skin conductance, and
heart rate changes) [?, ?, ?]. Corresponding trust judgment indicators exhibit
real-time and dynamic characteristics, commonly including takeover activities,
frequency-domain and time-domain features of critical events, and gaze area
switching [?, ?, 7, ?]. Yu et al. [?] proposed a model for predicting driver trust
in autonomous vehicles by combining objective and subjective indicators, evalu-
ating trust levels by comparing driver hand position and movement. Avetisyan
et al. [?] incorporated driver personality, initial trust, and dynamic trust into
a human-vehicle trust monitoring model, revealing vehicle failure impacts on
trust. Yi et al. [?] established a real-time identification model for driver trust
in autonomous vehicles by fusing physiological signals (skin conductance, ECG)
with takeover behavior using label-smoothed Convolutional Neural Networks
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(CNN) and Long Short-Term Memory (LSTM) networks, dynamically captur-
ing driver trust states and providing new technical means for precise trust as-
sessment. Zhang et al. [?] proposed a new assessment method for evaluating
subtle changes in driver trust in autonomous vehicles through EEG signals.

These methods share common characteristics: they integrate multimodal data
from psychology, physiology, and especially behavior for dynamic monitoring,
using machine learning algorithms to capture and predict human trust in ma-
chines. Notably, while psychological data are measured through targeted scales
with certain specificity, physiological and behavioral data typically involve com-
prehensive monitoring of individual behavior, with trust measurement relying on
general data collection and definition to derive trust prediction methods. Based
on this approach, we can separately define general data in human-machine in-
teraction processes to enable a single dataset to measure bidirectional trust
simultaneously. This method systematically models the interaction between
both parties’ trust, allowing a single dataset to capture both individual trust
in machines and machine trust in individuals. Physiological data possess bidi-
rectionality—for example, in driving, gaze information and facial expressions
can infer driver distrust in vehicles (e.g., gaze switching from secondary to pri-
mary driving tasks may reflect vehicle distrust) [?, ?] while also revealing driver
fatigue, cognitive load, and attention states [?]. Behavioral data are similarly
bidirectional: driver behavior reflects both human trust in machines and can de-
fine machine trust in humans. For instance, Tesla’ s driver safety scoring system
evaluates driver safe driving capability through five manual driving behaviors
(hard braking, sharp turns, dangerous following) and takeover time during au-
tonomous driving usage. These indicators can be viewed as manifestations of
machine trust in drivers. Takeover reaction time has also been defined by re-
searchers as an indicator of human trust in autonomous systems—longer takeover
times may indicate higher trust, while shorter times may indicate distrust [?, ?].

Based on these methods, researchers can structurally define theoretical models
of machine trust in humans and design unified physiological, behavioral, and
psychological monitoring systems to dynamically estimate human-machine bidi-
rectional trust levels. This comprehensive approach not only precisely captures
trust dynamics in human-machine interaction but also provides robust support
for system optimization and adaptive adjustment. In the future, this bidirec-
tional trust modeling approach will further enhance intelligent system reliability
and human-machine collaboration efficiency, providing a solid foundation for in-
telligent system innovation and development.

5.1 Application Case Studies

Human-machine mutual trust research holds significant importance across multi-
ple key domains, substantially improving collaboration efficiency and contribut-
ing positively to accident prevention, safety analysis, and proactive intervention.
Through mutual trust, machines can accurately understand and support human
decision-making, reducing conflicts and “human-machine fighting” phenomena
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[?]. For example, in collaborative driving scenarios between autonomous ve-
hicles and human drivers, when the autonomous system possesses high driving
capability while the human driver is limited in ability or suboptimal in state, the
machine must accurately assess driver capability to decide whether to intervene
or assume control [?, ?]. In this process, the autonomous system’ s evaluation of
driver capability reflects system trust in humans. Furthermore, when systems
provide reminders, proactive interventions, or feedback on driving capability
and safety scores, they directly trigger driver trust perceptions. This percep-
tion not only affects driver trust in the system but also influences technology
acceptance and advice adoption willingness. Therefore, designing reasonable sys-
tem reminder mechanisms based on human-machine mutual trust, particularly
human trust perception, can balance the discomfort potentially caused by proac-
tive intervention against the benefits of safety systems. Proper human-machine
trust design helps optimize driver-autonomous system interaction experiences,
enhance safety [?], increase user acceptance and dependence, and support more
efficient collaborative driving.

In aviation, as technology reliability continues improving, pilots’ response ca-
pabilities in special situations become critical for flight safety. Surveys show
that over 75% of civil aviation accidents stem from human factors, with 41%
related to improper handling of unexpected events [?]. When pilots experi-
ence acute stress reactions, they may exhibit physiological, psychological, and
behavioral responses such as increased hormone secretion, rapid breathing, ac-
celerated heartbeat, emotional tension, and cognitive dissonance, potentially
losing cognitive skills for aircraft state awareness and leading to catastrophic
consequences [?, ?]. In such situations, civil aviation autopilot systems (APS)
not only assist pilots in executing flight tasks over extended periods but also pro-
vide critical safety support when pilots are in poor condition, compensating for
potential errors or judgment mistakes. Through human-machine bidirectional
trust theoretical models and measurement methods, real-time monitoring of pi-
lot capability states can be achieved, analyzing error behaviors and generating
comprehensive scores (viewable as system’ s initial trust in pilots). This scor-
ing mechanism not only helps systems intervene timely when necessary but also
provides foundations for subsequent training. Meanwhile, function coordination
and allocation based on bidirectional trust models help avoid “human-machine
fighting” phenomena, thereby reducing aviation accident rates [?, ?]. This bidi-
rectional trust mechanism provides important support for flight safety assurance
and human-machine collaboration optimization.

These cases from different domains demonstrate the profound impact of ma-
chine trust in humans. Machine trust not only supports human behavior but
also dynamically changes human trust levels, attitudes, and usage intentions
toward machines. This further emphasizes the critical role of building reliable
human-machine mutual trust systems in optimizing collaboration efficiency and
enhancing safety.
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5.2 Future Research Directions

Based on the above analysis of human-machine bidirectional trust theoretical
frameworks and measurement methods, we identify three research areas worthy
of further attention in the Al era:

(1) Development of measurement tools for machine trust in humans.
In human-machine interaction, measurement tools for machine trust in humans
are crucial, particularly when machines are applied to specific tasks and scenar-
ios. Existing tools require validation and refinement through questionnaires and
behavioral experiments. The applicability and adaptation of tools across differ-
ent scenarios and task environments should also be addressed. For example,
intelligent assistants, autonomous vehicles, and industrial robots have different
trust requirements and evaluation standards. Future research should strive to es-
tablish more refined and precise measurement tools to enhance human-machine
collaboration effectiveness.

(2) Human acceptance of machine trust and feedback interventions.
Human technology acceptance and usage intentions are important topics in
human-machine team research [?]. Particularly when machines score humans,
output trust levels, or provide suggestions and interventions on behavior, the ac-
ceptability of these feedback and their acceptance degree directly affect human-
machine interaction quality and effectiveness. Currently, systematic research on
acceptance willingness and attitudes toward machine trust is lacking, especially
regarding how different feedback types (e.g., positive vs. negative) affect human
acceptance and how interaction design can be optimized to improve acceptance.

(3) Mechanisms of machine trust impact on human-machine collabo-
ration performance and psychology, attitudes, and behaviors. Machine
trust not only affects collaboration outcomes but also subtly influences users’
psychological states, attitudes, and behaviors. Although existing research has
addressed machine trust in humans, most remains at the theoretical model stage,
lacking systematic empirical studies. Research should deeply explore machine
trust’s impact on human psychological states (e.g., self-confidence, autonomy, or
sense of control) and whether machine trust triggers long-term attitude changes
toward machines. Additionally, alignment between machine trust and human
trust requires investigation, particularly whether machines exhibit “over-trust”
or “under-trust” phenomena and how these affect collaboration effectiveness—
critical directions for future research.
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