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Abstract

[Purpose/Significance] This study aims to explore the application of artificial
intelligence in government data governance and the algorithmic discrimina-
tion issues it entails, and to propose corresponding solution strategies to safe-
guard citizens’ legitimate rights and interests as well as government credibility.
[Method/Process] Through the literature induction method, this paper analyzes
the specific applications of artificial intelligence algorithms in government data
governance, identifies the causes of algorithmic discrimination—including data
one-sidedness, designers’ perspectives, and social prejudices—and further exam-
ines the potential risks of algorithmic discrimination, proposing corresponding
prevention and control measures. [Results/Conclusion] Research indicates that
while the integration of artificial intelligence into government data governance
enhances efficiency, it also introduces risks of algorithmic discrimination. Ac-
cordingly, this study proposes prevention and control measures such as clarifying
algorithmic fairness, formulating industry standards, improving accountability
mechanisms, and optimizing the data environment, to ensure that artificial in-
telligence effectively benefits the people in government data governance.
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Abstract:

[Purpose/Significance] This study investigates the application of artificial
intelligence in government data governance and the attendant problem of
algorithmic discrimination, proposing corresponding solutions to safeguard
citizens’ legitimate rights and government credibility. [Method/Process]
Through literature review and analysis, this paper examines specific appli-
cations of Al algorithms in government data governance, identifies causes
of algorithmic discrimination—including data partiality, designer biases,
and social prejudices—and explores potential risks and preventive measures.
[Results/Conclusions] The research demonstrates that while Al integra-
tion in government data governance enhances efficiency, it also introduces
algorithmic discrimination risks. Accordingly, this study proposes prevention
and control strategies including clarifying algorithmic fairness, establishing
industry standards, improving accountability mechanisms, and optimizing data
environments to ensure Al effectively benefits the public in government data
governance.

Keywords: artificial intelligence; government data governance; algorithmic
discrimination; risk prevention and control

Citation: Peng Lihui, Zhang Qiong, Li Tianyi. Research on algorithmic dis-
crimination risks and prevention strategies in Al-embedded government data
governance[J]. Journal of Agricultural Library and Information Science, 2024,
36(5): 23-31.

0 Introduction

In an era of rapid technological advancement, artificial intelligence algorithms
are playing an indispensable role in government data governance. Data and al-
gorithms collectively constitute the underlying logic of Al, offering exceptional
information processing capabilities, efficient decision-making, and precise predic-
tive power. However, due to inherent algorithmic characteristics, social biases
may trigger concerns about fairness and equal treatment. This discrimination
is covert, and allowing such risks to go unchecked will exacerbate power alien-
ation, undermine citizens’ legitimate rights and interests, and ultimately pre-
cipitate a severe crisis of trust in government. Al has reshaped public decision-
making models and effectiveness, yet the algorithmic discrimination it brings
has aroused widespread societal concern. On July 10, 2023, seven ministries
including the Ministry of Education issued the Interim Measures for the Ad-
ministration of Generative AI Services to safeguard national security and public
interests.
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1.1 The Connotation of Algorithmic Discrimination

Algorithmic discrimination, a compound concept combining algorithms and dis-
crimination, refers to the unfair phenomenon that easily arises when algorithms
analyze and process data, particularly affecting specific groups. In everyday
contexts, discrimination denotes unjust differential treatment based on mem-
bership characteristics within particular groups or categories. In government
data governance, this is termed algorithmic bias, with roots traceable to algo-
rithm design flaws, data biases, and external factor interference. These biases
may manifest in various forms, posing challenges to policy formulation and social
justice, including unfairness based on gender or ethnicity. To mitigate this is-
sue, governments should strengthen data management and optimize algorithmic
regulatory frameworks to enhance decision-making fairness and transparency.

1.2 Characteristics of Algorithmic Discrimination
1.2.1 Covertness of Algorithmic Discrimination

Due to the difficulty for ordinary people to comprehend algorithmic decision-
making processes, scholars have aptly termed this the “black box.” The sources
of algorithmic opacity may stem from three aspects: opacity arising from com-
mercial secrets or state confidentiality, opacity caused by data literacy dispar-
ities, and opacity resulting from extreme complexity in algorithmic processes.
Algorithms, the core of Al, involve a series of computational steps that take
certain values as input and generate certain values as output. This black box
enables highly covert application of unjust treatment to individuals. Since algo-
rithmic operations are considered objectively neutral, and since discriminatory
models can easily be created by deliberately adding certain features as input op-
tions or deliberately omitting/reducing certain variables during training, most
groups cannot promptly detect and respond to discrimination. The complex-
ity of algorithmic models and ambiguity of decision-making processes provide
feasible pathways for developers to conceal discriminatory behavior, leading to
algorithmic discrimination. A well-known example is the COMPAS recidivism
prediction program implemented in the early 2000s, which represents a real
case of algorithmic discrimination. Individuals cannot understand the algorith-
mic decision-making process and can only make intuitive judgments based on
external forms, which undoubtedly increases the covertness of algorithmic dis-
crimination.

1.2.2 Precision of Algorithmic Discrimination

Algorithmic discrimination exhibits precision in two aspects. First, based on big
data analysis, algorithmic decision-making possesses natural advantages in ana-
lytical capability, overturning traditional discrimination that could only target
small groups based on ZMHE such as race. Algorithms can uncover deep-
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level hidden variables—such as webpage browsing time and mobile terminal
information—to conduct more precise and diversified classifications for discrim-
inatory treatment. For instance, commercial banks’ credit algorithms in the
United States, driven by racial discrimination and group default rates, often
grant Black individuals and other people of color fewer loan opportunities un-
der equivalent circumstances. Second, algorithmic discrimination can render
discriminatory judgments on virtually all internet users’ real-time online behav-
iors. Big data algorithms can constantly monitor individual digital footprints,
breaking down barriers between individuals and making the “granular society”
phenomenon increasingly prominent. When enterprises design recruitment al-
gorithm systems, they often use built-in algorithms to filter out employees with
longer commute times, depriving them of equal competition opportunities.

1.2.3 Complexity of Accountability in Algorithmic Discrimination

AT is not an isolated programmatic island. Behind algorithmic decision-making,
designers, data providers, and users all play essential roles, making account-
ability extremely complex. For example, during the 2016 U.S. election, a data
analysis company mined Facebook historical data to manipulate voters’ political
choices through algorithms. After deployment, decision-making functions rely
on real-time updated data, meaning erroneous input information or mislead-
ing information obtained during self-improvement phases can cause algorithmic
bias. Data providers are also frequently listed as suspects in algorithmic dis-
crimination. Whether data providers act intentionally (as when Microsoft’s
chatbot was taught racist concepts by malicious users) or unintentionally (as
when surveyors cannot obtain valid data from Black communities due to his-
torical underrepresentation, leading to sampling frame errors), poorly handled
non-sampling errors can cause severe algorithmic bias.

1.3 Causes of Algorithmic Discrimination
1.3.1 Subject Dimension

Algorithm designers exhibit inertial thinking. As the crystallization of math-
ematics and computer science, algorithms have deeply integrated into human
social production and life. The design process is inevitably influenced by design-
ers’ knowledge, experience, and viewpoints, sometimes reflecting certain pref-
erences or tendencies. Even without intentional prejudice, designers’ implicit
values are often consciously or unconsciously embedded during data collection,
algorithmic filtering, and purposive analysis, subsequently superimposing this
unfairness in model construction and producing biased outputs that externalize
as unjust decisions or behaviors targeting individuals or social groups.

chinarxiv.org/items/chinaxiv-202410.00007 Machine Translation


https://chinarxiv.org/items/chinaxiv-202410.00007

ChinaRxiv [$X]

1.3.2 Object Dimension

Big data, with its massive volume advantage, often leads people to arbitrarily
assume its samples are highly representative. However, as Gallup’s classic case
from the 1930s demonstrated, simply expanding sample size without address-
ing sampling frame errors and non-response errors can lead to severe algorith-
mic bias. The premise that sample statistics adequately represent population
parameters is crucial for objective and effective algorithmic decision-making.
Once data sources lack comprehensiveness, errors accumulate in subsequent
modeling. U.S. health informaticist Deas Kimberly highlighted a skin cancer
screening algorithm that effectively detected white positive cases but struggled
to accurately identify positive cancer in Black individuals, with particularly pro-
nounced errors for darker-skinned patients. This occurred because Black people,
comprising 13% of the U.S. population, have minimal industry representation
in healthcare, causing extreme distrust of medical professionals in Black com-
munities and making it difficult for investigators to obtain valid data, forcing
focus on white communities instead.

1.3.3 Model Dimension

Statistical inference plays a crucial role in algorithmic models. If tool rationality
is pursued exclusively while neglecting value rationality, the internal logic of
making predictive assessments about population parameters based on sample
statistics will inevitably create probabilistic associations between individuals
and groups, causing individuals to be labeled with group characteristics and
receive differential treatment. This can expand the Matthew effect and sow
seeds of social disorder. Even with authentic and comprehensive data samples,
algorithmic discrimination may still occur.

2. Risks of Algorithmic Discrimination in AI-Embedded
Government Data Governance

2.1 Exacerbating Group Polarization and Expanding the Matthew
Effect

In Al-embedded government data governance, algorithms may neglect or
marginalize minority group needs due to training data biases or designers’
subjective tendencies. This neglect can cause minority voices and interests
to be overlooked, exacerbating social inequality. With powerful computing
capabilities and massive data support, algorithms can quickly obtain “optimal
solutions” in complex social governance scenarios, yet optimal solutions do not
always equate to most appropriate solutions. Al may tend to protect majority
interests at the expense of minority rights when facing moral dilemmas like
the trolley problem. Similar issues exist in resource allocation—if algorithms
make decisions based on students’ historical performance and school resource
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allocation, they may prioritize already advantaged schools and students
while neglecting those needing more support, thereby intensifying educational
resource imbalances and expanding social inequality.

2.2 Strengthening Information Cocoons and Damaging Citizens’
Rights

In Al-embedded government data governance, targeted data screening and in-
tentional classification rules often grant citizens priority ranking based on group
characteristics. This represents direct discrimination. For example, Carnegie
Mellon University researchers concluded through experiments that Google’s ad-
vertising algorithm exhibits significant gender discrimination when pushing re-
cruitment information, mirroring real-world employment environments. Under
deep learning, algorithmic self-improvement creates more opportunities for em-
bedding social biases. As data-driven information systems flood government
decision-making processes, opacity issues become more severe. When govern-
ments rely on biased data for decision-making, it may lead to misallocation
of public resources and, in some cases, trigger social injustice. If algorithms
incorrectly assess a community’s needs, that community’s public services may
suffer; affecting residents’ quality of life. This information barrier not only dam-
ages citizens’ right to know and choose but may also cause misunderstanding or
prejudice toward government decisions and actions.

2.3 Difficulties in Regulating Loopholes and Inducing Power Alien-
ation

Due to its covertness and complex accountability, algorithmic discrimination
is difficult to effectively regulate legally. While AI algorithms significantly im-
prove work efficiency in government data governance, they also pose security
concerns that cannot be ignored. Algorithmic vulnerabilities and defects, com-
bined with high technical complexity and continuous updating characteristics,
create extreme challenges for regulatory departments, making effective regula-
tion difficult. This regulatory lag and incompleteness may provide opportunities
for criminals and breed power alienation. If individuals manipulate algorithms
to quietly influence public resource allocation, it will cause social injustice. As
the most important protector of vulnerable groups, government must uphold
fairness and justice values. The opacity of algorithms provides hidden soil for
power abuse, making it difficult for the public and supervisory institutions to
understand internal algorithmic mechanisms, thus hindering effective oversight.

2.4 Weakening Public Trust and Increasing Governance Difficulty

If the public questions algorithmic fairness and transparency, it may trigger
social dissatisfaction and increase governance difficulty. Generative Al, led by
new technologies, has pushed government data governance to a new stage but
also brought new risks. Its powerful generative capabilities have broadened al-
gorithmic applications in government decision-making, but its high autonomy
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makes behavior prediction and control more difficult, potentially exacerbating
the covertness of algorithmic discrimination and further complicating social gov-
ernance. According to the 48th China Statistical Report on Internet Develop-
ment, the number of tampering incidents on Chinese government websites in-
creased by nearly 30.9% compared with the same period in 2019, already causing
actual impacts on public security. When adopting Al technology, government
must carefully consider its potential impact on public trust and actively take
measures to enhance decision-making transparency and fairness.

3. Prevention and Control Strategies for Algorithmic Dis-
crimination Risks

3.1 Clarifying Algorithmic Fairness and Adhering to Results-Oriented
Approach

When embedding Al in government data governance, clarifying algorithmic
fairness principles is crucial. Due to algorithmic discrimination’s covertness
and difficulty in definition, government should take the leading role. Research
shows that fairness in real life pursues structural fairness rather than static
equality. When formulating fairness standards, government must consider data
diversity, algorithmic decision logic, and potential impacts on different groups.
A results-oriented thinking mode should run through the entire algorithm de-
sign and implementation process to ensure outputs do not favor any specific
group, thereby avoiding discriminatory decisions. To achieve this, government
should establish independent algorithmic fairness assessment agencies to con-
duct regular reviews and monitoring of algorithms used in data governance.
During development and application, government should actively invite diversi-
fied stakeholders—including enterprises, social organizations, and the public—to
participate through hearings and other forms, collecting opinions to ensure algo-
rithm design fully reflects different groups’ interests and needs, with enhanced
attention to minority groups.

3.2 Establishing Industry Standards and Upholding Algorithmic
Transparency

In the journey to enhance algorithmic transparency in government data gover-
nance, algorithm developers play a central role. They should provide detailed
documentation explaining algorithm principles, data sources, expected outputs,
and establish public platforms to display algorithm details used in government
data governance for public supervision and review. Media plays a key role in
promoting algorithmic transparency by reporting cases to reduce public alien-
ation from technological unfamiliarity and help more people understand algo-
rithms’ complexity and limitations. However, media should avoid over-reliance
on automatically generated content or oversimplifying complex issues, instead
maintaining independent thinking and in-depth analysis to guide public rational
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attitudes toward algorithmic technology. If no unified industry standards exist,
even perfect laws will fall into the dilemma of “not punishing the multitude.”
Therefore, the industry should spontaneously organize to jointly develop a de-
tailed set of algorithm development and application standards, implementation
norms, and regulatory measures, clarifying algorithm design principles, moral
and legal responsibilities, and forming unified industry norms.

3.3 Advocating Social Fairness and Optimizing Data Environment

In any era, the meaning of law is to ensure the realization of norms rather than
mere punishment or relief. Social biases themselves are often the fundamental
source of algorithmic discrimination. As previously mentioned, cases of algorith-
mic gender discrimination and racial discrimination embed social prejudices into
f@# algorithm design, making the supposedly objective and neutral algorithmic
world present situations similar to human society. To fundamentally solve such
problems, we must restrain inherent human biases. Data, as the carrier of hu-
man behavior, is relatively easier to change. In data collection, we should ensure
authentic data is fed into algorithms; in data preprocessing, private information
should be consciously desensitized; in data transmission, maximum filtering of
society’s short-sightedness should occur to create a more just, transparent, and
efficient data environment for AI. Only by filtering social prejudices can Al be
cleansed of discrimination and serve society with a new look.

3.4 Improving Accountability Mechanisms and Promoting Multi-
Participant Governance

Given algorithmic discrimination’s covertness and complex accountability, re-
sponsibility should be clearly and fairly distributed among different subjects.
Algorithm design companies should actively improve algorithmic transparency,
focusing on authenticity and understandability, and report to government de-
partments in the form of manuals. They should also explain data sources and col-
lection mechanisms to the public through short videos on platforms like Douyin,
enabling necessary perceptual understanding of algorithms. Government depart-
ments, as initiators and important regulators of government algorithms, should
supervise Al embedding and usage. Although different management models can
integrate institutional resources, they often lead to fragmentation and lack of
coordination in practice. Only by establishing specialized responsibility depart-
ments can reasonable demands from enterprises not be rejected and citizens’
rights protection actions be facilitated. Citizens, as the largest beneficiaries of
government algorithms and direct victims of algorithmic discrimination, should
actively participate in algorithmic governance by learning algorithm knowledge
and improving data literacy. Through multi-party collaborative governance, we
can prevent the emergence of “algorithmic leviathan.”
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4 Conclusion

The embedding of Al in government data governance, while achieving intelligent
integration and accelerating governance, also intensifies information cocoon phe-
nomena and Matthew effects, damaging citizens’ vital interests. Without reg-
ulation, algorithmic discrimination risks may trigger severe social trust crises.
This study first elaborated on algorithmic discrimination’s connotation, charac-
teristics, and causes, then conducted a comprehensive, multi-level analysis of
algorithmic discrimination risks in Al-embedded government data governance
from subject, object, and model dimensions, and finally proposed prevention
measures including clarifying responsibilities of AI stakeholders, unifying indus-
try standards, promoting data fairness, strengthening algorithmic transparency
and explainability, and accelerating the improvement of multi-participant gov-
ernance. These measures aim to safeguard effective Al benefits for the people
while avoiding high-risk algorithmic discrimination patterns. The proposed reg-
ulatory path represents an exploration of Al k7, aiming to provide theoretical
support and practical guidance for related research. Although algorithmic dis-
crimination risks cannot be completely eliminated in the short term under cur-
rent technical conditions, we should neither exaggerate these risks nor negatively
deny technology’s value.
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