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Abstract

[Purpose/Significance] Trust among relevant stakeholders has become a key
factor determining the effectiveness of health big data open utilization. Based
on the process of health big data open utilization and considering trust profit
and loss factors, this study investigates the influence mechanism of trust on
the behaviors of various stakeholders, providing forward-looking references
for improving the effectiveness of health big data open utilization in China.
[Method /Process] Focusing on the decision-making behaviors of data platforms,
data users, and patients under the consideration of trust profit and loss factors,
and based on analysis of the open utilization process, this study establishes
a tripartite evolutionary game model, conducts simulation analysis through
MATLAB, and finally proposes countermeasures and suggestions based on
equilibrium point analysis and simulation results. [Results/Conclusions]
Obtaining patient trust is the fundamental motivation for data users to utilize
data transparently; enhancing the security of the research environment can
fundamentally solve trust issues; strengthening supervision and increasing
the trust profit and loss of data users helps achieve a benign state of open
utilization; while improving patients’ trust level in data platforms, it is more
important to strengthen constraints on data user behavior. China may consider
building a state-led health big data open utilization platform, strengthening
the construction of trusted research environments and actively promoting
their application, implementing a data usage registration system and estab-
lishing a standard system, and effectively guiding public participation in the
collaborative governance process of health big data.
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Abstract

[Purpose/Significance] Trust among relevant stakeholders has become a key
determinant of the effectiveness of healthcare big data open utilization. Based
on the process of healthcare big data open utilization and considering trust
gain and loss factors, this study investigates the influence mechanism of trust
on the behavior of various parties, providing forward-looking references for
improving the effectiveness of healthcare big data open utilization in China.
[Methods/Process] Focusing on the decision-making behaviors of data plat-
forms, users, and patients under considerations of trust gains and losses, this
study establishes a tripartite evolutionary game model based on analysis of the
open utilization process. Simulation analysis is conducted using MATLAB, and
countermeasures and recommendations are proposed based on equilibrium point
analysis and simulation results. [Results/Conclusion] Gaining patient trust
is the fundamental motivation for users to transparently utilize data. Enhancing
research environment security can fundamentally solve trust issues. Strength-
ening regulation and increasing the trust gains and losses for users contribute
to achieving a virtuous state of open utilization. While improving patient trust
levels in data platforms, it is even more important to strengthen constraints on
user behavior. China should consider establishing a nationally-led healthcare
big data open utilization platform, strengthening the construction of trusted re-
search environments and actively promoting their application, implementing a
data use registration system and establishing a standard system, and effectively
guiding public participation in the collaborative governance of healthcare big
data.

Keywords: Healthcare big data; Trust; Transparency; Open utilization; Evo-
lutionary game

Healthcare big data refers to health and medical-related data generated dur-
ing disease prevention, treatment, and health management processes [1]. The
United States pioneered the open data movement in 2009, launching a govern-
ment data open platform that extended to the health and medical data domain,
establishing the HealthData.gov platform. The Centers for Disease Control and
Prevention, Centers for Medicare & Medicaid Services, and Food and Drug Ad-
ministration have opened structured data on medical insurance and subsidies,
health expenditures, disease control, and public health. The United Kingdom
built the National Health Service (NHS) system, opening demographic statis-
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tics and health management and quality monitoring data. Relying on the NHS
system, the UK has been at the forefront of healthcare big data open utilization
worldwide, launching the care.data project in 2013. However, due to improper
data use that led to loss of public trust, the project was terminated in July 2016.
In 2018, the UK established Health Data Research UK (HDR UK), dedicated
to integrating health data across the UK for scientific research purposes, which
continues to operate today [2].

Domestic scholars have conducted research on healthcare big data from per-
spectives including rights allocation [3-5], privacy protection [6], obstacles and
governance in open utilization [7], quality evaluation [8], and value realization
paths [9-10]. International scholars primarily discuss technological advance-
ments, legal improvements, and ethical guidance, with technological improve-
ments being the most common focus, such as access security [11-12], storage
security [13], network attack prevention [14], sharing security [15], processing
security [16], transmission security [17], transaction security [18], and building
trusted research environments [19]. The importance of privacy, transparency,
accountability, fairness, and consent for healthcare big data is fully recognized
[20-22], and the construction of trust among stakeholders [23-25] has received
significant attention. China attaches great importance to the open utilization
of healthcare big data. The “Guiding Opinions on Promoting and Regulating
the Development and Application of Healthcare Big Data” emphasizes promot-
ing data sharing and establishing and improving open systems. The “National
Healthcare Big Data Standards, Security, and Service Management Measures
(Trial)” establishes a state-led approach to data management and development.

This work is supported by the National Social Science Fund of China project titled
“Research on the Open Utilization and Collaborative Governance of Healthcare
Big Data” (Grant No. 23BTQ068).

Author(s): Wang Dandan, Vice Dean of Business School, Henan University
of Science and Technology, Professor, PhD, Doctoral Supervisor, Email: wang-
dan430806@163.com; Xie Shicheng, Doctoral Candidate; Cheng Yingying, Lec-
turer, PhD.

In light of this, this paper analyzes the UK’s experience in healthcare big data
open utilization, constructs a process model for healthcare big data open uti-
lization, and considers the mutual influences among data users’ transparency in
data use, regulatory intensity, and patient participation behavior under estab-
lished privacy protection technologies, institutions, and infrastructure levels. A
tripartite evolutionary game model is established to study the game behaviors
of various stakeholders and propose countermeasures and recommendations.

1.1 Review of the UK’s Healthcare Big Data Open Utilization Jour-
ney

The NHS aggregates life-course data for the entire UK population from birth
to death, providing a rich data foundation for health research in the UK. The
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UK government has actively promoted the open utilization of healthcare big
data. Under the leadership and guidance of the NHS, the Health and Social
Care Information Centre (HSCIC) launched the flagship healthcare big data
platform care.data in 2013, collecting the most detailed electronic health data
from public medical institutions and general practitioner clinics nationwide.
The project aimed to better understand patients, develop drugs and treatments,
predict public health and disease trends, monitor drug and treatment safety, and
compare medical quality across regions [26]. The project allowed the NHS and
eligible private companies to use data for these public purposes.

In the care.data project, the HSCIC, guided by the NHS, served as the data col-
lector and data use regulator. Data was made available to research institutions
and some eligible private companies for a fee, with usage restricted to public
interest-related research projects. However, after the NHS sold anonymized
data to health organizations, research universities, hospital trusts, pharmaceu-
tical companies, and other private companies, although anonymization was per-
formed and usage was agreed to be for public interest, numerous incidents of
personal information leakage occurred. This information was used by insur-
ance companies, marketing firms, and others for commercial purposes, seriously
infringing on patients’ privacy rights and autonomy. Although the NHS subse-
quently strengthened regulation, due to the negative externalities arising from
the inherent replicability of data, privacy breaches and data misuse did not
stop. A large number of the public chose to opt out of the project, leading to
the termination of the care.data project in July 2016 [27].

The care.data practice demonstrates several key lessons. First, encryption tech-
nology cannot guarantee absolute data security. Anonymized data is not ab-
solutely secure and remains potentially re-identifiable, requiring continued se-
curity protection. Second, when absolute data security cannot be guaranteed,
transparency in the data circulation process and patient consent are fundamen-
tal prerequisites for ensuring public trust. For example: “Should patient con-
sent be obtained when family doctors provide data to HSCIC and when HSCIC
opens data to external parties?” and “Is data used for high-quality scientific
research and other public purposes rather than commercial purposes?” Only by
addressing these issues can the trust of the public and healthcare professionals
be won and good data supply be ensured [28]. In 2018, the UK established HDR
UK, dedicated to using UK health and medical data for ethical purposes [2].
HDR UK primarily builds public confidence and ensures public trust through
Trusted Research Environments (TRE), Data Use Registers (DUR), and Patient
and Public Involvement and Engagement (PPIE) systems.

1.2 Evolutionary Game Theory and Trust Gains and Losses

The open utilization of healthcare big data is a dynamic process of strategic
choices among multiple stakeholders, involving the public and patients, data
custodians (medical institutions, trusts, storage centers, etc.), data users (med-
ical research institutions, research institutes, pharmaceutical companies, etc.),
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data regulators (government agencies, data platforms, etc.), and technical ser-
vice providers. Under conditions of bounded rationality, these stakeholders con-
tinuously trial-and-error, evolve, and make choices. Some scholars have used
evolutionary game methods to study the game process among medical institu-
tions, technology support enterprises, and the government [29], constructing
two-party evolutionary game models from the perspective of privacy protection
between patients and medical service institutions, as well as three-party evo-
lutionary game models among patients, medical service institutions, and the
government to explore the sharing willingness of various stakeholders [30-31].

Trust is a relationship in which one party has reasonable beliefs in another
party’s competence and goodwill, or has explicit commitments to perform cer-
tain actions [32-34]. Regarding healthcare big data, public trust manifests in
several ways: (1) Trust in the state and government. The public may have lower
willingness to share due to distrust in their country’s medical research level [35]
or political system [36-37]. (2) Trust in researchers and doctors. In healthcare
systems, researchers’ recommendations have been proven to increase the likeli-
hood of public participation in research [38-40]. (3) Trust in healthcare systems
and user institutions. The public’s willingness to share sensitive information
with an entity varies according to their level of trust and familiarity [41-43]. (4)
Trust in regulatory agencies. The public pays attention to the reputation of in-
dividuals or organizations that regulate data [44-46]. This paper conceptualizes
trust loss (or gain) as the expected actual benefit loss (or gain) that one party
generates for another when it perceives a decrease (or increase) in the other
party’s competence and goodwill and takes action accordingly. For example,
the trust gain obtained by a data platform through strong regulation—that is,
when the platform’s strong regulatory behavior causes patients to perceive an
increase in the platform’s competence and goodwill—leads patients to actively
participate in data sharing, thereby generating expected benefits for the data
platform.

2.1 Problem Description

The process of healthcare big data open utilization is illustrated in Figure 1
[Figure 1: see original paper]. In the data collection phase, patients share data
with medical institutions (hospitals, community clinics, individual doctors, etc.)
due to treatment needs. Medical institutions have control over patient data,
while patients retain privacy rights [3,47]. To promote open utilization, an
opt-out patient informed consent mechanism is adopted. The data platform
collects health and medical data from medical institutions and aggregates it
into usable healthcare big datasets. In the open utilization phase, the data
platform anonymizes the data and provides it to data users serving the public
interest, either for a fee or free of charge. Both parties sign data use agreements
specifying the scope of data use, and users utilize the data according to the
agreement.

For users, non-transparent data use may yield greater benefits. Non-transparent
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use refers to users reprocessing data for projects beyond the agreed scope or shar-
ing it with other users, in addition to using data within the agreed scope [48].
Although agreements clearly limit the scope of use during data use applications,
due to low data replication costs and the difficulty of detecting data reprocessing
or flow when confidentiality is maintained, users may have a fluke mentality and
use data non-transparently when facing temptation. This significantly increases
the risk of patient data re-identification and leakage. Additionally, due to the
complexity of the collection process, data is stored in multiple locations. If leak-
age occurs, the diversity of sources makes it difficult to quickly and accurately
identify the origin.

For the data platform, providing data to users for a fee or free of charge yields
data sharing benefits or social benefits from users’ data utilization. Due to
data leakage risks, the platform has a responsibility to regulate the use pro-
cess. With privacy protection technology levels fixed, urging users to use data
compliantly is the focus of platform regulation, including transparency construc-
tion in data use and tracing data leakage sources. Transparency construction
in data use is a series of tasks requiring users to invest certain costs, such as
urging the implementation of PPIE systems to allow public representatives to
participate throughout the data use process; urging the implementation of DUR
systems to maintain transparency in the data use process; and strengthening
internal data access permission management and employee training. The plat-
form has minimum requirements for users’ privacy protection technology levels
and transparency construction, investigates data leakage incidents, and imposes
penalties.

For patients, patients have the rights to disagree, withdraw consent, and delete
data [49-50]. Throughout the entire data open utilization process, patients can
choose whether to continue participating at any time. Patient participation (or
non-withdrawal) may be motivated by benefits such as improved healthcare qual-
ity [51], personal economic interests [52-53], or perceived social public benefits
[64-55]. Users’ non-transparent data use increases patients’ perceived privacy
risks, causing concerns about data misuse and privacy leakage. The stronger
the privacy sensitivity of patient data, the greater the perceived loss from data
leakage.

2.2 Model Assumptions

The three game players—data platform, user, and patient group—are illus-
trated in Figure 2 [Figure 2: see original paper|. The data platform makes
decisions on regulatory intensity. Strong regulation means higher regulatory
costs but yields public trust gains. In this case, the probability of detecting
users’ non-transparent data use increases. The platform’s strategic choices are
(Strong Regulation, Weak Regulation). Users decide whether to use data trans-
parently. Transparent data use means strictly following the agreement, while
non-transparent use means facing the temptation of non-compliant use for ad-
ditional benefits while also bearing the risk of data leakage or detection by reg-
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ulators. Users’ strategic choices are (Transparent Use, Non-transparent Use).
Patients decide whether to withdraw from data sharing. Withdrawal means non-
participation, while non-withdrawal means continued participation. Patients’
strategic choices are (Participate, Not Participate). The parameters and their
meanings are shown in Table 1 .

Assumption 1: The data platform, users, and patients are all bounded ratio-
nal agents. The data platform focuses on long-term sustainable development
and considers trust gains and losses, which can be viewed as considerations of
future benefits or losses. Users weigh choices between short-term and long-term
benefits; non-transparent data use in the short term can bring immediate ben-
efits but carries the risk of trust loss, while long-term considerations of trust
gains and losses can be viewed as considerations of future benefits or losses.
Patients’ trust in the data platform influences their own decisions, which can
be viewed as perceived trust gains and losses [56].

Assumption 2: Let x represent the proportion of users choosing transparency,
then 1—x represents the proportion choosing non-transparency. Let y represent
the proportion of the data platform choosing strong regulation, then 1 — y rep-
resents the proportion choosing weak regulation. Let z represent the proportion
of patients choosing participation, then 1— z represents the proportion choosing
non-participation. z,y, z € [0, 1].

Assumption 3: The data platform’s benefits and costs. When patients par-
ticipate, they bring direct economic benefits and social benefits to the data
platform, denoted as R. When the data platform chooses strong regulation,
it bears regulatory costs C;. Strong regulation increases public confidence in
the security of data open utilization, yielding trust gains 7 [56]. Under strong
regulation, users’ non-transparent data use may not always be detected; let the
detection probability be p;. When detected, the platform imposes a penalty
F; on non-transparent users and forces them to cease non-compliant behavior.
Under strong regulation, if a data leakage event occurs, the platform conducts
a strict investigation and charges a penalty F, to the data leaker. Strong and
weak regulation are relative concepts; to simplify the model, assume the regu-
latory cost under weak regulation is negligible. Under weak regulation, when a
data leakage event occurs, the data platform suffers trust loss L; and charges a
penalty F, to users after detection.

Assumption 4: Users’ benefits and costs. Users must have established privacy
protection technology levels and a certain degree of transparency construction
to qualify for data use, with fixed investment C,5. Transparent data use yields
benefits R,. Non-transparent data use yields additional benefits R,. The trust
gain from transparent data use is 75, which is also the fluke benefit when non-
transparent use occurs under strong regulation but is neither detected nor leads
to data leakage. Under strong regulation, when non-transparent use occurs and
data leakage happens, users suffer trust loss L,. Under weak regulation, when
data leakage occurs, trust loss Lj is incurred. Since the source of leakage cannot
be confirmed under weak regulation, but trust loss occurs.
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Assumption 5: Patients’ benefits and costs. The sum of direct benefits or per-
ceived social benefits when patients participate is denoted as R;. The loss when
privacy leakage occurs is L,. The privacy leakage risk under transparent use is
ry, and under non-transparent use is 5. Since transparent use reduces privacy
risk, 7, < ry. The trust gain for patients when the data platform implements
strong regulation is T3, representing improved patient-perceived security. The
net benefit for non-participating patients is 0, with no risk incurred.

2.3 Payoff Matrix

The payoff matrix for the tripartite evolutionary game among the data platform,
users, and patients is constructed as shown in Table 2 .

3.1 Replicator Dynamic Equations

Based on Table 2, the expected payoffs for the data platform choosing “Strong
Regulation” and “Weak Regulation” strategies are:

Upy = y2(R+T,—Cy+py p ) +y(1—2) (R+ T} —Cy +p pl)+(1—y) 2(R—Lq )+ (1—y) (1—2)(R—L,)
Upp=yz(R—Cy) +y(1—2)(R—C) + (1 —y)zR+ (1 —y)(1 —2)R

According to the dynamic equation construction method, the replicator dynamic
equation for the data platform is:

F(y) =y(Uy, —U) =y —y)(Ty + Ly — Cy) + prpl — (T} + Ly)7]

Similarly, the replicator dynamic equations for users and patients are:
F(z) = 2(Uy —Uy) = 2(1 = 2)[(Ty + Ly — Ry) — (Ty + Ly + Fy )y + (L — Ly )y?]

F(z) = 2(Us; — Us) = 2(1 — 2)[Ry — o4+ (rg — 1) Ly, + T, — (19 —71) Lyy,y)

3.2 Stability Analysis of Equilibrium Points

Further, setting F'(z) = 0, F(y) = 0, and F(z) = 0 yields 14 local equilibrium
points. Since the asymptotically stable solution of a multi-population evolu-
tionary game replication dynamic system must be a strict Nash equilibrium
[57], only 8 pure strategy equilibrium points need to be considered: FE;(0,0,0),
E,(0,0,1), E5(0,1,0), E,(0,1,1), E5(1,0,0), E4(1,0,1), E,(1,1,0), Eg(1,1,1).
According to Friedman’s method [58], partial derivatives are taken to obtain the
Jacobian matrix J of the replication dynamic system:

J = ((1 —2x)[(Ty + Ly — Ry) — (Tz + Ly + Fy)y + (L — Ly)yz] )
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Substituting E; to Eg into the Jacobian matrix and calculating the eigenvalues
yields the results shown in Table 3 .

According to Lyapunov’s first method [59], an equilibrium point is an Evolution-
arily Stable Strategy (ESS) only when all eigenvalues of the Jacobian matrix
have negative real parts. When one or more eigenvalues have positive real parts,
the equilibrium point is unstable. When eigenvalues have both zero real parts
and negative real parts, the equilibrium point is in a critical state, and its stabil-
ity cannot be determined from the eigenvalue signs. Based on this, the following
conclusions are drawn:

Conclusion 1: For F,(0,0,0) and E5(1,0,0), these are unstable points. T, rep-
resents users’ consideration of trust gains. If users do not consider trust gains
or cause trust losses due to short-term interests, i.e., if T, is small, F;(1,0,0)
becomes a local equilibrium point, resulting in a situation where regardless of
regulatory intensity, users choose non-transparent use while patients largely
withdraw. This unstable point demonstrates that it is precisely users’ consider-
ation of trust gains that prevents the system from falling into the unfavorable
local equilibrium state of (Regulation/Non-regulation, Non-transparent, Non-
participation). Conversely, if data abuse becomes rampant and social trust is
lacking, it is not surprising that people “do not want to and dare not” share
data.

Conclusion 2: For F4(0,1,0) and E,(1,1,0), when Ry —r;;4 <0, E4(0,1,0)
is an ESS. However, in practical situations, when patients choose the non-
participation strategy, the strategic choices of users and the data platform es-
sentially lose meaning. For patients, the risk of continued participation is too
great, with potential losses exceeding personal benefits. Even if users choose
transparent use strategies, patients will still choose non-participation. This re-
flects that under established privacy protection technology levels and legal safe-
guards, when patients perceive excessive risks to privacy protection and basic
personal rights, users’ transparency strategies and regulators’ regulatory strate-
gies have almost no impact on patient behavior. A basic fact is that in reality,
patients with extremely sensitive data have very low willingness to share data,
such as information on HIV status, sexually transmitted infections, abortion
records, IVF records, marital status, complaint records, and crime and abuse
records, which should not be collected as noted in the care.data case [26].

Conclusion 3: For F,(0,0,1) and E4(1,0,1), when Ry —rypd + T5 > 0,
E,(0,0,1) is an ESS. This scenario also represents an extreme case where, under
established technology levels and legal safeguards, when patients face minimal
risks to privacy protection and basic personal rights, users’ transparency strate-
gies and regulators’ regulatory strategies also have almost no impact on patient
behavior. One can envision an ideal scenario: if an absolutely trusted research
environment is in place, privacy protection technology can ensure privacy secu-
rity, and legal regulations are well-developed, then no privacy leakage or other
infringement issues would occur during data open utilization. In this case, due
to patients’ strong tendency to continue participating, the trust gain 73 for data
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platforms from strong regulation is low, and the trust gain 7, for users from
transparent use is also low, making regulation and transparent use unnecessary.
Data platforms would choose weak regulation strategies, and users would choose
non-transparent use strategies.

Conclusion 4: For E,(0,1,1), when C; > T} + Ly + p,pl, E40,1,1) is an
ESS. In this case, patients’ risk losses from participation are less than their ben-
efits, leading patients to #fiFF choose participation strategies. Due to patient
participation, the trust gain from strong regulation for data platforms becomes
small, while costs exceed the sum of trust gains from strong regulation and trust
losses from weak regulation, leading platforms to #fi@F choose weak regulation
strategies. Simultaneously, users’ additional benefits from non-transparent use
are less than the sum of trust gains from transparent use and trust losses from
non-transparent use, leading users to choose transparent use strategies.

Conclusion 5: For E4(1,0,1), when C; < T} + Ly + pypl, Eg(1,0,1) is an
ESS. In this scenario, the cost of strong regulation for data platforms is less
than the sum of trust gains from strong regulation, trust losses from weak reg-
ulation, and penalty revenue from strong regulation, leading platforms to ffif
F choose strong regulation strategies. Due to strong regulation, patients’ trust
gains increase, and patients’ losses are less than the sum of direct benefits and
trust gains, leading patients to #fifmF participate. For users, due to the temp-
tation of substantial additional benefits from non-transparent use and specula-
tive psychology about evading regulation, users i+ choose non-transparent
strategies. This corresponds to real-world situations where potential additional
benefits from non-transparent use are substantial.

Conclusion 6: For Eg(1,1,1), when C; < T} + Ly, Eg(1,1,1) is an ESS. In
this case, the cost of strong regulation for data platforms is less than the sum of
trust gains from strong regulation and trust losses from weak regulation, leading
platforms to #fiEF choose strong regulation strategies. Due to strong regulation,
patients’ trust gains increase, and patients’ losses are less than the sum of direct
benefits and trust gains, leading patients to #iEF continue participating. For
users, the sum of trust gains from transparent use strategies and trust losses
from non-transparent use strategies exceeds the difference between additional
benefits and penalties from non-transparent use strategies, leading users to ffi
mF choose transparent use strategies. This corresponds to the best regulatory
effectiveness scenario in practice.

4 Simulation Analysis

Considering the actual future scenario of healthcare big data open utilization
in China, the initial state data is simulated based on the following facts: First,
China attaches great importance to healthcare big data open utilization, so we
assume the data platform’s trust gain 7} > 0. Second, as big datasets accumu-
late, the multiplier and 5% effects of data use become increasingly significant.
We assume that all parties’ R,, R5, and L, will increase rapidly, meaning users
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face growing temptation from non-transparent data use benefits.

Based on expert recommendations, the baseline initial values of various influ-
encing factors are set as shown in Table 4 . Taking z = y = z = 0.5 and
simulating in MATLAB, the evolution results are shown in Figure 3 [Figure 3:
see original paper]a, indicating the system’s initial equilibrium state is (Strong
Regulation, Transparent Use, Participation). We then examine two anticipated
state changes: (1) The continuous increase of Ry; (2) The effect of changes in
major parameters on eliminating unstable fluctuations after R, increases to a
certain extent.

Based on the set baseline initial values, changing the value of R, to 100, 200,
and 400 sequentially yields evolution results shown in Figure 3 [Figure 3: see
original paper|b. As R, increases, the data platform’s strategic choice remains
unchanged, still rapidly selecting the strong regulation strategy. However, when
R, increases beyond a certain threshold (between 100 and 200), fluctuations
appear in the strategic choices of data users and patients, and the larger R,
becomes, the greater the fluctuation amplitude. The evolution process shows
that when R, is large, the probability of users choosing non-transparent strate-
gies increases, raising patient privacy risks and leading patients to #fiF choose
non-participation. As patient participation decreases, users gradually return to
transparent use, and patients subsequently return to participation, creating a
cyclical pattern. The evolution results of users’ and patients’ strategic choices
form two unstable wavy lines as shown in Figure 3 [Figure 3: see original pa-
per]b.

The above analysis shows that when the benefits obtainable from users’ non-
transparent data use increase to a certain extent (e.g., R, = 200), significant
fluctuations occur in the strategic choices of users and patients. Further re-
search examines how changes in other parameter values can eliminate this un-
stable fluctuation. Setting R, = 200 in Table 4 while keeping other parameters
unchanged creates a new set of initial values. Based on this, each simulation
analysis changes only one parameter value.

Figure 3 [Figure 3: see original paper|c shows the evolution curves when p; =
0.7, p, = 0.8, and p; = 0.9. p; represents the data platform’s regulatory
intensity. Compared to p; = 0.7, the fluctuation amplitude of users’ and pa-
tients’ evolution curves is smaller when p; = 0.8. When p; = 0.9, users rapidly
choose transparent use strategies, and patients subsequently choose participa-
tion strategies, restoring the system to the (Strong Regulation, Transparent Use,
Participation) equilibrium state. This demonstrates that when p; increases be-
yond a certain threshold (between 0.8 and 0.9), unstable fluctuations in the
system can be eliminated. Regulatory intensity has a positive impact on both
data use transparency and patient participation. Similarly, Figures 3 [Figure
3: see original paper]d and 3e respectively show that the penalty amount for
detecting non-transparent use under strong regulation and the penalty amount
for data leakage events under strong regulation both have positive effects on
data use transparency and patient participation.
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Figure 3 [Figure 3: see original paper]f shows evolution results when T, =
10, T, = 20, and T, = 30. T), represents users’ trust gains from transparent
use, which can also be viewed as consideration of future benefits. When T, =
10, the proportion of transparent use by users stabilizes at 0.9. When T, =
20, users rapidly choose transparent use strategies, and patients subsequently
choose participation strategies, restoring the system to the (Strong Regulation,
Transparent Use, Participation) equilibrium state. This shows that users’ trust
gains from transparent use have a positive effect on data use transparency and
patient participation. Similarly, Figure 3 [Figure 3: see original paper]g shows
that users’ trust losses from non-transparent use also positively affect data use
transparency and patient participation.

T, is the trust gain patients receive when the data platform implements strong
regulation, representing patients’ trust level in the data platform. Figure 3
[Figure 3: see original paper]h shows evolution results when T = 0, T = 4,
and T3 = 15. When T; = 0, patients #ilF choose non-participation, while
users fimF choose transparent use. When T3 = 4, due to patients’ trust in
the data platform, they #i@F choose participation, but this &ifi encourages
users’ speculative behavior, making users il F choose non-transparent use.
This demonstrates that to promote the long-term sustainable open utilization
of healthcare big data, while improving patient trust levels, it is even more
important to strengthen constraints on user behavior.

5.1 Main Conclusions

Practice in healthcare big data open utilization shows that trust among relevant
stakeholders has become a key factor determining its effectiveness. Focusing on
the decision-making behaviors of data platforms, users, and patients under con-
siderations of trust gains and losses, this study established a tripartite evolution-
ary game model based on analysis of the open utilization process and conducted
simulation analysis using MATLAB to reveal the influence mechanism of trust
on stakeholder behavior. The findings show:

(1) Gaining patient trust is the fundamental motivation for users to trans-
parently utilize data. Users’ consideration of trust gains from transpar-
ent data use prevents the system from falling into the unfavorable local
equilibrium state of (Regulation/Non-regulation, Non-transparent, Non-
participation). If users lose patient trust, a large number of patients will
choose to withdraw, and the amount of data available to users will drop
sharply. Gaining patient trust is a necessary condition and fundamental
motivation for users to choose transparent use strategies.

(2) Enhancing research environment security can fundamentally solve trust
issues. When the open utilization environment has low security and pa-
tients perceive extremely high risks, they choose non-participation. When
the open utilization environment has high security and patients perceive
minimal risks, they choose participation. In these two extreme scenarios,
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patients’ participation decisions are independent of the decisions of the
data platform and users, as well as their considerations of trust gains and
losses.

(3) Strengthening regulation and increasing users’ trust gains and losses con-
tribute to achieving a virtuous state of open utilization. When the short-
term benefits obtainable from users’ non-transparent use are sufliciently
large, they will neglect trust gains and losses and choose non-transparent
strategies, leading to unstable fluctuations in all parties’ strategic choices.
After the data platform strengthens regulation, penalty amounts increase,
and users’ trust gains and losses are raised beyond certain thresholds,
these fluctuations can be eliminated, promoting the system’s return to the
(Strong Regulation, Transparent Use, Participation) equilibrium state.

(4) While improving patient trust levels in data platforms, it is even more
important to strengthen constraints on user behavior. When patients
fully trust the data platform, they actively share data, but this ki en-
courages users’ speculative behavior of non-transparent data use. When
patients have high distrust in the data platform, they #i&@F choose non-
participation, while data users kiiffiE@F choose transparent use to regain
patient trust. Governing user group behavior is fundamental to enhancing
patient trust and promoting healthcare big data open utilization.

5.2.1 Nationally-Led Promotion of Healthcare Big Data Open Uti-
lization Platform Construction

Nationally-led promotion of healthcare big data open utilization platform con-
struction and implementation of strong regulation on user groups, fully lever-
aging the natural authority advantages of central and local governments, will
help standardize user behavior and gain the trust of patient groups and data
supply institutions. Chinese citizens have consistently shown very high trust
in the government [60], and public trust in government directly affects whether
government-issued information is convincing and whether formulated plans can
be effectively implemented [61-62]. Currently, China has established nationally-
led healthcare big data open utilization platforms such as the National Popula-
tion Health Science Data Center, National Genomics Data Center, and National
Bioinformatics Center, but these face issues such as poor data quality, insuffi-
cient data sharing, and low data utilization rates [63], requiring the development
of more authoritative (e.g., CoreTrustSeal certified) and more open healthcare
big data platforms. It is recommended that the National Health Commission
take the lead, with local health commissions specifically promoting the estab-
lishment of a national-level healthcare big data research alliance, jointly aggre-
gating and improving healthcare big datasets with China’s healthcare big data
custodians and research institutions. Meanwhile, central and local departments
such as the Data Bureau, Ministry of Industry and Information Technology,
and Public Security Bureau should collaborate with the Health Commission to
strengthen the standardization of user behavior, enhance review of users’ data
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use scope, strictly trace data leakage sources, and increase penalties for non-
standard use behaviors, thereby improving public trust while vigorously stan-
dardizing user behavior to better achieve the aggregation, connectivity, and
utilization of healthcare big data.

5.2.2 Strengthening Trusted Research Environment Construction and
Actively Promoting Its Application

Enhancing the security of healthcare big data access through technical means is
a “hard measure” for reducing patient privacy leakage risks, conducive to gain-
ing the trust of patient groups and data supply institutions. Trusted Research
Environments (TRE) are secure environments designed for researchers to access
sensitive data based on network technology and management measures. They
eliminate the need for physical data sharing among different users and truly
achieve “data is usable but not visible” through five major aspects of security
technology and management guarantees: secure people, secure projects, secure
settings, secure data, and secure outputs. This ensures that researchers can
quickly access and analyze required data while avoiding security responsibilities
and risks such as data leakage caused by data downloads, safeguarding data
security, establishing public trust, and achieving the highest standards of infor-
mation governance, transparency, and security [64]. From a project implemen-
tation perspective, TRE ensures data security in privacy protection and other
aspects while maximizing the use of high-performance computing and reducing
data transmission and storage costs and security risks, thereby effectively pro-
moting the conclusion of data utilization-related cooperation projects. It is rec-
ommended that healthcare big data open utilization platforms strengthen TRE
construction, develop or introduce relevant technologies, enhance related infras-
tructure, and analyze highly sensitive data within TREs in conjunction with
data classification and grading systems, reducing the flow of highly sensitive
data and balancing utilization costs and benefits while ensuring data security.

5.2.3 Implementing Data Use Registration Systems and Establishing
Standard Systems

Implementing data use registration systems can effectively reduce non-
transparent use behaviors by data users. Clarifying information such as data
users and use purposes promotes transparency in subjects, purposes, and
processes of healthcare big data use, placing data users “in the open” to accept
public review and supervision, thereby promoting transparent data use and
enhancing public trust. Promoting data users to publish data use registers
is a concrete way to implement data use registration systems. Data use
registers, also known as data release registers or approved research lists, are
public records of data that institutions provide secure access to for approved
individuals and organizations for research, innovation, and service evaluation
purposes. They typically contain information about the types of data accessed,
purposes, approval dates, and the names of organizations using (or receiving)
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the data [65]. Data use registers, as the cornerstone of improving data use
transparency, help build public confidence and enhance public trust. They help
demonstrate the value and benefits of data use to society, facilitate researchers
and research funding agencies in learning about more available datasets,
and help relevant authorities understand data usage, generating broad social
benefits. It is recommended that China reference the data use registration
system and standardization practices of the UK Health Data Center [65] and
advance the orderly development of China’s data use registration work in
accordance with national conditions.

5.2.4 Effectively Guiding Public Participation in the Collaborative
Governance of Healthcare Big Data

Healthcare big data is essentially a macro aggregation of individual health data,
involving the broadest public interests. Allowing the public to participate in
decision-making regarding healthcare big data open utilization and exercise su-
pervision rights helps standardize user behavior and enhance trust among pa-
tients and data supply institutions. The government should guide all sectors of
society to value public worth, create an atmosphere for public participation, and
integrate the concept of public participation in collaborative governance into the
formulation of healthcare big data-related policies for top-down conceptual pen-
etration. It should grant public participation rights and provide participation
opportunities, offering legal and compliant participation channels through orga-
nizational structures and public activity releases. It is recommended that local
health commissions establish public advisory committees composed of the pub-
lic, with members determined through transparent elections, to fully leverage
public advice and supervision functions. The government should also improve
institutional normative systems to guide orderly public participation, such as
developing # A\ policies for collaborative participation to ensure participating
public members are representative, developing institutional norms for specific
participation processes to clarify public participation goals and work content
and standardize participation behavior, and developing feedback systems for
public participation results. Finally, resource support should be provided to
resolve barriers to public participation, such as offering knowledge support, pre-
job training, and material incentives.

5.3 Research Limitations and Future Directions

Based on analysis of the UK’s healthcare big data open utilization practices, this
study focused on users’ transparency construction and trust gains and losses of
all parties, establishing a tripartite evolutionary model that provides beneficial
exploration of the mutual influences among decision-making behaviors of health-
care big data open utilization stakeholders. However, to facilitate calculation
with other benefits or costs, this study treated trust gains and losses as consider-
ations of future benefits for all parties, conducting simple letter assignments and
quantitative valuations for trust gains and losses, and examined the impact of
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individual variable changes on evolution results, which has certain limitations.
Future research could more scientifically explore methods for quantifying trust
gains and losses and simulation value settings, and further discuss the impact of
simultaneous changes in multiple variables on evolution results. Additionally,
this article only studied UK practices and their trust mechanisms; subsequent
research could conduct more in-depth studies and comparative analyses of trust
mechanism differences among different countries in healthcare big data open
utilization, providing more references for China’s participation in global health
data governance.
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