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Abstract
[Purpose/Significance] To address issues in traditional rice quality supervision
and traceability systems, including imperfect quality control data chain mecha-
nisms, insufficient traceability of quality control information, low data-on-chain
efficiency, and privacy information leakage, a differential privacy-enhanced rice
blockchain quality control model is proposed. [Method] First, by integrating
the entire rice industry chain, a data transmission process is designed to cover
stages including planting, procurement, processing, storage, and sales, thereby
effectively ensuring the continuity of the quality control data chain. Second,
to resolve the issues of large data volumes and low on-chain storage efficiency,
key quality control data from each stage of the rice industry chain is stored
in the InterPlanetary File System (IPFS), with only the hash values returned
after storage being uploaded to the blockchain. Finally, to enhance the trace-
ability of quality control information, privacy-sensitive portions of key quality
control data from the planting stage are processed using Differential Privacy
before being presented to users, thereby obfuscating individual data, improv-
ing the credibility of quality control information, and protecting the privacy of
farmers’ cultivation data. Based on this quality control model, a differential
privacy-enhanced rice blockchain quality control system was designed and de-
ployed in operational rice enterprises. [Results and Discussion] Experimental
results demonstrate that the system achieves an average storage time of 1.125
s for single-stage data throughout the entire industry chain, and an average
information traceability query time of 0.691 s. Compared with traditional rice
quality supervision and traceability systems, single-stage data storage time is re-
duced by 6.64%, and information traceability query time is reduced by 16.44%.
Conclusion The proposed model not only enhances the continuity of quality con-
trol data and the degree of information traceability while protecting farmers’
privacy, but also improves, to a certain extent, the efficiency of quality control
data storage and information traceability queries, offering a valuable reference
for the design and improvement of rice quality supervision and information
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traceability systems.
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Abstract:
[Objective] Rice plays an indispensable role in daily diet, and consumer con-
cerns about its quality issues continue to grow, with increasing emphasis on
selecting high-quality, safe, and healthy rice. However, the rice market suffers
from information asymmetry and uneven quality, causing consumer distress.
Traditional rice quality supervision and traceability systems face problems such
as incomplete quality control data chain mechanisms, insufficient traceability of
quality control information, low data on-chain efficiency, and privacy informa-
tion leakage. This study proposes a differential privacy-enhanced blockchain-
based quality control model for rice to address these challenges. [Methods]
First, combining the entire rice industry chain, we designed a data transmission
process covering cultivation, acquisition, processing, warehousing, and sales to
effectively ensure the continuity of the quality control data chain. Second, to
solve the problems of large data volume and low on-chain efficiency, key qual-
ity control data from each link of the rice industry chain was stored in the
InterPlanetary File System (IPFS), and the returned hash value was then up-
loaded to the blockchain. Finally, to improve the traceability of quality control
model information, the sensitive portions of key cultivation data were processed
through differential privacy before being presented to users, obfuscating indi-
vidual data to enhance the credibility of quality control information while pro-
tecting farmers’ cultivation privacy. Based on this quality control model, we
designed a differential privacy-enhanced rice blockchain quality control system
and implemented it in actual rice enterprises. [Results and Discussion] Test-
ing showed that the differential privacy-enhanced rice blockchain quality control
system completed single-link data storage in an average of 1.125 seconds and
information traceability queries in an average of 0.691 seconds. Compared with
traditional rice quality supervision and traceability systems, single-link data
storage time was reduced by 6.64%, and information traceability query time
was reduced by 16.44%. [Conclusions] The proposed model not only improves
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quality control data continuity and information traceability but also protects
farmers’ privacy. Additionally, it enhances the efficiency of quality control data
storage and information traceability queries, providing a reference for the de-
sign and improvement of rice quality supervision and information traceability
systems.

Keywords: IPFS; blockchain; quality control; efficient on-chain; differential
privacy enhancement; information traceability

Rice plays an indispensable role in daily diet, and consumer attention to its qual-
ity issues continues to increase, with greater emphasis on selecting high-quality,
safe, and healthy rice. However, the rice market suffers from information asym-
metry and uneven quality, causing consumer distress [1,2]. To meet consumer
demands and ensure rice quality reliability, domestic and foreign scholars have
conducted extensive research on optimizing rice supply chains, product infor-
mation traceability, and standardizing rice processing and production. For ex-
ample, Qian et al. [3] studied rice quality supervision and traceability systems,
demonstrating the relationship between supply chain information and product
traceability. Liu et al. [4], Wang et al. [5], and Zhang et al. [6] proposed meth-
ods combining blockchain technology to improve data security and credibility in
the rice industry system. These studies have promoted the sustainable develop-
ment of the rice industry. However, current research on rice quality supervision
and traceability systems still has shortcomings, as it fails to adequately address
the mutually supportive relationship between quality control and traceability
functions. While traceability can make product information visible to a certain
extent, it cannot directly guarantee product quality. Strengthening quality con-
trol measures can not only ensure product quality but also indirectly enhance
the credibility of traceability functions [7,8].

Traditional rice quality supervision and traceability systems have defects in
the continuity of quality control information chains. The information chain
related to the rice industry chain is often incomplete or lacks important links,
significantly reducing the credibility of rice quality control and traceability infor-
mation. Additionally, traditional systems lack detailed statistics and display of
cultivation-related quality control data, resulting in insufficient product informa-
tion traceability [9,10]. Information such as pesticide usage, which significantly
impacts rice product quality, is particularly important. Second, the rice trace-
ability process faces security issues such as privacy information leakage that
urgently need to be addressed [11,12]. Furthermore, to ensure data immutabil-
ity, the common practice of uploading all product information completely to
the chain leads to high blockchain storage costs [13,14].

Rice product traceability information primarily originates from quality control
data across the entire industry chain, which directly affects the authenticity and
reliability of traceability information. Therefore, quality control is crucial for
the traceability process, and product traceability can also serve as part of the
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quality control process. To address the problems faced by current rice quality
supervision and traceability systems, this study proposes a differential privacy-
enhanced blockchain-based quality control model for rice. Its data transmission
process covers cultivation, acquisition, processing, warehousing, and sales, en-
suring the continuity of rice quality supervision and traceability data chains.
Relevant data required for each link of the rice industry chain is stored in IPFS,
and the returned IPFS hash value is stored on the blockchain. This approach
solves the bottleneck problem of high costs associated with uploading large data
to the chain in traditional data on-chain processes. To improve the traceability
of rice product information, collected cultivation data—including soil informa-
tion and agricultural chemical usage—is processed using differential privacy
technology for information involving farmer privacy before being displayed to
consumers. The quality control model integrates the entire rice industry chain,
specifically analyzes and improves the data transmission process, emphasizes the
mutually supportive relationship between rice quality control and information
traceability, and provides new solutions for optimizing traditional rice quality
supervision and traceability systems.

1.1 Blockchain Technology

Blockchain technology is a cryptography and distributed system-based technol-
ogy that enables decentralized, tamper-proof, transparent, and secure data ex-
change and storage through distributed consensus mechanisms, blockchain data
structures, and smart contracts [15]. The blockchain structure is shown in Fig-
ure 1 [Figure 1: see original paper]. It connects blocks in a chain to ensure data
continuity and integrity [16]. The distributed consensus mechanism ensures that
nodes in the network reach consensus on transactions [17], while smart contracts
allow automatically executable contract logic to be executed without third-party
intervention [18]. This gives blockchain broad application potential in finance,
supply chain management, healthcare, and other fields, providing new solutions
for building trust, improving efficiency, and promoting innovation [19,20]. This
study proposes a differential privacy-enhanced blockchain-based quality control
model for rice based on blockchain technology and implements systematic design
and development on the Ethereum platform.

1.2 InterPlanetary File System

IPFS is a decentralized distributed file storage and transmission protocol de-
signed to solve data storage and transmission problems in the traditional inter-
net [21]. Its storage principle is based on content addressing, using a unique
Content Identifier (CID) to locate and retrieve files. In IPFS, files are divided
into data blocks, and a unique CID is generated through a hash function, rep-
resenting the hash of the file content rather than its location. This means files
can be located through their unique content identifier without relying on spe-
cific servers or storage locations. IPFS uses a Distributed Hash Table (DHT)
to store and locate file blocks, with each node storing part of the hash table.
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It finds nodes containing the CID through the CID in the network and obtains
file blocks through a distributed protocol [22]. This distributed storage mech-
anism increases file availability and redundancy, improving file reliability and
download speed.

1.3 Differential Privacy Technology

Differential privacy is a privacy protection technology used to protect individ-
ual sensitive information during data publishing or analysis [23]. It adds noise
to query results, datasets, or algorithm outputs [24], making it impossible for
attackers to accurately infer individual sensitive information. The mathemat-
ical definition of differential privacy can be expressed as: for any two adja-
cent datasets D and D’, and any query function Q (mapping of query results),
differential privacy requires that for any output S and any privacy attacker’s
background knowledge K, formula (1) is satisfied.

The rice industry chain involves numerous enterprises in cultivation, acquisition,
processing, warehousing, and sales. However, information silos exist between
these links, lacking effective quality control data interaction, which easily leads
to uncertainty in quality management and product traceability. Therefore, es-
tablishing a complete and continuous traceable link quality control data chain
is crucial. It not only helps ensure stable product quality but also enhances
the credibility of information traceability, providing stronger support for the
healthy development of the entire industry chain. Through data sharing and
integration, each link can collaborate more closely, strengthen quality manage-
ment, improve overall efficiency, and thereby enhance consumer confidence in
product quality and safety. As shown in Table 1 , based on the analysis of
key quality control data in the rice industry chain, classified according to indus-
try chain links and data traceability, after completing the information on-chain
storage process for each link, publicly available quality control data can directly
serve as product traceability information. Information involving farmer privacy
in the cultivation link is processed through differential privacy before being
displayed, improving product information traceability while protecting farmer
privacy. Private quality control data that consumers cannot trace, such as costs
in each link, is limited to internal sharing within relevant enterprises.

2.2 Model Overall Architecture

Based on blockchain, IPFS, and other technologies, combined with differ-
ential privacy technology, this study designs a differential privacy-enhanced
blockchain-based quality control model for rice. As shown in Figure 2 [Figure
2: see original paper], its core idea is to integrate the entire rice industry chain
including cultivation, acquisition, processing, warehousing, and sales to solve
the problem of incomplete quality control data chains in rice product quality
supervision and information traceability. Additionally, through blockchain,
IPFS, and differential privacy technologies, the model improves the traceability
of rice product information while ensuring the efficiency and privacy security
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of data storage and sharing across the entire industry chain, achieving compre-
hensive optimization and improvement of the rice blockchain quality control
model.

The overall architecture can be divided into four layers: IoT device layer, in-
dustry chain system layer, IPFS layer, and blockchain layer. In the IoT device
layer, sensors and related devices collect detailed data during the rice cultiva-
tion process, including humidity, temperature, lighting, and pesticide usage.
After completing key data collection, they upload it to the cloud in real time.
The industry chain system layer stores link-specific key quality control data and
generates a unique cultivation information ID, which serves as the head of the
information chain in the rice industry chain. This layer manages and tracks the
rice production process, storing and managing relevant data from cultivation, ac-
quisition, processing, warehousing, and sales, and building a reliable information
chain for rice quality control and traceability. The cultivation information ID
and related data are stored in the cultivation module of the industry chain sys-
tem, with subsequent modules storing the unique number from the previous link,
forming a reliable information chain that plays a key role in rice quality control.
To solve the overhead problem caused by large data volumes, after completing
data storage, each link uploads key quality control data to the corresponding
IPFS node through its API. Finally, the returned hash value is integrated and
stored in the blockchain network, completing the on-chain process for industry
chain data. Additionally, combining differential privacy technology, information
involving farmer privacy in the cultivation module (such as pesticide usage) is
processed and displayed to consumers through visualization technology, while
information like fertilizer amount can directly supplement product traceability
information. This collaborative architecture among IoT devices, industry chain
systems, IPFS, and blockchain builds a reliable and secure data supervision
and traceability system, optimizing data storage and sharing efficiency, solving
information chain mechanism deficiencies and farmer privacy leakage problems
in rice quality supervision and traceability, and improving rice product trace-
ability, enabling consumers to trust and understand the origin and quality of
purchased rice products.

2.3 Model Data Flow Design

As shown in Figure 3 [Figure 3: see original paper], based on the differential
privacy-enhanced blockchain quality control model, the data flow for rice indus-
try chain quality control is designed by combining various layers in the model.

After IoT devices complete comprehensive data collection, key quality control
data is transmitted to the cloud and then stored in the cultivation module of
the rice industry chain system, including detailed cultivation-related data col-
lected by various sensors and devices such as environmental information. When
the rice industry chain system completes information storage for each link, key
quality control data is uploaded to the corresponding IPFS node in real time.
By dividing data into blocks and storing them distributedly, data reliability

chinarxiv.org/items/chinaxiv-202408.00279 Machine Translation

https://chinarxiv.org/items/chinaxiv-202408.00279


and persistence are ensured, and other nodes can quickly retrieve and access
data. To ensure the integrity and immutability of rice industry chain data,
the hash value returned from storing link data in IPFS is verified through the
hash-on-chain smart contract deployed on the blockchain (such as hash number
verification) before being uploaded to the rice consortium chain. Cultivation
nodes, acquisition nodes, processing nodes, warehousing nodes, and sales nodes
represent relevant participants in the consortium chain [28]. In the smart con-
tract, an access control mechanism is established for different roles such as cul-
tivators, acquirers, and processors. By verifying node identity identifiers, each
participant can only access and process data related to their role. This design
ensures that only authorized nodes can access and process role-specific data,
preventing participants from obtaining sensitive information from other links
and thereby protecting data privacy and security. When storing cultivation
traceability data requiring differential privacy processing, the privacy budget is
preset based on evaluations of general parameters by cultivation enterprises and
relevant research institutions. When users trace rice product information, they
scan the packaging QR code or use the rice industry chain system. Based on the
traceability query smart contract, after verifying link hash integrity, they obtain
the IPFS hash value of the corresponding product, retrieve the corresponding
traceability information from IPFS, and simultaneously trigger the differential
privacy protection mechanism. According to the preset privacy budget value,
partial cultivation data is processed before returning the product traceability
information.

In this model’s data flow design, link-specific key quality control data in the
industry chain is uploaded to IPFS, and the returned hash value is verified
through the hash-on-chain contract before being uploaded to the blockchain.
This ensures the continuity of rice quality supervision and traceability data
chains while improving data on-chain efficiency and system operation. When
users trace product information, differential privacy processing technology in-
troduces noise into partial cultivation data, making individual privacy infor-
mation unidentifiable while maintaining overall data characteristics to ensure
data usability. This protects farmers’ cultivation-related sensitive data while
still enabling users to obtain in-depth product traceability information, meet-
ing user needs while avoiding farmer privacy leakage and further enhancing the
practicality of the quality control model.

2.4 Data Privacy Protection Design

To solve the problem of insufficient product information traceability in tra-
ditional rice quality supervision and traceability systems, the quality control
model integrates with the entire rice industry chain to display detailed indicator
statistics from the rice cultivation stage to users. However, direct display may
lead to leakage of farmers’ sensitive information. Therefore, this study adopts
differential privacy technology to process returned cultivation traceability data
during user traceability queries. By adding noise to partial data, it ensures
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that farmers’ private individual information cannot be reverse-engineered or
identified. Finally, processed pest control information is displayed through visu-
alization technology to reflect data distribution and changes. The introduction
of differential privacy solves the challenge of displaying sensitive data in infor-
mation traceability, providing possibilities for establishing a more transparent
rice quality control model.

The specific differential privacy protection process for traceable quality control
data in the cultivation link is shown in Figure 4 [Figure 4: see original paper].

1) When users trace rice product information, partial information from the
cultivation link is processed through differential privacy before statistical
display. First, parameter parsing is performed on cultivation link trace-
ability data to review the structure and content of the original dataset,
understanding its source and purpose. Second, various fields in the dataset
are identified, recording field names, meanings, and data types. For numer-
ical fields, value ranges and units are understood; for text fields, formats
and encoding methods are comprehended. Third, relationships and depen-
dencies between fields are analyzed to understand correlations. Finally,
parameter parsing results are organized and returned to lay the foundation
for subsequent differential privacy processing and statistical display.

2) If dataset fields do not involve farmer privacy, original data is returned.
If fields involve farmer privacy, the Laplace mechanism is applied for dif-
ferential privacy processing to generate a privacy dataset.

3) Finally, the privacy dataset processed through differential privacy is
merged with the public dataset to generate privacy-protected cultivation
traceability data, which is returned to users together with traceability
data from other links.

After parameter parsing of the original cultivation traceability dataset, the
Laplace mechanism is used to perturb the data. The perturbation process sat-
isfies �-differential privacy. The specific steps for differential privacy processing
of cultivation traceability data are as follows:

1) To ensure high product information traceability, comprehensive traceabil-
ity of rice is performed to display cultivation traceability information from
all supplying farmers for the batch of products. After parameter parsing,
the relevant dataset requiring privacy protection is obtained. This dataset
contains n cultivation farmers, denoted as P = {p1, p2, …, p�, …, p�}, where
p� represents the i-th cultivation farmer, and i satisfies 1 ≤ i ≤ n. The batch
of rice requires privacy protection for m types of information, denoted as
I = {info1, info2, …, info�, …, info�}, where info� represents the j-th type of
information requiring privacy protection for this rice variety, and j satis-
fies 1 ≤ j ≤ m. For these n farmers supplying the rice variety used in this
batch, privacy protection processing will be applied to m types of related
cultivation information.
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2) The j-th type of rice privacy cultivation information recorded by the i-
th farmer p� is represented as d��, and a privacy cultivation information
matrix D�×� is constructed. This matrix contains traceable privacy cul-
tivation information recorded by farmers supplying the rice used in this
batch, where n is the number of farmers and m is the number of categories
of privacy cultivation information for this rice variety.

3) Based on the privacy protection cultivation information matrix D�×�, a
noise matrix N�×� with the same number of rows and columns is generated.
When element d�� in D�×� is valid, the noise element n�� in row i and
column j follows a Laplace distribution, satisfying n�� = Laplace(Δd/�),
where Laplace() is the random generation function for Laplace noise [29];
Δd is global sensitivity, with Δd = max(d��) - min(d��); � is the privacy
parameter, where smaller � values indicate stronger privacy protection [25],
but may lead to loss of data usability. The privacy parameter value needs
to be adjusted based on specific data to balance privacy security and data
usability.

4) In differential privacy, the probability density function of the Laplace dis-
tribution satisfies formula (2):

f(x|e, s) = (1/2s) × exp(-|x - e|/s)

where x is a random variable; e is the expectation of variable x; s is the scale
parameter of variable x. In the Laplace mechanism, e = 0, and the variance of
this distribution satisfies 𝜎2 = 2s2, where s = Δd/�.

The noise matrix N�×� is added to the cultivation information matrix D�×� to
obtain the perturbed cultivation information matrix D’�×�, satisfying D’�×� =
{d’�� = d�� + n��, d�� � D�×�, n�� � N�×�}. The element d’�� in row i and column j
of the perturbed cultivation information matrix D’�×� satisfies formula (4):

d’�� = � d_{min}, d’�� ≤ d_{min} � d’��, d_{min} < d’�� < d_{max} � d_{max},
d’�� ≥ d_{max}

where d_{max} is the upper bound of cultivation information and d_{min}
is the lower bound. By limiting the amount of noise added, the usability of
perturbed cultivation information is improved, ensuring data does not exceed
the original range, thereby guaranteeing data reliability to a certain extent while
protecting privacy.

The main processing steps can be represented by Algorithm 1.

Algorithm 1: Differential Privacy Protection for Cultivation Trace-
ability Data

Input: Sensitive traceability dataset data, privacy budget privacy_{budget}
Output: Privacy-protected data protected_{data}

1 Function LaplaceMechanism(data, sensitivity, �):
2 scale = sensitivity / � // Calculate noise scale
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3 noise = Laplace(0.0, scale, size=data.shape) // Generate Laplace noise
4 noisy_{data} = data + noise // Add noise
5 return noisy_{data}

6 Function ApplyDifferentialPrivacy(data, �):
7 param_{values} = ExtractParameterValues(data) // Data processing
8 sensitivity = Max(param_{values}, axis=0) - Min(param_{values}, axis=0) // Calculate sensitivity
9 noisy_{{{param}}_{{values}}} = LaplaceMechanism(param_{values}, sensitivity, �) // Laplace mechanism
10 data = noisy_{{{param}}_{{values}}}
11 return data

12 Function ApplyDifferentialPrivacyWithBudget(data, privacy_{budget}):
13 protected_{data} = ApplyDifferentialPrivacy(data.copy(), privacy_{budget})
14 return protected_{data}

Original data example: - Farmer: zhang** - Pesticide usage (g(mL)/667m2):
375.63, 350.25, 386.34, 323.22, 315.89 - Soil alkali-hydrolyzable nitrogen content
(mg/kg): [values] - Planting density (10,000 holes/hm2): [values]

3.1 System Overall Architecture Design

Based on the quality control model, we designed a differential privacy-enhanced
blockchain-based quality control system for rice, with its architecture shown in
Figure 5 [Figure 5: see original paper]. The system architecture can be divided
into physical layer, transport layer, storage layer, service layer, and application
layer according to specific functions. The physical layer, as the bottom layer
of the system architecture, involves sensor devices and network infrastructure,
responsible for ensuring data collection from all links of the industry chain,
including temperature, humidity, and gas concentration data, providing a re-
liable data foundation for upper layers. The transport layer is responsible for
data transmission and communication, using various communication protocols
and technologies including the Internet, LAN, and Bluetooth to upload data
collected from the physical layer to the cloud, while encrypting and compress-
ing data to ensure security and efficiency during transmission. The storage
layer consists of traditional databases, IPFS, and blockchain, which work to-
gether to achieve efficient on-chain and off-chain storage and management of
system key data. Traditional databases are used for structured data manage-
ment and querying, IPFS stores key quality control data from industry chain
links, and blockchain stores the hash values returned by IPFS. This integrated
storage approach improves system operation efficiency and ensures the conti-
nuity, reliability, and traceability of quality control data in the rice system,
providing consumers with trustworthy rice quality control information. The
service layer bears important responsibilities in the system architecture, mainly
handling business logic and providing functional services, including receiving
user requests, performing data validation and authorization, etc. The function
implementation of the application layer mainly relies on a series of API designs
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in the service layer. The top layer of the system architecture is the application
layer, responsible for providing user-oriented functions and interfaces, cover-
ing Web applications, mobile applications, etc., for system data display and
functional interaction to meet various needs including quality inspection and
certification, user and product management, rice product sales, rice product
information traceability, and departmental supervision.

3.2 System Implementation

Based on the above system architecture design, this study implemented a differ-
ential privacy-enhanced blockchain-based quality control system for rice, which
has been practically applied in relevant rice enterprises in Lu’an City, An-
hui Province, effectively solving problems such as insufficient quality control
data storage continuity, low on-chain efficiency, insufficient product information
traceability, and farmer privacy leakage in rice enterprises and traditional rice
industry chains. In each link of the rice industry chain, numerous IoT devices
are needed to collect and upload information in real time to ensure the safety
and efficient operation of the industry chain. Figure 6 [Figure 6: see original
paper] shows some IoT devices used in the physical layer of the system. Figure
6a shows a grain condition monitoring substation, used for real-time monitoring
of temperature, humidity, gas concentration, and other parameters in rice ware-
houses or storage facilities, performing intelligent control and adjustment based
on this data to ensure safe storage and good quality of rice. Figure 6b shows
a rice processing monitoring station, which can monitor and control real-time
steps and status during rice processing. Figure 6c shows a grain heavy metal
analyzer, used for detecting and analyzing heavy metal content in rice.

The bottom layer of the system architecture provides necessary infrastructure
and functional services for the application layer to support upper-layer applica-
tions and implement specific business requirements. Figure 7 [Figure 7: see orig-
inal paper] shows some system-related applications. Figure 7a displays the mon-
itoring homepage of the quality control system backend, which can show real-
time blockchain-related information such as on-chain enterprises, block transac-
tions, smart contracts, and total block count. It can also view real-time data
feedback from sales clients, enabling enterprises to achieve comprehensive man-
agement and monitoring of all industry chain links. Figure 7b shows the Web
backend information traceability query page, facilitating enterprises to inspect
and trace relevant rice quality control information and obtain key information
from all links of the rice industry chain. Among these, partial traceability infor-
mation from the cultivation link is processed through differential privacy and
finally presented to consumers in statistical view form. Figure 7c shows the trace-
ability page on mobile devices, where consumers can trace product information
through rice packaging numbers or QR codes, displaying traceability informa-
tion from all links including cultivation, acquisition, processing, warehousing,
and sales, consistent with the Web backend traceability query information.
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3.3 System Testing and Analysis

This system was developed based on Ethereum client Geth v1.12.1, using the
Proof of Work (POW) mechanism, with programming languages including Java,
Solidity, and Javascript. The system was deployed using a combination of Al-
ibaba Cloud servers and offline physical servers, relying on the bastion host
protection environment of the physical servers to build an internal network for
project access. This architecture fully utilizes the elasticity and flexibility of
Alibaba Cloud servers while leveraging the security and stability of physical
servers. In specific configuration, the Alibaba Cloud server uses 8-core 64 GB
hardware configuration, 20 Mbps bandwidth, and Ubuntu 20.04 LTS operating
system to better support Docker containerization technology and other open-
source technologies. Additionally, the internal network uses Zerotier technol-
ogy to connect Alibaba Cloud servers and physical servers virtually, achieving
secure internal network connections.

During product information traceability, the introduction of differential pri-
vacy protection mechanisms prevents farmer privacy leakage but impacts query
performance to a certain extent. To verify whether the differential privacy-
enhanced rice blockchain quality control system ensures the efficiency of indus-
try chain data storage and traceability queries while securely improving product
information traceability through differential privacy technology, we tested the
time required for storing key quality control data from all links including cul-
tivation, acquisition, processing, warehousing, and sales, as well as the time
required for product information traceability queries. To ensure rigorous and
authentic experimental results, we compared it with traditional blockchain stor-
age and query-based rice blockchain quality supervision and traceability models,
conducting 200 tests for industry chain link data storage efficiency and 200 tests
for product information traceability query efficiency each.

In the experiments, test data was selected from key quality control data of all
links in the industry chain for a specific rice product from an enterprise in Lu’an
City. The improved method’s storage process includes storing key quality con-
trol data in traditional databases, uploading it to IPFS by module, and storing
the returned link hash value in the rice blockchain. Each storage contains 58
quality control parameter information items. The traceability query result in-
cludes traceable data from key quality control data, with each query containing
40 quality control parameter information items, among which sensitive trace-
ability information is processed through differential privacy. In the traditional
model, key quality control data is uploaded directly from traditional databases
to the blockchain for storage testing. In traceability query testing, privacy
traceability data is displayed as general traceability parameter visualization for
quantitative comparison with the improved model.

Taking the average of every 20 test results as one data point, as shown in
Figure 8 [Figure 8: see original paper], the improved system completed whole
industry chain data storage in an average of 5.623 seconds, with single-link
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storage averaging 1.125 seconds. The traditional single-chain storage method
completed whole industry chain data storage in an average of 6.025 seconds,
with single-link storage averaging 1.205 seconds. The improved method reduced
single-link storage time by 6.64%. This demonstrates that using IPFS hash
values for on-chain storage instead of direct data upload can effectively solve
the delay problem caused by large data uploads.

As shown in Figure 9 [Figure 9: see original paper], with the introduction of the
differential privacy algorithm, the improved method’s rice product information
traceability query averaged 3.456 seconds, while the traditional model averaged
4.136 seconds, representing a 16.44% reduction in query time. This shows that
the method combining blockchain and IPFS can effectively compensate for the
query performance loss caused by differential privacy processing in the rice qual-
ity control model, and to some extent improves information traceability query
efficiency, confirming the applicability of differential privacy protection mecha-
nisms in rice quality control models.

Conclusion
To address problems in traditional rice quality supervision and traceability sys-
tems such as incomplete quality control information chain mechanisms, insuffi-
cient traceability, low data on-chain efficiency, and privacy leakage, this study
proposes a differential privacy-enhanced blockchain-based quality control model
for rice. Combining the entire rice industry chain, we designed a data trans-
mission process covering cultivation, acquisition, processing, warehousing, and
sales, effectively ensuring the continuity of quality control data chains. On this
foundation, the blockchain-IPFS storage mode solves problems of large data
volume and low efficiency in traditional on-chain storage. Finally, to improve
product information traceability, sensitive cultivation data is processed through
differential privacy protection and displayed to users through visualization tech-
nology, improving traceability while protecting individual farmers’ cultivation
privacy.

Based on the quality control model, we designed a differential privacy-enhanced
rice blockchain quality control system. Through practical operation in relevant
rice enterprises, the system demonstrates improved continuity and traceability
of rice quality control information while effectively protecting farmer privacy. In
terms of rice key quality control data storage and information traceability query
efficiency, the system completes single-link data storage in an average of 1.125
seconds and information traceability queries in an average of 0.691 seconds.
Compared with traditional rice blockchain quality supervision and traceability
models, single-link data storage time is reduced by 6.64% and information trace-
ability query time by 16.44%, achieving good results that can provide reference
for the design and improvement of rice industry chain quality control systems.
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