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Abstract

With technological development, Artificial General Intelligence (AGI) is begin-
ning to emerge, and human-computer interaction as well as human-computer
relationships will enter a new era. The trust relationship between humans and
artificial intelligence (AI) is also poised to gradually transition from unidirec-
tional human-to-Al trust to mutual trust between humans and AI. Building
upon a review of interpersonal trust models in social psychology and human-
machine trust models in engineering psychology, this study proposes a dynamic
human-Al mutual trust model from an interpersonal trust perspective. This
model conceptualizes humans and Al as equal trust-building parties, and con-
structs a basic theoretical framework for dynamic human-AI mutual trust by
integrating influencing factors from both trustor and trustee, outcome feedback,
and behavioral adjustment, thereby emphasizing two crucial characteristics of
human-ATl trust: “mutual trust” in the relational dimension and “dynamic” na-
ture in the temporal dimension. The model incorporates, for the first time, Al’s
trust in humans and the dynamic interaction process of mutual trust into the
analysis, offering a novel theoretical perspective for human-Al trust research.
Future research should devote greater attention to how AI’s trust in humans
is established and maintained, quantitative models of human-AI mutual trust,
and human-Al mutual trust in multi-agent interactions.
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Abstract: With technological advancement, artificial general intelligence
(AGI) is beginning to take shape, ushering in a new era for human-machine
interaction and relationships. The trust relationship between humans and
artificial intelligence (AI) is poised to shift gradually from unidirectional
human trust in AI to mutual trust between humans and AI. This study reviews
interpersonal trust models from social psychology and human-machine trust
models from engineering psychology, proposing a dynamic mutual trust model
for human-AlI relationships from an interpersonal trust perspective. The model
treats humans and Al as equal parties in trust establishment, combining
influencing factors from both trustor and trustee, outcome feedback, and
behavioral adjustment to construct a fundamental theoretical framework for
dynamic human-Al mutual trust. It emphasizes two critical features: “mutual
trust” in the relational dimension and “dynamics” in the temporal dimension of
human-AT trust. This model is the first to incorporate AI’s trust in humans and
the dynamic interactive process of mutual trust, providing a new theoretical
perspective for human-Al trust research. Future studies should focus on how
AT’s trust in humans is established and maintained, quantitative modeling of
human-Al mutual trust, and mutual trust in multi-agent interactions.

Keywords: trust, human-machine mutual trust, trust calibration, human-
machine relationship, human-Al

With the rapid development of next-generation information technology, artifi-
cial intelligence (AI) has permeated multiple domains of our daily work and life
[?, ?], evolving from smartphone assistants and autonomous vehicles to next-
generation chatbots. Al is no longer merely a cold machine system but has
become an assistant [?, ?], companion [?, ?], or even romantic partner [?, ?]
in people’s daily lives, learning, and work, playing increasingly important roles.
Since 2023, with ChatGPT entering the public eye, researchers have found that
AT is becoming increasingly human-like [?, ?, ?], proposing that the latest AI
model GPT-4 represents a significant step toward artificial general intelligence
(AGI) [?, ?]. The relationship between humans and Al is about to transform
from a tool-user relationship to a collaborative partnership. In human-AI col-
laboration, the maturity of Al technology is a prerequisite, but whether humans
trust Al becomes a key factor moderating the collaboration [?, 7, 7, ?].

Trust is central to human-AT interaction [?, 7, ?], directly affecting interaction
success and user experience. For instance, in autonomous driving system eval-
uation, trust influences user experience [?, ?, ?]. This occurs for two primary
reasons. First, as technology advances, Al algorithms have become increasingly
complex, forming a “black box.” People can observe the data input and results
output but cannot understand what happens inside [?, 7, ?]. This makes it dif-
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ficult for users to comprehend the decision-making process [?, ?, ?] and predict
AT’s final decisions. In such cases, users’ trust in Al determines whether they
will use the algorithm’s results. Second, to improve Al performance, users must
provide personal data to Al systems [?, ?], which may lead to privacy risks.
Therefore, whether users trust Al and are willing to entrust their personal data
becomes a critical prerequisite for usage intentions.

Maintaining appropriate trust levels also affects human-Al interaction out-
comes, specifically the quality of collaborative task completion. In autonomous
driving, trust is a key factor influencing human-machine coordination efficiency
and driving safety [?, ?, ?]. If drivers do not trust the AI system, they
may ignore its assistance features, failing to effectively reduce risky driving
behaviors such as fatigue or distraction. Conversely, if drivers overtrust the
AT system, they may completely abandon vehicle monitoring, overlooking the
system’s limitations and creating significant traffic safety hazards [?, 7, 7, ?].
In military domains, trust between humans and Al teammates is crucial for
mission completion [?, ?]. The widespread application of AT systems like drones
in human-machine collaborative operations has also drawn increasing research
attention to human-AT trust relationships [?, ?]. With the arrival of the AGI
era, human-Al trust has become the foundation for harmonious coexistence
and collaborative development.

Currently, human-Al interaction relationships have begun to transform, but ex-
isting human-AT trust research has not accurately understood this novel trust
relationship. This inadequate understanding manifests in three aspects. First,
existing research lacks a clear definition of human-Al trust, leading to incon-
sistent understanding and application among researchers. Second, traditional
trust models have primarily discussed interpersonal trust and human-machine
trust separately, but as Al technology advances, human-Al interaction will in-
creasingly resemble human-human interaction, making it valuable to integrate
these two distinct research domains in psychology. Third, existing trust models
only address human trust in Al, neglecting AI’s trust in humans and lacking un-
derstanding of the bidirectional trust process in human-machine interaction. To
address these limitations, this paper examines the definition of human-AI trust
and the evolution of trust models, proposes and elaborates on the dynamic mu-
tual trust model for human-AlI relationships, and concludes with future research
prospects.

To obtain relevant literature on human-AlI trust, this review employed the fol-
lowing search strategy. We conducted keyword searches in CNKI, Web of Sci-
ence, IEEE Xplore, and Elsevier ScienceDirect using terms including “Human-
Machine Trust,” “trust in Al or trust in artificial intelligence,” “trust in automa-
tion,” and “trust in robot.” The search covered literature from 1994 to January
2024, including journal articles and conference papers to ensure comprehensive
coverage of nearly 30 years of research.
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1. Defining Human-AI Trust

Trust is a common research topic across many disciplines, extensively studied
in psychology, sociology, philosophy, political science, and economics. Trust
is a complex and ambiguous concept, with over 300 definitions provided across
different research fields. Inconsistent trust descriptions prevent researchers from
building upon previous work to establish a research system for human-AI trust.
Therefore, a clear definition of human-AT trust is crucial for both theoretical and
practical research. This paper proposes a definition of human-Al trust based
on a review of previous relevant research and definitions.

In the human-machine trust domain, the definition proposed by Lee and See
(2004) is widely accepted [?, ?, ?]. They define trust from an attitudinal per-
spective, proposing that vulnerability and uncertainty are prerequisites for trust,
and define human-machine trust as “the attitude that an agent will help achieve
an individual’s goals in a situation characterized by uncertainty and vulnerabil-
ity.” Subsequently, in human-automation system interaction, researchers began
proposing automation trust. For example, Billings et al. (2012) reviewed 302
trust definitions, including 220 interpersonal trust definitions and 82 automa-
tion trust definitions, finding that numerous automation trust definitions involve
user expectations of automation, confidence, risk, vulnerability, dependence, at-
titudes, and cooperation. These definitions reveal three core characteristics of
automation trust required for human-automation collaborative task completion.
First, regarding the trust subject, both parties in the trust relationship must be
included: a trustor (operator/user) to give trust and a trustee (automation) to
receive trust. Second, the matter to be jointly completed must involve certain
risks, with the possibility that the trustee may fail to execute and complete
the task, thereby triggering uncertainty and risk [?, ?]. Third, the trustee (au-
tomation) must have the motivation and capability to execute and complete the
task.

Automation trust is the predecessor of human-Al trust. In previous human-
machine trust and interaction research, automation and AI have often been
used interchangeably [?, ?]. Automation refers to situations where comput-
ers follow pre-programmed rules to perform repetitive and monotonous tasks
previously executed by humans [?, ?]. Traditional automation produces pre-
programmed behaviors and results, allowing users to well understand the au-
tomation system’s decisions. Traditional automation is deterministic and does
not include any learning process [?, ?]. Al however, can not only achieve
automation—for instance, machine learning algorithms can establish rules for
automated processes—but can also learn and adjust based on experience and
feedback. Summarizing the above elements of automation trust reveals that au-
tomation trust exists as a necessary condition for collaboration between trustor
and trustee in uncertain cooperative relationships. This construction of au-
tomation trust elements applies equally to human-human trust relationships
and human-AT trust relationships.
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However, unlike automation trust, the establishment of human-ATI trust relation-
ships may occur unintentionally. In many AI system usage scenarios, people
are not even aware of Al’s presence. For example, research on embedded Al has
found that people may not realize they are using an Al-supported algorithm
application. In a survey of Facebook users, researchers discovered that over half
(62%) of users were unaware that an Al algorithm was managing information
on their pages, deciding which information to present and which to hide [?, ?].
Although participating Facebook users felt displeased, surprised, or even angry
upon learning about the AI algorithm’s use, they continued using the platform
after understanding how it worked. Hiding AI algorithm usage did not signifi-
cantly impact long-term user trust. This demonstrates that human trust in Al
is not necessarily affected by prior awareness.

More importantly, as Al intelligence levels increase, the relationship between
humans and intelligent systems will gradually transform from unidirectional
human trust in Al to bidirectional human-AI mutual trust [?, 7, ?]. Therefore,
the definition of human-AT trust itself should evolve with the times, and updated
definitions will give rise to new research questions. Based on this, this paper
proposes a new definition of human-Al trust: regardless of awareness of Al
algorithms’ existence, the attitude and confidence held between people and Al
systems that the other party can help achieve specific goals, and the willingness
to accept the other’s uncertainty and vulnerability and bear corresponding risks
during interaction.

This new definition synthesizes previous human-machine and automation trust
definitions, encompassing not only Lee and See’s (2004) attitude-based perspec-
tive on human-machine trust but also aligning with the three core characteristics
of automation trust summarized by Billings et al. (2012): two trust subjects,
risk in the matter to be completed, and the trustee’s motivation and capability
to complete the task. Building on previous perspectives, the new definition fully
considers contemporary characteristics of human-Al interaction: on one hand,
it addresses the hidden nature of Al technology use by emphasizing that the
definition can extend to situations where users are unaware of Al involvement;
on the other hand, considering the transformation of trust roles between hu-
mans and Al it proposes the existence of a mutual trust relationship, where
trust includes both the user’s trust in Al as trustor and AI’s dependence on
and adaptation to user input as trustor. This mutual trust relationship also
implicitly reveals the dynamic process of human-Al trust, where both humans
and Al act as trustors during interaction and continuously calibrate their trust
in trustees based on the other’s behavior.

2. The Evolution of Human-AI Trust Models: From
Human-Human to Human-Al
Human-AI trust research originated from interpersonal trust. With techno-

logical development, people increasingly face interactions with AI, such as in
healthcare [?, ?] and social domains [?, ?]. In social platform chat windows,
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people can no longer easily distinguish whether the other party is human or Al
based solely on interaction design, form, and content. In domains accustomed
to human cooperation, people increasingly replace human interaction partners
with Al raising the question: Do we trust Al as we trust humans? Therefore,
given that trust is a fundamental prerequisite for effective human-Al interaction
[?, ?, ?], it is valuable to study human-Al trust by drawing on interpersonal
trust theories. Many studies have already transformed human interaction theo-
ries and models into theories and models for human-computer interaction (HCI)
and human-robot interaction (HRI) research (e.g., [?, 7, ?, 7, ?]). Researchers
have applied the human stereotype content model [?, ?, ?] to human-robot re-
search, finding that competence and warmth can positively influence people’s
trust in robots [?, ?]. Therefore, these determinants of interpersonal trust can
be transferred to human-robot interaction and human-Al trust development.

2.1 Interpersonal Trust Models

In interpersonal trust research, scholars propose that trust is essentially a choice
to entrust matters we consider important to others, a response to risks beyond
our control [?, 7, ?]. In Mayer et al’s (1995) trust model, interpersonal trust
judgments consider three main characteristics: the potential trustee’s ability
to do what the trustor needs, their benevolence in deciding whether to do it,
and their integrity in respecting the trustor and honoring any agreements about
whether they will do it.

Early models like Mayer et al’s focused primarily on the trustee’s key character-
istics. As trust research deepened, McKnight and Chervany (1996) built upon
Mayer et al. (1995) and incorporated the trust decision-making process to pro-
pose a trust concept relational model. They noted that despite similar risk and
trustee trustworthiness, people often trust others more in some situations than
others. Therefore, the new model emphasizes that trust propensity derives not
only from trustee characteristics but also from potential trustor attitudes (such
as optimism) and decision-making contexts. The decision-making context refers
to the broader (i.e., non-personal) social situation in which trust decisions are
made, meaning individual trust decisions are also influenced by system trust.
For example, some social cultures tend to cultivate more general trust among
people than others, and the existence of certain institutions and social norms
may increase or decrease system trust tendencies [?, ?]. Unlike Mayer’s early
model, which only emphasized trustee traits, the trust concept relational model’s
emphasis on trustor and situational factors provides an appropriate theoretical
framework for proposing human-machine trust three-dimensional models.

In 2011, Sanders et al. proposed a four-factor model for human-robot trust, iden-
tifying robot performance, robot dependence, individual differences, and collab-
oration as influencing factors in human-robot interaction (HRI) [?, ?]. These
factors, ranging from robot attributes (such as anthropomorphism, animacy,
affinity, perceived intelligence, and perceived safety) to human interaction fac-
tors (such as usability, social acceptance, user experience, and social influence),
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comprehensively summarize antecedents of trust in previous research. Building
on this work and based on meta-analysis results, researchers first summarized
antecedents of human-robot trust into three factors: robot-related factors (in-
cluding robot performance and characteristics), human-related factors (includ-
ing capability and personal traits), and environment-related factors (including
team collaboration and task-related factors) [?, ?]. This work laid the founda-
tion for subsequent classic three-factor models.

In 2014, Schaefer et al. developed a three-factor model of human-machine trust
based on a review of human-machine trust literature and the human-robot trust
model [?, ?] [?, ?]. They categorized factors influencing human-machine trust
into operator factors, machine system factors, and environmental factors, fur-
ther subdividing operator-related factors into operator traits, operator states,
cognitive factors, and affective factors; machine system-related factors into ma-
chine system characteristics and capabilities; and environment-related factors
into task-related and team-related categories.

Building on this, Chinese researchers proposed a three-factor model influencing
AI trust. Human trust in Al relates to three aspects: individual operator char-
acteristics, as trust in Al originates from humans; situational characteristics, as
a good trust social system and institutions provide a favorable context for Al
trust; and Al system characteristics, such as technical performance and effects
as essential elements of Al trust [?, ?, ?]. In short, factors influencing human
trust in Al should include individual, technology, and environment.

In 2022, Lewis and Marsh proposed an integrated model in their review of Al
trust research. This model applies not only to trust between peers but also
to heuristic trust decision-making, laying the foundation for the dynamic mu-
tual trust model for human-AI relationships. The model suggests that people’s
trustworthiness judgments heavily depend on the amount and type of available
information, which influences perceptions of four main trustworthiness char-
acteristics: ability, predictability, honesty and integrity, and willingness and
benevolence [?, ?]. When a trustee possesses the ability to complete correspond-
ing tasks, behaves consistently and predictably, is willing to fulfill commitments,
and has the intention to meet needs, trust decisions can be fulfilled. When in-
formation on these four main characteristics is difficult to obtain, people can
complete decisions through proxy trust (i.e., trust in other relevant parties).
For example, trust in a new product may be influenced by the proxy—the
manufacturer. The manufacturer’s reputation and past product quality affect
consumers’ trustworthiness perceptions of new products. In actual human-Al
relationships, an Al system may be capable, but people find it difficult to dis-
cern whether it is honest or benevolent. In most cases, these influencing factors
intertwine and jointly affect people’s trust in Al

However, the integrated model focuses more on the trustee—AI's own
characteristics—and their impact on perceived trustworthiness and trust
decisions and behaviors, while neglecting the influence of user states.
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2.5 Comprehensive Comparison and Analysis of Previous Trust Mod-
els

The evolution of these models shows that researchers’ understanding of trust is
continuously deepening. Early trust models were discussed in interpersonal in-
teraction contexts. Mayer et al’s (1995) model innovatively proposed that trust
depends on three trustee characteristics—ability, benevolence, and integrity—
but only considered trustee traits. McKnight and Chervany’s (1996) model
expanded to include trustor and situational factors, more comprehensively ex-
plaining interpersonal trust influencing factors and providing a general frame-
work for human-machine trust models. In human-machine interaction, Sanders
et al. (2011) first summarized human-machine trust research, proposing a four-
factor model, but this model could not broadly generalize all trust antecedents.
Hancock et al. (2011) revised existing models, summarizing antecedents into
three factors, but this model was based only on human-robot interaction re-
search, where supporting evidence for human-related and environment-related
factors was limited, resulting in insufficient exploration of these two factor cat-
egories. Schaefer et al. (2014) revised the three-factor model based on meta-
analysis results of human-automation interaction research, providing more de-
tailed categorization of each factor’s content. Lewis et al. (2022) further devel-
oped the trust model; their integrated model considers proxy trust’s influence
and emphasizes the dynamic adjustment process of trust, providing a general
analytical framework for different types of trust relationship research. The de-
velopment of previous trust models shows a trend from static to dynamic, from
simple dimensional division to more comprehensive and detailed factor consid-
eration, but still exhibits the limitation of neglecting the bidirectional mutual
trust relationship between humans and Al.

3. The Dynamic Mutual Trust Model for Human-AT Inter-
action

3.1 Proposal of the Dynamic Mutual Trust Model

Against the backdrop of the AGI era, human-Al interaction relationships are
becoming increasingly complex. Previous human-machine trust models, despite
their theoretical contributions, have limitations in explaining the dynamic and
bidirectional trust relationship between humans and Al and are insufficient to
comprehensively describe the trust interaction process. Therefore, this paper
proposes a new model to fill the theoretical gap in existing human-Al trust re-
search. This model fully references existing trust model content to comprehen-
sively capture factors influencing the trust process. In framework, it draws upon
the interpersonal trust model [?, ?], including trustor-related factors, trustee-
related factors, and situational factors. Specific content for each factor cate-
gory references the general integrated model [?, ?] while further considering the
uniqueness of human-Al interaction. Therefore, the new model’s characteris-
tics are: it emphasizes that trust is not just unidirectional human evaluation
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of AI but an interactive process involving both humans and Al, where both
parties continuously adjust their trust levels and behavioral strategies based on
each other’s actions and feedback. In summary, based on existing trust models
(including interpersonal trust models, four-factor human-machine trust mod-
els, three-factor human-machine trust models, and integrated models of human
trust in AI), this paper proposes a new human-machine mutual trust model for
the novel bidirectional mutual trust relationship in the AGI era: the dynamic
mutual trust model for human-AT relationships, as shown in Figure 1 [Figure 1:
see original paper].

Figure 1 illustrates the dynamic mutual trust model for human-AT relationships.
The roles of trustor and trustee are dynamic; human-Al trust is influenced by
perceived other-party states (blue), self-states (green), and situational factors
(yellow), and adjusts based on outcome feedback (blue lines).

The model proposes two important features in human-Al trust: “mutual trust”
and “dynamics.” “Mutual trust” emphasizes the relational dimension, while “dy-
namics” focuses on the temporal dimension of the human-AI trust relationship.

The mutual trust relationship between humans and Al represents a new type of
human-machine relationship in the AGI era. Unlike previous research focusing
on unidirectional human trust in Al, “mutual trust” emphasizes AI’s subject
status similar to humans in the trust relationship. As AGI technology contin-
ues to develop, intelligent machines will evolve from auxiliary tools supporting
human operations to autonomous intelligent agents with certain cognitive, inde-
pendent execution, and adaptive capabilities, possessing human-like behavioral
abilities to some extent [?, ?]. AI will actively perceive human user states
and its own system states, evaluate trust levels in human users, and determine
control allocation. Although no real-world examples exist yet, science fiction
works have depicted scenarios where AI distrusts users and refuses tool usage
[?, ?]. At this point, human-machine trust will no longer be unidirectional hu-
man trust in machine systems but will gradually transform into bidirectional
human-machine mutual trust [?, 7, ?, ?]. Human-AI mutual trust is actually
based on an interpersonal trust perspective, treating humans and Al as equal
trust-building parties. Therefore, both humans and Al can serve as trustors
(entrusting parties) or trustees (entrusted parties).

The human-Al mutual trust relationship also determines that its “dynamic”
changes differ from previous unidirectional trust in the temporal dimension. In
unidirectional trust, researchers have divided human-automation system trust
into several stages according to the temporal sequence of trust development:
dispositional trust, situational trust, and learned trust [?, ?, ?, 7, ?]. In inter-
personal trust establishment, researchers propose that trust is a feedback loop
of trust, where trustors form initial trust based on their own experiences and dis-
positions, make trust decisions and behaviors based on perceptions of trustees,
and then use feedback outcomes to influence subsequent trust [?, ?, ?]. The
human-Al mutual trust interaction process is a dynamic process where trustors
and trustees continuously adjust their own behaviors and calibrate trust levels
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in trustees based on each other’s states and behaviors during the trust process
and the final trust outcomes. Therefore, this framework proposes that dynamic
human-AI mutual trust can be divided into three stages: the initial stage before
human-AI interaction, the perception stage during human-Al interaction, and
the behavior stage, forming a closed loop. The initial stage is the beginning
of human-AT trust, where humans and Al have not yet interacted, relying on
inherent trust dispositions, system trust, and relevant trust experience from
previous interactions to set the tone for subsequent trust. Among these, trust
experience will be corrected after receiving outcome feedback from the current
interaction, participating in the dynamic process of human-Al mutual trust,
while system trust and trust dispositions remain relatively stable and do not
participate in subsequent dynamic processes. In the perception stage, human-
AT trust is influenced by perceived other-party states, perceived self-states, and
situational states, forming trust decisions. In the behavior stage, trustors com-
plete trust behaviors and calibrate trust experience from the initial stage based
on behavioral outcome feedback, generating new trust experience while updat-
ing perceived states of trustees to influence subsequent trust behaviors. Out-
come feedback contains two meanings: on one hand, the trustee’s trust behavior
itself—whether the trustee executed the trustor’s decision; on the other hand,
the system operation results after the trustee executed or failed to execute the
trustor’s decision. Human-AI mutual trust continuously calibrates through this
process, achieving dynamic interaction. For example, when humans serve as
trustees, if AI signals distrust (such as fatigue warnings), humans will adjust
their own states (trusting Al’s decisions) to regain AT trust or choose to trust Al
to take over the system. If Al receives human distrust signals, it will also adjust
its system state through self-checking (trusting human decisions) or allowing
designers to debug the system to gain human trust, thereby achieving normal
system operation. The dynamic interaction process of human-Al mutual trust
actually reflects the trust calibration process [?, ?]. Although the ideal state of
human-AI mutual trust is appropriate trust, in reality, overtrust [?, ?, ?] and
trust insufficiency [?, ?, ?] are common in human-machine interaction. There-
fore, this model proposes that human-Al mutual trust should, like interpersonal
trust, involve trust updating [?, 7, ?]. In dynamic human-AI mutual trust, trust
updating depends on previous trust behavior outcomes.

In summary, the dynamic mutual trust model for human-Al relationships in-
cludes three stages (initial, perception, and behavior) and two subjects (humans
and AI). In human-AI mutual trust, the two subjects—humans and Al—have
similar and different trust influencing factors in the first two stages, which will
be discussed separately below.

3.2 Factors Influencing Human Trust in Al

Factors influencing human trust in Al are primarily proposed based on Lewis
and Marsh’s (2022) integrated model framework combined with previous litera-
ture. In the initial stage, human trust in Al is mainly influenced by individual
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trust disposition, previous trust experience, and system trust. Individual trust
disposition, also called dispositional trust in other studies, is affected by inher-
ent individual traits such as age [?, 7, ?], personality [?, ?], and education level
[?, ?]. Trust experience refers to prior experience or expertise gained from us-
ing Al-related systems and products. This experience helps individuals predict
system behavior [?, 7], thereby changing human trust in AIL. For example, Dik-
men and Burns (2017) experimentally tested user trust in Tesla’s autonomous
driving system. Results showed that drivers who had experienced vehicle acci-
dents had lower trust in the autonomous driving system, while drivers familiar
with Tesla’s autonomous driving system had higher trust. Human trust in Al
is also influenced by institutional trust. For instance, some social cultures tend
to cultivate more general trust among individuals than others [?, ?].

In the perception stage, human trust in Al is influenced by three factors. First,
perceived individual state—whether individuals perceive themselves as capable
of handling current tasks. Second, perceived system state, including perceived
trustworthiness and perceived risk. Perceived trustworthiness includes multidi-
mensional perceptions of the trustee’s ability, predictability, integrity, benev-
olence, and proxy trust (such as brand) [?, ?, ?]. Perceived risk refers to the
assessment of the trustee’s vulnerability and the risk level associated with com-
pleting current tasks [?, 7, ?]. Third, situational state—humans need to evaluate
the nature of the situation and task difficulty. Research shows that when human-
AT collaborative task workload increases, human trust in Al systems decreases,
and people tend to prefer completing tasks alone [?, ?]. Conversely, Atoyan
et al. (2006) demonstrated through experiments that when human-AT collabora-
tive tasks are too complex and numerous for humans to complete independently,
people may develop overtrust in the collaborative Al system.

3.3 Factors Influencing AI’s Trust in Humans

In the initial stage, factors influencing AI’s trust in humans include the Al
system’s own trust disposition and prior experience formed from previous inter-
actions with users. Currently, AI's trust disposition primarily reflects system
designers’ trust disposition toward human users. Considering the current lack of
national-level Al-related legal systems [?, ?] and difficulty in assigning relevant
responsibilities, AT in high-risk tasks currently tends to trust human users (e.g.,
autonomous driving). In the AGI era, AD’s trust disposition may become more
similar to humans’, depending more on AI’s inherent traits (such as personal-
ized design for specific user groups, primary tasks, form, safety guarantees, etc.)
rather than solely on initial settings.

In the perception stage, Al’s trust in humans is also influenced by three factors.
First, user state—AI needs to build monitoring systems to monitor user states
(cognitive, physiological, intentional, emotional, values, moral levels, etc.) in
real time. When users are in untrustworthy states (such as fatigue or distrac-
tion), AI will proactively take over to avoid accidents [?, ?]. Second, system
state—AlI needs active monitoring and evaluation systems for its own state, in-
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cluding monitoring its own performance and stability and assessing whether its
current state can complete tasks. Taking autonomous driving as an example,
autonomous vehicles are equipped with numerous internal sensors to continu-
ously monitor vehicle internal state data, and researchers continue developing
effective automatic fault diagnosis and health monitoring algorithms [?, ?] to
evaluate system states. When the system detects it is unreliable (such as sys-
tem failure or tasks exceeding system capability), it will make judgments to
trust humans and prompt human users to take over control. Third, situational
state—AI needs to evaluate the risk and complexity levels of the situation, such
as environmental conditions and emergency occurrences, to determine whether
to trust users. Again using autonomous driving as an example, vehicles use
cameras, LiDAR, ultrasonic sensors, etc., to perceive traffic conditions, lighting
conditions, obstacles, and other external situations [?, ?], taking corresponding
trust behaviors based on perceived situations. When the system detects high-
risk situations (such as an impending rear-end collision), AT may become more
cautious, reduce trust in humans, and take emergency measures like braking
or emergency lane changes. In low-risk situations, Al will trust humans more,
granting them greater autonomy.

4. Future Directions for Human-AI Trust Research

Currently, the AGI era is about to begin, yet research on human-Al trust re-
mains insufficient. Future research can proceed in the following three directions:

4.1 AI’s Trust in Humans

Currently, Al system designers’ trust in human operators is subtle. In a study
of Uber drivers, Moéhlmann and Zalmanson (2017) noted that continuous indi-
vidual performance evaluation and feedback (only possible through continuous
tracking) violated drivers’ sense of autonomy and reduced their trust. This con-
tinuous monitoring was viewed as a form of micromanagement, indicating that
those deploying AI (AI system designers) lacked trust in AI operators, which in
turn reduced drivers’ trust in autonomous driving Al

In the intelligent era, machines gradually acquire human-like behavioral capa-
bilities [?, 7], and trust will no longer be unidirectional human trust in auto-
mated systems but bidirectional human-machine mutual trust [?, ?, ?]. Under
the human-machine mutual trust framework, research in two areas urgently
needs to be conducted. First, system designers’ trust in users. Due to human
operators’ limitations (such as physiological and psychological factors), system
designers often trust Al judgments more in some scenarios while neglecting mon-
itoring of user states. For example, researchers could model appropriate trust
models of the system in drivers based on data such as drivers’ current states
(fatigue, distraction, etc.), system states (reliability, etc.), and situational con-
ditions (environmental risk, etc.), enabling the system to proactively intervene
when drivers are in untrustworthy states to avoid accidents. Second, AI’s trust
in users. If in the weak AI era, AD’s trust in humans could be equated with
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AT designers’ trust in users, then in the strong Al era, AI will possess self-
awareness and autonomous judgment, and human-Al cooperative relationships
will depend on mutual trust. A novel question then becomes how humans can
earn AT’s trust and what special characteristics this might entail compared to
human-human trust. As Al intelligence levels increase, this question will grad-
ually affect human-Al interaction.

4.2 Quantitative Models of Human-AI Mutual Trust

Currently, most studies have theoretically proposed research frameworks and
qualitative models, yet lack quantitative models to guide system design. Estab-
lishing quantitative models depends on two prerequisites: (1) Trust measure-
ment. The most commonly used trust measurement method is self-reporting
[?, 7,7, 7]. Self-report measurement methods are easy to use and can effectively
reflect operators’ human-machine trust levels if questionnaires or scales are prop-
erly constructed. However, self-report measurement methods are intrusive to
interaction tasks and cannot capture dynamic changes in human-Al trust in
real time, limiting their application in real-world environments. Additionally,
this method has inevitable flaws: subjects may be unable or unwilling to ac-
curately report their true attitudes and cannot describe the impact of implicit
attitudes on their trust levels [?, ?]. To compensate for self-report measurement
defects, some researchers have begun inferring human-machine trust levels from
observable behaviors. Behavioral indicators for measuring human-machine trust
primarily rely on concepts of compliance and dependence: when operators are
more inclined to comply with or depend on the system, their human-machine
trust level is higher, and vice versa. Compliance refers to operators responding
when the machine system signals, measurable by the degree to which operators
accept suggestions or actions provided by the system [?, ?]. Dependence refers
to operators not responding when the machine system is silent or operating
normally, measurable by the proportion of time (or number of times) opera-
tors use the automated system out of total time (or total task count) [?, 7, ?].
Additionally, reaction time measurement methods can be used, measuring the
speed at which operators take over automated system control after detecting
system risk [?, 7, ?], where faster operator reaction times indicate lower trust in
the automated system. Physiological and neural measurements aim to measure
human-machine trust in real time by measuring related physiological and neural
indicators. Although this method is still in its infancy, existing literature shows
it is highly effective in capturing real-time dynamic changes in human-machine
trust [?, ?].

Based on existing measurement methods, further identification of inconsistencies
among multiple measurement methods is needed, seeking correspondences be-
tween behavioral indicators and physiological/neural indicators and subjective
trust levels to determine more accurate real-time measurement indicators for
identifying basic states of dynamic human-AI trust (appropriate trust, trust in-
sufficiency, and overtrust). How to accurately characterize AI’s trust in humans
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will also become important content in human-AT trust research. (2) Determin-
ing weights of trust influencing factors. Different studies have examined various
influencing factors in human-AI mutual trust, yet integrated model research is
still lacking. How to accurately measure various trust-related influencing fac-
tors, analyze and quantify each factor’s weight and conditions of effect in actual
human-AT interaction processes, cover environmental and individual factors that
have significant impacts, and consider the adverse effects of unmodeled factors
on model performance to construct trust computational models that meet differ-
ent design stage requirements will become key to improving human-AT mutual
trust and enhancing model application value.

4.3 Human-AI Mutual Trust in Multi-Agent Interactions

The model proposed in this paper applies to common scenarios where Al serves
as a human assistant or collaborative partner and human-AI collaboration com-
pletes tasks [?, ?]. However, the model only addresses the mutual trust process
between a single human and a single AI. As Al usage scenarios become more
complex, interactions involving multiple humans and multiple AI will emerge.
Previous researchers believe that in multi-agent interactions, each member’s
role and interaction methods are key factors influencing trust [?, ?]. In such
environments, the dynamic trust construction process becomes more complex.
Based on this model, the identity roles of each agent should be further incor-
porated, considering their weights in the dynamic mutual trust process. For
example, Figure 2 [Figure 2: see original paper], based on distributed cognition
[?, ?], incorporates role allocation in the human-AI dynamic mutual trust pro-
cess. When an “opinion leader” emerges in multi-agent interactions (the blue
agent in the figure), the opinion leader’s (human or AI) trust experience will
influence other agents (the gray agents in the figure) through communication,
thereby affecting other humans’ trust in AI. Only by studying Al in complex
groups (such as teams or networks) can researchers truly understand how people
establish “partnership” relationships with AT and how AI changes relationships
between people and between people and other machines. Moreover, since Al
behavior is not stable and unchanging, scholars need to study how it changes
based on human-Al interaction [?, ?] to promote understanding of relationship
changes. Future research should consider interactions between multiple people
and multiple AI, which will provide better support for establishing human-AT
partnerships and forming human-AI mutual trust under the human-in-the-loop
framework.
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