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Abstract

In the dual context of digital economy development and the holistic national
security concept, data sovereignty has become an important component of na-
tional sovereignty. Major countries and regions are actively conducting strategic
deployments for data sovereignty, engaging in intense competition and contesta-
tion over data resources, data technologies, and data rules. This article employs
policy text analysis methods to study China’ s data sovereignty policies, uti-
lizes LDA (Latent Dirichlet Allocation) topic models and policy instruments
to quantitatively analyze the process evolution and thematic characteristics of
China’ s data sovereignty policies, and comprehensively considering the global
data sovereignty landscape, proposes four policy recommendations: actively lead
and participate in international rule-making; optimize the data cross-border se-
curity assessment process; improve standard contract templates for personal in-
formation cross-border transfer; strengthen the rule-of-law guarantees for data
security.
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Abstract

Against the dual backdrop of digital economy development and the overall na-
tional security concept, data sovereignty has become an important component
of national sovereignty. Major countries and regions are actively deploying data
sovereignty strategies and engaging in fierce competition and {3 over data
resources, data technologies, and data rules. This study employs policy text
analysis to examine China’ s data sovereignty policy, utilizing Latent Dirich-
let Allocation (LDA) topic modeling and policy instruments to quantitatively
analyze the evolutionary process and thematic characteristics of Chinese data
sovereignty policy. Considering the global data sovereignty landscape, we pro-
pose four policy recommendations: actively leading and participating in inter-
national rule-making; optimizing data export security assessment procedures;
improving standard contract templates for personal information export; and
strengthening legal protection for data security.
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Data sovereignty refers to a nation’ s dominant authority to generate, dissem-
inate, manage, control, utilize, and protect network facilities, data subjects,
data behaviors, and data resources within its jurisdictional territory, as well
as related data products [1-3]. It is becoming an essential component of na-
tional sovereignty in the digital era. The United States, the European Union,
China, and other countries and regions have recognized the strategic value of
data resources and are actively deploying data sovereignty strategies. Due to
differences in technological capabilities and economic development conditions,
countries have adopted differentiated data sovereignty policies.

Data sovereignty policy plays a crucial role in safeguarding national security
and protecting national interests, attracting considerable academic attention in
recent years. Some scholars have proposed the concept of data sovereignty from
the perspective of state actors [4-7], while others have defined data sovereignty
from the standpoint of organizational and individual subjects [8,9]. Ran Con-
gjing [10] qualitatively summarized the global landscape of data sovereignty
strategic deployment. Zheng Lin et al. [11] explained the concept of national
data sovereignty and analyzed European and American data sovereignty strate-
gies. However, existing research primarily employs qualitative induction meth-
ods to analyze data sovereignty strategies at the macro national level, lacking
quantitative analysis of the connotations and characteristics of data sovereignty
policy texts. This study adopts policy text analysis to examine China’ s data
sovereignty policy, using LDA topic modeling and policy instruments to quanti-
tatively analyze the evolution and trends of Chinese data sovereignty policy, and
proposes countermeasures and recommendations based on international com-
parisons with global data sovereignty policies. This research not only expands
the application of policy text analysis to the field of data sovereignty but also
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provides methodological support for optimizing the design of China’ s data
sovereignty policy.

1. Construction and Design of the Analytical Framework
for Data Sovereignty Policy Research

1.1 Research Methods and Framework Dimensions

This study employs LDA topic modeling to analyze and quantify China’ s data
sovereignty-related policies from 2010 to 2022 from the perspective of policy
instruments. We have established an analytical framework for data sovereignty
policy instruments [Figure 1: see original paper]. The framework involves sta-
tistical analysis of policy texts, focusing on policy timing, issuing agencies, and
policy type distribution to explore the evolutionary process, institutional distri-
bution, and policy effectiveness of data sovereignty policies.

The classification of supply-based, environment-based, and demand-based policy
instruments is most common in existing research [12]. This study adopts this
dimensional division of policy instruments to conduct coding analysis of data
sovereignty policies. LDA topic modeling is used to mine core thematic terms
in data sovereignty policy texts for visualization. Policy text analysis represents
a primary paradigm in policy research, focusing on policy connotations and
instruments, using quantitative analysis to provide in-depth interpretation and
analysis of textual provisions, which is significant for policy interpretation and
implementation.

LDA topic modeling is a natural language processing model for probabilistic
topic modeling of massive long-text data, which can be abstracted as a three-
layer Bayesian model of “document-topic-word.” As a typical method for iden-
tifying document topic distribution, LDA topic modeling has wide applications
in text topic mining and text sentiment analysis. FExisting research has clas-
sified policy instruments from different perspectives, including the definition
of supply-based, environment-based, and demand-based policy instruments, as
well as the division between market-based and administrative instruments. The
classification of supply-based, environment-based, and demand-based policy in-
struments is most common in existing research, as it comprehensively considers
government intervention methods and degrees.

1.2 Data Sources and Coding

This study selects the “Peking University Law Database” as the source for
collecting data sovereignty-related policy texts, conducting full-text searches us-
ing keyword combinations such as “data sovereignty,” “data security,” “data
cross-border,” and “national security.” We screened “central regulations” as the
analytical texts, collecting a total of 45 policy documents (Table 1 shows partial
data sovereignty policy texts). We extracted and coded the 45 central regulation
policy documents included in the sample (partial encoding of data sovereignty

chinarxiv.org/items/chinaxiv-202405.00200 Machine Translation


https://chinarxiv.org/items/chinaxiv-202405.00200

ChinaRxiv [$X]

policy text content is shown in Table 2 ) to more clearly label the policy in-
struments contained in different policies and specific provisions, transforming
unstructured text data for quantitative analysis.

2. Statistical Analysis of Data Sovereignty Policy Texts
2.1 Temporal Evolution Distribution of Policies

According to the statistical results of policy text publication dates, China’s data
sovereignty-related policies began with the “Twelfth Five-Year Development
Plan for the Internet Industry” issued by the Ministry of Industry and Informa-
tion Technology in May 2012. The term “data sovereignty” first appeared in
the “Outline for Promoting Big Data Development” issued by the State Council
in 2015, which stated that China should “enhance its capacity to protect data
sovereignty in cyberspace, safeguard national security, and effectively enhance
national competitiveness.” However, the concept of internet sovereignty had al-
ready emerged as early as 2010. The number of data sovereignty policy releases
saw two significant increases in 2016 and 2021 [Figure 2: see original paper].
Combined with the emergence and rapid development of new technologies such
as big data, cloud computing, and blockchain, the evolution of data sovereignty
policy can be divided into four stages:

(1) Internet Sovereignty Stage (2010-2013). In 2010, the State Council
Information Office released the white paper “The Internet in China,” stat-
ing that “the Internet within the territory of the People’s Republic of China
is under China’ s sovereign jurisdiction, and China’ s Internet sovereignty
should be respected and safeguarded.” China gradually improved Internet
laws and regulations, actively promoted Internet infrastructure construc-
tion, strengthened Internet management and supervision, ensured Internet
security, and promoted the development of the Internet industry.

(2) Information Sovereignty Stage (2014-2015). On July 16, 2014, Pres-
ident Xi Jinping delivered a speech titled “Carrying Forward Traditional
Friendship and Jointly Creating a New Chapter of Cooperation” at the
Brazilian Congress, emphasizing that no country’ s sovereignty and inter-
ests in the information field should be violated. During this stage, rele-
vant policies emphasized strengthening information autonomy and control,
building information infrastructure, promoting research and development
of information security technologies and standards, and enhancing China’
s actual control capabilities and international discourse power in the field
of information sovereignty.

(3) Cyberspace Sovereignty Stage (2015-2018). The National Security
Law of the People’ s Republic of China, promulgated and implemented
in July 2015, first explicitly defined the concept of cyberspace sovereignty.
In the “International Cooperation Strategy on Cyberspace” released in
March 2017, “firmly safeguarding China’ s cyberspace sovereignty, secu-
rity, and development interests” was identified as one of China’ s strategic

chinarxiv.org/items/chinaxiv-202405.00200 Machine Translation


https://chinarxiv.org/items/chinaxiv-202405.00200

ChinaRxiv [$X]

goals for participating in international cyberspace cooperation. In May
2018, the Cyberspace Administration of China released the “Digital China
Construction and Development Report (2017),” which listed “safeguard-
ing cyberspace sovereignty” as a situation and direction for Digital China
construction. During this stage, relevant policies emphasized strengthen-
ing cybersecurity protection, establishing cyberspace sovereignty manage-
ment mechanisms, and advancing cyberspace governance to ensure that
the state has the rights and capabilities to protect national security and
safeguard national interests in cyberspace.

(4) Data Sovereignty Stage (2019-present). In July 2019, the “Guiding
Opinions on Strengthening Industrial Internet Security Work” stated that
an industrial Internet data classification and grading management sys-
tem should be established based on industrial categories, data types, and
data values, and that security assessments and monitoring of important
data export should be carried out. In September 2020, China launched
the “Global Data Security Initiative,” calling on countries not to directly
access data located in other countries from enterprises or individuals with-
out the permission of other countries’ laws. The Data Security Law of the
People’ s Republic of China, which came into effect in September 2021,
stipulates that safeguarding data security should adhere to the overall
national security concept, establish and improve the data security gover-
nance system, and enhance data security protection capabilities. In the
same year, the Personal Information Protection Law of the People’ s Re-
public of China also made provisions for the cross-border flow of personal
information, data localization storage, and extraterritorial effects. During
this stage, relevant policies emphasized establishing data classification and
grading systems, clarifying data export security assessment requirements,
and advancing data protection capability certification mechanisms to en-
sure effective protection and compliant use of data during cross-border
flow.

In summary, China’ s data sovereignty strategy has evolved through the stages
of “Internet sovereignty—information sovereignty—cyberspace sovereignty—data
sovereignty,” with overall policy characteristics focusing on security as the foun-
dation, promoting regulation and institutional development, facilitating orderly
data flow, and strengthening risk assessment and supervision of data cross-
border flow processes and post-export scenarios.

2.2 Distribution of Policy-Issuing Agencies

Policy-issuing agencies reflect the effectiveness level of various policies and regu-
lations. A total of 33 agencies, including the State Council, Ministry of Industry
and Information Technology, Ministry of Commerce, and Standing Committee
of the National People’ s Congress, have participated in data sovereignty policy
formulation. Table 3 shows the distribution of core agencies issuing policies.
China’ s data sovereignty policies are issued in two forms: joint issuance and
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individual issuance. Among the 45 central regulation policy documents, 8 were
jointly issued and 37 were individually issued, with individual issuance account-
ing for 82.2%.

Based on statistical results, agencies that issued more policies include the State
Council, Ministry of Industry and Information Technology, and Ministry of
Commerce. Joint issuances mainly involved the National Development and Re-
form Commission and the Ministry of Industry and Information Technology.
There are five core issuing agencies, accounting for 15.2%, while non-core agen-
cies number 28, accounting for 84.8%. The distribution of policy subjects is
relatively dispersed overall. In general, numerous entities participate in data
sovereignty policy formulation, but the core agencies account for 54.2% of total
issuances, showing relatively high concentration. The overall structure features
five central issuing agencies: the State Council, Ministry of Industry and Infor-
mation Technology, Ministry of Commerce, Standing Committee of the National
People’ s Congress, and Cyberspace Administration of China .

2.3 Policy Type Distribution

The types of documents used for policy issuance vary according to policy na-
ture and objectives, resulting in different policy effectiveness [13,14]. Among
the policy samples collected in this study, data sovereignty policies were issued
in nine different forms, including plans, opinions, laws, notices, outlines, and
measures, demonstrating formal diversity . Among them, plans, opinions, and
outlines account for relatively high proportions, indicating that existing policies
contain numerous viewpoints and handling opinions from relevant departments.
However, measures, which are more targeted and specific, are less common in
the overall policy distribution. The National People’s Congress and its Standing
Committee have promulgated four laws, accounting for 8.9%.

3. Two-Dimensional Analysis of Data Sovereignty Policy

Policy instruments are specific measures and means adopted by policy sub-
jects to achieve policy objectives. Based on existing research [15-17], this
study constructs an analytical dimension for data sovereignty policy instruments
from three aspects: demand-based, environment-based, and supply-based instru-
ments. Through policy instrument identification, we identify important path-
ways and safeguards for policy implementation. Based on LDA topic modeling,
we conduct policy thematic analysis to reveal the core content and main ob-
jectives of policies, providing decision-making references for further optimizing
and improving national data sovereignty policy formulation.

Considering that one policy analysis unit may simultaneously apply multiple
policy instruments, the total number of policy instruments used for analysis in
this study exceeds the total number of coding units. In terms of policy instru-
ment application types, China’ s data sovereignty policy employs a relatively
comprehensive set of instruments, with demand-based, environment-based, and
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supply-based policy instruments accounting for 21.6%, 59.6%, and 18.8% respec-
tively [Figure 3: see original paper]. Among them, environment-based policy
instruments are most commonly used, while demand-based and supply-based
policy instruments are applied less frequently. China employs multiple policy in-
struments to jointly promote secure cross-border data flow and data sovereignty
protection.

3.1 Empirical Analysis of Policy Instrument Dimensions

(1) Demand-based policy instruments aim to introduce various forces for
exchange and cooperation, actively conduct pilots in data security management,
cross-border flow, and international cooperation rules, highlight important areas
and key links, thereby promoting secure and orderly data flow . Demand-based
data sovereignty policy instruments focus on pilot demonstrations and interna-
tional cooperation, emphasizing the accumulation of effective experience in data
security management and data sovereignty protection through pilot demonstra-
tions and international cooperation development models, which are then pro-
moted and popularized throughout society. They focus on guiding social forces
to participate, conducting promotional activities, thereby promoting industry-
standard development and raising data sovereignty protection awareness.

(2) Environment-based policy instruments aim to guide and supervise
various subjects to adopt more proactive data security management and data
sovereignty protection measures by optimizing environmental conditions, policy
orientation, standard specifications, and accountability mechanisms for imple-
mentation by various subjects and links . Overall, environment-based policy
instruments account for more than half of the total, making them a preferred
indirect regulatory means [19] for policy subjects. Regulation is a commonly
used method. With the development of new technologies and the continuous ex-
pansion of data scale, issues such as international data sovereignty threats have
become increasingly prominent, requiring strengthened regulation to actively
respond to extraterritorial effects and other issues. Standard specifications, se-
curity norms, safeguard measures, and review assessments are policy documents
that are gradually being improved to guide the standardized development of
emerging digital industries and ensure secure and orderly data flow, including
cross-border circulation guidelines, security assessments, and safeguard mecha-
nisms. Strategic measures play a supplementary role in the policy system. Cur-
rently, intellectual property policy instruments are rarely applied, representing
a clear gap in data sovereignty policy.

(3) Supply-based policy instruments aim to provide various resource sup-
ports for data security management, data sovereignty protection, information
infrastructure construction, technology research and development, talent cul-
tivation, and overall coordination of various subjects . Among supply-based
policy instruments, information infrastructure construction, technical support,
and organizational construction account for relatively high proportions. With
the emergence of new technologies such as big data, cloud computing, and
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blockchain, information facilities have become important foundational condi-
tions for digital economy development. Both the “14th Five-Year Plan for Na-
tional Economic and Social Development and Long-Range Objectives Through
the Year 2035” and the Cybersecurity Law of the People’ s Republic of China
propose establishing and improving critical information infrastructure protec-
tion systems. Technical support is an important force for ensuring data security
and should build a secure and reliable data circulation environment through de-
veloping core technologies. Under the overall coordination of organizational con-
struction, information infrastructure construction and technical support com-
plement each other, providing continuous momentum for secure data flow and
data sovereignty protection. Currently, talent support and financial support pol-
icy instruments are less applied, accounting for 6.67% and 8.89% respectively.
Financial support has directional advantages, while talent cultivation has long-
term benefits, and the application of these two policy instruments should be
appropriately increased.

3.2 LDA Topic Model Analysis

3.2.1 Topic Number and Coherence Analysis of the LDA Model The
LDA topic model can be used to mine potential thematic features of large vol-
umes of text. It is an unsupervised, unstructured probabilistic model that
utilizes the regularity of semantic associations in word co-occurrence, discov-
ering potential topics in document corpora without pre-setting dictionaries or
topic categories [20], thereby reducing the influence of researchers’ subjective
judgments on topic classification [21]. This study treats each coding unit as a
document and selects the topic coherence index model to determine the optimal
number of topics. If coherence is at a high level, the topic structure of the
model will be more stable. This study uses the “Harbin Institute of Technology
Stopword List” to preprocess documents (Chinese word segmentation, stopword
removal). The results of topic number and coherence are shown in [Figure 4:
see original paper|. Through topic evaluation, this study selects 3 as the num-
ber of topics and uses the pyLDAvis algorithm for visualization analysis and
presentation of LDA topic model results.

3.2.2 Word Cloud Visualization [Figure 5: see original paper] shows the
bag of words for data sovereignty policy mined based on the LDA topic model.
According to the visualization results of the LDA topic model, current data
sovereignty policy is divided into three categories: data security and personal
information protection; data cross-border and international cooperation; and
data security assessment and data export.

(1) Data Security and Personal Information Protection [Figure 5a: see
original paper]. Promote the construction of a comprehensive data security
protection system, including improving data classification and grading systems
and personal information authorized use systems. To form a benign development
pattern of data resources convergence and sharing and secure and orderly data
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flow, the relationship among national security, data cross-border circulation,
and personal privacy protection should be properly handled.

(2) Data Cross-Border and International Cooperation [Figure 5b: see
original paper]. Clarify the extraterritorial application effect of the Data Se-
curity Law, further improve data cross-border circulation norms, and implement
pilots for data cross-border transmission and security control. Explore partici-
pation in the formulation of regional international data cross-border circulation
rules, promote the formation of a global collaborative mechanism for data cross-
border circulation, and strengthen secure collaboration and information resource
sharing between China and other countries and regions worldwide.

(3) Data Security Assessment and Data Export [Figure 5c: see orig-
inal paper]. Improve the data classification and grading management sys-
tem and data export security review mechanism. Ensure that data can un-
dergo comprehensive pre-export assessment, continuous supervision, and risk
self-assessment to effectively identify and prevent security risks brought by data
export and protect national and personal sensitive information. Explore the
design of data protection capability certification mechanisms to provide objec-
tive and credible assessment standards for data export, ensuring data legality,
security, and controllability.

In summary, China’ s data sovereignty policy primarily employs environment-
based policy instruments, supplemented by demand-based and supply-based pol-
icy instruments, to promote secure cross-border data flow and data sovereignty
protection. Policy text content exhibits three major thematic characteristics:
“data security and personal information protection,” “data cross-border and in-
ternational cooperation,” and “data security assessment and data export.” China
has successively formulated laws such as the Personal Information Protection
Law and the Data Security Law, issued regulations including the Measures for
Data Export Security Assessment, and implemented strict data export and in-
formation protection management models to ensure the protection of China’ s
data sovereignty.

4. Implications and Recommendations

Based on the analysis of policies in the data sovereignty field, this study proposes
four policy recommendations for China’ s secure cross-border data flow and data
sovereignty protection:

(1) Actively lead and participate in international rule-making to es-
tablish mutual trust mechanisms and enhance international discourse
power. China should actively lead and constructively participate in the formu-
lation and improvement of international rules and standards in the digital era,
establishing multi-form data cooperation platforms with a broader range of coun-
tries to provide technical support and capacity building in data infrastructure
construction, data resource development and utilization, and data security pro-
tection, promoting data interconnection and sharing for mutual benefits. China
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should promote cooperation and discussions with other countries or regions on
data protection levels, standards, and norms, striving for more consensus and
agreements to achieve mutual recognition or reciprocal appropriateness of data
protection standards and norms.

(2) Optimize data export security assessment procedures to improve
assessment efficiency and accuracy. Establish a risk-oriented data classifi-
cation management system, adopt differentiated control measures for different
types and levels of data, strengthen the formulation and implementation of
data security assessment standards, clarify requirements and guidance for data
security assessment, and ensure security and credibility during data export pro-
cesses. Utilize advanced technical means to improve the efficiency and accuracy
of data export security assessment. For example, artificial intelligence and big
data analysis technologies can be introduced to automate assessment processes,
quickly identifying high-risk data export behaviors to improve the accuracy and
reliability of assessment results.

(3) Improve standard contract templates for personal information
export to enhance compliance operation efficiency. The Measures for
Standard Contracts for Personal Information Export came into effect on June
1, 2023, aiming to ensure the legal, secure, and orderly cross-border transmis-
sion of personal information. By using standard contract templates, China can
“extend” its domestic jurisdiction to foreign territories through the legal binding
force granted by the Measures, achieving a certain “extraterritorial application
of domestic law” effect and realizing cross-border personal information flow pro-
tection. In the future, standard contract templates can be modularly expanded
to develop more optional modules based on the business needs of organizations,
enterprises, or individuals, reducing compliance operation costs for relevant en-
tities and improving efficiency.

(4) Strengthen legal protection for data security to build a data
sovereignty defense line. Guided by the overall national security concept,
China should improve laws and regulations to ensure data security and
strengthen the data security governance system. It should clarify legal respon-
sibilities for data security, protect critical data infrastructure, establish data
security risk assessment and emergency response mechanisms, conduct data
sovereignty and security publicity and education to raise public data security
awareness and capabilities, and promote international cooperation. China
should strengthen exchanges and mutual learning with other countries and
regions on data security laws and regulations, jointly promote the formulation
of international data security standards, and enhance China’ s discourse power
and influence in global data governance.
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