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Abstract

The metaverse represents a novel social formation that has emerged with the
advancement of blockchain, big data, artificial intelligence, virtual reality, and
other technologies. As technology evolves, regulations for new phenomena
inevitably become disconnected from existing norms, necessitating their re-
examination. This study focuses on issues concerning digital avatars and per-
sonal information protection, proposing that digital avatars should not be con-
sidered legal subjects but rather objects of real rights. Through the lens of
digital avatars, it identifies risks of personal information infringement in the
metaverse era and proposes solutions for personal information protection from
both legal and practical application perspectives. The research aims to safe-
guard the development of the digital economy in the current metaverse market,
where regulatory systems are absent.
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Abstract

The metaverse represents an entirely new social form born from the development
of blockchain, big data, artificial intelligence, virtual reality, and other technolo-
gies. As technology advances, regulations for emerging phenomena inevitably
become disconnected from existing norms, necessitating their re-examination.
This study focuses on the issues of digital avatars and personal information pro-
tection, proposing that digital avatars should not be considered legal subjects
but rather objects of property rights. Through the lens of digital avatars, it
introduces the risks of personal information infringement in the metaverse era
and proposes solutions for personal information protection from both legal and
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practical application perspectives. The aim is to safeguard the healthy develop-
ment of the digital economy in the current metaverse market, where regulatory
systems remain inadequate.

Keywords: metaverse; blockchain; digital avatar; personal information protec-
tion

The year 2021 has been dubbed the “first year of the metaverse” [1], with the
industry’ s explosive growth capturing global attention. The metaverse is a
product of information technology, essentially an advanced virtual world [2], or
alternatively, the digitization of the physical world. Digital avatars serve as the
behavioral agents and necessary conditions within this virtual space—all actions
and activities in the metaverse depend on them. While technological progress
enables new possibilities, it also creates conflicts between regulation and devel-
opment. Today’ s metaverse market lacks effective institutional oversight and
legal protection, yet the construction of digital avatars requires collecting and
utilizing vast amounts of personal information, potentially triggering significant
risks of personal information leakage. As the adage goes, “people cannot have
freedom without order” [3]. This paper examines the legal issues surrounding
digital avatars and personal information protection from a metaverse ecosystem
perspective, employing literature review and comparative research methods to
propose feasible future development pathways from both legal and practical
application angles.

In October 2021, Mark Zuckerberg, founder of the renowned social media plat-
form Facebook, rebranded his company as “Meta,” sparking a new wave of
metaverse enthusiasm. However, the metaverse concept did not emerge from
nowhere. In 1992, Neal Stephenson introduced the concept of the “Metaverse”
in his novel Snow Crash [4]. According to this vision, the Metaverse is a virtual
space created through internet technology that projects the real world, where
everyone exists as a virtual avatar. The prefix “Meta” derives from Greek,
meaning “foundation” or “origin,” while in English it conveys “beyond” or
“transcendent.” “Verse” refers to “universe.” Simply put, the metaverse is a vir-
tual space that both parallels and remains independent from the real world [5].
Marshall McLuhan once proposed that “any medium is an extension of human
senses” [6]. If internet-era media represent a composite extension of multiple
senses, then the metaverse achieves comprehensive sensory connection within
the virtual world [7]. In this three-dimensional space where virtual and phys-
ical coexist, human perception, agency, and decision-making capabilities are
substantially enhanced.

Blockchain has created an entirely new trust ecosystem. Through the combina-
tion of peer-to-peer networks and cryptographic technology, blockchain enables
network participants to reach consensus, with each node serving as a witness to
history. This inaugurates an era where trust is obtained through technological
means rather than government authorization. Blockchain technology constitutes

chinarxiv.org/items/chinaxiv-202403.00247 Machine Translation


https://chinarxiv.org/items/chinaxiv-202403.00247

ChinaRxiv [$X]

the core technology for building the metaverse. Characterized by transparent,
public, and traceable processes, blockchain opens information to public scrutiny.
Consequently, it is most effective in coordinating multi-party participation sce-
narios. All assets in the metaverse are digitally presented based on blockchain
networks, which not only prevents excessive resource concentration but also
safeguards the rights of underlying users to own their data.

2. The Legal Meaning of Digital Avatars

A digital avatar refers to the audio-visual composite representing an individual
from the real world within the virtual realm. It serves as both the entry point
and identity for users to participate in and experience the metaverse, and has
been defined as an interactive social representation of users [8]. The concept
of digital avatars first emerged in gaming, referring to virtual characters con-
trolled by players. Through system settings, players can render avatars with
countless unique appearances and manipulate them to engage in various surreal
activities. In the metaverse vision, the behavioral subject is not the human
physical body but rather dynamic images rendered by computers based on data
transmitted through fiber optics [9]. Digital avatars in the metaverse typically
exhibit characteristics of privacy, uniqueness, and interactivity. As augmented
reality (AR), virtual reality (VR), and artificial intelligence (AI) technologies
develop, the boundary between virtual and real worlds is gradually dissolving,
leading us to believe that the currently elusive metaverse will become tangible in
the near future. With an increasing number of technology companies deploying
commercial applications for digital humans or virtual humans, examining the
legal meaning of digital avatars in the metaverse era holds significant practical
importance. Legal clarification can perfect the digital avatar ecosystem and
enable more scientific and stable development of the digital avatar industry.

2.1 Digital Avatars Are Not Legal Subjects

Artificial intelligence technology is one of the six pillar technologies of the meta-
verse. In recent years, Al has even demonstrated “creativity” surpassing humans
in mental activities, making whether to grant legal personality to Al entities a
focal point of academic attention. Scholars have categorized Al into weak AI,
strong Al and super Al based on technical capabilities [11], arguing that strong
AT at human level and super Al far exceeding human brain capacity should pos-
sess legal personality [12]. Weak AT refers to technology that lacks autonomous
consciousness and instead focuses on simulating human intelligence to solve spe-
cific problems based on deep learning [13]. Most AI commonly seen today falls
into this category; for instance, AlphaGo, which gained fame by defeating pro-
fessional human Go players, is a weak AI program specialized in Go. Digital
avatars inevitably utilize AI technology, but the core of the metaverse lies in
users’ deep interactive experiences. Digital avatars represent the digital projec-
tion of users’ information and even emotions, processing complex interaction
information through blockchain systems and proprietary algorithms. Although

chinarxiv.org/items/chinaxiv-202403.00247 Machine Translation


https://chinarxiv.org/items/chinaxiv-202403.00247

ChinaRxiv [$X]

no clear definition of digital avatars currently exists, it is evident that they are
human-dominated entities and should be categorized as weak AI technology.

Regarding the legal personality of weak Al, two opposing viewpoints exist: the
subject theory and the object theory. The subject theory argues that given AT’
s demonstrated intelligence levels and diverse functions, Al entities should be
granted legal personality to become true legal subjects. Scholars such as Solum
contend that AT entities should have civil subject status [14], Guo Shaofei pro-
poses granting Al the legal status of “electronic persons” [15], and Chen Jidong
suggests the relationship between Al entities and users resembles that between
agents and principals. Some argue for granting Al entities fictitious legal per-
sonality through “deeming” approaches [16]. The object theory is currently more
mainstream in practice. Zhao Wanyi argues that Al entities lack moral capacity
and therefore should not have subject status [17], while Hao Tiechuan maintains
that AT entities are essentially tools created by and serving humans [18]. In an
era of rapid technological development with inadequate legal oversight, the ob-
ject theory is more reasonable. Léon Duguit proposed that legal subjects should
be individuals with free will who can control their own behavior [19], making
will capacity and behavioral capacity the fundamental criteria for determining
legal personality. Digital avatars are agents that transmit information through
algorithms, programs, and software [20], essentially binary data established by
civil subjects whose actions reflect the will of the natural persons or groups
behind them. Consequently, they should not be granted legal subject status.

2.2 Digital Avatars Are Objects of Property Rights

Digital avatars represent the indirect manifestation of real-world civil subjects’
online activities [21], instantly exchanging information in computer networks
through digital technologies such as TCP/IP protocols, and cannot exist inde-
pendently of civil subjects’ declarations of intent. Digital avatars can be viewed
as virtual characters in current online games. In relevant laws in Japan and
South Korea, virtual characters in online games are considered network virtual
property and endowed with independent property value [22]. Taiwan, China
defines network virtual property as “electromagnetic records,” further affirm-
ing the property value of virtual characters in games and protecting them as
“objects.” Not all virtual products can be identified as virtual property. Zhang
Mingkai summarizes the characteristics of network virtual property as manage-
ability, transferability, and value [23], providing a restrictive interpretation of
its scope. Digital avatars fully satisfy these three requirements and should be
regarded as network virtual property.

The Civil Code stipulates that property rights are statutory and that the ob-
jects of property rights include only tangible property and a few rights. Ji
Hailong notes that data files are generally not considered objects of property
rights protection due to their non-exclusivity and susceptibility to tampering,
making them difficult for specific subjects to exclusively control [24]. Article
127 of the Civil Code contains declarative provisions on the protection of data

chinarxiv.org/items/chinaxiv-202403.00247 Machine Translation


https://chinarxiv.org/items/chinaxiv-202403.00247

ChinaRxiv [$X]

and network virtual property but does not clarify their legal attributes. Schol-
ars both domestically and internationally have offered various interpretations.
Wen Shiyang [25] and Lin Xuxia [26] define network virtual property as existing
in network environments or cyberspace, simulating real-world objects in digital
form, possessing relative independence, and allowing exclusive enjoyment. Gao
Limei points out that network virtual property not only has virtuality, depen-
dence, and special exercise methods but also possesses independence, specificity,
and controllability [27]. Yang Lixin argues that network virtual property is vir-
tual objects that can establish property rights and are undoubtedly objects of
property rights [28]. Wang Lei maintains that network virtual property must be
used in conjunction with network service contracts and software licensing con-
tracts, and its special exercise methods determine that it is an object of creditor’
s rights [29]. Shi Jie and Wu Shuangquan argue that network virtual property
represents players’ intellectual achievements and should be considered an ob-
ject of intellectual property rights [30]. Fairfield proposes that network virtual
property should possess three legally relevant characteristics connected to the
real world: competitiveness, persistence, and interconnectivity [31]. Westbrook
notes that the essence of network virtual property is a string of computer code
with characteristics such as exclusivity, uniqueness, scarcity, permanence, and
transferability [32].

Although the Civil Code does not explicitly define network virtual property as
an object of property rights, considering its distinct characteristics that differ-
entiate it from real property and its legal features of relative independence and
exclusive enjoyment, it should be treated as an object of property rights. Based
on the above perspectives, digital avatars conform to the definition of network
virtual property and should be regarded as objects of property rights.

3. Personal Information Protection in the Metaverse Era
3.1 Personal Information Risks in the Metaverse Era

In the metaverse, users inhabit data-constructed digital avatars, making data
the core of property. Users’ personal information is recorded continuously and
processed across all domains, making personal information protection the focal
point of interest conflicts and rule reconstruction in the metaverse era [33]. Dig-
ital avatars serve as “passports” for people navigating the metaverse, and their
construction requires an enormous foundation of data information, inevitably
involving the collection and use of personal identity information, property in-
formation, location information, and more, posing significant threats to per-
sonal information security. Wang Defu argues that the internal openness of the
metaverse impacts personal information usage rules, while its external closure
increases the difficulty of external supervision [34].

Although blockchain, as a core metaverse technology, aligns with personal in-
formation protection concepts in some respects, it also conflicts with China’ s
current personal information protection legal framework in multiple ways. These

chinarxiv.org/items/chinaxiv-202403.00247 Machine Translation


https://chinarxiv.org/items/chinaxiv-202403.00247

ChinaRxiv [$X]

conflicts include: the tension between blockchain’ s immutability and the need
for personal information deletion and correction; the clash between blockchain’
s transparent information disclosure and personal information confidentiality
requirements; and the contradiction between blockchain’ s decentralized dis-
tributed architecture and the centralized responsibility system for personal in-
formation. Although China currently lacks the application environment for fully
public blockchains, with private or semi-decentralized consortium chains being
more common, the future implications of conflicts between personal information
and blockchain cannot be underestimated.

Blockchain transactions are characterized by transparent, public, and traceable
processes that open information to public scrutiny. Therefore, laws related to
personal information security should clearly define data subjects and their rights
in blockchain technology applications, as well as specify the legality and com-
pliance of data [35]. Article 25 of the Personal Information Protection Law
stipulates that personal information processors may not disclose processed per-
sonal information without individual consent. Article 28 provides special protec-
tion for sensitive personal information, allowing its processing only under strict
protective measures, for specific purposes, with sufficient necessity, and with
individual consent.

Take non-fungible token (NFT) transactions as an example. To better gain
the trust of NFT trading communities, users can easily search for on-chain
transaction system data and code information through blockchain browsers. In
April 2022, the famous singer Jay Chou’ s announcement that his NFT dig-
ital avatar gift had been stolen sparked widespread concern. While on-chain
property has been praised for its encryption and security, it also carries risks
of personal information theft. The blockchain completely records NFT transac-
tion processes, allowing other users to quickly query transaction parties’ names,
transaction processes, smart contract addresses, and other system data and code
information through blockchain browsers. Although data on the chain consists
of de-identified information such as hash values that cannot directly link to infor-
mation subjects’ identities, it does not meet complete anonymization standards
and can still identify specific natural persons with additional information, falling
within the definition of personal information under Article 4 of the Personal In-
formation Protection Law. Table B.1 of the Information Security Technology
- Personal Information Security Specification shows that personal virtual prop-
erty information such as virtual currency and virtual transactions belongs to
personal sensitive information, meaning NFT transaction information can be
further classified as personal sensitive information.

3.2 Solutions for Personal Information Protection

From a legal perspective, personal information protection in the digital era
should adopt a two-dimensional view balancing protection and utilization to en-
sure flexibility in legal application [36]. Chapter 4 of the Personal Information
Protection Law specifically stipulates individuals’ rights in personal information
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processing activities, including the right to know, decide, access, copy, transfer,
and request correction, supplementation, and deletion of personal information.
Given the particularities of the metaverse and blockchain, fully subjecting them
to the Personal Information Protection Law’ s requirements would be overly
stringent. Targeted regulations should be established based on recognition of
these conflicts. The most prominent issue between the metaverse and personal
information protection lies in the inherent conflict between blockchain’ s data
immutability and the need for personal information deletion, correction, and sup-
plementation. The law should establish a “Right to Be Forgotten” for blockchain
data. This right refers to information subjects’ entitlement to request data con-
trollers delete unreasonable, outdated information published online that would
damage their social evaluation or cause adverse effects if retained [37]. Article
17 of the General Data Protection Regulation (GDPR) explicitly stipulates six
scenarios where individuals have the right to request information controllers
delete relevant personal information. While theoretical disputes exist regarding
the relationship between the right to deletion and the right to be forgotten, this
paper aligns with the view that “the deletion right stipulated in Article 47 of
the Personal Information Protection Law appears similar to the right to be for-
gotten but remains substantively different and should not be directly equated”
[38]. The right to be forgotten should be incorporated into the Personal Infor-
mation Protection Law framework to balance different interests. Technically,
personal information can be “deleted” by sending it to a black hole address.
Article 16 of the GDPR also stipulates the Right to Rectification, where data
subjects can request information controllers correct inaccurate personal data or
complete their information through supplementary statements. Article 46 of the
Personal Information Protection Law similarly grants individuals the right to
request correction and supplementation of inaccurate or incomplete personal in-
formation. No technical barriers exist for information correction on blockchain;
new personal information blocks can be added to cover old blocks [39].

From a practical application perspective, the UK’s Financial Conduct Authority
proposed the innovative concept of regulatory sandboxes, which involve desig-
nating specific sandbox areas for small-scale pilot programs and comprehensive
supervision of enterprises. The rise of regulatory sandbox applications is closely
related to blockchain governance [40], and China’ s first regulatory sandbox
practice, led by the Guiyang government, also concerned blockchain finance [41].
This approach optimizes regulatory mechanisms through government guidance,
social participation, and market-oriented operations. Going forward, sandbox
programs can be flexibly applied through inter-departmental government co-
ordination to conduct pilots in economically developed cities such as Shanghai
and Shenzhen, reducing personal information infringement risks while encourag-
ing healthy metaverse industry development. At present, virtual currency and
public blockchains lack application environments in China. In January 2022,
the Blockchain-based Service Network (BSN) Development Alliance, initiated
by the State Information Center, China Mobile, China UnionPay, and others,
launched the localized NFT practice “Distributed Digital Certificate” (DDC).
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BSN is currently the world” s largest blockchain service network infrastructure,
with over a hundred data centers deployed globally. By openly deploying DDC
on BSN’ s consortium chains, the BSN-DDC basic network can be generated.
The DDC network consists of more than ten open consortium chains, allowing
only platform access while supporting cross-chain transfers and external nodes
controlled by third parties. Through advanced technology and a unique multi-
party supervision and co-management model, it achieves personal information
protection and represents a successful localized exploration aligned with future
metaverse development directions.

4. Conclusion

According to Bloomberg News forecasts, the global metaverse market will reach
$800 billion by 2024. China has already formed a substantial metaverse mar-
ket, yet its governance system remains inadequate. Digital identity carried
by personal information constitutes the only bridge connecting the physical
and virtual worlds [42]. Future efforts should further strengthen research on
digital avatars and personal information protection from both technical and
institutional perspectives, taking into account market development conditions
and China’ s national circumstances. Through prudent assessment of poten-
tial issues and establishment of scientific and reasonable standards, we should
continuously explore a metaverse ecosystem aligned with social development
processes to promote healthy and stable development of the digital economy.
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