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Abstract

Rapid technological development has brought new changes to the boundaries of
lawyers’ duty of competence. The American Bar Association’s Model Rules of
Professional Conduct have expanded lawyers’ duty of competence by introducing
concepts of lawyer technological capability and technological competence, but
this expansion has also faced criticism and questioning due to its relatively ag-
gressive progression. Compared with American legal professional ethics, China’s
rules of lawyers’ professional conduct still maintain existing requirements regard-
ing lawyers’ duty of competence; however, maintaining the rule text should not
be equated with maintaining the boundary of the duty of competence. In the
technological era, appropriately expanding the boundaries of lawyers’ duty of
competence possesses legitimacy. The current norms of lawyers’ professional
conduct should be adjusted accordingly based on the different types of tech-
nology involved in legal practice. First, the connotation of current norms on
lawyers’ duty of competence should be expansively interpreted to encompass
“skill”-type technologies; second, requirements for lawyers’ mastery of “craft”-
type technologies should be specified to preliminarily expand the boundary of
the duty of competence. Simultaneously, to achieve reasonable expansion of
the connotation of lawyers’ technological competence, supporting regulatory
measures should also be constructed in parallel for other technology-utilizing
participants in the legal services market. Through comprehensive policy mea-
sures to reconstruct the boundary scope of lawyers’ duty of competence, ensur-
ing that lawyers possess technological capabilities and technological competence
commensurate with the technological era.

Full Text
Abstract

The rapid development of technology has brought new changes to the bound-
aries of lawyers’ duty of competence. The American Bar Association’s Model
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Rules of Professional Conduct have expanded lawyers’ duty of competence by in-
troducing concepts of technological competence and technological competency,
though this expansion has faced criticism for being overly aggressive. In con-
trast, China’s professional conduct rules for lawyers maintain existing require-
ments regarding the duty of competence. However, maintaining the textual
rules should not be equated with maintaining the boundaries of the duty of
competence; in the technological era, appropriately expanding the boundaries
of lawyers’ duty of competence is justified. Adjustments should be made to cur-
rent professional conduct norms based on different types of technology involved
in legal practice. First, the scope of existing competence provisions should be
broadly interpreted to encompass “skill-based” technologies. Second, explicit
requirements for mastering “technological” capabilities should be established to
initially expand the boundaries of the duty of competence. Simultaneously, to
achieve reasonable expansion of technological competency, supporting regula-
tory measures should be constructed for other technology-utilizing participants
in the legal services market. Through comprehensive measures, the boundary
of lawyers’ duty of competence can be reconstructed to ensure lawyers possess
technological capabilities and technological competency commensurate with the
technological era.

Keywords: technological competence; legal professional ethics; technological
competency; lawyers; duty of competence

1. Introduction

We live in a technology-constructed society where technology permeates every
aspect of life with increasingly diverse forms and accelerating speed, making it
nearly impossible for any socialized individual to avoid. The same holds true for
professions, as an increasing number of industries are influenced by technological
development. Initially, policymakers and top-level designers—those knowledge-
intensive workers or so-called social elites—paid little heed, remaining enthusias-
tically engaged in arguing how AI development might replace manual laborers
or enhance production line efficiency, while “compassionately” planning tran-
sition schemes for these “visible or foreseeable” displaced workers. However,
the rapid advancement of Al technology has far exceeded expectations. Tech-
nology products and tools represented by generative artificial intelligence, such
as ChatGPT and large language models, are delivering heart-striking blows to
professions, populations, and fields traditionally considered unchallengeable—
including the legal profession.

In the process of technological evolution, computer scientist Vernor Vinge pro-
posed the “Singularity” theory, positing that at this juncture, machine intelli-
gence and related technologies would achieve astonishing rapid progress. Once
the “Singularity” is crossed, technology would transform “like a dragon encoun-
tering wind and rain,” becoming so-called “superhuman.”! Against this back-
drop, the legal industry is gradually approaching its own “Singularity” moment.
How should legal professionals choose? What impacts or shocks will technology
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bring to the legal profession, legal market, and industry ecosystem? Will the
conduct standards or professional responsibilities of legal practitioners, partic-
ularly during practice, change due to technological intervention? Faced with
emerging technologies, how can lawyers be deemed diligent and responsible to
their clients? These questions constitute the origin of this inquiry.

2. Technology Development Driving the Expansion of U.S.
Lawyers’ Duty of Competence

As both a technological powerhouse and a quintessential “lawyer nation,” the
United States’ professional conduct rules for lawyers serve as an ideal blueprint
for observing the development of legal professional ethics in the technological
era and a viable object for comparative study.

2.1 Proactively Establishing Technological Competence Provisions

To address the development of a technological society, the American Bar Associ-
ation (ABA) updated Comment 8 to Rule 1.1 of its Model Rules of Professional
Conduct—hailed as a paragon of legal ethics rules—as early as 2012. The for-
mat of the ABA Model Rules resembles that of the Restatements of the Law
and the Uniform Commercial Code, with each rule stating a principle followed
by official comments that explain the rule’s meaning and purpose. Rule 1.1
has long required lawyers to provide competent representation to clients and is
thus regarded as the legal source of the “duty of competence” in the American
legal profession. As the opening provision of the entire Model Rules, Rule 1.1
undoubtedly highlights the importance of lawyer competence as a cornerstone
of legal professional ethics.

The update to Comment 8 of Rule 1.1 revised the text from “To maintain the
requisite knowledge and skill, a lawyer should keep abreast of changes in the law
and its practice, engage in continuing study and education, and comply with
all continuing legal education requirements to which the lawyer is subject” to
“To maintain the requisite knowledge and skill, a lawyer should keep abreast
of changes in the law and its practice, including the benefits and risks associ-
ated with relevant technology, engage in continuing study and education, and
comply with all continuing legal education requirements to which the lawyer is
subject.” The added phrase “including the benefits and risks associated with
relevant technology” is considered the ABA’s imposition of a technological com-
petence requirement on practicing lawyers, substantially expanding the scope
of the duty of competence. The wording of this obligation was intentionally
made broad, with “relevant technology” under a literal interpretation frame-
work meaning unrestricted in both temporal and spatial scope. Consequently,
the ABA’s modification is widely regarded as bold, assertive, and radical.?
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2.2 Divergent State Practices Toward Technological Competence Pro-
visions

Driven by the ABA, as of February 2023, a total of 39 states® have adopted
ethical responsibility rules regarding technological competence from the ABA
Model Rules. Among them, 25 states have adopted the exact language from
the Model Rules, while the remaining states have made further modifications or
supplements to the technological competence obligation framework.

Some states have chosen to establish specific guidance bodies to enhance oper-
ability, such as Delaware’s creation of a “Commission on Law and Technology”
to provide adequate guidance and education to lawyers. Other states have cho-
sen to specify the technological boundaries of the provision: New Hampshire
limits relevant technology to that which may be used in the practice of law
within the state, using state bar practice conditions as the boundary for de-
termination; North Carolina narrows relevant technology to that actually used
by lawyers; New York explicitly defines it as situations involving electronic en-
cryption used by lawyers to communicate confidential information to clients;
and California, concentrated with new technology industries, requires lawyers
to review potentially involved technology at the outset of representation but
does not require lawyers to master the technology themselves, instead reduc-
ing the lawyer’s technological obligation to discovery and identification, solving
technical difficulties through purchasing or delegating to third-party technology
services. Additionally, some states like West Virginia have chosen to employ
stronger language than the ABA rules, further intensifying regulatory require-
ments for lawyers’ technological competence.

Among the remaining states, some, such as Washington D.C. and Georgia, be-
lieve that providing specific technology lists for enforcement is unfeasible and
have therefore not yet adopted the provision, excluding the technological com-
petence clause from their state bar practice norms.*

2.3 Critiques of the Aggressive Expansion of the Duty of Competence

The ABA’s expansion of lawyers’ duty of competence has encountered resistance
from “conservative forces” defending the traditional conception of competence,
primarily for the following reasons:

1. The Boundaries of “Relevant Technology” Are Overly Broad and
Uncertain The pace of future technological development may far exceed
human imagination. Therefore, ethical obligations should not be made
overly specific to maintain flexibility. However, excessively vague rules
are dangerous for ensuring flexible responses to future scenarios, creating
difficulties in interpretation and application. First, “relevant technology”
is undoubtedly a term with very indistinct boundaries: which technolo-
gies are relevant? Is merely becoming a user of technology sufficient to
make legal professionals competent? Second, the “blank space” created
for technological expansion exacerbates the potential for arbitrary judi-
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cial expansion of power. Courts might thereby bring any technological
tool potentially used by lawyers within the scope of the provision, increas-
ing lawyers’ burden to master more technologies on one hand, while on
the other hand potentially becoming a pretext for courts to deliberately
limit lawyers’ adversarial capacity, elevating the risk of rent-seeking by
power influenced by technological interests. This artificially introduces
more complex ethical dilemmas for the legal profession.

Currently, the most mainstream improvement approach among states for the
amended provision involves creating “positive lists” of relevant technologies to
narrow the rule’s scope and enhance semantic clarity, thereby achieving limited
expansion of lawyers’ technological ethics. However, how to most accurately and
reasonably compile these “positive lists” remains a matter of opinion, influenced
by multiple factors including the cognitive capabilities of technology officials in
the jurisdiction, legal practice conditions, and characteristics of the bar.

2. Insufficient Justification for Punishing Lawyers Who Fail to
Keep Pace with Technology Compared to organizational governance
rules in other highly specialized professions, the technological competence
requirement for lawyers is undeniably stringent. For instance, while
American professional engineers are required to provide services only
within their “competence,” the National Society of Professional Engineers’
code of ethics does not impose a professional ethical obligation similar to
that stipulated in Comment 8. Similarly, under the International Ethics
Standards Board for Accountants’ professional rules, accountants have
no ethical obligation related to technological competence. The Code of
Ethics for Professional Accountants states that “maintaining professional
competence requires ongoing awareness and understanding of relevant
technological, professional, and business developments.” However, the
manual limits “technology” to that which “belongs to or is related to a
particular subject” (such as analysis of financial statements and budgetary
controls), and does not require accountants to constantly understand the
benefits and risks associated with relevant accounting technologies. This
means accountants need not master complex technological scenarios such
as the role of Al tools in tax accounting—whereas lawyers are expected
to fully consider and evaluate AI’s function in representation services.
Even the more specialized medical profession’s technological competence
obligation is limited to scenarios involving social media use or providing
medical services through remote communication technology, with a very
clearly defined scope.’

The minor differences between the legal profession and other professions that
similarly rely on specialized skills are insufficient to support such a heightened
technological competence obligation. Overly broad professional ethical restric-
tions increase lawyers’ uncertainty about potential risks in their professional
conduct and aggravate their burden of performance. Compared with the uncer-
tain benefits that strict technological competence requirements might bring to
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industry advancement, these tangible harms are hardly balanced and represent
a disproportionate imposition.

3. Using the Provision as a Basis for Discipline in Practice Vio-
lates the Rule’s Original Textual Meaning Expanding professional
obligations implies heightened professional responsibility and disciplinary
consequences when lawyers fail to properly fulfill these obligations. In U.S.
judicial practice, numerous local court precedents have penalized lawyers
for lacking technological competence based on their inability to properly
handle technology in cases, concluding that they failed to meet compe-
tency obligations. This effectively treats Comment 8 as a mandatory rule.
If Comment 8 were a mandatory requirement for lawyers to enhance tech-
nological competence, it should use the imperative “shall” rather than the
hortatory “should” that it actually employs. Therefore, Comment 8 con-
stitutes a supplementary articulation of the “knowledge and skill”® that
lawyers should possess, with improving technological competence being a
guiding suggestion for enriching lawyers’ own “knowledge and skill.” Oppo-
nents argue that the legislative purpose of Comment 8 renders its related
provisions unsuitable as mandatory commands requiring lawyers to pos-
sess technological competence, and even less appropriate as an additional
source for initiating disciplinary authority.”

2.4 Summary

The essence of the ABA rules’ expansion lies in requiring lawyers to mas-
ter technological competence and creating the concept of technological com-
petency. Technological competence is a composite definition of “technology +
competence.” Technology refers to “modern equipment, machines, and methods
based on contemporary scientific and computer knowledge,” such as all network-
connected products and scenarios encountered in daily life. Competence refers
to the “mental capacity to understand problems and make decisions,” such as a
lawyer’s ability to competently represent a client, meaning the lawyer possesses
the conditions to apply comprehensive legal knowledge and skills required for
representation. Technological competence, therefore, is the mental capacity
to understand problems and make decisions regarding modern equipment, ma-
chines, and methods based on contemporary scientific and computer knowledge.

Evolving technology has rapidly impacted legal practice, challenging traditional
concepts of lawyer competence. The ABA rules and modifications to state
bar professional conduct rules are requiring lawyers to respond to technologi-
cal changes and achieve technological competency by enhancing technological
capabilities. This expansion of conduct rules stems from high regard for legal
professional ethics. In summary, technological competence requirements arise
from adherence to professional ethics, while enhancement of technological com-
petence follows professional ethics. The expansion of the duty of competence
and technological development move in the same direction. The American expe-
rience provides a vivid observational window for the “expansion” of professional
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ethics rules.

3. Chinese Professional Conduct Rules Maintaining Exist-
ing Requirements for Lawyers’ Duty of Competence

Compared with the United States, which has taken a major step forward in
expanding lawyers’ duty of competence, China’s current professional conduct
rules for lawyers have not introduced new detailed provisions or adjustments
to this duty. The latest “Code of Conduct for Lawyers (Trial)” was revised in
2017. Articles 78 and 36 stipulate lawyers’ duty of competence, with diligence
and protection of clients’ lawful rights and interests constituting the normative
connotation of this duty. A review of normative documents such as lawyer prac-
tice conduct codes issued by various municipalities, provinces, and autonomous
regions reveals that provisions on lawyers’ duty of competence essentially fol-
low the “Code of Conduct for Lawyers (Trial)” (see Table 1 for details), with
few providing detailed elaboration or special requirements specifically address-
ing the duty of competence. The “Guiding Opinions of the Fujian Provincial
Bar Association on Determining Inadequate Performance of Lawyers’ Duties,”
passed in September 2021, represents the first formal detailed rule issued by
a local bar association in China regarding lawyers’ diligence and competence
requirements. It specifies the duty of diligence and competence by enumerating
negative instances of inadequate performance. However, even this guiding opin-
ion fails to address or provide guidance on the application of legal technology
in lawyers’ practice.

3.1 Maintaining Rule Text Should Not Equate to Maintaining Prac-
tice Standards

In the technological era, the environment and challenges faced by lawyers in
practice are becoming increasingly rich and complex. Turning a blind eye to
the technological world is like an ostrich burying its head in the sand. The legal
community must JEEEH recognize that technological development will inevitably
impact the legal profession and practice, potentially creating a series of ethical
and normative dilemmas. This impact is unavoidable. After accepting the visi-
ble advantages technology brings to legal work and services—such as improved
efficiency, cost savings, and scale expansion—the legal community should also
“embrace” the accompanying drawbacks.

Lawyers should actively utilize updated technology to serve clients faithfully
and diligently, continuously maintaining learning and exploration of new tech-
nologies. The process of embracing technology also presents a significant oppor-
tunity for lawyers to shift perspectives and provide higher-quality legal services.
In terms of practice philosophy, lawyers should prepare mentally for the possi-
bility that the connotation of the duty of competence may expand, particularly
regarding technological competence.
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3.2 Justification for Expanding the Specific Connotation of Lawyers’
Duty of Competence in the Technological Era

The justification for expanding the duty of competence is rooted in “one central
principle and two basic points.”

1. One Central Principle: The Legal Foundation of Competent
Representation Lawyers should cautiously handle client matters within
the boundaries of their own capabilities, strive to develop and maintain
mastery of the matters they represent, and should only accept employ-
ment for matters within their competence. The series of concepts regard-
ing lawyer competence stipulated in the ABA can be traced back to the
early days of the legal profession, with “providing representation within
one’s competence” becoming a consistent thread of professional ethics. If
a client’s representation involves technological operations that the lawyer
cannot understand, or if the lawyer’s improper or delayed use of techno-
logical tools in handling client matters results in #% representation, it
will actually diminish the quality of representation provided. Expanding
lawyers’ professional responsibility to include mastery of corresponding
technological capabilities is precisely based on competence requirements,
with technological competency representing the latest dimension of com-
petent representation in the technological era.

2. Basic Point One: Internal Motivations for Expanding Lawyers’
Duty of Competence (1) Increasingly Rich Application of Tech-
nological Tools in Legal Practice Technological Elements Can-
not Be Ignored in Court Proceedings Technological changes in infor-
mation storage and collection have altered the scope of evidence collection
in litigation. The emergence of cloud storage enables data to be stored far
from end users, with parties having access to increasingly vast amounts
of information that can be obtained, exchanged, and transferred at accel-
erating speeds. Data information can also be copied, edited, and stored
across multiple devices in various forms and channels. Compared with
paper documents, this means parties’ requirements for evidence collection
timeliness and information management methods have undergone tremen-
dous changes. Traditional methods of retrieving, collecting, and examining
paper documents or evidence cannot be seamlessly applied to digital infor-
mation evidence clusters. Simultaneously, the rise of online litigation rules
and the development of litigation business in the internet domain also re-
quire legal professionals to actively enhance their technological capability
reserves to address legal practice under new circumstances.

Clients Need Lawyers with Technological Competence to Provide
More Efficient Legal Services Under current technological development con-
ditions, clients have more urgent expectations for high-quality legal services that
adapt to technological trends. From the client’s perspective, the high legal ser-
vice fees they pay aim to achieve desired legal outcomes, with increasing billing
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time and rising expectations driving improvements in legal service quality and
efficiency. Faced with complex client demands, lawyers with profound techno-
logical understanding and complete technological capabilities can potentially
enhance service effectiveness—precisely the type of lawyer clients expect.

Beyond providing direct legal services to clients, lawyers must also provide other
extralegal advice based on client interests to ensure clients’ potential actions are
more compliant and closer to their expected interests. To provide appropriate
advice, especially in emerging technology fields, lawyers must have necessary un-
derstanding and familiarity with the involved technologies. Although law and
these technologies alike appear to be specialized knowledge requiring dedicated
expertise, fierce market competition compels lawyers to engage in self-directed
learning and improvement to enhance representation capabilities and profes-
sional levels in order to meet client expectations.

(2) Current Technological Competence Levels of Lawyers Cannot
Meet Legal Practice Needs Compared with rapidly developing tech-
nology, a considerable number of lawyers today still maintain inherent
conservative attitudes, unwilling to make additional investments in im-
proving technological competence. This clearly fails to keep pace with
the practical needs of the legal services market and legal practice. Before
market rules of survival of the fittest complete the natural stratification of
lawyers, incorporating technological competence requirements in the rules
will help spur and awaken a cohort of complacent lawyers.

3. Basic Point Two: External Motivations for Expanding Lawyers’
Duty of Competence (1) Enhanced Technological Competence
Will Expand Legal Service Coverage Leveraging technological com-
petence to assist with legal matters can improve efficiency and minimize
work errors, reducing lawyers’ workload and the substantial costs associ-
ated with lengthy labor hours, potentially leading to lower service fees. In
the past, individuals unable to afford hourly billing were often excluded
from legal services. However, with improved technological competence
and increased work efficiency, more people will have access to legal ser-
vice resources, and lawyers can safeguard justice for broader audiences'?,
which also aligns with the public dimension of the legal profession.

(2) Lack of Technological Competence Increases Professional Risks
for the Legal Profession Precisely because technology is ubiquitous,
many actions by legal professionals may already fall within the scope of
technological ethics regulation. For example, some judges or prosecutors
who lack caution in social media use, casually adding parties or their
lawyers and engaging in daily social media interactions, may be viewed
as having “abnormal contacts” sufficient to affect impartial adjudication,
causing procedural defects in case adjudication. Some jurors who casually
post or display opinions about ongoing litigation on online platforms may
affect public trust in judicial independence. Beyond abuse or misuse of
technology, deliberate avoidance of technological means in some contexts

chinarxiv.org/items/chinaxiv-202401.00269 Machine Translation


https://chinarxiv.org/items/chinaxiv-202401.00269

ChinaRxiv [$X]

is also viewed as lacking technological competence. For instance, judicial
officials who fail to process litigation materials through designated on-
line platforms or follow standardized online workflows—where technology
sometimes serves as a neutral supervisory tool that can minimize human
subjective arbitrariness through workflow standardization—may affect the
fairness of judicial decision-making because their personal subjective ideas
often escape technological supervision and monitoring. Lawyers similarly
face consequences of representation failures or professional rule violations
due to improper treatment of technology. Technological competence hangs
like the Sword of Damocles over every legal professional who neglects it.

(3) Continuing Education Mechanisms Provide Enforceability for
Modifications In the ABA Model Rules of Professional Conduct, the pri-
mary method for keeping lawyers current with legal knowledge and skills
is the Continuing Legal Education (CLE) mechanism. In American legal
practice, some courts have already considered imposing corresponding dis-
cipline on lawyers who fail to comply with CLE requirements. Faced with
rapidly developing and changing technology, requiring lawyers to complete
a certain amount of CLE annually on technological competence enhance-
ment can maintain their technological capabilities, preventing the ABA
rules from proposing “an unenforceable fantasy.” Similarly, some regional
lawyer practice conduct rules have made provisions in this regard. For ex-
ample, the “Beijing Lawyers’ Practice Conduct Rules (Trial)” establishes
“striving to study practice and continuously improve professional stan-
dards”!! as one of the basic principles of lawyer practice. This provides a
normative basis for lawyers to enhance technological competence through
continuing training. In practice, training videos or learning resources from
local bar associations or judicial administrative departments have already
given some attention to improving lawyers’ technological literacy.'?

Admittedly, some opposing voices argue that these continuing education courses
are unnecessary, inconvenient, and of limited value, with the real purpose being
merely to create an external appearance of concern for legal service quality.
Critics also contend that while improving technological competence is a profes-
sional obligation, the additional costs of training will partially be transferred
to clients, which is unfair to them. However, even if such situations may exist,
we should acknowledge that improving the overall lawyer corps’ standards and
protecting client interests are fundamentally consistent. The “costs” paid by
clients are, in a sense, also “payment” for higher-level protection of their lawful
rights and interests.

4. Types of Technology Involved in Legal Practice

Regardless of one’s current attitude toward the boundaries of lawyers’ duty of
competence, the primary issue to address is the delineation of the technologies
referenced in “technological competency” and “technological competence.”
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4.1 TA (Intelligence Augmentation) Technologies

1. Using Existing Technological Tools or Equipment This constitutes
the most basic content of lawyers’ technology utilization. The technolo-
gies involved do not present special knowledge barriers or cognitive dif-
ficulties, and the technological competence required to implement such
technological behaviors is no different from using smart products in daily
life, though in some cases it may formally bear characteristics of legal af-
fairs. For example, in some U.S. states, procedural rules require lawyers
to submit pleadings electronically or in other prescribed formats, or to file
litigation materials on designated websites. Additionally, more common
operations such as using cloud storage like network drives or digital storage
to preserve litigation materials and client information are also considered
manifestations of technological competence.

Evidently, this is a fairly basic technological competence that even ordinary
people without special professional responsibilities or obligations can easily and
willingly master.

2. Proactively Applying Technology for Information Processing (1)
Proactive Information Retrieval and Collection Compared to using
mature technological tools, proactive information collection and process-
ing represents an advanced technological competence. In legal practice,
the most common applications involve the collection and enumeration of
electronic evidence and the summarization of case (precedent) informa-
tion. In the digital age, massive amounts of information circulate and
exchange in the cloud through electronic data forms, with an increasing
number of cases involving the preservation and authentication of elec-
tronic evidence. Specialized rules govern the retrieval and presentation
of electronic evidence, requiring lawyers, judges, and prosecutors to ex-
amine and analyze evidentiary materials according to electronic litigation
rules. Only familiarity with relevant procedures and standards can en-
sure electronic evidence fulfills its intended effectiveness, demanding that
legal professionals possess the ability to utilize electronic discovery tools
and understand digital evidence composition and collection principles and
processes. Meanwhile, with the advancement of the “similar cases, simi-
lar judgments” and case retrieval reforms that draw on the advantages of
common law precedent-based adjudication, conducting similar case anal-
ysis for litigation matters has gradually become an important work focus
for Chinese legal professionals. The process of reasonably breaking down
case key points, using appropriate and accurate search criteria, accessing
authoritative legal databases, and thereby obtaining case retrieval reports
is also known as “legal discovery.”

These technological competencies have distinct professional attributes that or-
dinary people without specialized training cannot complete, and obvious com-
petency hierarchies exist even among members of the legal professional commu-
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nity. These can be termed a type of proprietary technological competence with
certain learning thresholds.

(2) Social Media Use Social media has become a commonplace part of daily
life for everyone. However, precisely because social media functions are
increasingly rich and its binding degree with personal life continuously
strengthens, social media interactions often exceed the original commu-
nicative intent, making social media a semi-public carrier of complex in-
terpersonal relationships and personal life states.

In adjudication activities, actions such as parties and judges becoming contacts
on social media may be considered “contacts that may affect impartial justice.”
Judicial officials’ posts or reposts on social media may be deemed to “undermine
judicial independence.” Parties’ comments or life records using social media
may also become key evidence affecting case outcomes. Lawyers’ use of social
media for legal services or advertising may also fall within the scope of profes-
sional conduct rule regulation... Information retained on social media implies
public disclosure, and this information dissemination often accompanies privacy
breaches and violations of specific confidentiality obligations and responsibili-
ties by legal professionals. To maintain the important values of independent
and impartial justice, legal professionals in an active technological environment
should fully recognize the legal issues involved in social media use and exercise
greater prudence in using social media. However, achieving “full recognition”
and “prudence” is not easy, requiring gradual exploration and summarization
in practice to form technological competence regarding proper utilization and
management of social media—a scientific ability to constrain and control oneself
and even relevant parties’ behavior (such as lawyers guiding clients to properly
use social media to maximize legal advantages).

4.2 AT (Artificial Intelligence) Technologies

These technologies represent deep technologies typified by algorithms and arti-
ficial intelligence. When networks become as indispensable and commonplace
as electricity, air, and water, we undoubtedly find ourselves in an information
society. Similarly, based on the fact that networks have rapidly proliferated and
become widely utilized, algorithms and big data computing have extended into
numerous aspects of life, with algorithmic factors present in or influencing all
facets of our existence. Algorithms have become an important background and
foundation of life, and in this context, we have no choice but to enter the next
stop of the information age: the algorithmic era.

An algorithm is a method for solving problems by processing data information
through computer language calculations. The power of algorithms lies in their
ability to automatically analyze and obtain patterns from data through pro-
gram settings, and use these patterns to further predict and calculate unknown
data—what we call “machine learning” or “deep learning.”'® Examples include
data mining of personal information or past adjudication information and juror

chinarxiv.org/items/chinaxiv-202401.00269 Machine Translation


https://chinarxiv.org/items/chinaxiv-202401.00269

ChinaRxiv [$X]

information, and targeted information push and automatic data screening in
competitive selection processes like recruitment.

Algorithms provide powerful efficiency functions such as retrieval and predic-
tion. However, the function settings and result presentations of algorithms are
outcomes calculated by the algorithms themselves, which may not necessarily
match human actual needs or objective reality. During computational analysis,
problems such as technological bias may arise from technical settings,'* thereby
affecting the fair treatment of certain legally protected rights. The recently
popular generative artificial intelligence also uses deep learning algorithms as
its underlying logic, employing broader training samples and larger foundational
data resources. Legal professionals have the necessity and obligation to respond
to changes in legal relationships under new technological conditions, and provid-
ing effective responses requires legal professionals to understand the underlying
logic or basic operational rules of this new algorithmic technology—undoubtedly
a challenging technological competence. Precisely because of the sophistication
and complexity of algorithmic technology, controversy exists over whether legal
professionals should be required to possess technological competence specifically
for algorithms.

4.3 Summary

In summary, legal professionals’ technological competence can be broadly di-
vided into “technical” skills that simply enhance efficiency through tool uti-
lization, and “technological” mastery that disrupts traditional legal industry
perspectives. Similar to the core conflict between McCarthy and Engelbart re-
garding developing TA versus Al, the question is whether to expect lawyers to
focus on increasingly powerful computer hardware and software that may re-
place humans, or to require them to master technological tools that similarly
enhance their own capabilities.!?

With the expansion of technological tools and lowered thresholds for technology
access, using technological tools to assist legal service provision has become com-
monplace. Most current law school students can proficiently conduct searches
and analysis through legal databases such as Beida Fabao, Wolters Kluwer, and
Westlaw, while specialized legal technology companies like MetaWritingCat have
gradually penetrated the daily work of legal professionals. TA-level competence
has gradually shifted from being a bonus or highlight for legal professionals in
the past to becoming an essential part of required professional skills and liter-
acy. Mastery of this type of technology has already formed relatively broad
consensus within the industry.

5. Two-Tiered Response of Chinese Legal Professional
Ethics to Technological Development

Regardless of how technology develops, the fundamental ethical principle of
lawyers being diligent and responsible to clients and achieving competent rep-

chinarxiv.org/items/chinaxiv-202401.00269 Machine Translation


https://chinarxiv.org/items/chinaxiv-202401.00269

ChinaRxiv [$X]

resentation remains unchanged. Enhancing technological competency is reason-
able, and expanding the boundaries of lawyers’ duty of competence is necessary.
To reasonably achieve this expansion path, different responses should be estab-
lished based on different types of technology in the legal profession.

5.1 Broadly Interpreting Current Lawyer Competence Provisions to
Encompass “Skill-Based” Technologies

Diligence and responsibility mean lawyers should provide comprehensive, full-
process legal services to protect clients’ lawful rights and interests. As technol-
ogy constitutes an important element in today’s legal services, it should natu-
rally fall within the scope of lawyers’ diligent work. To enhance the professional
standards and legal service quality of the lawyer corps, even while maintain-
ing the textual rules of professional ethics, it is at least necessary to broadly
interpret and understand the competence provisions in the Code of Conduct.
Lawyers should fully master or at least know the channels and methods for
applying and obtaining the aforementioned “IA-type” technologies. There is
little controversy regarding lawyers mastering tool-based “skill” technologies
such as sending and receiving emails, communicating with clients using certain
encryption methods, and being familiar with the retrieval and collection of elec-
tronic evidence information. In fact, most lawyers have already subconsciously
developed awareness of this “tool-based technological competence.” Notably,
some domestic provinces have already issued detailed normative guidance for
such lawyer practice behaviors, effectively expanding and solidifying the pro-
fessional ethical boundaries of “skill-based” technological competence, with the
“Guangdong Province Lawyers’ Online Speech Conduct Code”!6 being a typical
example.

5.2 Establishing Explicit Requirements for Mastering “Technological”
Capabilities

Lawyers’ technological competence should not be boundless. Requiring lawyers
to become experts in algorithmic rules or artificial intelligence is unrealistic,
and lawyers have no intention of delving into the technical world belonging to
programmers. The speed and degree of technological change far exceed the in-
novation cycle of rules. Therefore, it is inappropriate to expand the duty of
competence boundaries in professional conduct rules by creating “technology
positive lists” that prescribe technology catalogs for lawyers. The key to im-
proving technological competence construction lies in enhancing lawyers’ ability
to handle the series of problems brought by algorithms, making unfamiliarity
with algorithmic technology no longer a defense for lawyers to evade diligence
responsibilities. Specifically, the expansion of technological competence bound-
aries should focus on the following two aspects:

1. Maintaining Independent Thinking and Judgment in a Tech-
nological Environment Algorithms provide numerous conveniences for
information collection, such as conditional retrieval and automatic search.
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However, the search sources and result presentations of these retrieval func-
tions are calculated outcomes based on algorithmic settings, which may
not necessarily align with human actual needs or accurately reflect real
conditions. Yet, benefiting from the enormous temporal and energetic ad-
vantages brought by mature algorithmic products, humans are developing
intellectual laziness based on technological development, gradually culti-
vating habits of unwillingness to think deeply and analyze, excessively
believing in and relying on mechanically calculated results provided by
algorithms, leading to overly superficial and simplistic thinking. This in-
dulgence gives algorithms more space and opportunity to replace human
thinking. In short, algorithmic results cannot equate to the human pro-
cess of thinking and analyzing problems, and simplified searches are posing
severe challenges to logical thinking habits that should be rigorous. We
should be vigilant against algorithms gradually forming a new type of
“technological authority” state.!” If algorithmic decision-making tools are
regarded as a new authority, we will find it difficult to resist the thinking
pattern of appealing to authority. Based on this mindset, humans will fall
into “output obsession”—unquestioning belief in computer program out-
puts. Once algorithms act as “specialized knowledge” in judicial processes,
they acquire corresponding symbolic power, and the “power-knowledge”
relationship'® formed by this complex and covert algorithmic process leads
to algorithms being endowed with ultimate authority. Lawyers must inte-
grate and interpret relevant legal issues on social consensus by combining
their inherent knowledge systems with the technical rationality of algorith-
mic programs'®; strengthening self-awareness of responsibility and human
subjectivity. They cannot simply substitute algorithm-generated results
for their own reasoning and argumentation, but must always maintain the
presence of self-rationality in legal affairs.

2. Identifying Legal Issues in Technology Operations Machine learn-
ing is susceptible to contamination by erroneous data, and improper set-
ting of operational conditions will cause data bias errors to snowball.
Faced with discrimination arising from algorithms, lawyers are not re-
quired to understand the mechanisms by which discrimination is gener-
ated during algorithmic computation. Lawyers’ responsibility lies in using
rich practical experience and professional capacity to clearly and keenly
judge the fairness of algorithmic operation results, thereby exposing legal
risks and emerging legal issues in algorithmic decision-making processes.
Maintaining sensitivity and attention to technology operation results will
benefit early intervention and risk management.

Lawyers should explain these risks to their clients to prompt them to pay at-
tention to technology tool applications. For example, lawyers must promptly
inform clients when technology application has already produced illegal conse-
quences, and such consequential production behaviors must be addressed and
adjusted. Simultaneously, lawyers should use their experience to provide early
warnings of potential risks when clients engage in technology behaviors with high
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probabilities of past illegal consequences, informing clients of typical manifesta-
tions and types of illegal behaviors and urging them to adjust discriminatory
practices. This is not only behavior of lawyers diligently fulfilling their duty to
protect client interests, but also protects the rights of more ordinary people in
the labor market who may be covered by algorithms through lawyers’ profes-
sional conduct, which also aligns with the public and independent requirements
of the legal profession.

If lawyers lack this awareness or sufficient vigilance in identifying problems,
they will be deemed to lack technological competence in the algorithmic era
and information society, fail to follow legal professional ethics, bear risks of
malpractice, and may assume relevant responsibilities and face discipline.

Highlighting the independent status of technological competence in lawyers’ pro-
fessional ethical rules and moderately expanding the boundaries of lawyers’ duty
of competence should focus on learning from lessons such as the ABA Model
Rules’ vaguely defined conceptual boundaries. Using “maintaining independent
thinking” and “identifying problems” as demarcation principles for technologi-
cal competence, and adding open-ended statements about technology training in
lawyers’ education and training provisions, will draw the attention of the lawyer
corps while reserving space for future technological development and facilitating
coordination between the Code of Conduct and relevant legislation and rules in
the technology domain.

6. Epilogue: Constructing Supporting Regulatory Mea-
sures for Other Legal Services Market Participants

Due to regional disparities in economic levels, technology popularization, and
infrastructure conditions, beyond stipulating the judgment and identification
capabilities lawyers should possess when facing such new technologies, the ex-
pansion speed of lawyers’ duty of competence in professional ethics should be
allowed to lag behind the evolution speed of technological development. Lawyers
need not become the group chasing the most cutting-edge technology in the so-
cial division of labor. However, this gradual expansion requires supporting reg-
ulatory measures for other participants in the legal services market who utilize
new technologies.

6.1 The Necessity of Regulation

New-generation Al technologies seeking deployment in the legal industry carry
the professional positioning or role expectation of replacing legal professionals.
Examples include legal robots and Al lawyers. Through legal A, ordinary peo-
ple may potentially seek help from AI rather than professional lawyers to resolve
their legal problems. AI’s ambition is to carve out a share of the lawyers’ mar-
ket. Law firms form service advantages by concentrating professionally qualified
lawyers, while legal consulting companies or similar institutions may form their
own comparative advantages by concentrating Al resources with faster comput-
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ing power and higher automation capabilities, posing challenges to traditional
human lawyers.

After AI enters the legal profession, it will accelerate the differentiation of the
legal services market. As Liu Sida proposed in his book The Logic of Fragmenta-
tion, the will to contest and demarcate boundaries in the legal services market
persists, particularly among populations and organizations outside the tradi-
tional legal professional community, who continuously attempt to impact the
unified, relatively closed market.2’ This unceasing attempt was already intense
during the “tool technology” era, but constrained by the potential of technologi-
cal application, such contestation was relatively difficult at that time. However,
AT development, especially when AI may “cross the Singularity,” could intro-
duce new game rules for this competition, allowing external contenders to more
quickly occupy the forefront and upstream positions than the conservative legal
professional group inclined to maintain the status quo. When highly intelligent
technology intervenes in boundary contests within the legal services market,
the “boundary” between legal professionals and non-legal professional groups
will become increasingly difficult to delineate, directly challenging the stability
of the legal professional community.

Under the current regulatory framework, these non-lawyer (or non-law firm)
legal service providers enjoy the conveniences of the free market and the shel-
ter of high autonomy while remaining unconstrained by judicial administrative
departments or professional self-regulatory organizations, and naturally escape
the discipline of legal professional ethics.

When disputes arise between clients and non-lawyer legal service providers over
service quality or form, the competent authorities for legal service providers
(generally market supervision and management departments) can often only
review the external legality of the services provided but cannot ensure their
substantive legitimacy. When clients seek help from judicial administrative
organs or bar associations based on the service model provided, they are left
without recourse. In judicial practice, courts also exhibit inconsistent attitudes
on this matter, showing reluctance to intervene in reviewing the qualifications
or services of legal service providers.

If lawyers are required to intensify development and exploration of technologi-
cal competence to gain competitive strength, while simultaneously adhering to
strict professional ethics and providing full representation to clients only accord-
ing to fee rules®' during this enormous and difficult exploration, it is clearly
inequitable. To achieve “weapon equality” for lawyers in competition with
these “unfettered” legal service providers, when it is inappropriate to strengthen
lawyers’ technological competence—that is, to continue deepening lawyers’ tech-
nological competency and expand the boundaries of their duty of competence—
regulating other legal service providers becomes reasonable and necessary. In
other words, controlling and regulating other legal service providers’ use of tech-
nological elements to “overtake on the curve” and enter the “traditional” legal
services market constitutes protection for lawyer groups violently impacted by
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the technological era. This protection’s value is intimately connected to the
special significance of legal services for public interest and order.

6.2 Path Selection for Imposing Regulation

In constructing protective regulatory strategies, two paths exist: restraining
technology development or restraining service providers.

1. Regulatory Strategy of Restraining Technology Development Re-
straining technology involves limiting the deployment of new technologies
in the legal services field through legislation, policy, and other forms. For
instance, after generative artificial intelligence was deployed as a disrup-
tive productivity tool, it has formed real and urgent threats in areas such
as cognition, liability, and tort.?? Based on doubts about whether arti-
ficial intelligence can develop under human expected control, on March
22, 2023, the Future of Life Institute released an open letter titled “Pause
Giant AI Experiments,” calling for a pause in training Al systems more
powerful than the representative generative Al technology ChatGPT-4.23
We have reason to doubt whether these legal service providers, who lack
specialized legal knowledge training, do not share common professional
ethical concepts, and have limited understanding of the common values
of the legal profession, can properly utilize these powerful technologies.
In other words, whether the judicial system that maintains social fairness
and justice and resolves disputes is prepared for large-scale technological
impact also requires consideration.

However, the momentum of technological development is difficult to suppress.
Blocking this disruptive force will entail exponentially high costs. Even if we
manage to impose restrictions now, such limitations will eventually become
unsustainable. If we fail to prepare for long-term, stable regulation, chaos and
disorder will become inevitable when these restrictions are breached.?* The strat-
egy of restraining technological development is short-term and unsustainable.

2. Regulatory Strategy of Restraining Service Providers The power
of new-generation artificial intelligence technology lies in its ability to
perform reasoning, semantic analysis, and other functions, and to ex-
hibit signs of making expressions with characteristics of legal declarations.
This differs from traditional conclusions in the long history of Al devel-
opment that were generated based on given algorithms and data without
possessing frameworks for legal declaration behavior or inferential capac-
ity. Through increased computing power, new-generation Al has acquired
characteristics of quasi-Al expression, capable of producing results be-
yond given algorithmic presets—results that are “unknown,” “random,”
“uncertain,” and “non-unique.” This exceeds the liability framework de-
signed under traditional algorithmic “explainability.”?> AI technology that
utilizes global data for analytical work diverges the single logical chain
between technological algorithm “explainability” and result “trustworthi-
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ness,” making control over possible outcomes less stable.26

The European Union’s October 2020 “Legislative Initiative on Al Ethics Princi-
ples” proposes that when AT commits torts or causes damage, it results from al-
gorithmic decision-making errors after the algorithm has digested and absorbed
data. Such errors may stem from information or decisions provided by the sys-
tem, from training datasets, or from external interference or new media.2” If the
source or cause of errors cannot be determined, Al’s opacity, scale effects, and
unavoidable discrimination will bring different harmful consequences.?® There-
fore, only when technology is controlled and grasped through legal tools and
policy means can its potential destructiveness or resistance be correspondingly
mitigated. Uncontrollable technology needs to be controlled by rules, making
technology “controllable” the greatest common denominator between technolog-
ical development and scientific regulation.

First, utilize new technology tools to govern new technology—that is, techno-
logical autonomy—developing the approach of “governing artificial intelligence
with artificial intelligence,” requiring legal service providers to bear responsi-
bility for self-governance and constraint. Second, regulate the domains where
legal service providers utilize technology, such as prohibiting technology systems
from collecting relevant information for data analysis in cases involving criminal
matters, national security, or trade secrets. Third, solidify the foundation for
bearing legal responsibility, such as exploring the allocation of a certain propor-
tion of fees collected by legal service providers using new technologies into desig-
nated fund storage channels. If improper deployment of technology impacts or
damages judicial activities or order, relevant competent authorities can extract
corresponding amounts from this fund pool for compensation, using economic
responsibility as a guarantee and support for introducing uncertainty-bearing
technology into the legal services market. Judicial administrative departments
and bar associations should actively coordinate with market supervision and
management functional departments to achieve technological “controllability”
of legal service providers and explore the establishment of behavioral rules such
as legal technology ethics.

Conclusion

The decision to maintain or expand the boundaries of lawyers’ professional com-
petence obligations lies hidden in lawyers’, legal service providers’, and policy-
makers’ understanding of technology and their imagination and expectations
for technological development, and is also closely related to the development
and changes in the legal services market. Adjustments and changes to lawyers’
professional ethical rules will affect the development patterns of the legal pro-
fession, legal profession derivative occupations, the legal services market, and
legal services-related markets.

Regardless of which decision or choice is ultimately adopted, the most important
value to follow should be maintaining the dignity of the law and protecting client
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interests. At the turning point of technological development and evolution,
the maintenance and expansion of competence obligation boundaries will be a
repeatedly pulling contradiction, cycling back and forth. Though the outcome
is uncertain, we should believe that their interwoven transitions always unify in
lawyers’ always sincere professional sentiment and professional integrity toward
clients.
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