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Abstract

In recent years, industrial processes have been developing towards increasing
complexity and large-scale operations, and traditional fault diagnosis technolo-
gies have encountered a series of challenges when addressing practical industrial
process problems. With the excellent performance and unique potential of deep
learning in feature extraction and pattern recognition, the application of deep
learning technology to fault diagnosis has become a focal point of current re-
search. To this end, this paper introduces several typical fault diagnosis methods
based on deep learning. Finally, it discusses the obstacles existing in the ap-
plication of deep learning to fault diagnosis and prospects for future research
directions.

Full Text

A Survey of Deep Learning Applications in Industrial Fault
Diagnosis

Abstract

In recent years, industrial processes have been developing toward increasing
complexity and large-scale integration, which has posed a series of challenges
for traditional fault diagnosis techniques in solving practical industrial problems.
With the superior performance and unique potential of deep learning in feature
extraction and pattern recognition, the application of deep learning technology
to fault diagnosis has become a current research focus. This article introduces
several typical fault diagnosis methods based on deep learning. Finally, we
discuss the obstacles in applying deep learning to fault diagnosis and prospect
future research directions.
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With the rapid development of computer technology, communication technol-
ogy, and sensing technology, modern industrial processes are exhibiting new
trends toward complexity, integration, and large-scale expansion. Consequently,
system process data are showing trends of massive volume, low value density,
and imbalance. Traditional data-driven fault diagnosis methods are ill-adapted
to this new data paradigm. Simultaneously, the increasing integration of in-
dustrial processes has led to complex coupling between working units, causing
systems to exhibit nonlinear characteristics and uncertainty that conventional
modeling methods cannot effectively handle.

Generally, a fault refers to the deviation of single or multiple variables in a
system from their predetermined trajectories, thereby severely impacting prod-
uct quality or system performance. Fault detection and diagnosis technology
monitors process data to determine whether a system has experienced a fault
while also locating and identifying the fault type and position. However, the
complexity and large-scale integration of modern industrial processes create in-
tricate dependencies among components, making process data exhibit nonlinear
and uncertain relationships. Traditional fault diagnosis methods targeting in-
dividual components and units struggle to extract and utilize such nonlinear
relationships, resulting in high rates of misdiagnosis and missed detection.

In recent years, deep learning has developed rapidly in both academia and indus-
try, significantly improving recognition accuracy in many traditional identifica-
tion tasks and demonstrating superior capability in handling complex recogni-
tion problems, which has attracted numerous experts and scholars to investigate
its theory and applications [1]. Currently, many scholars are attempting to ap-
ply deep learning theory to solve domain-specific problems.

Deep learning is a network model developed based on neural networks, char-
acterized by containing multiple hidden layers. Compared with conventional
neural network models, the “depth” in deep learning refers to the number of
levels of nonlinear operation combinations learned by the network, which corre-
sponds to the number of hidden layers. Deep learning networks possess more
hidden layers and thus have better capability to approximate complex functions,
offering superior feature extraction ability when facing nonlinear data.

After years of development, deep learning has achieved remarkable success and
holds unparalleled advantages in expressing complex functions. Based on a
review of domestic and international applications of deep learning in fault diag-
nosis in recent years, this paper discusses new problems and challenges in fault
diagnosis for modern complex industrial processes and prospects the future de-
velopment of deep learning-based fault diagnosis methods.

1 Deep Learning in Fault Diagnosis Research

The primary role of deep learning is to extract effective features from data
and discover the intrinsic structure and essential relationships within datasets.
Data representation is crucial for model performance. Good data representation
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can preserve task-relevant information while eliminating unnecessary interfer-
ence and noise, thereby improving model performance. In recent years, several
widely applied models include Deep Belief Networks (DBN), Stacked Autoen-
coders (SAE), Convolutional Neural Networks (CNN), and Recurrent Neural
Networks (RNN). To clearly elaborate on the application of deep learning in
fault diagnosis, this paper introduces the principles and methods of fault diag-
nosis techniques based on these four approaches, along with relevant research.

1.1 Deep Belief Networks in Fault Diagnosis

DBN is a classic deep learning model that can extract feature information from
data layer by layer through multiple layers of Boltzmann machines, ultimately
forming more abstract high-level representations. This method simulates neural
connections in the human brain and can extract essential features from data even
with limited training datasets [2].

DBN is a deep neural network model composed of multiple Restricted Boltz-
mann Machines (RBM), as shown in [Figure 1: see original paper] DBN Model
Structure. DBN training employs a greedy pre-training method: first, unsu-
pervised learning algorithms train the network layer by layer to mine feature
information from the data, then corresponding classifiers are connected to fine-
tune network parameters through supervised learning, optimizing the DBN net-
work’s fault classification capability. Its key feature extraction ability is achieved
through unsupervised layer-wise training, during which original information is
transformed into abstract feature representations through progressive informa-
tion transfer.

Compared with traditional manual feature extraction techniques, DBN-based
feature extraction reduces uncertainty caused by human operations, enabling in-
telligent fault diagnosis. Additionally, DBN-based feature extraction eliminates
dependence on extensive signal processing and empirical screening required by
conventional methods, achieving intelligent fault feature extraction. Finally,
its capability to handle high-dimensional nonlinear data can effectively avoid
insufficient diagnostic performance [3]. Based on these advantages, the DBN
model is well-suited for fault diagnosis challenges in the new era of industrial
“big data” [4].

Currently, DBN models have been widely applied in signal processing. In speech
and audio processing, DBN-HMM models for speech recognition have achieved
competitive phone recognition accuracy. Convolutional DBN has been applied
to audio and speech data for many tasks, including music artist and genre
classification, speaker recognition, speaker gender classification, and phone clas-
sification, yielding excellent results. DBN has also found extensive applications
in image and video processing, language processing, and information retrieval.

Shao et al. [5], Wang et al. [6], and Chen et al. [7] all employed DBN for
rolling bearing and gearbox fault diagnosis, comparing their methods with ex-
isting mainstream fault diagnosis algorithms and verifying the robustness and
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accuracy of their proposed approaches. Subsequently, Li et al. [8] continued
research based on previous work, investigating high-dimensional data anomaly
detection and identification, rolling bearing fault diagnosis, gearbox deep fault
feature extraction and identification, and high-background noise information
extraction and fusion using DBN, achieving effects and advantages unmatched
by traditional methods. Lei et al. [9] proposed an attention mechanism-based
multi-scale DBN model, further enhancing the effectiveness of DBN models in
bearing fault diagnosis. Wang et al. [10] proposed an Extended Deep Belief
Network (EDBN) to improve DBN’s fault classification capability by making
full use of useful information in raw data. Applied to the Tennessee Eastman
(TE) process for fault classification, results demonstrated that EDBN achieves
better feature extraction and fault classification performance than traditional
DBN. Wei et al. [11] proposed a DBN-dropout-based nonlinear process fault
diagnosis and identification method to reduce DBN model overfitting and im-
prove generalization capability. Tian et al. [12] addressed common issues in
high-dimensional data identification using deep neural networks, such as insuffi-
cient data, missing data, measurement noise, redundant variables, and high data
coupling, by proposing a feature-based DBN method. Application in the TE
process showed that compared with traditional fault identification algorithms,
this scheme achieves fast convergence and high accuracy in identifying chemical
process abnormalities. With the development of DBN models, their application
fields have expanded from sensor health diagnosis to compressors, gearboxes,
rolling bearings, and beyond. However, research in process fault diagnosis re-
mains limited, representing a significant area for future investigation.

DBN-based fault diagnosis methods can be broadly divided into the following
steps: (1) Acquire system process data through sensors and perform preprocess-
ing such as normalization and denoising; (2) Divide the collected signals into
batches and split them into training and testing datasets; (3) Determine the
number of input nodes for the DBN model based on the input signal format,
then establish a multi-hidden-layer DBN model; (4) Adjust network parameters
layer by layer through greedy pre-training, then connect corresponding classifiers
to fine-tune the network parameters; (5) Finally, validate network effectiveness
using the testing dataset.

1.2 Stacked Autoencoders in Fault Diagnosis

Stacked Autoencoders (SAE) can effectively extract features from raw data
and constitute a deep learning model formed by stacking multiple autoencoders
(AE). An autoencoder consists of an encoder and decoder, as shown in [Figure
2: see original paper| Autoencoder Structure. Its purpose is to find optimal
parameters (W, b) that enable the decoded output y to reconstruct the input
x as accurately as possible. A stacked autoencoder is a deep learning model
formed by serially connecting the encoders of multiple autoencoders, as shown
in [Figure 3: see original paper| Stacked Autoencoder Structure [4].

The training of autoencoder models still employs gradient descent to minimize
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the objective loss function. SAE training, like DBN networks, uses greedy pre-
training. During the pre-training phase, each AE model is trained individually.
When the lower-level model is trained, its encoder output serves as input to the
next AE model, which is then trained separately. After training all AE layers,
only the encoder portions are retained and concatenated to form the pre-model
of the stacked autoencoder. During global fine-tuning, data labels are used as
supervision signals to calculate network error, and backpropagation algorithms
adjust parameters in the pre-trained model to reduce error. Stacked autoen-
coders cascade multiple AEs to build multi-layer neural networks, and their
output can be regarded as feature representations of input data after multiple
dimensionality reductions [13].

In recent years, the SAE algorithm has attracted increasing attention from ex-
perts and scholars due to its excellent feature extraction capability. Qiu et
al. [14] proposed a data fusion algorithm SAEMDA combining stacked SAE
with clustering protocols, which fuses similar features and transmits them to
sink nodes. Simulation experiments show that SAEMDA can improve data
fusion accuracy by 7.5% compared with BPFDA and SOFMDA algorithms
while maintaining roughly equivalent network energy consumption. Demet-
gul et al. [15] addressed the unique nonlinear problems in material handling
systems that traditional multi-objective methods cannot solve, proposing a fea-
ture extraction algorithm combining diffusion maps (DM), locally linear embed-
ding (LLE), and AE for fault diagnosis based on measurement signals, using
Gustafson-Kessel and k-medoids algorithms to classify encoded signals. Results
demonstrate that this method improves fault diagnosis accuracy by 90% com-
pared with traditional methods. Zhang [16] proposed a bearing fault diagnosis
method based on improved stacked sparse autoencoders to address the prob-
lem of traditional fault diagnosis methods relying on feature design and expert
experience. The method uses a training set to train a BAS-optimized stacked
sparse autoencoder (BAS-SSAE) model and validates the model’s fault diagno-
sis classification capability through a testing set. Then, t-distributed stochastic
neighbor embedding (t-SNE) demonstrates that the constructed model can op-
timize features from raw data and mine more discriminative features. Finally,
comparison with random-parameter SSAE, SAE, K-Nearest Neighbors (KNN),
and Support Vector Machine (SVM) shows the proposed method’s superiority
in rolling bearing fault diagnosis. Sun [17] demonstrated the use of a sparse
autoencoder-based deep neural network method for asynchronous motor fault
classification, employing a sparse autoencoder model with unsupervised feature
extraction advantages to learn fault features, effectively eliminating interference
in feature extraction under the effect of denoising encoding and improving the ro-
bustness of feature representation. After SAE extracts features, they are used to
train neural networks for identifying asynchronous motor faults. Experiments
show this method’s unique advantages in asynchronous motor fault diagnosis
based on deep learning. Chen et al. [18] proposed a gear fault diagnosis method
combining stacked sparse autoencoders (SSAE) with softmax classifiers. Exper-
imental results demonstrate that compared with other shallow learning models
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in the paper, SSAE can effectively learn the required deep essential features
from gear vibration signals and achieve higher recognition accuracy, confirming
the method’s superiority. The SAE algorithm has also achieved excellent appli-
cations in fault diagnosis for robotics, transformers, wind turbine equipment,
and nuclear power plants.

Due to its strong feature extraction capability, the SAE algorithm has been
continuously used for data feature extraction and fault classification in the fault
diagnosis domain. Since both the encoder and decoder of SAE possess good
feature extraction and classification capabilities, simple classification algorithms
can achieve satisfactory diagnostic results after SAE-based feature extraction.

1.3 Convolutional Neural Networks in Fault Diagnosis

Convolutional Neural Network (CNN) is a very classic feedforward neural net-
work that has been widely applied in image processing. Each CNN layer contains
multiple convolution kernels, also called filters, which convolve and pool input
signals layer by layer to obtain abstract data representations. Since CNN uses
convolution kernels for forward propagation, reducing model parameters, it is
highly suitable for processing and learning from massive datasets.

The structure of CNN is shown in [Figure 4: see original paper| Convolutional
Neural Network Structure. The front portion consists of alternating convolution
and subsampling operations, while the latter portion comprises a multi-layer
fully connected neural network for classification, typically using the softmax
function. Convolution operations extract certain features from the original sig-
nal through convolution kernels. Subsampling layers perform scaling mapping
on convolved signals to reduce network complexity and avoid overfitting risks.

The CNN algorithm differs from DBN and SAE algorithms in that it is a super-
vised learning algorithm. Additionally, due to processing data with convolution
kernels, this method reduces network complexity and decreases learning diffi-
culty, making model training simpler. CNN training still uses gradient descent
to adjust model parameters. CNN can extract local features from input data and
progressively combine them to generate high-level features, effectively achieving
fault diagnosis and identification [19].

Zhang et al. [20] proposed an enhanced deep convolutional neural network model
to address the problems of mismatched positive/negative value calculations and
parameter redundancy caused by low information flow efficiency in deep con-
volutional neural network activation processes. This method introduces a new
activation mechanism based on the Maximum Smoothing Unit (MSF) func-
tion to overcome traditional activation function limitations and incorporates at-
tention mechanisms combined with Gated Recurrent Units (GRU) to improve
DCNN information flow efficiency and overcome parameter redundancy, com-
prehensively enhancing traditional DCNN model fault diagnosis performance.
The enhanced deep convolutional neural network (EDCNN) model demonstrates
significantly improved performance, validated through applications in industrial
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actuator control systems and industrial acid gas absorption processes. Chen et
al. [21] proposed a deep learning algorithm implementing CNN for gearbox fault
identification and classification, showing optimal performance in gearbox fault
diagnosis compared with peer algorithms. Yan et al. [22] proposed a transfer
learning gear fault diagnosis method based on Transformer and CNN to address
the problem of insufficient sample data caused by complex operating environ-
ments for some gears. Compared with CNN without Transformer, multi-scale
CNN, and 2D CNN, Transformer-CNN achieves higher average accuracy in gear
fault diagnosis, reaching 99.64%.

After nearly a decade of development, fault diagnosis methods based on CNN
have achieved significant breakthroughs and innovations. Currently, CNN-based
fault diagnosis technology is often combined with attention mechanisms.

1.4 Recurrent Neural Networks in Fault Diagnosis

Recurrent Neural Networks (RNN) possess both internal feedback and forward
feedback. Their internal feedback can transmit state information from previous
nodes, providing the network with a memory mechanism where network outputs
are no longer limited to current state inputs but also relate to the network’s
previous internal states. The RNN network structure is shown in [Figure 5: see
original paper| Recurrent Neural Network Structure.

RNN has two structures: Jordan and Elman. In Elman RNN, there exists a
context layer that combines the hidden state from the previous moment with the
current moment’s input as hidden layer input. Since Jordan model uses output
feedback containing less information, its dynamic representation capability is
weaker than the Elman model. When input-output sequences are too long,
RNN models cannot effectively preserve information from distant nodes and
suffer from gradient vanishing problems. To address this issue, the improved
LSTM (Long Short-Term Memory) algorithm was proposed and has become the
primary model currently applied in fault diagnosis.

The LSTM network contains forget gates, memory gates, and output gates.
The forget gate’s integration vector corresponds to cleaning outdated informa-
tion in neuron hidden states. The memory gate’s integration vector adds cur-
rent moment state information to hidden states. The output gate’s integration
vector combines information to obtain model output. The difference between
RNN and LSTM algorithms and DBN, SAE, CNN algorithms lies in the connec-
tions between RNN hidden layers, enabling the network to utilize correlation
information between samples. Therefore, RNN is highly suitable for processing
sequential data or data with temporal correlations.

Talebi et al. [23] employed two RNNs to detect and isolate unknown sensor
or actuator faults in nonlinear systems with uncertain states and sensors con-
taining interference, applying the method to low Earth orbit satellites, with
extensive simulation experiments verifying the method’s effectiveness and sta-
bility. Shao et al. [24] proposed a multi-channel LSTM-CNN method for chem-
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ical process fault diagnosis, using the Tennessee Eastman (TE) chemical pro-
cess for experimental analysis and comparing the MCLSTM-CNN model with
LSTM-CNN, LSTM, CNN, RF, and KPCA4+SVM models. Experimental re-
sults demonstrate that the MCLSTM-CNN model achieves higher diagnostic
accuracy with superior fault classification results compared with other models.
Mahmoud [25] proposed a machine learning method AE-LSTM for intrusion de-
tection, achieving the highest accuracy among detection methods (Dos, Probe,
R2L, U2R, Normal). Zheng et al. [26] proposed a novel unsupervised data min-
ing method for chemical process fault diagnosis based on stacked autoencoders,
mainly comprising three steps: convolutional stacked autoencoder feature ex-
traction, t-distributed stochastic neighbor embedding (t-SNE) algorithm fea-
ture visualization, and clustering, with experimental results demonstrating the
method’s effectiveness.

Due to its ability to utilize information between input samples, recurrent neural
networks possess unparalleled advantages in prediction. In today’s era of large
models, RNN is receiving increasing attention in deep learning and will play an
increasingly important role in industrial process fault diagnosis.

2. Obstacles in Deep Learning Applications for Fault Di-
agnosis

As industrial objects become larger and more complex, obtaining accurate and
complete fault knowledge through mechanism analysis has become increasingly
difficult. Deep learning-based fault diagnosis technology establishes deep neural
networks that simulate human brain working principles to learn, understand,
and analyze massive process data, adjusting network weights according to input
data to enable the network to acquire the ability to interpret fault information
from process data. Therefore, the key to deep learning-based fault diagnosis lies
in the ability to thoroughly extract knowledge information from process data.

2.1 Characteristics of Large-Scale Complex Industrial Processes

Large-scale industrial systems exhibit specific characteristics due to their nu-
merous functional units and complex internal connections between each unit:

(1) Massive Data Characteristics: With the development of sensing and
storage technologies, large-scale industrial systems are equipped with nu-
merous sensors, expanding data volume in spatial dimensions. From a
temporal perspective, industrial system process data are continuously gen-
erated and accumulated, creating the massive data characteristics of com-
plex industrial processes.

(2) Complexity: Large-scale industrial process data exhibit strong coupling
and nonlinearity. Additionally, some early-stage faults often have very
weak dynamic responses that are generally difficult to detect. Some faults
are formed by coupling multiple factors with complex transmission paths
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and short duration, making them difficult to detect.

Uncertainty: The processes of data collection, transmission, and storage
often contain substantial noise, making industrial system faults inherently
uncertain.

2.2 Obstacles in Deep Learning Fault Diagnosis

(1)

Feature Extraction and Fault Mechanism Mapping: In solving
complex industrial system faults, feature extraction and fault mechanism
mapping play crucial roles. Fault mechanisms represent the mapping re-
lationships between equipment fault state signals and equipment system
parameters obtained through theoretical or extensive experimental anal-
ysis. However, since obtaining complete fault data samples is often im-
practical, how to combine deep learning with existing fault mechanisms
to address “correlation” problems in complex industrial system faults for
effective system operating state feature extraction remains a challenging
problem without obvious breakthrough progress [4,28-30].

Complex Fault Diagnosis: While many effective “observation-
inspection-inquiry-measurement” diagnostic methods have been proposed
in fault diagnosis research, deficiencies remain in diagnosing early faults,
weak faults, compound faults, and system faults, with limited reliable
diagnostic methods available. During system operation, inevitable dam-
age and early-stage faults occur with potential characteristics and weak
dynamic responses. Compound and system faults, due to multi-factor
coupling and complex transmission paths, often render single signal
processing methods ineffective for tracing fault causes. The current
effective solution for such complex faults is adding sensors to increase
monitoring means for detection and diagnosis [4,28-30].

Small Sample Problem in Industrial Fault Diagnosis: Massive nor-
mal operation data versus small-sample fault state data represent a typ-
ical characteristic of industrial big data, yet deep learning requires large
amounts of training samples, creating an apparently irreconcilable contra-
diction. How to design a feature extraction model suitable for multi-source
input data with good functionality to solve the complex industrial system
“big data” challenge and achieve fault diagnosis is also a significant chal-
lenge.

Interpretability of Deep Learning: As a black-box model, deep learn-
ing often suffers from poor interpretability in fault diagnosis, and its gen-
eralization capability is highly questioned. Effectively addressing the in-
terpretability problem of deep learning-based fault diagnosis represents a
major challenge.

Multi-Source Non-Uniform Training Samples: Although industrial
processes generate massive amounts of data, much of this data cannot
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be effectively fused and utilized due to different distributions. How to
construct deep learning methods that can adapt to and coordinate multi-
source data also presents a significant challenge.

This article provides a brief introduction to deep learning applications in fault
diagnosis. It first introduces the principles of several relevant deep learning
algorithms—DBN, SAE, CNN, and RNN—along with recent domestic and in-
ternational research on improved algorithms. Finally, it briefly introduces the
characteristics of large-scale complex industrial systems, current challenges, and
future research directions.
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