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Abstract
Network configuration verification, particularly for Virtual Private Networks
(VPNs), is a complex task that must be performed prior to each production
environment update to enable network providers to ensure network availability
for their customers. This paper investigates a Graph Neural Network (GNN)-
based approach for detecting and localizing configuration errors in IP Virtual
Private Networks (VPNs). The research focuses on two distinct GNN models:
one targeting routing configuration errors between customer and provider edge
routers, and the other addressing VPN routing errors among different provider
edge routers. The objective is to provide a tool that simplifies the process of
end-to-end VPN configuration verification. In this study, a balanced dataset
was employed to train both models, comprising examples of labeled configura-
tions extracted from VPNs deployed on IMSNetworks. Results demonstrate
that both models achieve high accuracy across VPNs of varying scales (ranging
from 3 to 40 sites) and two architectural paradigms (full-mesh and hub-and-
spoke). The principal advantage of this approach lies in the capability of Graph
Neural Networks to capture complex relationships between network topology
and configurations, thereby enabling more effective detection of configuration
errors. Through this technique, network providers can validate network config-
urations prior to each update, thereby ensuring network availability for their
customers.
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Abstract: Configuration verification of networks, especially virtual private net-
works, is a complex task that must be performed before every production en-
vironment update to ensure network availability for customers. This paper ex-
plores a graph neural network (GNN)-based approach for detecting and locating
configuration errors in IP Virtual Private Networks (VPNs). The study focuses
on two GNN models: one targeting routing misconfigurations between customer
and provider edge routers, and another addressing VPN routing errors between
different provider edge routers. The goal is to provide a tool that simplifies the
process of end-to-end VPN configuration verification.

In this research, both models were trained using a balanced dataset containing
labeled configuration examples extracted from VPN deployments based on IMS
Networks. The results demonstrate high accuracy for both models across VPNs
of varying scales (from 3 to 40 sites) and two architectural types (full mesh and
hub-and-spoke).

The advantage of this method lies in the GNN’s ability to capture complex
relationships between network topology and configuration, enabling more effec-
tive detection of configuration errors. By employing this technique, network
providers can validate network configurations before each update to ensure cus-
tomer network availability.

Keywords: Network Management, Configuration Error Detection, Deep Learn-
ing, Graph Neural Networks

Chapter 1 Introduction
1.1 Research Background and Significance

Layer 3 Virtual Private Networks represent the most common VPN type, typ-
ically referred to as IP VPNs. Operating at the network layer (Layer 3), they
utilize the Internet to establish private communication channels between geo-
graphically dispersed networks. Both IPSec VPNs and SSL VPNs fall into this
category.

These VPNs enable interconnection between different customer sites through an
Internet Service Provider’s (ISP) core network while ensuring quality of service
and data flow isolation for each customer. Within the network, Provider Edge
(PE) routers reside at the edge of the ISP’s core network, with each PE router
connecting to one or more Customer Edge (CE) routers representing different
customer sites.

Providing VPN services based on Multiprotocol Label Switching (MPLS) infras-
tructure incurs substantial costs, primarily due to significant equipment and hu-
man resource investments. First, numerous routers and other network devices
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must be purchased, as the service requires a robust network architecture for
support. Second, professional network engineers must be hired to design and
configure these devices, demanding considerable time and labor costs. Addition-
ally, continuous maintenance and management are required to ensure network
stability and security, representing a long-term, ongoing expense. Overall, this
service is a high-cost, high-technical-skill offering typically suitable only for large
enterprises or organizations with substantial requirements. General small-scale
or individual users may find such costs prohibitive and unlikely to be necessary.

Configuring a service provider’s backbone network is a critical and complex
task requiring meticulous attention to detail. As the foundation for providing
reliable and efficient connectivity to multiple customers, backbone configuration
involves deploying a series of protocols across all backbone routers, including
Interior Gateway Protocols (IGP), MPLS, and MP-BGP.

The complexity of the backbone configuration process demands precise protocol
implementation to achieve seamless communication between routers. IGP prop-
agates routing information within the service provider network to ensure opti-
mal path selection. MPLS introduction enhances traffic engineering capabilities,
while MP-BGP exchanges routing information between different Autonomous
Systems (AS).

Despite this complexity, once configured, the backbone network tends to be
relatively static, minimizing frequent modifications. In contrast, VPN Routing
and Forwarding (VRF) tables and CE-PE routing configurations represent more
dynamic and error-prone aspects of service provider operations. The continuous
addition, modification, and deletion of customer sites introduces high variability,
making this process susceptible to human error. The unique requirements of
each customer site demand careful attention to detail, where simple oversights in
parameter configuration can disrupt end-to-end connectivity between different
sites.

As service provider networks expand to accommodate increasing numbers of cus-
tomers and sites, the likelihood of configuration errors gradually rises. These
errors may manifest as misconfigured VRF instances, incorrect CE-PE routing
parameters, or inconsistencies in handling specific customer traffic. The con-
sequences of such errors extend beyond individual customer sites, potentially
affecting overall service quality and customer satisfaction.

[Figure 1: see original paper]-1 illustrates a simple example of BGP/MPLS IP
VPN. Three customers are shown: Customer A has a full-mesh VPN intercon-
necting its three sites (A1, A2, and A3). Customer B has a hub-and-spoke VPN
with specific routing policies allowing B2 and B3 to communicate only with B1.
Finally, Customer C’s VPN interconnects only two sites (C1 and C3).
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1.2 Research Content and Article Structure

This paper investigates a Graph Neural Network (GNN)-based method for de-
tecting and locating configuration errors in IP Virtual Private Networks (VPNs).
Two GNN models are studied: one for routing misconfigurations between cus-
tomer and provider edge routers, and another for VPN routing errors between
different provider edge routers.

The paper is organized into five chapters:

Chapter 1: Introduction. This chapter presents the research background,
significance, content, and organizational structure.

Chapter 2: Network Management and Graph Neural Networks. This
chapter reviews the current state of network management research and provides
an overview of graph neural networks.

Chapter 3: L3 VPN Configuration Data Model. This chapter details the
two GNN models for VPN configuration, including the PE-PE routing model
and CE-PE routing model.

Chapter 4: Training of Two Models. This chapter describes the training
datasets and model architectures.

Chapter 5: GNN Model Performance Evaluation. This chapter presents
experimental results and evaluation metrics.

Conclusion. This chapter summarizes the findings and contributions.

Chapter 2 Network Management and Graph Neural Net-
works
2.1 Current Research Status of Network Management

In recent years, network management based on machine learning has attracted
significant attention [3], [4]. Reference [5] established a practical intelligent man-
agement system architecture for monitoring networks using CNNs of different
depths, enabling model evaluation with real data from IP surveillance networks.

A dense Radio Access Network (dense-RAN) capable of radiation power man-
agement at base stations (BS) has been developed. Under constraints of user
traffic and achievable rates, collaborative management of radiation power lev-
els across multiple base stations can improve long-term network efficiency. To
address the trade-off between complexity and performance, the authors used
Deep Q-Networks (DQN) to model the overall optimization of multi-base sta-
tion energy efficiency with multiplicative complexity constraints, achieving near-
optimal performance [6].

chinarxiv.org/items/chinaxiv-202401.00081 Machine Translation

https://chinarxiv.org/items/chinaxiv-202401.00081


Network traffic management represents a major challenge in modern Vehicular
Cyber-Physical Systems (VCPS), as poor network resource management can
degrade end-user Quality of Service (QoS). To address this issue, [7] proposed
an SDN-enabled approach called SeDaTiVe, which uses a deep learning architec-
ture to control incoming traffic in VCPS network environments. The advantage
of using deep learning for network traffic control lies in its ability to learn hidden
patterns in data packets and create optimal routing based on learned features.
The deployment of smaller cells inevitably leads to more frequent handovers,
making mobility management more challenging and reducing the capacity gains
provided by dense network deployments. To fully capitalize on mobile user ben-
efits in such network environments, [8] proposed an intelligent dual-connectivity
mechanism for mobility management through deep learning-based mobility pre-
diction. Most existing methods apply discretization to approximate continuous
optimal values under actual driving conditions, resulting in relatively low perfor-
mance and suffering from discretization errors and the curse of dimensionality.

Based on BP neural networks and the MTLBO algorithm, [7] established an
MTLBO-BP neural network prediction model and tested its performance. The
concept of modeling portfolio management through reinforcement learning is
novel, and Deep Q-Networks have recently been successfully applied to port-
folio management. A hierarchical Deep Q-Network-based framework was in-
troduced, which addresses zero-commission problems by reducing the number
of assets allocated to each Deep Q-Network and dividing the total portfolio
value into smaller portions. Network slicing and Deep Reinforcement Learning
(DRL) are important enablers for 5G and 6G networks, with methods for au-
tonomously implementing each stage using Reinforcement Learning (RL) and
DRL algorithms.

However, despite numerous successful applications of deep learning in network
management, deep learning is rarely used for fault detection in networks, par-
ticularly for configuration error detection in IP VPNs.

2.2 Overview of Graph Neural Networks

Although traditional deep learning methods have achieved tremendous success
in extracting features from Euclidean space data, many real-world application
scenarios generate data from non-Euclidean spaces, where traditional deep learn-
ing methods still struggle to deliver satisfactory performance. For example, in
e-commerce, a graph-based learning system can leverage interactions between
users and products to make highly accurate recommendations, but the complex-
ity of graphs poses significant challenges for existing deep learning algorithms.

This is because graphs are irregular—each graph has a variable number of un-
ordered nodes, and each node has a different number of neighbors, causing
some important operations (such as convolution) that are easily computed on
images to become unsuitable for direct application to graphs. Furthermore, a
core assumption of existing deep learning algorithms is that data samples are
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independent of each other. However, this is not the case for graphs, where each
data sample (node) has edges connecting it to other real data samples (nodes)
in the graph, and this information can be used to capture interdependencies
between instances.

In recent years, increasing interest has emerged in extending deep learning meth-
ods to graphs. Driven by successful developments in multiple fields, researchers
have drawn inspiration from convolutional networks, recurrent networks, and
deep autoencoders to define and design neural network architectures for process-
ing graph data, giving rise to a new research hotspot—“Graph Neural Networks
(GNN).”

To explicitly represent the relationships between different routers involved in
VPNs, researchers have begun investigating Graph Neural Networks (GNN),
a specialized neural network for graph-structured data that has recently re-
ceived widespread attention [9], [10]. GNN models consist of multiple computa-
tional modules distributed across a set of layers. Graph Convolutional Networks
(GCN) are among the most well-known computational modules for propagating
information between nodes [11]. Each node in a graph embeds a set of fea-
tures that are aggregated with its neighbors’ features at each iteration. Other
convolutional layers also exist, such as Edge-Conditioned Convolution (ECC)
layers, where edge labels can be added to the graph to modulate information
diffusion between neighbors [12]. Designing GNN models requires a series of
steps: first specifying the structure and type of input graph, then defining the
learning task. Depending on the problem formulation, various types of learning
tasks are possible. Examples of learning tasks include node classification (e.g.,
learning new features for nodes) or graph classification (e.g., inferring properties
of the graph itself), as shown in Figure 2 [Figure 2: see original paper]-2. In
our context, modeling each VPN as a graph will enable us to capture the logical
topology of the VPN, which directly impacts configuration parameters and their
dependencies.

Furthermore, using graph data structures provides better expressive power than
classical data structures (such as vectors or trees). Therefore, by relying on
GNNs, we hope to address more complex networks and a greater variety of
configuration errors than previous work [8].

Chapter 3 L3 VPN Configuration Data Model
3.1 Two GNN Models for VPN Configuration

When using Graph Neural Networks (GNNs) to solve VPN configuration prob-
lems, two main challenges are handling configuration parameters and policies
across different sites and integrating customer subnets. This involves processing
node features and managing interdependencies between configuration parame-
ters.
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First, regarding node feature processing, GNNs require all nodes to have the
same number and type of features. Given that devices may have different con-
figuration parameters, several approaches can address this issue. One method
involves feature alignment, mapping devices with different configuration param-
eters to the same feature space through feature transformation networks or
embedding layers. Another approach employs hierarchical models, designing
independent GNN sub-models for each device type, allowing each sub-model to
focus on configuration parameters specific to that device type.

Second, interdependencies between configuration parameters represent another
important consideration. For graph structure design, appropriate graph struc-
tures can be used to represent dependencies between configuration parameters,
such as using different types of edges to represent different dependency relation-
ships. To better capture these relationships, subgraph-level attention mecha-
nisms can be introduced, enabling the model to focus on processing configura-
tion parameters for specific device types.

When configuring solutions for fault identification tasks, the overall task can
be decomposed into multiple sub-tasks, with each sub-task focusing on specific
types of devices or configuration parameters. This helps reduce the complexity
of the learning task. Simultaneously, using multiple GNN models and fusing
their outputs to obtain a comprehensive understanding of the overall configura-
tion problem represents an effective strategy.

In summary, through methods such as feature alignment, hierarchical models,
graph structure design, and task decomposition, GNNs can more effectively
handle diverse configuration parameters and complex interdependencies in VPN
configuration problems.

In GNNs, all nodes must have the same number and type of features, which
is not the case for PE and CE devices with different configuration parameters.
Another primary reason for selecting two different models relates to interdepen-
dencies between configuration parameters when identifying faults. Combining
all configuration parameters for all fault types into a single model would again
increase the complexity of the learning task. For example, faults affecting data
forwarding between CE and PE routers depend only on the configuration of
these two devices. Conversely, faults affecting data forwarding between specific
customer sites depend on all VRFs deployed on PE routers involved in that
customer’s VPN.

3.2 PE-PE Routing Model

This model aims to detect and identify errors in VPN configuration using Graph
Neural Networks (GNNs). In this model, each graph represents a VPN, with
nodes representing different PE routers and edges representing connections be-
tween these routers.

The errors we focus on include failure to create VRFs on PE routers or incorrect
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configuration parameters on VRFs, such as Route Distinguisher (RD) and Route
Target (RT). Additionally, for non-full-mesh VPN setups, we also focus on errors
in routing policy parameters.

Each node embeds information about the VPN configuration on that node,
while binary features on graph edges indicate whether communication should
occur between two nodes. This graph representation enables GNNs to learn
relationships between nodes and topological information, thereby detecting and
identifying configuration errors.

Overall, this approach improves the efficiency of detecting configuration errors
by representing network configurations as graphs and leveraging the powerful ca-
pabilities of graph neural networks to process and understand complex network
topologies and configuration relationships.

Through this model, our objective is to perform node classification. For each
graph (i.e., each VPN), we provide an output for each node (i.e., each PE router)
indicating whether configuration errors exist on that node. Since we want to
pinpoint errors, each node’s output is a vector of multiple classes, with each
class representing a possible error. This learning approach is called supervised
multi-class node classification. In our context, this type of classification enables
detection and localization of PE routers containing VPN configuration errors
for each VPN, precisely identifying them using the node’s output vector.

Table 3 -1 lists the different errors we consider. Note that VRF, RD, and RT
parameters must always be configured regardless of VPN type, while routing
policy parameters are only required for non-full-mesh VPN setups.

Figure 3 [Figure 3: see original paper]-1 shows the structure of three graphs for
three VPNs in the BGP/MPLS L3 VPN network topology example. Customer
A has a full-mesh VPN, so binary features for all three edges are set to 1.
Customer B has a hub-and-spoke topology, so one edge is set to 0. For Customer
C, two edges are set to 1.

3.3 CE-PE Routing Model

This model’s task is to detect and identify configuration errors that may affect
data forwarding between CE and PE routers for each CE-PE connection. CE
refers to Customer Edge, and PE refers to Provider Edge. Routing between
these two components can be either static or rely on routing protocols. Table
3-2 enumerates all possible fault scenarios considered. These errors fall into four
main categories: VRF (Virtual Routing and Forwarding), interface, eBGP, and
static routing.

This model’s approach represents each CE-PE connection as a separate graph,
with each graph containing two nodes: one representing the CE router and the
other representing the PE router. Each node’s features specify the configuration
parameters that can be set or modified when adding, updating, or deleting
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VPN sites. Figure 3-2 shows the graph structure for CE-PE connections in the
BGP/MPLS L3 VPN network topology example.

Unlike the previous model, this approach defines outputs for each graph rather
than each node, implementing graph classification. This method reduces unnec-
essary complexity compared to having an output for each node. Therefore, the
learning approach employs supervised multi-class graph classification. Each cat-
egory represents a possible fault on the CE-PE connection, such as incorrectly
configured IP addresses on interfaces or issues with eBGP sessions.

Figure 3-2 CE-PE Graph Structures for Three VPNs

The objective of this approach is to detect and identify configuration errors by
learning graph representations of CE-PE connections. Through category labels
in the output vector, the model can indicate the type of problem present on a
specific connection, helping network administrators promptly correct configura-
tion errors and improving overall network stability and maintainability.

Table 3-2 CE-PE Model Configuration Faults

Chapter 4 Training of Two Models
4.1 Training Set

To train and evaluate the PE-PE and CE-PE models, two datasets were con-
structed based on VPN configurations from IMS Networks customers [2]. IMS
Networks has approximately hundreds of VPNs on its network, with each VPN
comprising 10 to 30 remote sites distributed across 20 provider edge routers.
Most of these VPNs are full-mesh, though certain VPNs have hub-and-spoke
topologies requiring specific routing policies (to allow all sites in a VPN to
communicate only with a unique central site called the hub). Since supervised
machine learning methods require large amounts of labeled data, additional
configuration examples had to be generated by creating random VPNs on the
network backbone. To obtain a balanced dataset, 50% full-mesh VPNs and
50% hub-and-spoke VPNs were generated, which is necessary for the PE-PE
model that configures routing policies. In the training set, simple errors were
not merely injected; instead, random errors were added to simulate real-world
scenarios.

Finally, 1000 IP VPN configurations of two types were obtained: full-mesh and
hub-and-spoke, containing both correct and incorrect configurations. Each VPN
has 10 to 30 CE routers distributed across 20 PE routers. These configurations
were used to create two datasets for training and evaluating the PE-PE and
CE-PE routing GNN models.

Consequently, the PE-PE routing dataset has 1000 graphs with 20 nodes each
(one per VPN), with each node labeled according to its category. The CE-PE
routing dataset contains over 20,000 labeled graphs, corresponding to the sum
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of all CE-PE connections across all VPNs. For both models, 70% of the data
was used for training, 10% for validation, and 20% for testing. Node categories
in the above datasets correspond to the errors listed in both tables.

4.2 Two GNN Models

The Spektral framework was used to construct both GNN models: the PE-PE
routing model and the CE-PE routing model. Both models employ the Keras
API and TensorFlow 2 to provide a flexible framework.

The learning task for the PE-PE routing model is node classification. The model
architecture includes two Edge-Conditioned Convolution (ECC) layers. The first
ECC layer aggregates each node’s features with its neighbors’ features, while
the second ECC layer serves as the output layer for classifying each node. ECC
layers were chosen because edge features exist in PE-PE graphs that determine
information communication between nodes, and ECC layers help process these
edge features to achieve accurate node classification.

The CE-PE routing model’s learning task is graph classification. The model
architecture includes a Graph Convolutional Network (GCN) layer. Next, a
pooling layer employs global sum pooling to extract high-level representations
for each graph from node information. Finally, a Keras dense layer computes
the output for each graph, completing the graph classification task.

Overall, both models utilize different convolutional and pooling layers within the
Spektral framework to suit their respective learning tasks. The PE-PE routing
model focuses on node classification, while the CE-PE routing model handles
graph classification tasks.

Chapter 5 GNN Model Performance Evaluation
5.1 Parameters and Evaluation Metrics

The dataset comprises 300 graphs, each representing a VPN with 10 to 30 remote
sites (i.e., CE routers) randomly distributed across 20 PE routers.

Precision and recall are calculated as follows:

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇 𝑃
𝑇 𝑃 + 𝐹𝑃

𝑅𝑒𝑐𝑎𝑙𝑙 = 𝑇 𝑃
𝑇 𝑃 + 𝐹𝑁

Where 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 denotes precision, 𝑅𝑒𝑐𝑎𝑙𝑙 denotes recall, 𝑇 𝑃 represents the
number of correctly predicted positives, 𝐹𝑃 is the number of false positives
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(other classes incorrectly predicted as this class), and 𝐹𝑁 is the number of false
negatives (this class incorrectly predicted as other types).

The F1-score is used as the evaluation metric, representing the harmonic mean
of precision and recall, with a maximum value of 1 and minimum of 0:

𝐹1-𝑠𝑐𝑜𝑟𝑒 = 2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙

Using 80% of the PE-PE and CE-PE datasets for training and validation, the
remaining 20% yielded a general F1-score (i.e., weighted average F1-score across
all classes) of 94% for the PE-PE routing model and 98% for the CE-PE routing
model.

5.2 Simulation Evaluation

5.2.1 PE-PE Model Figure 5 [Figure 5: see original paper]-1 plots the pre-
cision, recall, and F1-score values calculated using a dataset of 300 graphs, each
representing a VPN with 10 to 30 CE routers randomly distributed across 20
PE routers. This provides 6000 PE nodes for classification. Classes 1 through 8
correspond to configuration errors listed in Table 3-1, while class 0 indicates no
error on the node. Except for classes 5 and 7, which have F1-scores near 80%,
all other F1-score values are close to 90%.

Classes 5 and 7 represent errors on subnets that should be configured on import
and export routing policies, respectively. These two parameters are used in
hub-and-spoke VPNs to filter routes imported into or exported from customer
routing tables. The model’s poor performance on these categories stems from
two main reasons. First, the subnet parameter has no other features in the
dataset for comparison or correlation (it only appears elsewhere on customer
edge routers in the CE-PE model). Second, the training dataset is imbalanced
for these error types. Although hub-and-spoke VPNs constitute 50% of the
training dataset, routing policy errors are less representative than other errors
that can occur on any VPN.

Classes 6 and 8 are also routing policy errors but focus on Route Target (RT)
values (matched on import policies and set on export policies). Unlike classes
5 and 7 with subnets, these RT values correlate with RT values present in the
customer VRF on the same PE node. The results demonstrate that the model
can learn relationships between features representing VRFs and routing policy
parameters.

The bar chart in Figure 5-2 confirms previous results. General precision, recall,
and F1-score values were calculated by testing the PE-PE model on three differ-
ent datasets: one consisting only of full-mesh VPNs, one only of hub-and-spoke
VPNs, and one containing both types.

Figure 5-2 Detailed Performance by VPN Type
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The chart clearly shows that the model learns better on full-mesh VPNs (i.e.,
without routing policies).

5.2.2 CE-PE Model Figure 5-3 CE-PE Performance per Fault Type

Figure 5-4 CE-PE Performance after Fault Classification

These tests were conducted on the same dataset used for the charts in Figure 5-
1. Due to the many error types in this model (30 classes), for better readability
we chose to group them by category.

Figure 5-5 F1-Scores for Different Sites in VPNs

Figure 5 shows F1-scores for PE-PE and CE-PE routing models using seven
datasets, each containing 300 VPNs. We observe that changing the number
of CEs per VPN does not affect the CE-PE routing model. This makes sense
because changing the number of CEs does not alter anything on the CE-PE
graph; it only changes the number of graphs to classify. For the PE-PE routing
model, the global F1-scores for VPNs with 10, 20, and 30 CEs per VPN are
similar to the average F1-scores plotted in Figure 3 (approximately 90%). This
result is consistent because the model was trained on a dataset containing VPNs
with 10 to 30 CE routers. More interesting results are the F1-scores for VPNs
with 3, 5, 40, and 50 customer routers. Although these VPN sizes do not exist
in the training dataset, classification accuracy remains excellent (F1-score only
decreases by 3% or 4%), indicating that the learning process generalizes well
without overfitting.

Conclusion
This paper investigated a graph neural network-based approach for detecting
and locating configuration errors in IP VPNs. The research encompassed two
distinct GNN models, each addressing different classification problems. The PE-
PE model performs node classification to predict possible configuration errors
on VRF tables or routing policies for each graph. The CE-PE model performs
graph classification to predict possible configuration errors on customer-provider
routing.

Testing on different datasets sorted by error type, VPN topology, and VPN
size shows prediction accuracy for detecting configuration errors between 80%
and 90%. Furthermore, tests on VPN patterns not present in the training
dataset (i.e., with different numbers of sites and different locations on provider
edge routers) show only a 4% performance decrease, indicating that the models
perform well on unseen data.
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