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Abstract
[Purpose/Significance] Government open data portals serve as the platform
for data openness, and their personal privacy policies directly determine
whether individual privacy is adequately protected during the opening process.
[Method/Process] To optimize personal privacy protection strategies for China’s
government open data portals and promote data openness, this study systemat-
ically compares domestic and international personal privacy protection policies
for government open data portals across policy framework, personal privacy
collection, sharing and use, and protection measures. [Results/Conclusion] The
study proposes enacting comprehensive personal privacy protection legislation,
strengthening professional training for government employees, enhancing
supervision of personal privacy utilization in the government data openness
process, standardizing external links, and implementing other measures to
improve personal privacy protection strategies for China’s government open
data portals.
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Abstract
[Purpose/Significance] Open government data websites serve as the primary
platform for data openness, and their personal privacy protection policies are
directly related to whether individual privacy is adequately safeguarded through-
out the data opening process. [Method/Process] To optimize personal privacy
protection strategies for China’s open government data websites and advance
data openness, this study systematically compares domestic and international
privacy protection policies across multiple dimensions, including policy frame-
works, personal data collection, sharing and usage, and protective measures.
[Result/Conclusion] The study proposes that China should enact compre-
hensive privacy protection legislation, strengthen professional training for gov-
ernment officials, enhance supervision over personal privacy utilization during
the data opening process, and standardize external linking practices to improve
privacy protection policies on open government data websites.
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The advent of the big data era has profoundly impacted government administra-
tion and catalyzed the movement toward open government data. As open data
practices have expanded, both academia and practitioners have increasingly fo-
cused on theoretical and practical issues related to government data openness,
making it a prominent field of study. Open government data first emerged
in Western countries, where the United States, European Union, Canada, and
Australia have achieved remarkable success. These nations have established ded-
icated open data portals as platforms for data release, promptly opening public
service-related data to improve citizen services, enhance public awareness of poli-
cies, and promote democratic dialogue through public participation. China has
closely followed the pace of Western nations in national data openness. Build-
ing on experiences from government information disclosure practices, China
released the Outline for Promoting Big Data Development in 2015, mandating
the establishment of a unified national government data open platform by the
end of 2018. Several provincial governments (including Zhejiang, Guangdong,
Guizhou) and sub-provincial cities (such as Wuhan, Guangzhou, Shenzhen, and
Qingdao) have subsequently launched their own open data platforms to pro-
mote administrative transparency and deliver data-driven benefits to citizens,
creating new models of governance.

However, as open government data initiatives have deepened, privacy protec-
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tion concerns on these platforms have garnered increasing attention. Govern-
ment data often involves citizens’ personal privacy, and governments may collect
privacy-related information to deliver quality services. Personal privacy refers
to personally identifiable information. In the context of open government data,
privacy breaches primarily occur in three stages: source leakage (information
collection), process leakage (information sharing and use), and result leakage (in-
formation security). Therefore, this comparative study of Chinese and foreign
open government data website privacy policies focuses on these three aspects,
aiming to provide valuable insights for optimizing China’s privacy protection
policies and advancing data openness practices.

1. Challenges of Open Government Data to Privacy Pro-
tection
Open government data websites differ from other government portals in several
key aspects: they emphasize government proactivity and service orientation,
prioritize user-centered design, focus on personalized service experiences, and
provide complete datasets to users. The establishment of these platforms and
the advancement of data openness have introduced new challenges to personal
privacy protection, primarily in four areas:

1.1 Increased Privacy Risks from Government Data Reuse

Data published on open government platforms is typically freely accessible, pro-
viding convenient conditions for public utilization, particularly by enterprises.
For example, Zhejiang’s government service portal features a “Credit Informa-
tion” section that discloses citizens’ professional qualifications, including infor-
mation on cultural brokers, medical practitioners, and nurses. The open data
includes names and certification dates, which companies can leverage to develop
query systems. Moreover, under real-name registration requirements for phone
services, some businesses may obtain detailed citizen information from telecom
companies for commercial purposes once they have citizens’ names, potentially
triggering privacy breaches.

1.2 Privacy Leakage Risks from Government Departments and Offi-
cials

Open government data websites contain substantial amounts of citizen personal
privacy, including: privacy inherent in government public databases; informa-
tion captured through cookies about citizens’ browsing activities; and personal
details citizens provide when registering to access public services. Government
departments and officials are the primary entities that access and manage this
information. Inadequate government control, inconsistent understanding of pri-
vacy standards, insufficient information literacy among officials, or poor profes-
sional ethics can all create risks of citizen privacy leakage.
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1.3 Enhanced Privacy Risks from Big Data Mining Technologies

With the widespread application of big data technologies, data mining can an-
alyze seemingly unrelated fragmented information to establish correlations, po-
tentially infringing on citizen privacy without their awareness. Big data has fa-
cilitated the formation of privacy information markets, which, while not initially
intended to violate privacy, often produce that outcome [1]. Big data enables
cross-validation of data content, making privacy protection increasingly difficult
through technical means alone. Government open data platforms publish public
service information that inherently contains personal privacy, creating opportu-
nities for commercial enterprises to extract valuable personal information using
big data mining techniques.

1.4 Information Security Issues Triggering Privacy Leaks

With the rapid development of information and communication technologies, in-
trusion techniques continue to evolve, enhancing the capability to attack specific
websites. Citizens must provide some personal privacy to access public services
or consult with government agencies, meaning open data platforms hold large
volumes of personal information. Although current platforms claim to imple-
ment adequate technical safeguards, risks remain. Once a website is breached,
irreparable damage to personal privacy may occur, with massive theft or in-
fringement of private information. This concern has made some government
departments hesitant and cautious about data openness. The tension between
open government data and privacy protection requires governments to take ro-
bust measures to prevent information security crises.

2. Comparative Analysis of Privacy Protection Policies on
Open Government Data Websites
Through investigation of national and local government websites with well-
developed open data practices, this study examines their published privacy
policies to systematically compare how different governments protect personal
privacy during data openness, aiming to provide valuable recommendations
for advancing China’s open data initiatives. Foreign governments selected in-
clude early and successful practitioners: the United States, European Union,
Canada, and Australia. Domestic cases include provincial governments (Beijing,
Shanghai, Zhejiang, Guangdong, Guizhou) and sub-provincial cities (Wuhan,
Guangzhou, Shenzhen, Qingdao) that have established operational open data
platforms.

2.1 Overall Comparison of Privacy Protection Policies

Website investigations reveal that most open government data platforms, both
domestic and foreign, have established privacy protection policies. Some Chi-
nese local government platforms embed privacy policies within disclaimers, as

chinarxiv.org/items/chinaxiv-202310.03091 Machine Translation

https://chinarxiv.org/items/chinaxiv-202310.03091


seen in Qingdao and Guangzhou. From a public policy perspective, policy qual-
ity directly affects implementation and enforcement. The completeness and
specificity of privacy policy content directly influence the strength of privacy
protection and policy execution.

According to EU standards, a comprehensive and detailed privacy policy should
include: what information is collected, to whom it is disclosed, how citizens can
access their information, how long information is retained, what security mea-
sures are implemented, and contact information for inquiries [2]. Detailed review
of various government policies shows that the United States, EU, Canada, Aus-
tralia, and Guizhou Province have explicitly stipulated procedures for collection,
processing, disclosure, use, and protection of personal privacy. Shanghai speci-
fies exceptions to collection and sharing, while Zhejiang and Guangdong regulate
sharing and protection measures. Beijing, Wuhan, Shenzhen, Guangzhou, and
Qingdao simply state respect for user privacy and pledge not to proactively
disclose personal information to third parties without user consent or legal man-
date.

A notable difference is that Western countries have enacted specialized privacy
protection laws, providing clear legal foundations for their open data privacy
policies. While China has issued sector-specific personal information protection
regulations, such as the 2012 Decision on Strengthening Network Information
Protection, it lacks comprehensive privacy protection legislation. Consequently,
Chinese local government open data platforms lack explicit legal basis for pri-
vacy protection, merely referencing relevant internet management laws and reg-
ulations. Some governments have enhanced citizen privacy awareness by includ-
ing reminders in privacy statements, such as advising citizens not to disclose
sensitive information or to review privacy policies of externally linked sites.
Another significant distinction is that Chinese government platforms explicitly
disclaim responsibility for privacy breaches resulting from information security
or reuse, a provision absent from foreign government websites.

2.2 Comparison of Personal Data Collection Policies

Information collection represents the source of privacy leakage. The amount
of personal data collected directly correlates with potential harm from privacy
breaches. The United States, EU, Canada, and Australia generally specify what
personal information will be collected or what citizens must provide to access
public services.

In the United States, when users visit open data websites, the platforms do not
proactively collect personal information unless voluntarily provided, but do col-
lect IP addresses, access times, searched filenames or keywords, clicked items,
and operating systems and browsers used [3]. Websites use cookies for techni-
cal purposes, but users have the autonomy to refuse cookie collection without
affecting service experience. When communicating with the government, users
may optionally provide email addresses without supplying additional personal
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information, particularly Social Security Numbers. A unique feature of U.S.
practice is that when users represent federal, state, local, or judicial agencies,
or NGOs seeking administrative privileges, the website collects names, organi-
zational affiliations, titles, business addresses, office phone numbers, and email
addresses. Unlike other governments, the U.S. specifically addresses minors’
privacy protection in separate privacy statement sections.

In the EU, users can access most websites without providing any information.
However, to access e-government services (information services, interactive com-
munication, and transaction services), citizens must provide personal informa-
tion. In Canada, IP addresses are protected as personal information because,
while not personally identifiable alone, they can identify individuals when com-
bined with other data such as access times. Canadian open data websites adhere
to principles of consent and recognition, seeking information subjects’ approval
before collection and informing them of collection purposes and their rights to
correct information, with personal information collection statements provided
in certain circumstances [4]. Personal information is collected when users com-
municate via email or complete feedback forms.

In Australia, users need not provide personally identifiable information to access
services, but when contacting the government or requiring feedback, the gov-
ernment collects identifiable information such as email addresses, names, and
phone numbers. Websites use cookies to collect user preferences for site analysis
and service improvement, and while users can refuse cookie collection, unlike in
the U.S., this may affect service experience.

Chinese local government platforms exhibit varying collection policies, ranging
from detailed, high-quality policies like Guizhou’s to vague, general statements
like those from Beijing, Guangdong, Zhejiang, Wuhan, Shenzhen, Guangzhou,
and Qingdao. When users visit the platform, Guizhou collects the same scope
of information as the U.S. government: IP addresses, access times, searched file-
names or keywords, clicked items, and operating systems and browsers. Similar
to Australia, Guizhou uses cookies to collect user preferences for site analysis
and service improvement, allowing users to disable cookies though this may af-
fect service access. When registering, customizing services, or participating in
surveys, users must provide extensive personal information that must be au-
thentic, including but not limited to name, gender, ID number, phone number,
email address, occupation, and education level [5]. Shanghai allows browsing
and downloading all content without registration, but requires personal infor-
mation when users publish data applications or communicate with government
departments.

This analysis reveals that when citizens access personalized public services or
interact with government through open data platforms, governments collect per-
sonal privacy information such as names and email addresses to understand user
preferences and needs, enabling more precise and satisfactory service delivery.
However, extensive collection of citizen personal data by open data platforms
may create privacy leakage risks.
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2.3 Comparison of Personal Data Sharing and Use Policies

In current Chinese practice, most privacy leaks occur during the sharing and use
stage, making policies in this area critical for privacy protection. In the United
States, the government shares some personal information with third-party in-
stitutions for scientific research purposes, such as user access information, IP
addresses, and access times. Additionally, when public services involve multiple
government departments or legal requirements, personal information is shared
with relevant agencies.

In Canada, the government generally does not disclose user personal informa-
tion to anyone unless required for government employees to perform their duties.
When users select services provided by other government departments or agen-
cies, they must review those agencies’ privacy notices. Personal information col-
lected through interactive communication is used for government statistics, eval-
uation, and reporting. In the EU, when citizens provide personal information to
access e-government services, departmental privacy controllers review processing
methods and purposes to ensure compliance with privacy policy requirements.
In Australia, the government does not share personal privacy with other depart-
ments except to prevent illegal activities or serious threats to health and safety.
Unlike the U.S., EU, and Canada, when providing cross-departmental services,
Australia does not share citizen information with relevant departments unless
the citizen consents or the law requires it, instead informing citizens of relevant
processing opinions and which departments to contact for services [6].

Shanghai regulates data reuse behavior on its open data platform, requiring
users to accept the platform’s user agreement and pledging not to provide, sell,
lease, share, or trade collected personal privacy with any third party, except
when necessary to provide effective responses to users [7]. Guizhou explicitly
lists purposes for collected personal privacy: (1) verifying user identity and
providing corresponding services; (2) informing users of relevant information
via email or other means; (3) executing user instructions and responding to
inquiries, suggestions, or reports; (4) using information for specific purposes
provided by users, such as participating in online surveys. Similar to Australia,
Guizhou provides principles for restricted use, limiting the use of collected per-
sonal privacy when user consent has been obtained or when serving public in-
terests without harming users’ major interests [5].

Beijing [8], Wuhan [9], Shenzhen [10], Guangzhou [11], and Qingdao [12] share
identical personal privacy sharing policies, stating that without user permission
or mandatory legal provisions, the platforms will not proactively disclose user
personal information to any third party. Zhejiang [13] and Guangdong [14] have
similar sharing policies, explicitly stipulating that collected personal privacy will
not be provided to third parties except with user consent and confirmation, as
required by national laws and regulations, or to protect the legitimate rights
and interests of the open data platform, while also allowing joint use with rel-
evant government departments as needed. This indicates that Zhejiang and
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Guangdong’s sharing policies are significantly weaker than those of other Chi-
nese provinces.

This analysis reveals that although policies vary across countries, commonalities
exist. Except for the U.S., which discloses information for research purposes,
governments generally adopt proactive privacy sharing policies and do not ac-
tively disclose or share personal privacy with third-party institutions or individu-
als. Sharing and utilization of personal privacy are based on public needs, includ-
ing meeting citizens’ personalized service demands, protecting public interests
or health and safety, and exercising public authority. While some scholars claim
that notice-and-consent privacy protection strategies have become ineffective in
the big data era [15], governments bearing public responsibility must differ from
private enterprises in handling citizen personal privacy, respecting and protect-
ing citizens’ privacy rights. Consequently, most governments and organizations
have established information subjects’ consent and permission as a fundamental
principle for personal privacy sharing and use.

2.4 Comparison of Personal Privacy Protection Measures

The strength of government privacy protection directly determines the risk and
harm of privacy leakage. As government-hosted, certified facilities, open data
platforms bear responsibility and obligation to ensure security. All platforms
have established privacy protection measures, though with varying detail and
strength. In the United States, data websites remind users not to provide per-
sonally identifiable information such as email addresses or phone numbers when
posting online comments. The U.S. government emphasizes privacy impact as-
sessments, evaluating systems that collect personally identifiable information
and reviewing whether privacy is adequately protected. The U.S. strengthens
cybersecurity through physical, electronic, and procedural safeguards, strictly re-
stricting illegal attacks or unauthorized uploads or modifications, with penalties
under computer crime, abuse, and national information infrastructure protec-
tion laws.

In Canada, the government uses software programs to monitor and identify
harmful attacks involving uploads or modifications, sharing this information
with law enforcement to optimize security strategies and enhance protection
levels. In Australia, the government employs physical, technical, and adminis-
trative measures to protect collected personal privacy, continuously updating
and testing security technologies. To ensure privacy security, Australia empha-
sizes confidentiality training for employees, strictly limiting government officials’
use of citizen personal privacy even when necessary for public service delivery.
Under the EU’s Directive on the Protection of Individuals with Regard to the
Processing of Personal Data and on the Free Movement of Such Data (1995)
and Regulation on the Protection of Individuals with Regard to the Process-
ing of Personal Data and on the Free Movement of Such Data (2012), each
government department has designated data protection officers to ensure strict
implementation of personal data protection laws and provide recommendations
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to departmental data controllers. Additionally, the EU has established an in-
dependent Data Protection Supervisor as an oversight agency separate from all
government departments, specializing in monitoring government privacy protec-
tion.

Chinese local governments employ varying privacy protection strategies. Shang-
hai utilizes existing technologies to protect the open data platform and all stored
and transmitted user data, legally pursuing responsibility for leaks caused by
computer viruses or other illegal software [7]. Guizhou, Zhejiang, and Guang-
dong adopt technical measures to properly safeguard personal privacy collected
on open data platforms, taking necessary measures to reduce user losses from
leaks caused by force majeure, computer virus infections, or hacker attacks.
Beijing, Wuhan, Shenzhen, and Guangzhou simply mention respecting and pro-
tecting all users’ privacy rights without providing specific protective measures.
Qingdao’s approach is distinctive: because linking multiple datasets may cause
privacy leakage, the platform reserves the right to remove such data at any time,
and the public may not continue to save or use the data for any reason; when
using platform data and services, the public must comply with relevant laws
and regulations and may not use the data for any purpose that may infringe
on personal privacy [12]. Additionally, to provide quality public services, open
government data platforms provide numerous external links. Since external
websites have different privacy protection strategies, governments both domesti-
cally and internationally generally remind users in privacy statements to review
the privacy policies of externally linked sites.

This analysis reveals that unlike foreign governments that employ multiple pro-
tection measures, Chinese local government open data platforms rely primarily
on single technical protection methods. Moreover, regarding incidents of privacy
leakage caused by illegal website intrusions, Chinese governments have not fully
utilized legal means to pursue responsibility.

3. Recommendations and Implications
Foreign governments have implemented numerous privacy protection measures
in advancing open data practices, many of which provide valuable lessons for
China. To further improve personal privacy protection in open government
data and advance data openness, China needs to adopt the following measures
beyond existing technical protections:

3.1 Formulate Comprehensive Privacy Protection Legislation

The United States, Europe, and other countries and organizations have clear per-
sonal privacy protection laws governing privacy protection in open government
data. Comprehensive privacy laws explicitly define the scope of protected pri-
vacy. For example, EU personal data protection law specifies that ID numbers,
location data, online identifiers, and physical, psychological, genetic, mental,
economic, cultural, and social identities are legally protected [16]. Privacy pro-
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tection laws can clearly define protection scopes, regulate collection and sharing
behaviors of organizations including governments, and require collectors and
users to implement protective measures. During legislation, emphasis should
be placed on quality, with detailed enumeration of protected information, in-
cluding: (1) information related to citizens’ addresses, ID numbers, photos,
contact details, educational backgrounds, work histories, and marital status;
(2) health information, medical histories, and fingerprints; (3) political views,
transaction records, and criminal records; (4) correspondence, emails, and di-
aries; (5) driver’s license numbers, traffic records, and communication records.
Legislation should also stipulate principles of legitimate and reasonable purposes
for collecting and using personal privacy, with exceptions for cases involving in-
formation subjects’ health, public interests, or safety where personal privacy
may be used without consent, and information related to criminal facts should
be excluded from legal protection. Additionally, laws should detail and quantify
harms from privacy leakage to facilitate judicial practice and penalize harass-
ment using others’ privacy that does not cause substantive damage. National
comprehensive personal protection legislation would provide clear foundations
for privacy protection policies on open government data websites, further en-
riching and improving policy content and quality.

3.2 Strengthen Professional Training for Government Officials

Government officials engage in a special profession and should be “professional
citizens” and responsible administrators [17]. The public holds role expectations
for government officials, expecting good professional ethics and administrative
responsibility. Formation of good professional ethics relies not only on internal
self-discipline but crucially on external cultivation through extensive training
to enhance officials’ internal qualities. For example: (1) organize study tours
to developed countries like the United States to deeply learn specific privacy
protection practices in open government data, strengthening understanding of
confidentiality importance and privacy protection; (2) conduct relevant training
for government officials, inviting domestic and international experts in privacy
protection research to teach officials how to protect personal privacy and the
penalties for privacy leakage. By improving officials’ professional ethics, they
will consciously protect personal privacy encountered during data openness,
effectively avoiding privacy leaks caused by negligence or mistakes.

3.3 Enhance Supervision of Personal Privacy in Open Government
Data

To eliminate current situations where some government departments and offi-
cials sell, leak, or improperly use personal privacy information, this study recom-
mends incorporating whether departments and officials holding personal privacy
legally and reasonably collect and use such information into performance eval-
uations for unit leaders and staff as an important assessment indicator, linking
evaluation results to rewards and penalties. Government departments and offi-
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cials who illegally collect, leak, sell, or use personal privacy should be publicly
criticized, and those causing damage to information subjects—whether mate-
rial, mental, or personal safety—should be held legally accountable for civil
and criminal liability. Additionally, drawing from institutional arrangements in
China’s government information disclosure practices, this study recommends es-
tablishing information protection officers within government information disclo-
sure offices to specialize in supervising whether personal privacy is strictly and
legally protected throughout the data openness process and conduct full-process
reviews of personal privacy collection and use by government departments.

3.4 Standardize External Links on Open Government Data Websites

Open government data websites are government-established platforms providing
convenient electronic services to citizens. To provide complete, quality public
services, governments allow some social websites to link to open data platforms,
enabling the public to quickly access needed services. As organizations bearing
public responsibility, governments are the primary entities for privacy protection
in data openness and have responsibility and obligation to establish licensing
standards for external links and conduct reviews, prohibiting links to websites
with inadequate privacy protection strategies to effectively avoid privacy leakage
caused by external links on open government data platforms.
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