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Abstract

[ Purpose / Significance | Under the big data environment, information security
issues faced by smart cities are becoming increasingly prominent. Accordingly,
constructing a smart city information security assurance system characterized by
comprehensive perception, systematic operation, and collaborative integration
in the big data environment, optimizing smart city information security man-
agement under such environment, and improving current smart city information
security construction possess certain theoretical significance and practical value.
[ Method / Process | This study applies total quality management theory to
research on smart city information security assurance systems. Grounded in
the four fundamental connotations of information security, it constructs the
basic architecture of a smart city information security assurance system under
the big data environment through the four stages of the PDCA cycle. [ Re-
sults / Conclusion | Addressing smart city information security assurance issues
through the PDCA cycle aligns with the characteristic that urban construction
and development processes require continuous dynamic adjustment. This ap-
proach provides a reference for the whole-process implementation of smart city
information security assurance under the big data environment, encompassing:
in the planning stage “direction + objectives, norms + constraints, plans + in-
dicators” ; in the implementation stage organizational structure, infrastructure,
and technical systems; in the control stage situational awareness, emergency re-
sponse, and risk management; and in the improvement stage multi-stakeholder
collaboration among government, operators, and the public.
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1 Introduction

With the widespread adoption of Web 2.0, Internet of Things, and cloud com-
puting technologies, information exchange and sharing among governments, en-
terprises, and society have become increasingly frequent during smart city con-
struction and operation. While generating massive data resources, this trend
has also introduced many non-traditional information security problems. Pri-
vacy leakage incidents caused by the interweaving and superposition of these
problems are growing exponentially, easily leading to adverse economic and
social impacts. China’ s 14th Five-Year Plan outlines the need to “ensure
national data security while promoting the deep integration of new-generation
information technologies with various industries, and advance the construction
of big data centers.” As a key technology driving the rapid development of smart
cities, big data integrates critical information from urban public infrastructure
operation systems, tracks urban operation status, coordinates management of in-
formation resources from all parties, monitors and handles various emergencies,
and facilitates the evolution of traditional data centers toward new types that
are high-performance and highly efficient, thereby ensuring favorable conditions
for urban operation.

Current research on smart city information security by domestic and interna-
tional scholars is relatively abundant. Shen Minghuan [1] first emphasized the
need to strengthen strategic-level management of smart city information secu-
rity. Chen Z'Y [2] first mentioned information security protection during visual
data processing for smart cities. Against this backdrop, scholars gradually be-
gan research on smart city information security. In the initial stage, most stud-
ies were qualitative and macro-level, exploring basic connotations [3], current
dilemmas [4-7], risk assessment [8], key technologies [9], and assurance strategies
[10-11]. As research expanded, scholars began conducting quantitative analyses,
innovative technology integration, and specific practical applications, examin-
ing risk prediction [12-13], assessment models [14-15], risk factor identification
[16-17], and risk supervision [18] in smart city information security risk man-
agement. They also constructed smart city information security systems from
different dimensions [19] and levels [20] to address operational risks, with further
improvements made by relevant scholars [21-22]. Research has also investigated
the deep integration of new-generation information technologies [23-26] in smart
city construction and explored specific practices for security and privacy protec-
tion in different smart application scenarios [27].

In summary, while research on many aspects of smart city information security is
relatively mature, studies on assurance systems remain limited and lack system-
atic planning and mature theoretical guidance. Particularly under the big data
environment, data in information security is presenting a new form character-
ized by multi-dimensional fusion, multi-stakeholder open sharing, cross-domain
interconnection of all things, overlapping penetration of software and hardware,
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and convergence through coordination and integration. This greatly increases
the complexity, interweaving, dynamism, and comprehensiveness of information
security management [28]. Information security is not merely a technical issue
but a collaborative management problem across all aspects [29]. Therefore, con-
structing a comprehensive smart city information security assurance system is
imperative. From a top-level design perspective, this paper first analyzes the in-
herent connection between the challenges facing smart city information security
and its basic connotations under the big data environment. It then applies the
PDCA cycle from total quality management theory to implement comprehensive
dynamic quality management across different stages of smart city information
security work. Finally, it constructs an information security assurance system
that emphasizes business requirements and continuous improvement to meet
the needs of smart city information security construction, aiming to provide
recommendations for specific practices.

2 Formation of Smart City Information Security Assurance
System under Big Data Environment

2.1 Challenges Facing Smart City Information Security under Big
Data Environment

The construction of smart cities and the development and application of big data
technologies have opened a new chapter of large-scale, real-time, online, multi-
party collaborative social governance. Leveraging big data can provide powerful
decision-making support for urban planning, management, security and disas-
ter prevention, and public opinion monitoring, thereby optimizing administra-
tive resources, reducing management costs, improving efficiency, and enhancing
emergency response capabilities. However, while driving urban intelligence up-
grades, big data also brings more severe information security challenges, mainly
in three aspects:

First, traditional protection methods have become complex and difficult. Under
the big data environment, conventional data protection methods such as data
isolation, encryption, access control, and disaster backup require further innova-
tion. Risks of data leakage, tampering, and destruction exist throughout data
transmission, processing, and storage stages, differing from traditional threats.

Second, data fusion and sharing have complicated management tasks. The high
degree of data fusion and development presents unprecedented challenges for
information security management. At the macro level, smart city information
security assurance systems, relevant laws and regulations, and supervision mech-
anisms remain incomplete, with capability building still in its infancy. At the
micro level, information security workers must design different security strate-
gies and prevention schemes for different operating environments, system archi-
tectures, database systems, and data formats across various smart city informa-
tion systems, further increasing operational management and monitoring audit
difficulties.
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Third, personal privacy protection and data security have become more urgent.
The concept that “information is value” is deeply rooted in the big data era.
Relevant enterprises collect large amounts of unnecessary personal information
and disclose or disseminate it without authorization, exacerbating personal in-
formation abuse. More seriously, the practice of profiting from selling personal
information is common, as exposed in cases such as “illegal theft of facial infor-
mation” and “illegal sale of resume platform personal information” on the “315”
Evening Gala. The incident of “Didi platform being removed from app stores
due to information exposure” even threatened national security. Additionally,
cyber hackers exploit technical vulnerabilities and inadequate supervision to
steal personal information from multiple dimensions, subsequently conducting
telecom fraud and other illegal activities. In today’ s ubiquitous network era,
criminals can use big data analysis technologies to launch multi-dimensional,
simultaneous cyber attacks with fewer resources, making information security
threats more precise and damaging.

2.2 Basic Connotation of Smart City Information Security under Big
Data Environment

Based on the national “Regulations on the Security Protection of Computer
Information Systems,” the basic connotation of smart city information security
can be divided into four aspects: physical security, data security, operational
security, and management security. Physical security refers to physical security
design conducted through hardware facilities and environmental construction of
smart city information system entities to build a secure physical network. Data
security establishes security protection for data processing systems to ensure the
availability, integrity, and confidentiality of network data. Operational security
focuses on the operational characteristics of smart cities, using security technolo-
gies and measures to protect security during information processing, analysis,
and usage. Management security involves formulating corresponding standards,
norms, and institutional rules to manage and constrain the daily work and be-
havior of smart city information security personnel. Comprehensive dynamic
management of these four aspects helps address the enormous challenges of
smart city information security under the big data environment.

2.3 Architecture of Smart City Information Security Assurance Sys-
tem under Big Data Environment

Total quality management theory was proposed in the late 1950s by Feigenbaum
of General Electric and quality management expert Juran. It is a management
system that achieves pre-control and comprehensive control to realize compre-
hensive management of objects, processes, personnel, and scope. Dr. Deming
summarized the total quality management work process as a four-phase cycle of
“Plan-Do-Check-Act,” abbreviated as the Deming Cycle (PDCA). It is a cyclical
system that repeats endlessly, with large cycles containing small cycles, small
cycles driving large cycles, and stepwise improvement [30]. Currently, the Dem-
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ing Cycle (PDCA) has been widely studied and applied in information security
across different industries [31-33] and organizations [34-36].

Smart city information security construction is a long-term, quality-centered en-
deavor based on the participation of government, enterprises, and the public to
achieve benefits for all and ensure success. Drawing on the ISO/IEC 27001:2005
standard, this paper constructs an information security assurance system for
smart cities under the big data environment, as shown in Figure 1 [Figure 1:
see original paper]|. By adopting the PDCA cycle control concept, the smart city
information security assurance system is divided into four phases: “Planning-
Implementation-Control-Improvement.”In the planning phase, overall objectives
are established based on strategic planning characteristics of smart city infor-
mation security assurance. In the implementation phase, according to the four
basic elements of total quality management— “structure, technology, personnel,
and change drivers”—the smart city information security implementation process
is divided into three components: organizational structure, infrastructure, and
technical system to protect physical and data security. In the control phase,
based on the characteristics of smart city information security under the big
data environment and in conjunction with the national standard GB/T 20282-
2006 “Information Security Technology—Information System Security Engineer-
ing Management Requirements,” strong control is exercised over data operations
and business processes from three aspects—situational awareness, emergency re-
sponse, and risk management—to protect operational and management security.
In the improvement phase, different improvement requirements and suggestions
for smart city information security are proposed from the perspectives of the
state, smart city service providers, and the public, forming a complete architec-
ture for the smart city information security assurance system.

3 Whole Process of Smart City Information Security As-
surance under Big Data Environment

3.1 Planning of Smart City Information Security Assurance under
Big Data Environment

The primary task in smart city information security planning is to determine
the overall direction and macro objectives. After collecting suggestions from
the public and various organizations, the government utilizes big data analysis
and mining technologies and information security protection characteristics to
establish construction goals for information security work, providing guiding
opinions for the implementation and control processes. Second, the government
must plan the basic elements of risk management under the top-level framework
while coordinating the balance among opportunities, environment, and organi-
zational resources from all parties. Under the guidance of laws and regulations
such as the Data Security Law and the Personal Information Protection Law
implemented on November 1, 2021, and corresponding policies, information
security organizational activities and work are standardized and constrained.
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Finally, information security authorities must formulate corresponding detailed
plans and indicators, design quality assessment models, develop data quality
technologies, strengthen the construction of management regulations and means,
and implement security management measures.

3.2 Implementation of Smart City Information Security Assurance
under Big Data Environment

During smart city information security implementation, based on the four basic
elements of total quality management— “structure, technology, personnel, and
change drivers” —the smart city information security implementation process
is divided into three components: organizational structure, infrastructure, and
technical system to protect physical and data security.

3.2.1 Establishment of Smart City Information Security Organiza-
tional Structure In the implementation phase of smart city information se-
curity assurance, to achieve information security construction for different ap-
plication projects, it is necessary to establish a professional, departmentalized,
and formalized information security organizational structure that coordinates
the division of labor, grouping, and collaborative cooperation among various
information organizations at different levels. Smart city information security
organizational structure construction should connect various resources into cor-
responding modules according to the objectives and work plans of smart city
information systems, establish business and administrative departments at dif-
ferent levels, stipulate internal staffing and authority division, and define mutual
subordination relationships, making the smart city information security orga-
nization an organic whole with reasonable structure and complete functions.
Combining the characteristics of specific practices in smart city information se-
curity and starting from the actual needs of smart city information security,
this paper establishes a “pyramid” structure for smart city information security
organizations, as shown in Figure 2 [Figure 2: see original paper].

The Information Security Leadership Group is the decision-making body for
smart city information security, mainly responsible for determining information
security strategy and direction from a global perspective, deploying informa-
tion security management work, and exercising effective control over smart city
information security projects. The Information Security Supervision Agency
supervises the work of the Information Security Management Committee and
implementation agencies, reports review results to the Smart City Information
Security Leadership Group, and provides improvement suggestions for infor-
mation security work in various departments and business systems. The In-
formation Security Management Committee provides decision support for the
decision-making body, formulates relevant rules for information security work,
conducts reviews and quality control of information security projects, manages
information security implementation agencies, and regularly reports information
security conditions to the smart city information security supervision agency.
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For example, relevant cloud service and supply chain providers must sign in-
formation security assurance agreements, forming effective information security
assurance plans and evaluation indicators within the company and strictly fol-
lowing national standards and industry norms for management and operation.

The Information Security Implementation Agencies include the information se-
curity operations team and the information security incident response team,
responsible for implementing and executing the policies and work requirements
of higher-level departments and timely responding to and handling information
security emergencies within eight major application projects such as smart pub-
lic services and smart city integration [37].

3.2.2 Construction of Smart City Information Security Infrastructure
Smart city information security infrastructure construction is the material foun-
dation for smart city information security assurance. Through information se-
curity infrastructure construction, functions such as information security data
sharing, information content monitoring, and harmful information filtering can
be achieved, which is beneficial for network security assurance and cyberspace
governance of relevant smart city application projects. Guomai Internet [38]
divides smart city infrastructure into three components, as shown in Table 1 :

Table 1 Smart City Information Security Infrastructure

Information Security Information Security Infrastructure

Infrastructure Content

Information Network Facilities Wired broadband, wireless broadband,
urban IoT, triple network convergence,
etc.

Information Sharing Facilities Cloud computing platforms, information
security service platforms, testing centers,
etce.

Intelligent Traditional Facilities Water, electricity, gas, heating pipeline
networks, roads, bridges, stations,
airports, etc.

Based on the newly issued “Regulations on the Security Protection of Criti-
cal Information Infrastructure” by the State Council, the advancement of smart
city information security infrastructure construction should mainly include three
aspects: First, overall planning and systematic management of information se-
curity infrastructure construction, stipulating that information obtained during
work can only be used for maintaining network security. Second, closely tracking
and studying international development trends and technological advances, and
enhancing infrastructure capabilities in combination with the technical charac-
teristics of smart city information security under the big data environment, such
as upgrading infrastructure, expanding bandwidth, and improving intrusion de-
tection technology. Third, strengthening communication and connection among
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various network command centers, integrating the work capabilities of different
units, enhancing cooperation in online monitoring and situational awareness of
smart city information security through coordination and analysis, and estab-
lishing a network security information sharing mechanism.

3.2.3 Construction of Smart City Information Security Technical Sys-
tem The core objectives of information security technology generally include
confidentiality, integrity, availability, controllability, and non-repudiation. Fol-
lowing principles of security isolation, dynamic protection, and deep protection,
a relatively comprehensive and complete smart city information security techni-
cal system is established from three dimensions: hierarchy, space, and level, as
shown in Figure 3 [Figure 3: see original paper].

In the hierarchy dimension, various smart city information systems integrate
infrastructure such as computer hardware, software, networks, and communica-
tion devices to process internal business information flows, which can be divided
into four aspects: perception layer, network layer, data layer, and application
layer [39]. The four layers of smart city information systems progress layer by
layer, with security deficiencies in lower-layer facilities affecting the operational
security of higher layers, creating intertwined information security threats that
impact overall system security. During information security environment con-
struction, security products should be built layer by layer while paying attention
to compatibility and complementarity among security products at different lay-
ers to avoid contradictions between security strategies and factors.

In the space dimension, networks are connected into numerous distributed net-
work systems of varying sizes. Protection strategies and technical means will
differ for different security objectives in different network regions, requiring
domain-specific protection measures based on regional characteristics. Based
on the existing computer network system composition standard GB/T 20282-
2006, smart city network information systems can be divided into four types:
local computing environment, network boundary, network transmission, and
network infrastructure [40]. Identity verification, physical isolation, intrusion
detection, and other security technologies and related security products are used
in each region to ensure information security within each security domain.

In the level dimension, different smart city application projects and business
departments have different requirements and importance levels for information
security, and the costs and prices paid for information security protection will
also differ. Therefore, combining the classification and grading protection con-
cept for data in the Data Security Law, smart city information security pro-
tection is divided into five levels [41]. Key information related to smart city
construction and operation and urban residents’ privacy receives focused protec-
tion, while secondary information receives appropriate protection. Additionally,
during the construction of the smart city information security technical system,
prevention and protection in all aspects of information systems should be con-
tinuously strengthened in synchronization with the continuous improvement of
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information security theories and methods and technological advancement.

3.3 Control of Smart City Information Security Assurance under Big
Data Environment

In the smart city information security control process, based on the characteris-
tics of smart city information security under the big data environment and on
the foundation of establishing basic elements of smart city information security,
and in combination with national standards and specific practices of information
security engineering, strong control is exercised over data operations and busi-
ness processes from three aspects—situational awareness, emergency response,
and risk management—to protect operational and management security of smart
cities.

3.3.1 Smart City Information Security Situational Awareness The fo-
cus of smart city information security situational awareness is to protect the
security, stability, and continuous operation of core applications in the urban
network environment. It involves identifying and reporting all information se-
curity violations during smart city construction and operation, detecting and
tracking relevant events, and handling changes in urban information security
situations according to security objectives and strategies. Urban network core
applications involve the supervision of various assets within smart city applica-
tion projects. Therefore, situational awareness must closely follow the main line
of “asset-data-situation” to identify, analyze, and respond to potential security
threats in asset structure, management, and service status.

In the asset layer, after preprocessing such as data reduction and fusion, asset in-
formation and monitoring data are represented and stored using corresponding
asset databases and event databases to provide data support for the data layer.
In the data layer, through the application of network feature extraction technol-
ogy, correlation analysis technology, and other related intelligent algorithms and
security models under the big data environment, stored data is deeply mined and
processed to identify security events affecting the operational situation of smart
city information systems. In the situation layer, during security event handling,
data visualization technology should be used to supervise system security situ-
ation changes based on real-time data feedback, predict system security status
and security event development trends, make forward-looking judgments, and
provide early warnings for information security.

3.3.2 Smart City Information Security Emergency Response Smart
city information security emergency response refers to the preparatory work
done before and emergency measures taken after the occurrence of various in-
formation security events in smart city systems [42]. Smart city information
security emergency response can be divided into four parts: emergency prepa-
ration, incident warning, emergency handling, and incident evaluation. Due
to the timeliness and effectiveness requirements of information security event
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handling, incident warning and emergency handling often occur simultaneously.
Incident evaluation runs throughout the entire emergency response process, as-
sessing the smart city information security emergency response process, various
institutions, and personnel behavior.

In emergency preparation, information security management agencies refer to
the “Information Security Incident Classification and Grading Guide” to classify
incidents into different categories and levels based on three factors—information
system importance, system loss, and social impact—and formulate corresponding
information security emergency plans to enable rapid response when security
events occur.

In incident warning and emergency handling, when an information security event
occurs in a smart city business system, if the security event is under control,
the information security implementation agency immediately activates the cor-
responding information security plan, makes adequate information preparation,
and records all activities for subsequent review. Conversely, if the security event
is not under control, an incident warning should be issued promptly, an informa-
tion security situation and event report form should be completed as required,
and it should be reported to the Information Security Incident Response Team
(ISIRT). Additionally, if the incident is determined to be a major information
security event, it should be immediately reported to ISIRT management and
senior management.

In incident evaluation, the Information Security Management Committee and
Information Security Supervision Agency should collect and securely preserve
relevant electronic evidence during the emergency response process to support
subsequent legal prosecution or internal personnel rewards and punishments.
After the security event is resolved, the Information Security Management Com-
mittee should conduct incident evaluation based on detailed emergency records
in the report, learn lessons from security events and their protective measures,
and modify existing emergency plans when necessary to prevent similar security
events from recurring.

3.3.3 Smart City Information Security Risk Management During
smart city operation, the diversification of software and hardware systems,
system integration, and network connections inevitably create defects and
potential weak links, thereby causing information security risks of varying de-
grees. Drawing on previous research foundations [43-46], this paper argues that
smart city information security risk management should adopt a target-driven
management model, conduct smart city information security risk management
modeling, and strengthen the construction of risk libraries, as shown in Figure
4 [Figure 4: see original paper].

First, massive information security raw data is obtained through big data collec-
tion technology to analyze the characteristics of internal business needs in smart
cities, set information security control points for business requirements, define
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important boundaries of processes, and determine the objectives of smart city
information security risk management to complete risk management preparation
under target drive.

Second, corresponding risk management business processes are established ac-
cording to the business objectives and security needs of information systems.
When conducting smart city information security risk management work, vari-
ous data features and security attributes in the system are analyzed and iden-
tified to determine lists of assets, threats, vulnerabilities, and control measures.
For various known risks in smart city information systems, corresponding in-
telligent algorithms and mathematical models under the big data environment
are selected from the risk model library to analyze information security risk
threat indices, classify corresponding risk levels, predict the likelihood of risk
occurrence and social impact, and extract information security risk patterns and
store relevant characteristic data into the risk database. Based on the obtained
risk patterns and characteristic data, relevant rules and response measures in
terms of systems, technology, and management for handling such risks are ob-
tained from the risk knowledge base, and risk resolution results are evaluated,
reviewed, and stored for the record.

Finally, for newly discovered information security risks or new changes in ex-
isting risks, the risk database, risk model library, and risk knowledge base are
updated in a timely manner.

3.4 Improvement of Smart City Information Security Assurance un-
der Big Data Environment

The improvement of smart city information security assurance under the big
data environment is an important module built upon planning, implementation,
and control. Through the PDCA cycle approach, it can drive problem-solving in
smart city information security assurance and promote continuous improvement
of assurance capabilities. The improvement phase involves the joint participa-
tion of multiple stakeholders, who propose corresponding improvement require-
ments for smart city information security based on business needs at different
stakeholder levels.

Integration of resources under national macro leadership. During smart
city planning, big data technology is used to comprehensively analyze informa-
tion security events. While ensuring overall direction unity, local target ad-
justments and new work plan deployments are made to drive the optimization
and upgrading of smart city information security organizational structure, in-
frastructure, and technical systems. While leveraging its own leadership advan-
tages, attention should be paid to information resource sharing among different
management organizations, coordinating information security needs and work
tasks across various organizations.

Increased technology investment to promote spatial governance. Dur-
ing smart city construction, smart city information infrastructure and service
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providers should accelerate the development and application of information se-
curity technologies under the big data environment, use big data perception
technology to protect critical network applications in smart cities, and actively
promote real-time monitoring based on big data. Meanwhile, during the process
of improving new-generation information security protection technologies that
integrate big data and cloud computing, cyberspace census tools composed of
multiple systems such as situational awareness, asset detection, and operation
centers should be established to continuously enhance cloud security protection
technologies based on machine learning.

Promotion of public participation and security awareness. During
smart city operation, the field of smart city governance continues to exhibit
characteristics of diversified stakeholders and deepened participation, which re-
quires more and more public participation in smart city governance work. In-
formation and communication technologies in smart cities can disseminate pub-
lic information anytime and anywhere, ensuring efficient and smooth channels
for information exchange and feedback, and enabling citizens’ electronic par-
ticipation (e-participation) in urban governance. Additionally, massive data
generated during citizens’ electronic participation in smart city information se-
curity construction should be stored and deeply mined to provide improvement
suggestions for smart city information security assurance planning.

4 Conclusion

This paper has analyzed the severe challenges facing smart city information se-
curity under the big data environment, combined with the basic connotations
of smart city information security, applied total quality management theory
to smart city information security assurance research, and constructed a smart
city information security assurance system under the big data environment using
the four phases of the Deming Cycle (PDCA). The aim is to provide reference
ideas for smart city information security management research and related work.
While this paper represents an innovative attempt at the theoretical level, due to
varying conditions, characteristics, and resources across different cities, the con-
struction of smart city information security assurance systems should not follow
a one-size-fits-all approach. The specific focus directions, application planning,
and design requirements of each city’ s information security construction should
be considered, requiring further exploration and verification in practical appli-
cation.

Smart city construction and operation are dynamic processes, representing a
large-scale, comprehensive systems engineering project involving multiple stake-
holders. Therefore, the smart city information security assurance system should
be continuously adjusted in conjunction with the dynamic process of urban con-
struction and development. Big data technology provides a new solution for
smart city information security assurance. Future efforts should accelerate the
further deep integration of key big data technologies with smart city information
security assurance, promote paradigm changes in information security manage-
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ment and the establishment of intelligent decision-making systems in the big
data era, and facilitate the sustained and healthy development of smart cities.
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