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Abstract
The rational and full utilization of user data constitutes an important component
of the internet economy. Data collection inevitably involves user privacy and
necessitates obtaining user authorization, which is referred to as user privacy
disclosure. Currently, relevant research on privacy disclosure lacks perspectives
grounded in objective and group-level viewpoints, and the decision-making mech-
anism underlying privacy authorization remains unclear. This project, grounded
in regulatory focus theory and operating at both individual and group levels,
will systematically investigate the influence mechanisms of regulatory focus and
regulatory fit on different stages of privacy disclosure by integrating behavioral
experiments, eye-tracking measurements, and data mining methods. The re-
search findings will contribute to understanding the functional mechanisms of
regulatory focus in the privacy authorization process and will also hold potential
application value for nudge design in privacy authorization.
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Abstract

Fully and effectively utilizing user data is an important component of the In-
ternet economy. Data collection inevitably involves user privacy and requires
user authorization, a process known as privacy disclosure. Current research
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on privacy disclosure lacks both objective, group-level perspectives and clar-
ity regarding the decision-making mechanisms underlying privacy authorization.
Grounded in regulatory focus theory, this project systematically investigates
how regulatory focus and regulatory fit affect different stages of privacy disclo-
sure at both individual and group levels, integrating behavioral experiments,
eye-tracking measurements, and data mining methods. The findings will en-
hance understanding of the mechanisms through which regulatory focus oper-
ates during privacy authorization and hold potential application value for the
design of privacy authorization nudges.

Keywords: regulatory focus, regulatory fit, privacy disclosure, message fram-
ing, App user

Classification Code: B849: C91

1. Problem Statement
In the information age, privacy is defined as an individual’s control and decision-
making authority over whether their information is collected (Rezgui et al.,
2003). Users authorize service providers to access their personal information
in exchange for more accurate and efficient personalized recommendations and
enhanced user experiences (Zlatolas et al., 2015). However, recent incidents of
personal information theft, misuse, and profit-making have become common-
place, raising concerns about privacy data disclosure. A survey of Android
users revealed that over 80% of users reject at least one privacy authorization
request (Wijesekera et al., 2015). Consequently, while enterprises require user
data to provide better services and generate greater social and economic value,
asymmetric information use between companies and users creates considerable
uncertainty in users’privacy disclosure intentions, potentially leading to sub-
optimal choices even when faced with legitimate privacy authorization requests.
To address this conflict between privacy disclosure and data services, optimiz-
ing the authorization process by gaining insight into the intrinsic mechanisms
of individual privacy disclosure—while remaining reasonable and compliant—not
only enhances user experience but also helps unlock the value of data to benefit
society and the economy.

During the privacy authorization process, users’psychological traits play a cru-
cial role, with different users exhibiting varied behavioral responses to identical
authorization information. Regulatory focus refers to the specific manner or ten-
dency individuals display in changing or controlling their thoughts and reactions
during goal pursuit, generally categorized into two motivational systems: pro-
motion focus and prevention focus (Higgins, 1997). Promotion focus emphasizes
positive factors in the process and goal attainment, whereas prevention focus
emphasizes negative factors and goal security. As a universal motivational prin-
ciple, regulatory focus plays a significant role in fundamental psychological pro-
cesses including cognitive evaluation, decision-making trade-offs, and behavioral
strategies (Yao & Le, 2009). Recent studies have preliminarily examined the
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role of users’different regulatory focus traits in social media usage and privacy
protection behaviors, consistently finding that promotion-dominant individu-
als demonstrate stronger information disclosure intentions on social networking
sites than prevention-dominant individuals (Mosteller & Poddar, 2017; Shen
et al., 2020). However, current research examining the relationship between
individual regulatory focus and privacy-related behaviors suffers from several
systematic limitations.

Although consumer psychology research indicates that individuals’regulatory
focus significantly influences various stages of purchase decision-making—includ-
ing need identification, information filtering, and decision formation (e.g., Wang
& Lee, 2006)—few studies have applied regulatory focus theory to explain indi-
vidual privacy disclosure intentions, and most of these have stopped at demon-
strating a simple correlation between the two constructs (e.g., Zhu et al., 2019).
Moreover, most studies rely solely on questionnaire measurements (e.g., Shen
et al., 2020), a methodological approach that limits sample size and ecological
validity and creates discrepancies between measured intentions and actual pri-
vacy disclosure behaviors. While research on consumer psychology has shown
that regulatory focus affects all stages of purchasing decisions, current privacy
disclosure studies lack in-depth investigation into the decision-making charac-
teristics and mechanisms of individuals with different regulatory focus types at
various stages of App privacy authorization. Additionally, the predominant use
of single questionnaire measures results in limited sample sizes and ecological va-
lidity, with measured intentions showing certain differences from actual privacy
disclosure behaviors.

Regulatory focus not only directly affects information acceptance willingness but
can also enhance information adoption through alignment with message fram-
ing, a phenomenon known as the regulatory fit effect (Higgins, 2000). Framing
effects describe how objectively identical problems, when presented with dif-
ferent structures and wording, influence individual decision-making judgments.
Closely related to individual regulatory focus is risk choice framing, which refers
to changes in individuals’risk-taking willingness when a risk is described in
terms of gains versus losses. Promotion-focused individuals show stronger accep-
tance of positive information emphasizing favorable outcomes or achievements,
while prevention-focused individuals show stronger acceptance of information
emphasizing the avoidance of negative outcomes and security needs (Cesario et
al., 2013). This regulatory fit induces more elaborate information processing,
thereby enhancing persuasiveness (Cesario et al., 2008). The question remains
whether regulatory fit can also increase App users’acceptance of privacy au-
thorization information. Existing research has found that matching between
App authorization timing and message framing affects users’privacy disclosure
intentions, with gain frames combined with immediate authorization and loss
frames combined with advance authorization yielding higher privacy disclosure
willingness (Pan & Xie, 2020). However, this study did not consider users’own
regulatory focus levels. Teeny et al. (2020) noted in their review of persuasion re-
search that messages matching the recipient’s individual traits produce stronger
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persuasive effects. In recent years, various online recommendation systems have
demonstrated that “thousand-people-thousand-faces”personalized recommen-
dations are effective, as this trait-based personalized information matching can
generate higher self-relevance impressions (Moon, 2002). However, the current
personalized recommendation domain primarily involves product and service
customization, with virtually no attention to optimizing privacy authorization
information. As user data authorization behaviors become increasingly frequent
in the big data era, the“malleability”of individual privacy attitudes has attracted
commercial organizations’attention. Acquisti et al. (2015) noted in their review
that individual privacy authorization preferences can be influenced by presented
authorization information. Therefore, when privacy information authorization
is necessary, individuals show higher attention to information matching their
own characteristics.

Thus, this project investigates the influence mechanisms of regulatory focus and
regulatory fit on different stages of privacy disclosure from both individual and
group dimensions, combining psychological and computer science research meth-
ods. This approach extends regulatory focus theory in the privacy disclosure
domain from individuals to groups and from disclosure intentions to decision-
making processes. At the application level, the findings can inform the design
of regulatory focus-based privacy authorization nudge messages to enhance user
experience. By achieving personalized matching of privacy authorization infor-
mation based on regulatory focus, users can better understand and accept the
role of privacy information disclosure. Additionally, the user regulatory focus
text analysis model and privacy disclosure index system developed in this study
can provide measurement tools for large-scale group privacy preference analysis.

2. Literature Review and Development Trends
2.1 Privacy Disclosure and Related Theories

Since the advent of the Internet age, the ancient concept of privacy has gradu-
ally become a hot topic across multiple disciplines including psychology, com-
puter science, law, and management. Privacy information has been defined
through various criteria. Westin (1967) first emphasized the subjectivity of pri-
vacy from a legal perspective, defining privacy information as personal-related
information and feelings that a subject communicates to others based on self-
will during social interactions. Banisar and Davies (1999) further subdivided
privacy information into personal information, communication information, spa-
tial information, and physical information. Qiu and Li (2012) argued that social
network users’privacy information includes shared information, personal infor-
mation, interpersonal relationship information, and data mining information.
Thus, with changing times, the content of privacy information is dynamic and
its scope continuously expands to include all basic information related to one-
self, over which individuals have the right to prevent arbitrary acquisition, use,
and control by others.
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From an economic perspective, disclosing the aforementioned privacy informa-
tion in the mobile Internet era can indeed bring certain value to users themselves.
Despite criticism, the notion that“users are willing to exchange privacy for con-
venience”does exist to some extent. Factors such as service convenience and
economic benefits can significantly enhance users’privacy disclosure intentions
(Li et al., 2010). Privacy calculus theory posits that before making decisions,
users weigh the losses caused by privacy leakage against the benefits brought
by privacy disclosure, choosing to disclose personal information when perceived
benefits exceed perceived risks (Vishwanath et al., 2018). For social network
users, perceived benefits mainly refer to obtaining and maintaining connections
with others, while perceived risks stem from the possibility of information theft
or misuse (Poddar et al., 2009).

Privacy calculus theory is considered“the most useful framework for analyzing
contemporary user privacy issues”(Awad & Krishnan, 2006), and its core per-
spective on measuring perceived benefits and risks has gained widespread recog-
nition. However, current research based on this theory has several limitations:
(1) The theory assumes a “rational person,”yet users often exhibit bounded
rationality when making privacy decisions (Acquisti et al., 2015), such as selec-
tively attending to information and forming limited choice sets; (2) Almost all
studies use questionnaire methods to collect privacy disclosure data, a method-
ological limitation that measures intentions rather than behaviors. Moreover,
inconsistencies between individuals’privacy disclosure intentions and behaviors
constitute the privacy paradox (Utz & Krämer, 2009). Therefore, this project
treats users as boundedly rational individuals, considers individual regulatory
focus traits as important variables affecting privacy decisions, and employs multi-
method research paradigms to explore the impact of regulatory focus on privacy
disclosure behaviors.

2.2 User Regulatory Focus and Privacy Disclosure Research

As previously mentioned, individuals often exhibit“bounded rationality”when
facing decisions, and privacy disclosure is essentially a decision-making process
that weighs benefits against risks. Research shows that the decision-making of
boundedly rational individuals, particularly risk preferences, often changes due
to how information is presented (Nie et al., 2018). Information with identical
meaning, when conveyed through different presentation formats and wording,
can produce different cognitions and judgments in recipients, thereby enhancing
linguistic persuasiveness and achieving effective information transmission (Li &
Tan, 2018). Risk choice framing includes gain frames and loss frames, with the
former emphasizing benefits or positive consequences of an event, and the lat-
ter emphasizing risks and losses incurred if the event does not occur. Framing
effects are crucial for consumer behavioral decision-making, and individual reg-
ulatory focus influences preferred message frame types. Some studies indicate
that gain frames enhance information perceived effectiveness more than loss
frames (van de Velde et al., 2010). Gain frames preserve a sense of behavioral
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freedom and reduce feelings of coercion, whereas loss frames restrict behavioral
freedom and create strong coercive feelings, triggering intense negative emotions
and fear arousal (Niesta Kayser et al., 2016). Other studies find that compared
to gain frames, consumers show stronger willingness to use environmentally
friendly biofuels when facing loss frames emphasizing negative environmental
consequences (Moon et al., 2016). Therefore, academic consensus has not been
reached regarding which message frame more effectively enhances consumer re-
sponses (McDonald et al., 2021). One reason for these contradictory findings is
the failure to consider how individual traits moderate framing effects. Regula-
tory focus represents an important individual trait sensitive to message framing,
with different regulatory focus individuals’perceived risk levels moderating the
effect of message frames (Lee & Aaker, 2004): gain frames are more effective
under promotion-focused individuals’low risk perception, while loss frames are
more effective under prevention-focused individuals’high risk perception—this
is the regulatory fit effect in message framing.

Prospect theory (Kahneman & Tversky, 1979) posits that different individual
traits determine the utility functions employed in decision-making. In practi-
cal applications, an increasing number of Internet service providers have be-
gun establishing connections between message content and recipients (Teeny
et al., 2020), with personalized matching considered the most reliable and ef-
fective nudging strategy (Carpenter, 2012; Noar et al., 2007; Rothman et al.,
2020). Personalized recommendations based on users’Big Five personality traits
(Shumanov et al., 2022), need for cognition (See et al., 2009), need for power
(Moon, 2002), and sensation-seeking traits (Self & Findley, 2010) significantly
enhance information acceptance willingness. However, these studies typically fo-
cus on how advertising information matching affects purchase intentions when
consumers select products, with virtually no research applying user-based regu-
latory matching to privacy disclosure domains. Additionally, some researchers
note that overly precise personalized matching may backfire, making users feel
monitored and manipulated, thereby generating 反感 toward service providers
(Kosinski et al., 2013). Therefore, whether privacy authorization message frames
matched to individual regulatory focus can promote user privacy disclosure rep-
resents a worthwhile research question that will provide more comprehensive
understanding of users’decision-making mechanisms when facing privacy au-
thorization information “nudges.”

3. Research Design
This project conceptualizes privacy disclosure authorization as a decision-
making process, employing regulatory focus and regulatory fit theories as
an integrated research framework to explore how individual regulatory focus
affects privacy disclosure decisions and examining how regulatory fit-based
authorization information promotes privacy disclosure mechanisms. Specif-
ically, three sub-studies are proposed: Study 1 investigates differences in
decision preferences and evaluations of privacy authorization information
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among individuals with different regulatory focus; Study 2 uses behavioral and
eye-tracking experiments to examine the promotional effects and underlying
mechanisms of regulatory fit on individual privacy disclosure decisions; Study
3 generalizes these findings to the group level by analyzing public Weibo
user data to validate the association between regulatory focus and privacy
disclosure.

3.1 Study 1: The Impact of Regulatory Focus on Individual Privacy
Disclosure Decision-Making

Based on regulatory focus theory, promotion-focused individuals’intrinsic needs
for growth and development drive them to seek positive outcomes to achieve
their goals or standards. As products of the mobile Internet, smartphone
Apps enable users to obtain social capital (e.g., gaining more friends’atten-
tion) and use value (more accurate recommendations, optimized experiences)
through information disclosure, representing a way for promotion-focused users
to acquire benefits and positive outcomes (Dienlin & Trepte, 2015). Conversely,
prevention-focused individuals’intrinsic safety needs motivate them to search for
negative outcomes, leading them to prefer reducing their information disclosure
to avoid negative consequences (Wu & Yao, 2022). However, due to the privacy
paradox, questionnaire research results inevitably deviate to some extent from
users’actual privacy disclosure decisions (Song et al., 2021). Therefore, Study
1 will use scenario-simulated App download behavioral experiments to examine
whether individuals with different regulatory focus demonstrate consistent in-
formation disclosure preferences during the initial privacy authorization stage
upon App download.

Based on the above, Study 1 proposes the following hypothesis:

H1: During the privacy authorization request stage following App download,
promotion-focused individuals will demonstrate higher privacy authorization
rates and stronger disclosure intentions compared to prevention-focused indi-
viduals.

After establishing differences in privacy disclosure intentions among individu-
als with different regulatory focus, this project will explore the decision-making
patterns underlying these differences. According to privacy calculus theory,
before making privacy authorization decisions, users weigh the losses caused
by privacy leakage against the benefits brought by privacy disclosure, choos-
ing to disclose personal information when perceived benefits exceed observed
risks (Vishwanath et al., 2018). Some studies indicate that regulatory focus
types significantly influence individual risk and benefit assessments. Prevention-
focused individuals focus more on taking all necessary measures to avoid losses,
while promotion-focused individuals focus more on adopting various possible
approaches to obtain benefits (Higgins, 1997). The asymmetric frontal cortical
activity observed for specific motivational and emotional activities provides the
neurophysiological basis for this difference: motivation and emotion related to
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benefits increase excitability in the left frontal cortex, while those related to
losses increase excitability in the right frontal cortex (Davidson & Irwin, 1999).
Amodio et al. (2004) demonstrated that promotion-focused individuals show
relatively higher baseline activity in the left frontal cortex, while prevention-
focused individuals show relatively higher baseline activity in the right frontal
cortex. These findings collectively indicate that promotion-focused individuals
are more sensitive to benefits than prevention-focused individuals.

Relevant questionnaire studies have assessed privacy disclosure risks and benefits
through separate items. However, real decision-making often requires trade-
offs between conflicting options, such as whether to exchange greater privacy
disclosure for larger benefits while assuming more potential risks. Currently,
many Apps employ personalized recommendation system algorithms that filter
and screen information based on user characteristics and behavioral data to
match products and services to users’preferences (Liu et al., 2013). The key
factor affecting recommendation system effectiveness is data scale and quality:
on one hand, to improve algorithm accuracy and transferability, Apps need to
acquire as much user data as possible; on the other hand, for fixed algorithm
models, richer and higher-quality user data yield better recommendation results.
As renowned AI scholar Andrew Ng noted: “80% data + 20% model = better
machine learning.”However, precise recommendations require extensive user
data authorization, which seemingly exacerbates user privacy concerns, creating
a dilemma: in actual use, if users allow App developers to collect more data and
permissions, their preferences can be more accurately inferred to provide more
precise recommendation services, but the risk of information misuse and theft
also increases (Zhou et al., 2019).

Therefore, unlike questionnaire methods that set different risk and benefit items
separately, this project will directly present privacy disclosure with correspond-
ing risks or benefits simultaneously in a single option. Using the titration proce-
dure commonly employed in decision-making research, the experiment will quan-
tify the risk and benefit magnitude corresponding to disclosure levels by having
participants complete a series of choices to derive the psychological indifference
point between two options. This method has been frequently used in intertem-
poral and risky decision-making research. Chen and He (2015) demonstrated
through a series of experiments that in environmental domain intertemporal de-
cision problems, the titration method enables participants to make judgments
based on the psychological value of outcomes without showing preferences for
specific inflection points or values.

Based on previous questionnaire and behavioral research results on regulatory
focus and risk preference, this project proposes the following hypothesis:

H2: Compared to prevention-focused individuals, promotion-focused individu-
als tend to obtain higher privacy disclosure benefits and assume higher privacy
disclosure risks.
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3.2 Study 2: The Impact of Regulatory Fit on Individual Privacy
Disclosure Intentions

While Study 1 characterizes the decision-making patterns of users with differ-
ent regulatory focus regarding privacy disclosure authorization, Study 2 aims
to explore whether matching authorization information to individuals’regula-
tory focus characteristics can promote their privacy authorization intentions.
According to uses and gratifications theory (Katz et al., 1973), individuals’in-
ternal needs motivate their active selection and use of media, and they evaluate
the degree to which media-provided products or services satisfy these needs.
Regulatory focus, as an important motivational system, plays a significant role
in this evaluation and matching process (Teeny et al., 2020). Individuals expe-
rience regulatory fit when receiving message frames consistent with their reg-
ulatory focus because differently framed information automatically activates
corresponding regulatory orientations (promotion vs. prevention). Consumer
psychology research shows that promotion-focused individuals evaluate adver-
tisements emphasizing benefits more positively, while prevention-focused indi-
viduals evaluate advertisements emphasizing losses from not purchasing more
positively, with variables such as perceived effectiveness and correctness medi-
ating the relationship between regulatory fit and advertisement evaluation (Lee
& Aaker, 2004; Updegraff & Rothman, 2013). Recently, some App developers
have begun adjusting the wording of authorization requests to enhance users’
privacy disclosure intentions. One study on the matching effect of authorization
timing and message framing on privacy disclosure intentions found that under
advance authorization, loss-framed privacy authorization information demon-
strates higher persuasiveness by reducing perceived uncertainty (Pan & Xie,
2020). Perceived uncertainty refers to individuals’perception of their inability
to predict decision outcomes and the probability of future events (Wang et al.,
2019). Perceived uncertainty triggers risk perception, and individuals generally
tend to avoid uncertainty (Shou & Zheng, 2017). Compared to directly asking
participants about their risk perception levels, perceived uncertainty serves as a
better indicator of risk perception. Therefore, perceived risk is both an internal
variable affecting privacy disclosure decision preferences among individuals with
different regulatory focus and a mediating mechanism between regulatory fit and
privacy disclosure intentions. However, current research applying individual reg-
ulatory focus matching with information feature frames to privacy authorization
processes remains scarce. In summary, based on regulatory fit effects found in
traditional industries, Study 2 proposes the following hypotheses:

H3: The interaction between regulatory focus and message framing affects in-
dividuals’privacy disclosure intentions and perceived uncertainty.

H3a: Compared to prevention-focused individuals, promotion-focused individu-
als show greater privacy disclosure intentions toward gain-framed authorization
materials.

H3b: Compared to promotion-focused individuals, prevention-focused individ-
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uals show greater privacy disclosure intentions toward loss-framed authorization
materials.

H4: Perceived uncertainty mediates the relationship between regulatory fit con-
ditions and privacy disclosure intentions.

If regulatory fit promotes individuals’privacy disclosure intentions, this project
further investigates how individuals process this regulatory fit information.
Petty and Cacioppo (1986) proposed the Elaboration Likelihood Model (ELM),
which distinguishes individuals’level of elaboration in processing persuasive
messages and is one of the most widely validated and applied models in
persuasion research. ELM posits that individuals at low elaboration levels
treat persuasive messages merely as cues, while those at high elaboration levels
treat them as arguments. Determining individuals’elaboration level is crucial
because under high elaboration, information produces more lasting persuasive
effects (Teeny et al., 2020).

Regarding the elaboration level of regulatory fit information, previous research
presents some controversy. One perspective holds that regulatory fit informa-
tion induces higher elaboration levels, while non-fit information induces lower
elaboration. Under regulatory fit conditions, individuals show higher engage-
ment with gain-framed information and higher vigilance toward loss-framed in-
formation (Lee & Aaker, 2004). The strength of message arguments influences
persuasion effects differently depending on elaboration level. A health informa-
tion experiment found that under regulatory fit conditions, individuals’percep-
tion and evaluation of health information were influenced by argument strength,
showing more positive evaluation and selection tendencies toward strongly per-
suasive health messages; under non-fit conditions, this difference was not ob-
served. This result indicates that under regulatory fit conditions, individuals
carefully evaluate message content using more systematic processing, thereby
forming different selection tendencies based on argument strength; under non-fit
conditions, individuals do not engage in careful consideration and cannot dis-
tinguish between strong and weak arguments (Updegraff et al., 2007). However,
other research finds that individuals show higher elaboration levels for non-fit
compared to fit information. Under non-fit conditions, individuals’states are
disrupted, they experience uncertainty, which prompts careful scrutiny of infor-
mation (Levine et al., 2016). Koenig et al. (2009) demonstrated through a series
of experiments that regulatory fit makes individuals more reliant on expert infor-
mation and 倾向于 heuristic processing, while non-fit conditions lead individuals
to engage in more argument scrutiny and systematic processing. A recent study
found that individual motivation level moderates the relationship between reg-
ulatory fit conditions and elaboration level. Under high motivation, regulatory
fit messages elicit longer attention, more careful search, and more elaborate pro-
cessing, while under low motivation, non-fit messages 反而 elicit more careful
search and more elaborate processing (Lee et al., 2019). For high-motivation
individuals, regulatory fit itself becomes part of the message relevance, as fit
information enhances self-relevance, increasing involvement or processing capac-
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ity (Petty et al., 1988). For low-motivation individuals, regulatory fit serves
as a heuristic cue facilitating rapid information processing, while non-fit gen-
erates a sense of “wrongness”(Aaker & Lee, 2006), prompting comprehensive
information processing (Koenig et al., 2009). The App privacy authorization sce-
nario addressed in this project occurs after individuals actively download Apps,
placing them in a relatively high motivation state for using the App. One study
showed that when motivated to complete tasks, regulatory fit maintains individ-
uals in higher motivational states for task engagement (Vaughn et al., 2006). In
summary, this project hypothesizes that individuals employ higher elaboration
levels when processing regulatory fit privacy authorization information.

To test this hypothesis, this project adopts the following paradigm from relevant
research to distinguish elaboration levels: design strong and weak persuasion
versions for each message frame. If under regulatory fit conditions, individu-
als show greater acceptance of strongly persuasive materials, while under non-
fit conditions, individuals show no significant difference in acceptance between
strong and weak persuasive materials, this indicates that individuals use high
elaboration processing for regulatory fit authorization information; conversely,
it indicates low elaboration processing (Updegraff et al., 2007). ELM indicates
that elaboration level influences affective (individual feelings and emotions), be-
havioral (actions based on emotions), and cognitive (thoughts and cognitions)
dimensions. In privacy authorization contexts, high elaboration processing of
regulatory fit authorization information should also reduce perceived risk at the
cognitive level. Therefore, this project will examine whether individuals show
more elaborate processing of regulatory fit privacy authorization information in
privacy authorization contexts, leading to stronger privacy disclosure intentions
at the behavioral level and lower perceived uncertainty at the cognitive level.
The following hypotheses are proposed:

H5: The interaction between regulatory fit of privacy authorization materi-
als and argument strength affects individuals’privacy disclosure intentions and
perceived uncertainty.

H5a: When privacy authorization message frames match individuals’regulatory
focus, individuals show greater privacy disclosure intentions and lower perceived
uncertainty toward strongly persuasive privacy authorization materials.

H5b: When privacy authorization message frames do not match individuals’
regulatory focus, argument strength shows no significant effect on individuals’
privacy disclosure intentions and perceived uncertainty.

If behavioral experiments reveal that need-matching messages induce higher
elaboration levels, eye-tracking data provides evidence from another perspective.
Eye movement trajectories toward stimulus materials are driven by individuals’
internalized cognitive models, formed through top-down cognitive processing
patterns, reflecting the brain’s processing sequence and overall dynamics for
visual stimuli (Noton & Stark, 1971). Generally, users fixate longer on content
of interest and shorter on uninteresting content. Research shows that fixation
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count and duration within areas of interest reflect the amount of information ob-
tained and processing depth of stimuli (García et al., 2000). Eye-tracking studies
indicate that fixation duration is a reliable indicator of processing level, with
fixation duration increasing as task difficulty increases (Horstmann et al., 2009).
Zhou et al. (2019) used average fixation duration as an indicator of processing
complexity in their eye-tracking study of risky decision-making. In summary,
higher elaboration levels for regulatory fit privacy authorization information
should also be reflected in eye-tracking indicators related to fixation duration
and count. Therefore, this study will use eye-tracking experiments to collect
fixation count and duration data from individuals with different regulatory fo-
cus toward two types of message-framed privacy authorization information to
examine attention and processing depth. The following hypothesis is proposed:

H6: When privacy authorization message frames match individuals’regulatory
focus, individuals show longer fixation durations on authorization information
and examine more option features before decision-making.

3.3 Study 3: Association Analysis Between Individual Regulatory
Focus and Privacy Disclosure Based on Weibo Data

Although questionnaire studies have shown that promotion-focused individuals
choose to disclose more personal information on social networking sites (Shen et
al., 2020), self-reported data clearly deviates from actual behavior due to social
desirability and other factors (Yu et al., 2015). The behavioral experiments
in Studies 1 and 2 also cannot fully represent users’actual usage behaviors.
Therefore, Study 3 will analyze users’actual privacy disclosure behaviors by
examining their public Weibo texts, establishing associations with regulatory
focus through computational measurement of text content.

Privacy-related decisions for social Apps occur not only during the authoriza-
tion stage but also manifest in daily usage behaviors. In the big data era, data
records traces of individual behavior (Yu et al., 2015). Users’textual and be-
havioral traces in social media provide effective clues for analyzing their actual
privacy disclosure behaviors. This project will construct a privacy disclosure
index system based on two types of Weibo data: personal profiles and original
posts. Personal profile privacy disclosure will be calculated based on Banczyk
et al.’s (2008) manual coding scheme, using computer code to automatically
collect and calculate users’personal information privacy disclosure scores. This
scheme’s core involves calculating whether users respond to various items re-
quiring self-related information disclosure (e.g., age, gender) and the extent of
their responses (e.g., number of interest tags). Users also disclose self-related
information in their original Weibo posts, a form of privacy disclosure that is
relatively more implicit. This project adopts Shu Cong’s (2018) content analysis
scheme for Weibo text information disclosure to analyze self-disclosure-related
content in original posts and calculate users’textual privacy disclosure scores.
Consequently, each user’s total privacy disclosure score includes both personal
information privacy disclosure and textual privacy disclosure components.
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After obtaining Weibo user groups’regulatory focus types and privacy disclosure
levels, Study 3 will apply the Apriori machine learning association analysis
algorithm to explore association rules and frequent item sets between regulatory
focus types and privacy disclosure levels. Association rules refer to relationships
between regulatory focus types and privacy disclosure levels derived from large
datasets, while frequent combinations of these two elements are called frequent
item sets (e.g., {prevention focus vs. low self-information disclosure}). Strong
rules are those that satisfy both minimum support and minimum confidence
thresholds. Based on previous questionnaire and behavioral research results,
Study 3 proposes the following hypotheses:

H7: At the group level, promotion focus among Weibo users is strongly associ-
ated with high privacy disclosure levels.

H8: At the group level, prevention focus among Weibo users is strongly associ-
ated with low privacy disclosure levels.

Theoretical Contributions
This project constructs an overall framework for an App privacy authorization
nudging mechanism based on regulatory focus and regulatory fit theories. In con-
sumer psychology, regulatory focus and regulatory fit theories have been widely
applied to research on the persuasive effects of marketing messages, demon-
strating that when advertisement information (positive vs. negative) matches
individuals’regulatory focus, consumers derive higher value from their purchase
decisions, making them more susceptible to advertising persuasion and strength-
ening their purchase intentions (Awad & Krishnan, 2006). With the rapid devel-
opment of the digital economy in the mobile Internet era, driven by the demand
that“data is resource,”data has become an intangible but important“commod-
ity.”App users’privacy information authorization behaviors have become increas-
ingly frequent and important, essentially representing a process of persuading
users to relinquish their personal information in exchange for corresponding ser-
vices and experiences. Currently, few studies in the privacy disclosure domain
have examined how individual privacy authorization behaviors are influenced by
regulatory fit. The relationship between privacy disclosure and regulatory focus
has been preliminarily confirmed in some questionnaire studies, but in-depth
mechanism research is lacking. This project attempts to construct a theoretical
mechanism model (Figure 1 [Figure 1: see original paper]), proposing that dif-
ferent regulatory focus types lead to differences in evaluating privacy disclosure
risks and benefits, thereby affecting privacy disclosure intentions. Regulatory fit
conditions between regulatory focus types and message frame types influence in-
dividuals’privacy disclosure decisions by affecting information processing levels
and perceived risk.

First, regulatory focus, as a trait reflecting individuals’tendencies to consider
“gains”versus “losses,”importantly influences a series of decision-making be-
haviors. Privacy disclosure essentially involves individuals weighing privacy au-
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thorization benefits against privacy leakage risks. Therefore, this project posits
that users’regulatory focus types lead to different privacy risk preferences and
will quantitatively characterize the evaluation and trade-off characteristics of
privacy risks among individuals with different regulatory focus types (Study 1).
After clarifying regulatory focus’s impact on privacy disclosure, the project
further considers matching conditions between message frames and regulatory
focus—specifically, whether individuals show stronger information acceptance
intentions when their regulatory focus type matches the authorization message
frame type. On this basis, it examines the mediating role of individuals’per-
ceived risk levels on privacy disclosure intentions and differences in elaboration
levels (Study 2). In summary, Studies 1 and 2 explore at the individual level
how regulatory focus characteristics and message frame types affect App users’
privacy disclosure intentions through perceived risk, providing a foundation for
testing group-level data. Study 3 will analyze group user data from public so-
cial platforms, characterizing privacy disclosure from two dimensions: profile
information disclosure behavior and textual self-presentation behavior. Then,
through machine learning classification models, it will mine language feature
differences among individuals with different regulatory focus in terms of moti-
vational expression, emotional expression, and social processes. Finally, associa-
tion analysis between regulatory focus and privacy disclosure behaviors will be
conducted (Study 3). In conclusion, this project systematically explores the in-
trinsic mechanisms (perceived risk) and boundary conditions (message framing,
processing level) of regulatory focus’s impact on privacy disclosure. The main
theoretical contributions are as follows:

First, the project clarifies the decision-making patterns and driving mechanisms
through which regulatory focus and regulatory fit affect privacy disclosure. Al-
though previous research has analyzed the types and effects of factors influencing
privacy disclosure in detail, individual-level and scenario-level factors have often
been examined along separate lines, neglecting individuals’“bounded rational-
ity”decision-making characteristics and the interaction between authorization
contexts and psychological traits. Therefore, this project takes the trade-off
between risks and benefits as its core, using the titration method from risk
decision-making paradigms to quantitatively assess differences in how individu-
als with different regulatory focus perceive privacy benefits and risks. On this
basis, it transforms the traditional unidirectional calculation of information and
individuals into a bidirectional matching of regulatory focus and message frames,
exploring how regulatory fit-based privacy authorization designs can nudge in-
dividual privacy decisions. The essence of nudging is precisely to design choice
architectures based on individual traits to guide people toward better choices
(Zhao et al., 2022). Therefore, under reasonable and compliant conditions, pro-
moting individuals’correct understanding of privacy authorization information
can reduce information asymmetry and facilitate data resource utilization. Re-
search has shown that nudge designs for web security warning messages can effec-
tively guide subsequent usage behaviors (Acquisti et al., 2017). Thus, matching
privacy authorization request message frames to individual regulatory focus will
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also promote privacy disclosure. On this basis, the project examines individu-
als’processing mechanisms for regulatory fit-based App privacy authorization
information. In summary, exploring how regulatory fit between regulatory fo-
cus and message frames influences users’risk perception and information pro-
cessing levels, thereby affecting privacy disclosure intentions, provides a more
comprehensive research perspective that highlights the underlying mechanisms
of regulatory focus on privacy disclosure and its close relationship with message
framing.

Second, the project more completely examines the impact of regulatory focus
on privacy disclosure across three levels: decision evaluation, decision prefer-
ence, and actual decision behavior. Previous privacy disclosure research has
primarily focused on decision preferences, with less exploration of decision eval-
uation and actual decision behavior. This project employs multiple research
methods to investigate regulatory focus’s impact on the entire privacy disclo-
sure decision process. For decision preference, scenario-simulation experiments
will assess whether promotion-focused individuals show stronger privacy disclo-
sure intentions than prevention-focused individuals. For decision evaluation, the
titration method will quantitatively characterize differences in subjective equiv-
alence points during privacy authorization decisions among individuals with
different regulatory focus. For actual decision behavior, data mining and ma-
chine learning techniques will collect and analyze real text and behavioral data
from social App user groups to examine whether promotion-focused individu-
als demonstrate more privacy disclosure behaviors in actual App usage. These
studies help reveal the characteristics of regulatory focus’s effects on different
stages of individual privacy disclosure decision-making.

Finally, the project provides a new perspective for privacy authorization research
at the group level. Belanger and Crossler (2011) reviewed privacy-related liter-
ature and proposed that most existing research is individual-level, with more
research needed at macro levels of groups, organizations, and society. This
project leverages experimental research’s advantages in controlling variables
and explaining causality in Studies 1 and 2 to explore regulatory focus and reg-
ulatory fit effects on individual privacy authorization. Study 3 employs data
mining and machine learning techniques to enhance ecological validity and ad-
dress limitations in sample size and ecological validity of existing research, sup-
plementing regulatory focus and privacy disclosure theories with group-level
conclusions. Additionally, unlike previous studies that typically collected only
behavioral or questionnaire data, Study 3 collects information disclosed during
individuals’actual App usage, including explicit personal profiles and implicit
textual content, thereby presenting a more multidimensional and comprehen-
sive association between privacy disclosure and regulatory focus. The resulting
user regulatory focus text analysis model and privacy disclosure behavior index
system can provide measurement tool references for subsequent research.

In summary, this project constructs a theoretical mechanism model of App user
privacy disclosure from a regulatory focus perspective at both individual and
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group levels, explaining the overall privacy disclosure decision process and the
roles of perceived risk, message framing, and processing level, thereby deepening
theoretical research in regulatory focus and privacy disclosure domains. In the
digital economy era, massive personal data is a double-edged sword with coexist-
ing opportunities and risks. Clarifying the conditions and mechanisms through
which regulatory focus affects privacy disclosure can provide references for data
collectors, reduce asymmetry in the privacy authorization process under rea-
sonable and compliant conditions, help users fully perceive and understand the
purposes of data collection, and provide psychological-level support for realizing
the value of data economy and social benefits.
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