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Abstract
[Purpose/Significance] This study aims to identify the influencing factors of
information disclosure behavior, optimize the ecological environment of e-health
websites, and indirectly facilitate the achievement of the “Healthy China 2030”
strategic objectives.

[Method/Process] Adopting qualitative research methods, interview data were
analyzed through three-level coding to extract 17 main categories and 5 core
categories influencing user information disclosure on e-health websites, thereby
constructing a model of influencing factors for user information disclosure be-
havior on e-health websites.

[Results/Conclusion] User information disclosure behavior on e-health websites
is primarily influenced by perceived utility, perceived risk, subjective norms,
service quality, and illness characteristics. Specifically, perceived utility rep-
resents the most significant influencing factor, perceived risk the second most
important, subjective norms a relatively important factor, while service quality
and illness characteristics are relatively unimportant influencing factors. Based
on these findings, relevant implications are summarized from three dimensions:
government departments, e-health websites, and users.
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Abstract
[Purpose/Significance] This study aims to identify the influencing factors of
information disclosure behavior, optimize the ecological environment of eHealth
websites, and indirectly contribute to the realization of the “Healthy China
2030” strategic goals. [Method/Process] Using qualitative research methods,
this study conducted three-level coding of interview data to extract 17 main
categories and 5 core categories affecting user information disclosure in eHealth
websites, and constructed a model of influencing factors for user information
disclosure behavior in eHealth websites. [Result/Conclusion] User informa-
tion disclosure behavior in eHealth websites is primarily influenced by perceived
utility, perceived risk, subjective norms, service quality, and illness characteris-
tics. Among these, perceived utility is the most important influencing factor,
perceived risk is the second most important, subjective norms are relatively
important, while service quality and illness characteristics are relatively less im-
portant. Based on these findings, relevant implications are summarized from
three dimensions: government departments, eHealth websites, and users.

Keywords: eHealth; eHealth websites; information disclosure; qualitative re-
search
Classification Number: G203
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In recent years, eHealth—a new field in medical health—has ushered in a new
wave of “Internet Plus” entrepreneurship, demonstrating vigorous development
momentum. As the service carrier of eHealth, eHealth websites have also flour-
ished in the industry. With the deep integration of information technology and
the medical field, a large number of eHealth websites such as Chunyu Doctor
and Haodf.com have emerged, each with nearly 100 million registered users.

Compared with physical medical environments, eHealth websites represent a
more free and convenient healthcare ecosystem. Their development and appli-
cation not only help network and informatize offline physical medical resources,
achieve rational allocation of medical resources, and alleviate the imbalance in
medical resource distribution [1], but also help users access the latest and most
comprehensive health and medical information resources, easing the difficulties
of “getting medical treatment, affording medical treatment, and receiving timely
medical treatment.” They also help promote social equity.

User information disclosure is the foundation for eHealth website service deliv-
ery and a necessary condition for the scientific and sustainable development of
eHealth websites. It can be said that the service nature of eHealth websites de-
termines the necessity of user information disclosure behavior. So when do users
utilize eHealth websites? Under what circumstances do users disclose informa-
tion on eHealth websites? What factors influence this behavior? This study
addresses these questions by investigating user information disclosure behavior
in eHealth websites, aiming to identify the influencing factors of disclosure be-
havior, thereby optimizing eHealth website services, promoting their healthy de-
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velopment, and indirectly supporting the “Healthy China 2030” strategic goals.

2 Theoretical Foundation
2.1 eHealth and eHealth Websites

Currently, there is no unified definition of eHealth (electronic health, eHealth,
E-health). Some scholars believe eHealth is the use of information technol-
ogy to provide higher quality and more efficient medical and health services
[3]; others view it as an interactive iterative process that comprehensively uses
various information technologies to collect, manage, and analyze user health
data through multi-party collaboration for learning, compliance, and feedback
to achieve health management goals [4]; still others consider eHealth as the
comprehensive application of information technology in healthcare fields includ-
ing prevention, diagnosis, and follow-up [5]. This study defines eHealth as the
general term for using information technology and other means to assist and
strengthen a series of service processes in medical and health fields including
prevention, diagnosis, monitoring, treatment, and management.

eHealth websites refer to platforms that obtain health-related information or
service resources through network channels, such as Chunyu Doctor, Haodf.com,
and DXY.cn. Users in these websites may know each other or be strangers [6-
7], but they primarily enter eHealth websites to obtain medical information,
communicate with patients with similar medical histories, and provide mutual
recognition and support [8-9].

Many scholars have conducted research on eHealth website-related topics. For
example, A. Edmunds et al. [10] found that groups with higher education, higher
income, females, and adolescents are more willing and more likely to accept
eHealth website information. M. L. Jung et al. [11] studied the influencing
factors of elderly people’s use of eHealth websites, concluding that the useful-
ness and ease of use of eHealth website services are decisive factors for elderly
groups, while users’ trust in eHealth websites and their compatibility with users’
lifestyles are important factors affecting elderly usage. Zhang Keyong et al. [12]
studied the influencing factors of knowledge sharing in online health communi-
ties and found that social identity, altruism, social trust, perceived usefulness,
and self-efficacy are positively correlated with users’ knowledge sharing (includ-
ing public health knowledge and personal health knowledge), while perceived
risk is negatively correlated with users’ personal health knowledge sharing but
not significantly related to public health knowledge sharing.

2.2 User Information Disclosure Behavior and Its Driving Factors

User information disclosure refers to users’ intentional act of making their infor-
mation public or stating it through certain channels, primarily aimed at obtain-
ing more positive benefits [13], including broader interpersonal relationships [14]
and stronger organizational belonging [15]. C. Forman et al. [16] demonstrated
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that users who disclose their personal information online can consolidate their
existing social circles and gain a sense of organizational belonging and identity.

Information disclosure behavior involves multiple fields including sociology, psy-
chology, management, and economics. Through literature review, this study
found that considerable research exists on driving factors of information dis-
closure behavior. For instance, studies by C. Dwyer et al. [17], S. Taddei et
al. [18], and Li Gang et al. [19] show that website trust has a significant posi-
tive impact on user information disclosure behavior. S. Livingstone [20] and R.
Bohme et al. [21] indicate that peer norms are important influencing factors of
user information disclosure behavior. L. N. Zlatolas et al. [22] believe that user
information disclosure is influenced by privacy policies, privacy concerns, and
privacy social norms. Strater et al. [23] confirmed that user habits are positively
correlated with personal information disclosure willingness and behavior; H. C.
Ko [24] further verified that user habits are also a major factor affecting users’
continuous information disclosure. M. J. Metzger [25] and A. H. Krasnova et
al. [26] found that in the Internet environment, privacy risk is the main obstacle
to user information disclosure. Shi Shuo [27] conducted an in-depth study on
user information disclosure behavior from the perspective of privacy calculus
theory, concluding that significant perceived benefits encourage user informa-
tion disclosure, while privacy concerns hinder it, with privacy concerns being
influenced by users’ information control ability and perceived risk.

Current research shows that abundant studies on information disclosure behav-
ior in various online contexts exist, but few researchers have focused on the spe-
cial cross-disciplinary field of eHealth websites. Moreover, existing research on
information disclosure behavior mostly adopts quantitative methods, with few
attempting qualitative analysis. Research using qualitative methods to analyze
influencing factors of user information disclosure behavior in eHealth websites is
even rarer. Additionally, whether factors affecting user information disclosure
behavior in other online contexts apply to the eHealth website environment re-
mains to be verified. Therefore, this study attempts to use eHealth websites
as the research platform, eHealth website users as the research subjects, and
identifying influencing factors of disclosure behavior as the research objective,
employing qualitative research methods to explore user information disclosure
behavior in eHealth websites.

3 Research Design
3.1 Research Method

This study employs qualitative research methods, which differ from quantitative
research and are particularly suitable for exploratory research. This approach
does not rely on quantitative data and methods but follows an “interpretivist”
route, where researchers conduct comprehensive and in-depth studies on the
nature of phenomena through notes, interviews, recordings, videos, field obser-
vations, and other means, and build theoretical models to obtain reasonable
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explanations [28-29]. Since this method typically combines semi-structured in-
terviews [30] and grounded theory methods [31], it is more rigorous than the
statistical analysis methods used in traditional interview surveys. Currently,
this method has been widely applied domestically and internationally, demon-
strating its high feasibility and reliability and gaining general recognition in
academia [32-33]. Therefore, this study adopts qualitative research methods,
collecting data through semi-structured interviews and conducting data coding
analysis according to grounded theory requirements.

3.2 Sample Selection and Data Collection

Since the main audience of eHealth websites consists of digital immigrants and
digital natives, this study selected research subjects primarily from young groups
with relatively high education levels. The determination of the number of re-
search subjects followed the principle of theoretical saturation, that is, the sam-
ple size is bounded by the point where new samples can no longer provide new
information [34]. R. E. Fassinger et al. [35] found that a sample size of 20-30
is appropriate for qualitative research. Accordingly, this study ultimately se-
lected 22 subjects as the analysis sample on the basis of ensuring theoretical
saturation, including 10 males and 12 females with basically balanced gender
distribution; all were aged 18-28, conforming to the World Health Organization
and UNESCO’s definition of youth; all respondents had bachelor’s degrees or
above and had used eHealth websites.

This study collected data through one-on-one in-depth interviews using a semi-
structured interview format, with all interviews completed by two researchers.
One researcher was responsible for interview outline design and questioning,
while the other handled recording, transcription, and supplementary questions.
The entire data collection process lasted three weeks (including voice transcrip-
tion). All interviews and recordings were conducted with the consent of the
respondents, with a total recording time of 576 minutes and an average in-
terview duration of 26.2 minutes. Face-to-face interviews were the primary
method, accounting for 81.2% of all interviews, with only four respondents in-
terviewed by telephone. After transcription and standardization, 22 documents
were formed, each representing one respondent’s interview data. These docu-
ments were named R01-R22 according to the interview order. The 22 documents
constitute the final sample for qualitative analysis, with 18 used for coding anal-
ysis and 4 reserved for theoretical saturation testing. Based on the sample
setting and selection process, all respondents met the interview requirements,
and the sample size was sufficient for studying the specific subject [36]. The
basic information of interviewees is shown in .

3.3 Data Processing

3.3.1 Data Coding The data coding process in this study includes three
steps: open coding (first-level coding), axial coding (second-level coding), and
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selective coding (third-level coding), with the coding process fully complying
with grounded theory requirements.

(1) Open Coding. Open coding, also known as open login, refers to the op-
eration process where researchers adopt an open mindset, “suspend” personal
or industry preconceptions, break down all collected data, assign concepts or
categories, and reorganize them in new ways. The essence of this stage is coding
and reorganizing data content. At this stage, researchers must neither believe
everything nor doubt everything [37]. Concepts or categories formed during
first-level coding are marked as free nodes—“independent” nodes without as-
sociations with other nodes. In this stage, this study collected 185 original
statements (i.e., reference points), “labeled” them, and after grouping similar
labels, extracted 48 free nodes such as spam advertisements, convenience, spe-
cial experiences, lifestyle habits, and past experiences.

(2) Axial Coding. Axial coding, also called axial login or relational login,
is the operation process of connecting concepts or categories aggregated in the
first-level coding stage to form higher-level categories (i.e., main categories). It
mainly serves a “connecting” role to discover vertical deep relationships between
different categories. The essence of this stage is refining larger category nodes
and establishing node relationships. Main categories formed in the second-level
coding stage are conceptual categories based on free nodes. In this stage, this
study summarized and integrated the 48 free nodes extracted in the first stage to
obtain 17 main categories such as irrelevant information, information distortion,
critical illness, user habits, etc.

(3) Selective Coding. Selective coding, also called selective login or core
login, is based on axial coding to sort out and summarize relationships among
various categories and extract core categories with overarching functions. The
essence of this stage is concept association and relationship verification. Core
categories formed in the third-level coding stage are higher-level conceptual
categories based on main categories. In this stage, this study deeply refined the
17 main categories and ultimately obtained five core concepts: service quality,
perceived risk, illness characteristics, perceived utility, and subjective norms.
The detailed picture of the coding process is shown in .

Among these five core categories, there are still primary and secondary distinc-
tions, with the distinguishing criterion being the weight of reference points in
each category [38]. The primary and secondary distribution of core categories
in this study is shown in [Figure 1: see original paper], where each rectangle
corresponds to different categories, same corner colors indicate same-level cate-
gories, black-corner rectangles represent core categories, white-corner rectangles
represent main categories, and rectangle size represents the weight of reference
points in each category.

3.3.2 Reliability, Validity, and Theoretical Saturation Testing Re-
search reliability refers to the consistency of research results when the same
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method is used to measure the same case repeatedly [39]. To ensure reliabil-
ity, this study conducted group discussions before starting, designed and de-
termined a feasible interview outline, and fully complied with grounded theory
normative requirements throughout the research process. In the coding stage,
which involves greater subjectivity, this study adopted a method of one person
coding and another checking to identify divergence points and reached consen-
sus through group discussions and literature review to ensure data objectivity
and accuracy.

Research validity refers to the accuracy and generalizability of research results
[40]. To ensure validity, this study adopted a “triangulation” [41] strategy, us-
ing multiple methods for multi-dimensional cross-validation of the same case
to avoid erroneous judgments due to researcher subjective bias. This study ob-
tained research materials through in-depth interviews with different educational
groups and corroborated findings by pooling knowledge and experience from rel-
evant field researchers and literature review, thereby effectively implementing
the triangulation strategy and ensuring high research validity.

Theoretical saturation means that collected data can no longer provide new
information, insights, or categories. However, to date, theoretical saturation re-
mains a subjective concept without objective measurement indicators, requiring
researchers to weigh it based on personal experience [42]. Accordingly, building
on previous researchers’ testing methods, this study adopted the testing method
used by J. J. Francis et al. [43]: first coding the interview content of 18 respon-
dents. The results showed that when coding the 16th interview document,
basically no new concepts or categories emerged. The study then continued
coding the remaining two documents. After completion, the reserved four inter-
view documents were used for concept comparison, and the results showed no
new concepts, categories, or categorical relationships emerged, indicating that
the concepts in the previous 18 interview documents had covered the content of
the subsequent interviews. Therefore, the author determined that the collected
data and information had reached theoretical saturation.

3.3.3 Theoretical Model Construction After conducting three-level cod-
ing of all interview materials and testing reliability, validity, and theoretical
saturation, the relationships among theoretical categories determined at each
coding level became basically clear. By constructing the “storyline” of this
study, the influencing factor model of user information disclosure behavior in
eHealth websites was obtained, as shown in [Figure 2: see original paper].

4 Data Analysis
Through data processing, the main influencing factors of user information dis-
closure behavior in eHealth websites were extracted, as shown in . The specific
content of each factor is as follows:
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4.1 Service Quality

Research shows that eHealth website service quality is one of the influencing fac-
tors frequently mentioned by respondents, with 10 users stating that their disclo-
sure behavior is affected by this factor. The coding reference point proportion
for this factor is 17.3%, mainly including four aspects: irrelevant information,
personalized service, content quality, and convenience.

Irrelevant information refers to information provided by eHealth websites that
is inconsistent with user needs. The results show that the more irrelevant in-
formation on eHealth websites, the worse users’ service quality experience, and
the less likely they are to disclose information. For users, common irrelevant
information mainly refers to advertisements and promotions. For example, R04
stated, “If there are many spam advertisements on the website, then I’m not
willing to disclose information because I might never visit this website again.”
R05 also expressed, “When you input some minor symptoms on a website, and
then an advertisement page pops up, this kind of website is very annoying and
must be avoided.”

Content quality is an important indicator of service quality, reflecting the degree
of consistency between information provided by eHealth websites and objective
facts. The results show that the higher the content quality of eHealth websites,
the better users’ service quality experience, and the more likely they are to
disclose information. For example, R04 believed, “If doctors answer questions
accurately, I will feel that this website is relatively reliable, and then I’m more
willing to share my personal information on this website.” Meanwhile, R06
stated, “I’m not very willing to disclose my personal information, and I don’t
often use eHealth websites because they tend to exaggerate some symptoms,
but in reality, they might not be that serious.”

Convenience is also a common indicator of service quality, reflecting the con-
venience and speed of information services provided by eHealth websites. The
study found that the higher the convenience of eHealth websites, the better
users’ service quality experience, and the more likely they are to disclose infor-
mation. For example, R02 stated, “If information security is guaranteed, I still
like this method very much. Such websites are very convenient, and sometimes
minor ailments don’t require going to the hospital.” R14 also expressed, “I will
state my personal information online. I think it’s quite convenient and can save
a lot of time.”

Personalized service refers to the ability of eHealth websites to provide infor-
mation tailored to individual users and meet different user needs. The results
show that the higher the degree of personalized service, the better users’ service
quality experience, and the more likely they are to disclose information. For
example, R13 believed, “There are specialized doctors on the website who will
recommend what medicine you should take based on your symptoms, which
feels pretty good.” R14 stated, “I can consult questions on the website and also
make appointments. These functions work quite well.”
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4.2 Perceived Risk

Perceived risk refers to users’ subjective judgment of potential negative con-
sequences from disclosing information on eHealth websites. The study shows
that perceived risk is the second most important factor affecting user informa-
tion disclosure behavior in eHealth websites, with 15 respondents mentioning
its significant impact. The coding reference point proportion for this factor is
24.9%, including three aspects: information distortion, information leakage, and
privacy concerns.

Information distortion refers to the degree to which information provided by
eHealth websites deviates from objective facts. The results show that the more
serious the information distortion, the stronger users’ perceived risk, and the less
likely they are to disclose information. For example, R04 stated, “Many aspects
of medicine are not well done and are very sensitive. For instance, headaches
are difficult to judge accurately, so this is one reason why I’m not very willing
to disclose personal information.” R18 believed, “Who knows if the so-called
experts on the website are real experts? If they are real, I would still disclose
my information.”

Information leakage is the most impactful indicator of perceived risk, refer-
ring to eHealth websites disclosing users’ unwilling-to-public information exter-
nally. The study found that the greater the possibility of information leakage
on eHealth websites, the greater users’ perceived risk, and the less likely they
are to disclose information. For example, R01 believed, “There are still very
few reliable websites. Most may leak personal privacy, and I’m also afraid that
doctors are not reliable and might sell personal information. Generally, I won’t
say too much to doctors online.” R09 also expressed, “The information on med-
ical websites nowadays is not very secure. I’m worried that personal health
information will be leaked. As for how much I would say online, it depends on
the situation.”

Privacy concerns refer to users’ own emphasis on personal private information.
The results show that the higher users’ concern for their information privacy,
the greater their perceived risk, and the lower the likelihood of information
disclosure. For example, R11 believed, “I’m not willing to disclose personal
health information on health websites because I pay more attention to personal
privacy. It feels strange to tell others about my private health information
online.” R17 also stated, “I’m worried that the website will archive personal
health information, but its security and credibility are not high enough, which
would hinder me from disclosing personal health information.”

4.3 Illness Characteristics

The study found that illness characteristics are another factor affecting user
information disclosure behavior in eHealth websites, with 11 respondents stating
they were affected by this factor. The proportion of reference points for this
factor is relatively low compared to the other four factors, accounting for only
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11.4%, mainly including four situations: critical illness, private issues, minor
ailments, and serious or chronic difficult-to-treat conditions.

Critical illness refers to urgent medical situations where there is no nearby hos-
pital or insufficient time. The results show that in such situations, users usually
choose to disclose information on eHealth websites. For example, R06 stated,
“When I don’t have time to see a doctor, but the symptoms are relatively seri-
ous, I might search online.” R08 believed, “When the situation is particularly
urgent and there is no hospital nearby, only then would I consider disclosing
health information online for urgent help.”

Private issues refer to diseases involving personal privacy that are difficult to
discuss face-to-face with doctors. The results show that in such situations, users
with high privacy concerns mostly choose physical hospitals for diagnosis and
treatment. For example, R15 stated, “The questions I consult on websites are
not particularly private. For more private issues, I would still go directly to the
hospital because after all, hospitals are safer.” However, users with lower privacy
concerns often choose to disclose personal information on eHealth websites to
obtain needed medical services. For example, R02 believed, “For more private
conditions, sometimes I might be too embarrassed to tell the doctor, so I would
choose to input this information online to seek help.”

Minor ailments refer to conditions that are not serious, do not affect users’
normal lives, and can be treated or left untreated. The results show that in this
state, users usually choose to disclose personal information on eHealth websites
to solve problems. For example, R01 stated, “For minor issues like weight loss
or facial acne, I would search for solutions on websites.” R05 also expressed,
“Now for some minor illnesses, such as colds and fevers, there’s no need to go
to the hospital; they can be resolved directly on websites.”

Serious or chronic difficult-to-treat conditions refer to users suffering from seri-
ous illnesses or chronic conditions that are difficult to cure. The results show
that in such cases, users’ perceived risk is very low, and since physical hospitals
cannot meet users’ needs, users often adopt a “give it a try” mentality to search
the all-encompassing online world for famous doctors or new medications. For
example, R03 believed, “If there are very serious problems with my health, I
would disclose personal information on websites. When health has major prob-
lems at that point, who still cares about personal information?” R07 stated,
“For instance, with hypertension that requires long-term attention, it’s very dis-
tressing, so I would definitely pay long-term attention online to see if any new
radical cure has emerged. Cancer patients probably do this even more.”

4.4 Perceived Utility

To date, there is no clear definition of perceived utility. Some scholars believe
perceived utility is the deviation between user expectations and their actual
feelings [44], while others believe it refers to users’ overall evaluation of decision-
making objects [45]. In the specific context of this study, perceived utility is
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defined as users’ overall evaluation of whether information disclosure in eHealth
websites can generate positive benefits. The study found that perceived utility
is the most important factor affecting user information disclosure behavior in
eHealth websites, with 15 respondents mentioning its significant impact. The
coding reference point proportion for this factor is as high as 25.4%, covering
three aspects: personal experience, user habits, and perceived value.

Personal experience refers to users’ evaluation of their previous experiences with
similar websites. The results show that the worse users’ past experiences with
similar websites, the less likely they are to disclose information on eHealth
websites. For example, R02 stated, “I previously searched online for answers
about cold-related symptoms without registering, but after a while, a hospital
called to ask if I would like to visit their hospital. I found this too terrifying.”
R03 revealed, “I used to have a classmate whose account was stolen, and I was
asked to help her buy things online. Only later did I discover the information
was stolen, and then I was cheated. Anyway, now I won’t easily disclose my
personal information online anymore.”

User habits refer to the processing methods users typically choose when encoun-
tering medical and health problems. The results show that if users have the
habit of frequently obtaining information online, they are more likely to dis-
close information on eHealth websites. For example, R02 revealed, “I usually
search on websites first, such as Baidu and Sina. For instance, if I have a cold,
I would ask whether fever and cough count as a cold.” User R14 also stated,
“Anyway, if I get sick, I will definitely first look at health websites like Baidu
(Muzhi) Doctor.”

Perceived value refers to users’ subjective feelings about whether they can ben-
efit from disclosing information on eHealth websites before using them. The
results found that the greater users’ perceived value, the higher the likelihood
of information disclosure. For example, R04 revealed, “If this website can indeed
provide me with some help, I would be willing to disclose information on the
website.” R15 believed, “Even if the website might not be secure, if its medical
power is strong, the doctors are particularly reliable, and the advice given can
quickly solve my problem, then I would still choose to disclose information.”

4.5 Subjective Norms

Subjective norms, also known as social norms, reflect the degree to which users
are influenced by important people (such as family, relatives, and friends) [46-
47]. In the specific context of this study, subjective norms are defined as the
degree of influence from others, organizations, or social factors that users ex-
perience before disclosing information on eHealth websites, such as recommen-
dations from others and website reputation. The study found that subjective
norms are relatively important factors affecting user information disclosure be-
havior in eHealth websites, with almost all respondents (17) stating that their in-
formation disclosure behavior on eHealth websites was influenced by this factor.
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The coding reference point proportion for this factor is 21.1%, including three
indicators: online reputation, offline recommendations, and platform strength.

Online reputation refers to the overall evaluation of eHealth websites by online
users. The results show that the better the online reputation of eHealth websites,
the more likely users are to use them and disclose information on them. For
example, R01 stated, “I usually compare website evaluations. If a website has
good evaluations, I will disclose more information on it.” R17 believed, “If user
comments are good, the website has high visibility and a very good reputation,
then I will confidently disclose my personal information to these websites.”

Offline recommendations are an important form of word-of-mouth, referring to
users who have used eHealth websites and had good service experiences encour-
aging their relatives and friends to use them. The results show that the stronger
the offline recommendations, the more likely users are to disclose information.
For example, R09 stated, “Recommendations from friends might prompt me to
disclose my personal health information.” R10 also believed, “Recommendations
from friends are relatively reliable. After all, I trust my friends, and I might be
willing to disclose my personal health information on websites recommended by
friends.”

Platform strength refers to the influence exerted by eHealth websites through
their scale, services, and team building. The results show that the stronger the
platform strength of eHealth websites, the more likely users are to disclose infor-
mation. For example, R01 stated, “If the doctors in the website are authoritative
doctors recognized by official authorities, I would disclose more information on
the website.” R05 revealed, “For relatively authoritative websites, that is, in-
formation websites opened by relatively authoritative hospitals, they should be
more reliable, and I would consider disclosing more personal information on
such websites.”

5 Research Results
The research results indicate that user information disclosure behavior in
eHealth websites is mainly influenced by five core categories: perceived utility,
perceived risk, subjective norms, service quality, and illness characteristics.

(1) Perceived utility includes three main categories: personal experience,
user habits, and perceived value, and is the most important factor affect-
ing user information disclosure behavior in eHealth websites. Personal
experience and perceived value are positively correlated with user infor-
mation disclosure behavior in eHealth websites; that is, the better users’
personal experiences, the greater the likelihood of information disclosure;
the greater users’ perceived value, the higher the likelihood of information
disclosure. Regarding user habits, if users have the habit of frequently
obtaining information online, they are also more likely to disclose infor-
mation on eHealth websites.
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(2) Perceived risk includes three main categories: information distortion,
information leakage, and privacy concerns, and is the second most im-
portant factor affecting user information disclosure behavior in eHealth
websites. The three main categories of perceived risk are negatively corre-
lated with user information disclosure behavior in eHealth websites; that
is, the higher the information distortion, the lower the likelihood of infor-
mation disclosure; the smaller the possibility of information leakage, the
greater the likelihood of information disclosure; the lower users’ concern
for information privacy, the higher the likelihood of information disclosure.

(3) Subjective norms include three main categories: online reputation, of-
fline recommendations, and platform strength, and are relatively impor-
tant factors affecting user information disclosure behavior in eHealth web-
sites, also the factors most frequently mentioned by respondents. The
three main categories of subjective norms are positively correlated with
user information disclosure behavior in eHealth websites; that is, the bet-
ter the online reputation, the higher the likelihood of information disclo-
sure; the stronger the offline recommendations, the greater the likelihood
of information disclosure; the stronger the platform strength, the higher
the likelihood of information disclosure.

(4) Service quality includes four main categories: irrelevant information,
personalized service, content quality, and convenience, and is the rela-
tively least important factor among the five core categories affecting user
information disclosure behavior in eHealth websites, also the factor least
frequently mentioned by respondents. Among the four main categories of
service quality, personalized service, content quality, and convenience are
positively correlated with user information disclosure behavior in eHealth
websites, while irrelevant information is negatively correlated; that is, the
higher the degree of personalized service, the greater the likelihood of
information disclosure; the better the content quality, the greater the like-
lihood of information disclosure; the higher the convenience, the greater
the likelihood of information disclosure; while the greater the degree of
irrelevant information, the lower the likelihood of information disclosure.

(5) Illness characteristics include four main categories: critical illness, pri-
vate issues, minor ailments, and serious or chronic difficult-to-treat condi-
tions, and are the least important factor among the five core categories
affecting user information disclosure behavior in eHealth websites. Among
them, when users face critical illness, minor ailments, or serious/chronic
conditions that are difficult to treat, they usually choose to disclose infor-
mation on eHealth websites to solve problems. For private issues, users
with high privacy concerns mostly choose physical hospitals for diagnosis
and treatment, while users with lower privacy concerns mostly choose to
disclose personal information on eHealth websites to obtain services.

Additionally, the study found that many influencing factors of information dis-
closure behavior on general websites also apply to eHealth websites. For exam-
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ple, perceived utility, perceived risk, subjective norms, and service quality also
affect user information disclosure behavior on eHealth websites. However, the
lower-level concepts (i.e., main categories) under these core category influenc-
ing factors are not identical, and the influence degree of each core category is
also inconsistent. For instance, in eHealth websites, since they involve more
personal information, users tend to pay more attention to the core category of
perceived risk, especially the two main categories of information leakage and
privacy concerns. On general websites, users pay more attention to factors such
as personalized service and content quality. It should be noted that the core cat-
egory of illness characteristics is a unique influencing factor for user information
disclosure behavior in eHealth websites and does not exist in general websites.

This study uses qualitative research methods to construct a model of influencing
factors for user information disclosure behavior in eHealth websites and analyzes
it from three dimensions: government departments, eHealth websites, and users.
The following implications are drawn:

(1) From the government level, strengthen standardized management and
information security construction. Government departments should, on
the one hand, strengthen management and monitoring of eHealth web-
sites, certify qualified eHealth websites, and ban illegal websites according
to law. On the other hand, they should strengthen information secu-
rity construction from a macro perspective, prevent information leakage,
and strengthen the construction of information leakage punishment mech-
anisms, enabling relevant practitioners to truly have laws to abide by and
strictly enforce them. Departments and personnel who leak information,
especially those who intentionally leak or even sell user health information,
should be severely cracked down on, using government mandatory means
to safeguard the information security environment for user information
disclosure on eHealth websites.

(2) From the eHealth website perspective, improve service capabilities
and enhance user experience. On the basis of ensuring user health infor-
mation security, use a “push-pull” combined strategy to enhance website
influence and attractiveness. On the one hand, websites should effectively
improve their service capabilities, including enhancing personalized service
capabilities, service convenience, and content quality. On the other hand,
they should create a good user experience, including not only website pages
and privacy protection mechanism construction but also cultivating online
and offline reputation and visibility, and gradually achieving online-offline
integration to realize seamless connection between websites and physical
entities.

(3) From the user perspective, transform traditional thinking and enhance
eHealth literacy. The foothold of user information disclosure behavior
on eHealth websites still lies with users. Today, healthcare behavior is
not limited to offline settings. Therefore, on the one hand, users need
to transform the traditional mindset of “going to the hospital for any
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illness,” develop awareness of disclosing information on eHealth websites,
reduce their own privacy concerns and privacy anxiety, and establish a
certain perspective of privacy as a resource. On the other hand, users
should enhance their eHealth literacy and improve their ability to sense
and control unknown risks during the information disclosure process on
eHealth websites.

This study has certain limitations, mainly reflected in the small number of users
and the fact that research subjects are mostly young audiences. The research
conclusions have not covered all user group types, thus the generalizability of
the conclusions is somewhat lacking. The influencing factors of information
disclosure behavior for other non-youth groups on eHealth websites still need
to be considered. Future research should conduct relevant studies on broader
user groups, continuously explore models of user information disclosure behav-
ior on eHealth websites, and conduct empirical research through quantitative
analysis and other methods to provide solid theoretical support and empirical
foundations for the development and optimization of eHealth websites.
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Research on Influencing Factors of User Information Disclosure Be-
havior in Electronic Health Websites

Zhang Kun1, Wang Wentao1, Li Jing1, Xie Yangqun2
1School of Management, Anhui University, Hefei 230601
2Hefei Normal University, Hefei 230601

Abstract: [Purpose/Significance] The paper aims to determine the influencing
factors of information disclosure behavior, optimize the ecological environment
of eHealth websites, and indirectly help realize the strategic goal of “Healthy
China.” [Method/Process] The paper uses the qualitative research method to
analyze the three-level code of interview data. It also constructs the influencing
factors model of the user information disclosure of the eHealth websites and
extracts the 17 main categories and 5 core categories which affect the user infor-
mation disclosure behavior on the eHealth websites. [Result/Conclusion] The
user information disclosure behavior of the eHealth websites is mainly influenced
by perceived utility, perceived risk, subjective norm, service quality, and illness
characteristic. The perceived utility is the most important influencing factor.
The perceived risk is the sub-important factor. The subjective norm is the more
important influencing factor. The service quality and the illness characteristic
are the relatively influencing factors. Accordingly, from the three dimensions
of government departments, electronic health websites, and users, the relevant
suggestions are summarized.

Keywords: electronic health (eHealth); eHealth website; information disclo-
sure; qualitative research

Note: Figure translations are in progress. See original paper for figures.

Source: ChinaXiv — Machine translation. Verify with original.
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