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Abstract
[Purpose/Significance] With the increasing number of social network users, re-
search on personal information security behavior in social networks plays a
positive role in helping users better avoid social network security risks and
promoting platform developers to improve information security technologies.
[Methods/Process] Based on social cognition theory and protection motivation
theory, this study constructs a model of factors influencing personal informa-
tion security behavior in social networks and tests the model’s applicability using
questionnaire surveys and structural equation modeling. [Results/Conclusions]
Data results indicate that response efficacy is the most significant influencing
factor of personal information security protection behavior in social networks,
followed by perceived threat and self-efficacy positively affecting personal infor-
mation security protection intention, while avoidance behavior negatively affects
information security protection intention; users’ information security protection
intention positively influences information security protection behavior.
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Abstract
[Purpose/Significance] With the increasing number of social network users,
research on personal information security behavior in social networks plays a
positive role in helping users better avoid social network security risks and urg-
ing social network platform developers to improve information security tech-
nology. [Method/Process] Based on social cognitive theory and protection
motivation theory, this paper constructs a model of influencing factors of per-
sonal information security behavior in social networks, and tests the applica-
bility of the model using questionnaire surveys and structural equation mod-
eling. [Result/Conclusion] The results show that response efficacy is the
most important factor influencing personal information security protection be-
havior in social networks, followed by perceived threat and self-efficacy, which
positively influence personal information security protection willingness, while
avoidance behavior negatively influences information security protection will-
ingness. Users’ information security protection willingness positively influences
information security protection behavior.
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factors
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1. Introduction
In recent years, global cyberspace security threats have shown new changes,
with some emerging network threats spreading globally. According to Ten-
cent’s “2017 Annual Internet Security Report,” the field of network security
presents both opportunities and challenges, with security incidents such as net-
work attacks, social network information leaks, and fraud emerging endlessly,
constantly sounding the alarm for public data and information security [1]. The
41st Statistical Report on China’s Internet Development shows that in 2017, the
proportion of users who experienced cybersecurity incidents reached 52.6% of
all internet users, with 48.4% involving fraud through impersonating friends on
social software [2]. Well-known domestic and foreign social network companies
such as LinkedIn, Yahoo, and NetEase have all experienced user information
theft by hackers, resulting in thousands of user accounts being exploited by
criminals. Unsafe information behavior by social network users is the primary
cause of personal privacy leaks and theft by illegal elements [3].

With the increase in social network users, personal information security behav-
ior in social networks has become a new issue of concern in both industry and
academia. Foreign scholar A. Bandura appropriately studied users’ information
security behavior through social cognitive theory models [4]; A.C. Johnston
and other scholars conducted research when users decide to adopt information
security behavior, believing that users’ perception of the social environment
will affect their behavioral intentions [5]; Y. Chen and other scholars compared
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information security behavior from the perspective of individual online secu-
rity behavior patterns in Chinese and American contexts [6]. Domestic scholar
Zhang Xiaojuan, based on privacy concern theory, constructed a model of in-
fluencing factors of privacy concern on smartphone users’ information security
behavioral intention, deeply studying three key influencing factors: trust, pri-
vacy risk perception, and past experience [7]; Wang Luyao, based on fear appeal
theory, constructed a model of influencing factors of social network users’ adop-
tion of privacy security protection measures, studying the influence mechanism
of users’ personal information security in social networks [8]; Luo Li proposed
three effective ways to protect personal information security in social networks,
including strengthening legislative protection and industry self-regulation, im-
proving the information security management level of social network enterprises,
and enhancing users’ information security literacy [9].

From the existing research results of domestic and foreign scholars, most current
achievements focus on user privacy security protection and comparative studies
of information security behavioral intentions between East and West, but there
are relatively few studies on users’ information security behavior in social net-
works, especially regarding the impact of “avoidance behavior” on users. This
study attempts to address three research questions: � the influencing factors of
users’ information security behavior in the context of social networks; � the role
of avoidance behavior on users’ information security behavior; and � to verify
the practicality of the social network information security model constructed in
this paper through empirical research.

This paper constructs a model of influencing factors of users’ information secu-
rity behavior in social networks based on social cognitive theory and protection
motivation theory, providing a new theoretical perspective for research on per-
sonal information security behavior in social networks and helping social network
users better avoid security risks in practice.

2. Related Concepts and Theoretical Foundations
2.1 Social Networks and User Personal Information Security

Social networks (SNS) are the gridding of social relationships. The social net-
works discussed in this paper refer to online platforms that use real-name sys-
tems as the main feature and aim to establish and manage personal or institu-
tional social relationships [9]. Most foreign definitions of social networks refer
to them as a service based on the Internet platform that enables users to create
their own online space, establish their own circle of friends, and provide public
or semi-public social tools for strangers or friends to browse, comment on, and
forward [10]. In China, Weibo, WeChat, and QQ Space are predominantly used
as social network tools, while Twitter and Facebook are typical representatives
abroad.

Personal information security of social network users mainly refers to users’
own information security issues. Personal age, gender, religious beliefs, ways of
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thinking, motivation, and cultural background all affect social network users’
personal information security. With the rapid development of the Internet,
many hackers have evolved from “intrusion for showing off skills” to later “hacker
economy” [11], and the frequent occurrence of risky links and online fraud in
social networks has made human factors increasingly prominent in influencing
personal information security behavior in social networks.

2.2 Social Cognitive Theory and Social Network Security Behavior

Social cognitive theory (SCT) holds that social psychology is stored in human
minds in a certain structure, with interrelationships between the structure and
its parts. At the same time, individuals’ acquisition of knowledge is usually
influenced by the external social environment and personal experience. Its core
viewpoint is the “triadic reciprocal” determinism, which means that environ-
ment, behavior, and person have dynamic interactions, influencing and depend-
ing on each other. B.E. Holt, the proposer of social cognitive theory concepts,
believes that all human behavior is based on meeting the psychological needs of
“feelings, emotions, and desires” [12]. Among them, self-efficacy is an important
concept in social cognitive theory, referring to the confidence level of users in
deciding whether they have the ability to actively deal with problems during
the assessment process [5, 13].

A. Inkeles believes that people in modern Western society have high individu-
alistic principles, with strong self-efficacy in dealing with challenges and tend
to adopt proactive attitudes to handle problems [14]. However, when current
Chinese users face social network security issues, they often adopt “harmonious”
and “avoidance” behaviors [15]; traditional Chinese culture has also always em-
phasized “collective response” and “reliance on authority” to deal with various
risks [16]. Currently, many domestic scholars have ignored exploring social net-
work users’ information security behavior from the perspective of “avoidance,”
so this paper introduces “avoidance” as an independent variable into the model,
combined with social cognitive theory to jointly discuss users’ information secu-
rity behavior.

2.3 Protection Motivation Theory and Social Network Security Be-
havior

The protection motivation theory (PMT) framework is divided into three parts:
information source, cognitive mediation process, and coping mode. It specifi-
cally refers to the process of explaining behavioral change through threat assess-
ment and coping assessment in the cognitive regulation process, on which basis
individuals make corresponding decisions. The theory believes that information
sources influence information behavior. R.W. Rogers once used it to study se-
curity behavior, believing that threat assessment and coping assessment are the
two most important factors in protection motivation theory. Threat assessment
reflects individuals’ evaluation of threat susceptibility and threat severity, while
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coping assessment reflects individuals’ evaluation of self-efficacy and response
efficacy [17].

When users face personal information security risks brought by social networks,
they first judge the possibility of experiencing this threat and the severity of
harm caused by this threat, and then adopt behaviors that they personally
believe can effectively avoid the threat. In addition, H. Liang and Y. Xue and
other scholars believe that perceived susceptibility and perceived severity can in-
fluence security behavioral intention through the mediating variable of perceived
threat, so they introduced perceived threat into the protection motivation the-
ory model [13]. Many scholars have proven through several experiments that
protection motivation theory plays an important role in studying social network
user behavior. In view of this, this paper, by sorting out relevant foreign lit-
erature on information security behavior and using questionnaire surveys and
structural equation methods, aims to address the influencing factors of infor-
mation security behavior in social networks and provide references for related
research.

3. Research Model and Questionnaire Design
3.1 Literature Review

3.1.1 Influence of Perceived Threat in Social Networks on Personal
Information Security Protection Willingness Perceived threat in social
networks refers to when users perceive harmful content or risks in social net-
works and take corresponding measures to deal with them. P.A. Rippetoe and
other scholars believe that when users’ perception of information security threats
intensifies, individuals will adopt more active behaviors to get rid of the threat
[18]; H. Liang and other scholars believe that perceived threat plays a positive
role in adopting protective behaviors [19]. However, there are obvious differ-
ences between Eastern and Western users regarding social network content, and
users in different societies choose different strategies to deal with social network
threats [20]; Chinese users have relatively weaker personal information security
protection awareness compared with European and American countries in the
rapidly developing Internet society, making it difficult for them to distinguish
which content is threatening when facing different content on social networks,
leading to violations of user information security [21]; H. Liang and other schol-
ars also believe that perceived threat can be introduced as a variable into the
protection motivation theory model. If social network users believe that the
probability of information security risks is high but they don’t believe it will
bring serious threats to themselves, or they believe that information security
risks are serious but the probability of happening to themselves is extremely
low, then they may not generate information security protection willingness.
Only when users actually perceive information security risks can they possibly
generate information security protection willingness [13]. Therefore, based on
the above literature research results, this paper believes that perceived threat in
social networks positively influences social network users’ personal information
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security protection willingness.

3.1.2 Influence of Response Efficacy in Social Networks on Personal
Information Security Protection Willingness Response efficacy in social
networks refers to users’ cognition of the behaviors they adopt. In other words,
if users believe that the behavior measures they adopt are useful, they will adopt
this behavior earlier. Many users have never used security scanning software
or only used pirated software to scan the websites they use, making them more
vulnerable to information security threats [22]; using effective technical tools
can greatly reduce the risks of users using social networks, such as regularly
changing social network platform passwords, using firewalls, and regularly back-
ing up systems [23]; C. Yoon and other scholars believe that response efficacy
positively influences information security behavioral intention [24]; K. Witte be-
lieves that response efficacy evaluation is a cognitive process in which individuals
form thoughts about their ability to respond to threats, and individuals’ final
cognition of response efficacy determines how they deal with threats [25]. Only
by believing in the effectiveness of information security behavior and believing
that security behavior is beneficial to information security will individuals gener-
ate the willingness to adopt this behavior. If individuals do not believe that the
behavior is effective, even if they are worried about information security, they
may not necessarily have the willingness to protect or adopt information security
protection behaviors. Therefore, based on the above literature research results,
this paper believes that response efficacy in social networks positively influences
social network users’ personal information security protection willingness.

3.1.3 Influence of Self-Efficacy in Social Networks on Personal Infor-
mation Security Protection Willingness Self-efficacy in social networks
refers to a person’s ability to engage in a certain behavior and achieve expected
results in the specific context of social networks. It largely refers to individu-
als’ own feelings about their relevant abilities, that is, their confidence in their
own success in using social networks. Self-efficacy is a core part of social cog-
nitive theory and protection motivation theory. Many scholars have confirmed
through research that self-efficacy has a great influence on information security
intention behavior. J. Schaubroeck and other scholars believe that the inequal-
ity of information quality between Eastern and Western society members caused
by cultural differences plays an important role in self-efficacy [26]; M. Workman
and other scholars believe that users with high self-efficacy are more inclined to
adopt information security protection behaviors when using the Internet [27];
A.C. Johnston and others, combining protection motivation theory, believe that
since social network users need to conduct threat assessment when receiving pri-
vacy security protection measures, and user behavior itself is easily influenced by
their own environment, self-efficacy will positively influence users’ information
security intention behavior [5]. Individuals with high self-efficacy are often con-
fident when adopting information security behaviors. Similarly, if individuals
have high self-efficacy in social networks, it will be more conducive to adopting
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information security behaviors. Therefore, based on the above literature re-
search results, this paper believes that self-efficacy in social networks positively
influences personal information security protection willingness.

3.1.4 Influence of Avoidance Behavior in Social Networks on Per-
sonal Information Security Protection Willingness Avoidance behavior
in social networks refers to refusing to use social networks to varying degrees,
especially sensitive operations such as online payment in social networks, to pre-
vent user information security risks in social networks. The role of avoidance
behavior is similar to the herd effect. Many users’ personal behaviors in social
networks are unconsciously influenced by the behavior of most people, regardless
of whether this behavior is correct or not. H. Liang and other scholars describe
users’ avoidance behavior as a normal positive feedback cycle that enables users
to comprehensively understand information threat avoidance [13]; Y. Chen and
other scholars believe that avoiding using the Internet to varying degrees is a
coping strategy for information security, defining avoidance as a coping behavior
that prevents information security threats by not using social networks [6]. T.
Hamamura and other scholars believe that Easterners have stronger avoidance
willingness than Westerners [28]. Influenced by traditional culture, many Chi-
nese users have always hoped to avoid directly facing information security issues
in social networks. On social network platforms, online fraud is common, and
Chinese users, because of their relatively small personal wealth, are more likely
to worry about threats and avoid using social networks. If a social network user
believes that most people protect their own information security by refusing to
use social networks, then he will have stronger resistance to information security
protection willingness. Therefore, based on the above literature research results,
this paper believes that avoidance behavior negatively influences social network
users’ personal information security protection willingness.

3.1.5 Influence of Personal Information Security Protection Willing-
ness on Personal Information Security Protection Behavior in Social
Networks Information security protection willingness refers to the motiva-
tion to adopt information security protection behavior. In this study, we do
not distinguish between willingness and motivation. Willingness is users’ psy-
chological tendency to use social networks, which also includes users’ behavioral
tendency to use social networks. F. Kujur and other scholars found that in
social networks, usage willingness, information content, risk, and entertainment
affect users’ behavior of using social networks, but users’ willingness to use social
networks is the most critical factor affecting usage behavior [29]; I. Ajzen be-
lieves that intentional behavior is a powerful predictor of actual behavior, which
can guarantee the realization of behavior to the greatest extent [30]; E.V. Gool
and other scholars, through studying teenagers’ information sharing behavior
on social networks, found that teenagers’ willingness to share information is the
most critical variable affecting teenagers’ active information sharing behavior
on social networks [31]. Therefore, consistent with previous research by other
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scholars, we believe that users with stronger information security protection
willingness are more likely to adopt behaviors to protect personal information
security. Based on the above literature research results, this paper believes that
information security protection willingness positively influences social network
users’ information security protection behavior.

3.2 Research Model

Based on the research hypotheses proposed above, this paper takes the self-
efficacy variable from social cognitive theory and the perceived threat and re-
sponse efficacy variables from protection motivation theory as the foundation,
introduces the new variable of avoidance behavior as the independent variable
of the entire model, uses user information security behavioral willingness as the
mediating variable, and uses user information security behavior as the depen-
dent variable to construct a theoretical model of influencing factors of personal
information security behavior in social networks, as shown in Figure 1 [Figure
1: see original paper].

To test the causal relationships between latent variables, this study adopts struc-
tural equation modeling as the data processing method and uses confirmatory
factor analysis to test the reliability and validity of the data.

3.3 Questionnaire Design

To ensure the credibility of the empirical research results, this paper, referring to
the research results of Y. Chen [6], Zhang Xiaojuan [32], and other scholars, de-
signed a questionnaire suitable for influencing factors of social network personal
information security behavior. The questionnaire includes two parts: the first
part has 6 questions for sample basic information; the second part has variable
questions, with a total of 6 variables, each variable designed with 5 questions,
totaling 30 questions. The questions adopt a 7-level Likert scale form, with
each item consisting of a set of statements. Before large-scale distribution, the
author conducted a pre-survey to correct problems in the questionnaire, such
as professional terms being difficult for respondents to understand, ambiguous
question expressions, and low discrimination of question options. Finally, the
questionnaire was distributed on a large scale. This survey targeted young
people who use social networks as the survey object and recruited respondents
through various social media platforms.

4. Empirical Research
4.1 Data Collection and Research Methods

During the survey process, 450 questionnaires were distributed. After identifi-
cation and screening, 385 valid questionnaires were obtained, with an effective
recovery rate of 85.6%. Among the respondents in this survey, there were more
females than males, accounting for 61.0% and 39.0% respectively; the age group
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of 18-30 years old had the most respondents, accounting for 76.1%; the educa-
tion level of undergraduate had the most respondents, accounting for 66.8%;
the occupation of student had the most respondents, accounting for 53.2%; the
length of time using social networks of more than 6 years had the most respon-
dents, accounting for 47.5%; the frequency of using social networks 7 times per
day had the most respondents, accounting for 32.7%. Specific statistics are
shown in Table 1 .

4.2 Confirmatory Factor Analysis

Confirmatory factor analysis was conducted on the measurement model con-
structed in this paper. Through Cronbach’s 𝛼 coefficient test, the data has
reliability (Cronbach’s 𝛼 > 0.7), and further data analysis can be conducted.
The correlation matrix between variables is shown in Table 2 . From the data
in Table 2, it can be seen that the square root values of AVE for each factor are
greater than the correlation coefficients in their respective columns and rows,
indicating that the various factors in this study have good discriminant validity.

As shown in Table 3 , the standardized factor loadings for each item of perceived
threat, response efficacy, self-efficacy, avoidance behavior, information security
protection willingness, and information security protection behavior are between
0.738-0.889, all greater than 0.7. The CR values are 0.887, 0.912, 0.921, 0.913,
0.928, and 0.909 respectively, all greater than 0.7. The AVE values are 0.612,
0.675, 0.699, 0.678, 0.722, and 0.668 respectively, all greater than 0.5, indicating
that each factor has good convergent validity.

4.3 Model Testing

This study used AMOS software for structural equation modeling to verify the
relationships between these variables. According to the hypotheses of this study,
a complete structural equation model to be verified was established based on the
proposed conceptual model. After inputting the data, the structural equation
model shown in Figure 2 [Figure 2: see original paper] was obtained. The model
fit indices are shown in Table 4 .

From the statistics in Table 4, it can be seen that the fit indices of the theoret-
ical model basically meet the standards, and the model fit is good. As shown
in Table 5 , perceived threat has a significant positive impact on information
security protection willingness (𝛽 = 0.279, p < 0.001), and the hypothesis is
supported; response efficacy has a significant positive impact on information
security protection willingness (𝛽 = 0.406, p < 0.001), and the hypothesis is
supported; self-efficacy has a significant positive impact on information security
protection willingness (𝛽 = 0.250, p < 0.001), and the hypothesis is supported;
avoidance behavior has a significant negative impact on information security
protection willingness (𝛽 = -0.158, p < 0.001), and the hypothesis is supported;
information security protection willingness has a significant positive impact on
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information security protection behavior (𝛽 = 0.644, p < 0.001), and the hy-
pothesis is supported.

5. Discussion and Analysis
From the data results in the above charts, it can be seen that the hypothesis
testing results are all supported by data. The data analysis results show that
information security protection willingness positively influences information se-
curity protection behavior (𝛽 = 0.64). The coefficients of positive influence of
external latent variables on social network users’ information security protec-
tion willingness are, in order, response efficacy (𝛽 = 0.41), perceived threat
(𝛽 = 0.28), and self-efficacy (𝛽 = 0.25). Among them, social network users’
avoidance behavior has a negative influence on information security protection
willingness (𝛽 = -0.16).

5.1 Influence of Response Efficacy on Social Network Users’ Informa-
tion Security Protection Willingness

Social network users’ response efficacy positively influences information security
protection willingness, with an influence coefficient of 0.41 and a significance P-
value < 0.001, meeting the significance requirement. This data result shows
that users’ response efficacy indirectly influences users’ information security
protection behavior by influencing information security protection willingness.
This conclusion has a certain degree of consistency with K. Witte’s research on
information security intention. He believes that because users form thoughts
about their ability to respond to threats during the response efficacy evaluation
process, users’ final cognition of response efficacy determines how they deal with
threats [25].

This data analysis result shows that if users recognize that using some secu-
rity scanning software or other social network security protection tools, or un-
derstanding social network security policies, can help users detect or reduce
security risks in social network usage, then users are more willing to use so-
cial networks. Therefore, social network platforms should enhance cooperation
with security scanning modules, protect users’ personal information security,
provide security risk warnings, improve social network security protection poli-
cies, and standardize social network platform security management systems and
establish user personal information security guarantee mechanisms, thereby re-
ducing security risks in social network usage. In addition, government and
industry regulatory platforms should also publicize the importance of personal
information security to social network users and improve users’ means, tools,
and operational guidance for information security protection and privacy pro-
tection through training. This can not only form positive information security
protection behavioral willingness but also better promote the construction of
information security and privacy protection related systems.
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5.2 Influence of Perceived Threat on Social Network Users’ Informa-
tion Security Protection Willingness

Social network users’ perceived threat positively influences information security
protection willingness, with an influence coefficient of 0.28 and a significance P-
value < 0.001, meeting the significance requirement. This data result shows that
users’ perceived threat can help users automatically resist friend requests from
unknown people in social networks, preventing personal information from being
stolen and tampered with by malicious people, playing a relatively important
role in users’ information security protection. This result has certain similarity
with Zhang Xiaojuan’s research, which treats perceived threat as a positive
factor influencing users’ information security intention and believes that stronger
information security intention leads to stronger motivation to adopt information
security behavior [7].

This data analysis result shows that in the process of users using social net-
works, perceived threat will positively influence the recommended information
security risk avoidance solutions. Introducing the threat assessment process
can make users identify with the cognition of security protection behavior ef-
ficacy, further having a positive effect on their willingness to adopt security
protection behavior. Currently, young people and elderly people are vulnerable
user groups in social networks, with relatively weak perceived threat ability,
and they are easily credulous of strangers. Young people often meet netizens
through social networks, threatening their personal safety; elderly people easily
leak personal account and privacy information through social networks, threat-
ening their financial security. It is particularly important for the national and
industry levels to strengthen the perceived threat ability of vulnerable groups
in social networks. Governments and enterprises should focus on strengthening
training and publicity guidance for vulnerable groups’ information security pro-
tection, making vulnerable groups aware of potential risks in social networks
during usage and adopt appropriate self-protection mechanisms and establish
risk prevention awareness.

5.3 Influence of Self-Efficacy on Social Network Users’ Information
Security Protection Willingness

Social network users’ self-efficacy positively influences information security pro-
tection willingness, with an influence coefficient of 0.25 and a significance P-
value < 0.001, meeting the significance requirement. This data analysis result
shows that self-efficacy plays a key role in users’ information security protection
willingness. This conclusion is consistent with the research conclusions of schol-
ars such as M. Workman, who believe that users with high self-efficacy are more
inclined to adopt information security behavior when using the Internet [27].

This data analysis result shows that users’ self-efficacy in social networks is
mainly reflected in their ability to flexibly master various operational skills in
social networks, identify and deal with various security threats encountered,
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and understand social network security guidelines. Therefore, for social network
platform operators, to ensure the daily active volume of the platform, they must
fully consider the ease of use, functionality, and practicality of the social network
platform, enabling users to protect personal information security through simple
operations. At the same time, network social platform operators should also do
a good job in corresponding guidance to help reduce users’ various possible
information security and personal privacy leakage risks, and prevent various
possible security hazards through simplified and easy-to-use self-risk protection
operation functions and risk warning functions in social network platform design
and information security protection technology, helping users avoid various risks
and hidden dangers that may occur during platform usage, thereby allowing
more users to use social networks.

5.4 Influence of Avoidance Behavior on Social Network Users’ Infor-
mation Security Protection Willingness

Social network users’ avoidance behavior negatively influences information se-
curity protection willingness, with an influence coefficient of -0.16 and a signifi-
cance P-value < 0.001, meeting the significance requirement. This data analysis
result shows that avoidance behavior has a negative impact on users’ informa-
tion security willingness. This hypothesis also supports previous research views,
such as scholar H. Liang and others who pointed out in related research that
people’s avoidance motivation is closely related to the behaviors they adopt [13];
in addition, Y. Chen and other scholars concluded through research that influ-
enced by traditional culture, avoidance is a very common behavior in China
[6], so it can be seen that avoidance behavior has a direct impact on users’
information security behavior in social networks.

Social network platforms are different from traditional social means, with many
characteristics such as immediacy, extensiveness, communicability, and risk.
With the rapid development of informatization, users in various regions have
more contact with social networks. Since most users lack the ability to iden-
tify the authenticity of online information, fraud and privacy leakage on social
networks occur frequently, causing many users to adopt avoidance behavior of
refusing to use social networks to protect their own privacy and financial secu-
rity. In the information age, this part of users has the risk of being marginalized.
Facing potential information security threats in social networks, the majority
of users can effectively fight back by enhancing their own information security
self-protection literacy and risk identification literacy, as well as using some se-
curity scanning tools; social network tools should strengthen the development
of network information security protection technology.

5.5 Influence of Information Security Protection Willingness on Social
Network Users’ Information Security Protection Behavior

Social network users’ information security protection willingness positively influ-
ences information security protection behavior, with an influence coefficient of
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0.64 and a significance P-value < 0.001, meeting the significance requirement. In
the social network environment, users’ information security behavior is mainly
determined by their willingness. Social network users’ perceived threat, response
efficacy, self-efficacy, and avoidance behavior indirectly influence social network
users’ information security protection behavior through users’ information se-
curity protection willingness. Among them, willingness plays a good mediating
variable role. This conclusion is consistent with the research of foreign scholar
H. Liang and others in the field of information security behavior, that is, the
stronger users’ information security willingness when using social networks, the
more likely they are to adopt information security behavior [13].

This data analysis result shows that social network platforms need to convey
the current situation and importance of information security to the majority
of users, making users aware that appropriate behavior helps protect personal
information security. In addition, users should actively learn knowledge about
other aspects of information security, actively accept personal information secu-
rity training, carefully read relevant privacy agreements when using social net-
works, know privacy setting methods, and form personal information protection
awareness. At the same time, society should also strengthen information secu-
rity legislation. For example, the “Cybersecurity Law” implemented on June 1,
2017, is an important measure to enhance information security protection that
is endorsed by legal professionals.

6. Research Conclusions
The theoretical contribution of this paper lies in constructing a model of influ-
encing factors of social network users’ information security behavior based on
social cognitive theory and protection motivation theory, and analyzing the influ-
encing factors of social network users’ information security behavior. The data
analysis results show that perceived threat, response efficacy, and self-efficacy
in social networks have direct positive effects on users’ information security
protection willingness; avoidance behavior has a negative effect on information
security willingness and an indirect effect on information security protection
behavior; information security protection willingness is the mediating variable
of the social network personal information security behavior influencing factor
model. This study provides a new behavioral analysis model for research on
users’ information security behavior in social networks.

The practical value of this paper lies in using structural equation modeling and
questionnaire survey methods to explore the influencing factors of social net-
work personal information security behavior. Empirical analysis shows: users
should recognize and use personal information security protection tools to re-
duce security risks in social network usage; introducing the threat assessment
process can make users identify with the cognition of security protection be-
havior efficacy; network social platform operators should also do a good job
in corresponding guidance to help reduce users’ various possible information
security and personal privacy leakage risks; facing potential information secu-
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rity threats in social networks, the majority of users can enhance their own
information security self-protection literacy and risk identification literacy.

This study also has certain limitations. In the study, the empirical research sam-
ple mainly came from university students, who generally use social networks for
a long time every day, while samples from other ages and occupations are rel-
atively few, which may affect the universality of the influencing factors of this
study for different groups. In subsequent research, the author will expand the
scope of survey objects to better verify the applicability of the model to different
groups. At the same time, the influencing factor model will appropriately in-
crease variables in future research to increase the granularity of model analysis.
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Nanjing Declaration on Library Development (2018)
At present, socialism with Chinese characteristics has entered a new era, and
China’s library cause is also entering a new era. The library cause in the new
era should have new missions, new goals, and new responsibilities. The vigor-
ous development of scientific research, education, and cultural undertakings, the
widespread popularization and application of information and communication
technologies, and users’ new demands for literature information resources and
services have all posed new challenges and provided new development momen-
tum for the library cause. The library cause is also nurturing new vitality and
energy.

To re-understand the strategic positioning of the library cause in the new era,
accelerate the transformation from traditional libraries to new-era libraries, and
give greater play to the new role of libraries, more than 160 library practition-
ers, theorists, and educators from various types of libraries and library science
teaching and research institutions across the country held the “New Era, New
Development: Service Efficiency and Legal System” China Library Development
High-Level Forum at Nanjing University on June 20, 2018. After discussion,
the experts and representatives formed the following consensus and recommen-
dations:

1. The library cause in the new era has significant responsibilities
and a glorious mission. The library cause in the new era faces both
opportunities and challenges. Library colleagues must recognize the devel-
opment direction, clarify their own positioning, keep pace with the times,
reshape their image, have the courage to take responsibility, strengthen
their sense of social responsibility, more effectively play their functions,
continuously innovate and develop, continuously improve their service ef-
ficiency, enhance their social value and contribution, and turn crises into
opportunities.
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2. Further strengthen the legal system construction of libraries.
Library regulations are an important guarantee for the sustainable and
healthy development of the library cause. The promulgation of the “Pub-
lic Library Law of the People’s Republic of China” is of milestone signifi-
cance. Governments at all levels and libraries at all levels should perform
their duties according to law and promote the development of China’s
library cause. At the same time, we should continue to promote a good
library legal environment construction from both practical and theoretical
aspects, promote the introduction of a “Library Law” including various
types of libraries, build a complete library legal system, incorporate the
library cause into the track of legalization, standardization, and order,
and ensure the sustainable and healthy development of the library cause.

3. Accelerate the research and application of new technologies. New
technologies represented by the Internet, big data, and artificial intelli-
gence help accelerate the realization of libraries’ core values and func-
tions. The development of new technologies and their wide application
in libraries have already and will continue to promote the development
process of the library cause and promote the improvement of libraries’
business capabilities and service capabilities. New technologies are the
booster and accelerator for libraries to realize their vision and goals. Li-
brarians should actively embrace new technologies, actively absorb and
apply new technologies, accelerate the process of new technology applica-
tion, control new technologies, and use them for our own purposes.

4. Further strengthen service capacity building. Providing library ser-
vices based on different needs, levels, and methods is the core value and
fundamental task of libraries. The development of the library cause must
adhere to people-oriented principles, adhere to user-centered principles,
abide by the library service principles of universality, openness, sharing,
and equality, continuously deepen service content, expand service meth-
ods, improve service capabilities, and guarantee service effects.

5. Libraries must follow a high-quality development path. We
should encourage various types of innovation in libraries, pay attention to
innovation effectiveness, continuously improve library service efficiency,
and increase libraries’ own value. Talent is the foundation of libraries’
high-quality development. Libraries must attach importance to the con-
struction of various types of talents, strengthen talent echelon and team
building. Librarians should love their jobs, be diligent and dedicated,
strengthen professional research and professional capacity improvement,
and strive to become expert librarians.

6. Further promote the co-construction and sharing of libraries.
Public libraries, university libraries, and professional libraries should
achieve balanced and sufficient development. We should strengthen the
top-level design of the library cause, consolidate the basic work of libraries,
do a good job in statistics and evaluation according to law, strengthen
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exchanges and cooperation between libraries, and collaboratively carry
out various business and service work of libraries.

7. Further give play to multiple forces to run libraries well. So-
cial forces are important participants in the development of the library
cause. With the development of China’s economy and culture, more and
more people of insight in society are willing to contribute to the library
cause. The library community should actively strengthen cross-boundary
cooperation with social forces and give full play to the enthusiasm and
irreplaceable role of social forces in founding libraries.

8. Further strengthen library science education and research. Li-
brary science education must live up to its mission, boldly reform the
curriculum system, improve the knowledge structure, and encourage ex-
pansion based on the core content of the discipline. Library researchers
should vigorously advocate research in library science and interdisciplinary
subjects, strengthen the standardization of disciplinary terminology and
basic theoretical research, and strengthen teaching, scientific research, and
new technology application research. We should adhere to the close combi-
nation and interaction of theory and practice, attach equal importance to
theoretical research, applied research, and technology development, study
and solve the main difficulties and existing problems faced by the library
cause in its current and future development, promote development through
research, and produce more forward-looking research results.

Note: Figure translations are in progress. See original paper for figures.

Source: ChinaXiv — Machine translation. Verify with original.
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