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Abstract
[Purpose/Significance] Currently, the trustworthiness, interoperability, and scal-
ability of digital resources in digital library systems have become major obsta-
cles hindering the development of digital libraries. [Method/Process] Based on
blockchain technology, a novel hierarchical digital library architecture is pro-
posed, with detailed elaboration on the key functional components and core
service modules of each layer, followed by a comprehensive comparison with
existing related digital library architectures. [Results/Conclusion] Theoretical
analysis demonstrates that the proposed architecture, by leveraging the dis-
tributed ledger structure, security and reliability, transparency and trustwor-
thiness, and temporal immutability of blockchain technology, can effectively
address the trustworthiness of digital resources in digital libraries, enhance the
interoperability and scalability of the system architecture, and achieve secure
circulation of heterogeneous digital resources.
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Abstract

[Purpose/Significance] Current digital library systems face major challenges
regarding digital resource trustworthiness, interoperability, and scalability that
hinder their development. [Method/Process] This paper proposes a novel hi-
erarchical digital library architecture based on blockchain technology, detailing
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the key functional components and core service modules of each layer, and com-
prehensively compares the proposed architecture with existing digital library
architectures. [Result/Conclusion] Theoretical analysis demonstrates that
the proposed architecture leverages blockchain’s distributed ledger structure,
security, transparency, and tamper-proof chronological sequencing to effectively
solve digital resource trust issues, enhance system interoperability and scalabil-
ity, and enable secure circulation of heterogeneous digital resources.

Keywords: digital library; blockchain technology; resource trustworthiness;
security

1. Introduction

In today’s society, digitalization, informatization, and intelligence have become
dominant trends. In 2017, President Xi Jinping emphasized during the second
collective study session of the Political Bureau of the CPC Central Committee:
“We must promote the implementation of the national big data strategy, acceler-
ate the improvement of digital infrastructure, advance the integration and open
sharing of data resources, ensure data security, and accelerate the construction
of a digital China.”As a typical digital information system, digital libraries inte-
grate library science, information systems, database management, multimedia,
and human-computer interaction technologies [?]. M. A. Gonçalves et al. [?]
applied the 5S model—streams, structures, spaces, scenarios, and societies—to
formally define digital libraries. L. Candela et al. [?] proposed the DELOS refer-
ence model to characterize digital libraries from content, user, function, quality,
policy, and architecture perspectives. C. B. Arms et al. [?] suggested that digital
library architecture comprises repositories, handle systems, search systems, and
user interfaces. Zhang Xiaolin et al. [?] constructed a standard description sys-
tem for digital information resource construction from digital content creation,
digital object description, resource organization, digital resource system services,
and long-term preservation. Li Shuang [?] summarized design principles for digi-
tal library architecture: interoperability, scalability, standardization, hierarchy,
and uniformity, with interoperability and scalability being particularly critical.
Feng Guohe [?] reviewed early typical architectures including client/server two-
tier, browser/web server/database server three-tier, client/server triangular, and
distributed architectures. However, these architectures built on traditional in-
frastructure suffer from bottlenecks in inter-library interoperability, scalability,
security, and service costs.

With emerging technologies like cloud computing and service computing, digi-
tal library architectures have evolved further. Existing research on cloud-based
or service-oriented digital library architectures either integrates heterogeneous
library resources through unified platforms—a typical centralized approach [?]
with low service efficiency and high management costs and risks—or builds dis-
tributed digital libraries via P2P technology [?], where resource trustworthiness
depends entirely on providers’credit, increasing trust establishment costs while
inadequately addressing security. In 2017, S. Higgins reported [?] that the U.S.
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government granted $100,000 to study blockchain applications in public library
systems. However, current blockchain-based digital library architectures remain
scarce. In 2018, Zeng Ziming and Qin Siqi [?] constructed the first decentral-
ized resource management architecture for smart library mobile visual search
using blockchain, but this architecture lacked specific block structures and ser-
vice processes adapted for digital libraries, with insufficient consideration for
heterogeneous resource interoperability and service function extensibility.

To address these issues, we propose a novel hierarchical digital library architec-
ture based on blockchain technology. On one hand, blockchain’s distributed
structure, security, transparency, and tamper-proof characteristics overcome
problems of single-point failure, access bottlenecks, and data trustworthiness
in centralized digital library data management, ensuring digital resource trust-
worthiness. On the other hand, customized unified block storage structures,
cryptographic algorithms, and communication protocols greatly enhance inter-
operability and security of heterogeneous resources, while blockchain’s dynamic
nature and flexibility improve system scalability.

2. Related Work

Current digital library architectures vary due to different construction condi-
tions and technologies. Numerous architectures have been developed worldwide
[?, ?]. In 1995, R. Kahn and R. Wilensky [?] early proposed the K-W frame-
work, which separated repositories and handle systems while using unified user
interfaces to provide centralized services for heterogeneous resources within the
same architecture. S. Payette and C. Lagozse et al. [?] proposed the flexible
and extensible Fedora architecture for digital objects and repositories to ad-
dress content storage and distribution. Specifically, Fedora encapsulates meta-
data and content within digital object models and provides service interfaces
through repositories to improve heterogeneous resource interoperability. For in-
teroperability issues, literature [?, ?] summarized common solutions including
standardization (e.g., TCP/IP, Z39.50), middleware (e.g., OAI, Diens), normal-
ized interactions (e.g., agent communication languages, high-level languages like
SETL, PAISLey), and mobile function specifications (e.g., Lisp, Java applets).
Projects like NDSTL and NCSTRL adopted these technologies.

In 2005, P. Knezevic et al. [?] noted that with Service-Oriented Architecture
(SOA), P2P networks, and grid computing, future digital libraries would evolve
from integrated, centralized systems toward distributed, dynamic, configurable
alliances. Li Guangjian [?] summarized digital library architectures based on
SOA, P2P, and grid technologies. Literature [?] studied SOA-based architec-
tures. Yin Hong and Liu Wei [?] emphasized the importance of resource discov-
ery in future systems. Overall, existing architectures focus on improving inter-
operability but rely entirely on resource providers for trustworthiness, increas-
ing trust costs and inadequately addressing security. For instance, cloud-based
digital libraries separate ownership from management, threatening resource se-
curity.
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3. Blockchain Technology Fundamentals

Blockchain has gained widespread attention as Bitcoin’s underlying technology,
with applications extending from digital currency (Blockchain 1.0) and digital
assets (Blockchain 2.0) to digital society [?]. We introduce blockchain to digital
libraries to build a novel distributed architecture.

3.1 Blockchain Concept No unified definition of blockchain currently exists.
In 2015, The Economist described blockchain as “the trust machine.”In 2016,
China’s Ministry of Industry and Information Technology defined blockchain
from data structure and processing perspectives [?]: structurally, as a chrono-
logical chain guaranteeing tamper-proof distributed ledgers through cryptog-
raphy; functionally, as a distributed infrastructure using chain structures for
storage, consensus algorithms for updates, cryptography for security, and smart
contracts for operations. Overall, blockchain is a distributed shared ledger inte-
grating distributed ledger technology, cryptography, consensus algorithms, and
smart contracts to enable tamper-resistant, non-forgeable, traceable, and au-
ditable data without trusted third-party endorsement.

3.2 Blockchain Structure Blockchain uses a chronological block chain struc-
ture (Figure 1 [Figure 1: see original paper]). Each block comprises a header
and body, with variations across platforms (Bitcoin, Ethereum, etc.). China’
s Blockchain Technology and Industry Development Forum draft standard [?]
defines data structures for blocks, transactions, and entities. Typically, block
headers store the previous block’s hash, Merkle root, nonce, etc., while bod-
ies store historical transaction data. The current block’s header links to the
previous block’s double hash, forming a chronological chain. The Merkle root
enables rapid verification of transaction integrity, allowing specific transaction
verification without synchronizing all data (“Simplified Payment Verification”
), improving efficiency and scalability. Blockchain storage uses key-value pairs
for convenient retrieval of transactions and blocks, stored either as files on disk
or in databases. Bitcoin stores data in files with LevelDB indexes; Ethereum
stores both data and indexes in LevelDB.

3.3 Key Blockchain Technologies Blockchain synthesizes distributed
ledgers, cryptography, consensus algorithms, and smart contracts [?].

(1) Distributed Ledger: Different blockchain types use different ledger mod-
els: transaction-based (Bitcoin, Quantum) or account-based (Ethereum, Hyper-
ledger).

(2) Cryptography: Digital signatures ensure transaction integrity and non-
repudiation. Each user has a key pair: public keys generate addresses; private
keys sign transactions.

(3) Consensus Algorithms: Based on participation and algorithms,
blockchains are public, consortium, or private (permissioned). Public chains
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use resource-based algorithms (e.g., Proof of Work in Bitcoin) with low perfor-
mance and high overhead. Consortium chains use voting-based algorithms (e.g.,
Practical Byzantine Fault Tolerance [?]) for higher performance and scalability.

(4) Smart Contracts: N. Szabo first proposed smart contracts as computable
transaction protocols [?]. V. Buterin [?] introduced them to Ethereum as Turing-
complete programs controlling digital assets in secure, sandboxed environments.

4. Blockchain-Based Digital Library Architecture

Blockchain’s technical features enhance interoperability and trustworthiness of
heterogeneous digital resources while improving scalability and service quality.
We designed an autonomous, hierarchical architecture (Figure 2 [Figure 2: see
original paper]).

4.1 Infrastructure Layer This layer provides hardware and software facili-
ties: computing devices (distributed servers for blockchain operations), storage
devices (for block data, transactions, chain structures, contracts, metadata, and
digital resources like documents, images, audio, video), and network devices
(cards, switches, routers for data transmission). Infrastructure can be locally
deployed (high cost, limited elasticity) or cloud-based (IBM Bluemix, AWS), us-
ing virtualization to abstract heterogeneous resources into unified, on-demand
Infrastructure-as-a-Service (IaaS), reducing costs and improving utilization and
scalability.

4.2 Data Layer All digital resource operations occur through blockchain
transactions (acquisition, retrieval). Transaction information is broadcast to
network nodes, periodically packed into blocks via consensus, and appended to
the chain. Transaction structures include provider address, receiver address, in-
dex value, metadata, resource hash, and digital signature. Each node has a key
pair; signature modules use ECDSA or RSA for integrity and non-repudiation.

To enhance interoperability, we designed a unified data structure for digital li-
braries (Figure 3 [Figure 3: see original paper]) based on resource types and
block structures. The structure comprises block headers (linking blocks, ver-
ifying integrity via previous block hash) and bodies (recording transactions).
Each resource record includes index value (for retrieval efficiency, extracted
via information gain, mutual information, or cross-entropy), metadata (describ-
ing attributes using standards like MARC, AACR2, Dublin Core, displayed in
HTML/XML), and resource hash (for retrieval and integrity verification). This
unified representation enhances interoperability of complex heterogeneous re-
sources.

4.3 Network Layer This layer provides P2P networking, routing, and valida-
tion. Bitcoin and Ethereum use TCP-based P2P; Hyperledger uses HTTP/2.0.
Our architecture employs P2P networks where each node is both provider and
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user, eliminating central points of failure and improving scalability. P2P topolo-
gies include structured (Chord, Pastry via distributed hash tables) and un-
structured (centralized like Napster, fully distributed like Gnutella, hybrid like
KaZaA). Routing enables node discovery and block/transaction broadcasting.
Validation checks data structure, signatures, and consensus to prevent propaga-
tion of invalid data.

4.4 Consensus Layer This layer matches user needs with resources to gen-
erate new blocks, ensuring consistency and trustworthiness in distributed envi-
ronments. Consensus algorithms fall into resource-based (for public chains) and
voting-based (for consortium/private chains). Public chains use Proof of Work
(low efficiency, high overhead) or Proof of Stake. Consortium chains use PBFT,
QuorumChain, etc. [?].

Digital libraries have formed consortiums (CDLF, CALIS). Considering pub-
lic chains’inefficiency, our architecture uses voting-based algorithms (PBFT,
SBFT, Raft) [?]. With limited, fixed members and stable connections, block
generation and validation occur only among consortium members via message
voting rather than probabilistic consensus through computational resources, re-
ducing time and costs while enabling permission controls for security. Since
pre-selected nodes generate blocks while others only validate, economic incen-
tives are unnecessary.

4.5 Application Layer This layer provides distributed applications:
blockchain services (smart contracts, blockchain browser, system monitoring)
and user services (authentication, resource retrieval, knowledge services).

Blockchain Services: Smart contracts digitize and automate library services
(document delivery, navigation, push notifications), reducing fraud risks and
enabling customization via Solidity, C++, Java. The blockchain browser pro-
vides Web-based querying by block hash, transaction hash, height, or address.
System monitoring visualizes resource usage (CPU, processes, memory).

User Services: Authentication (password, certificate, biometrics) grants au-
thorized access. Resource retrieval uses blockchain transactions: TF-IDF [?]
extracts query features submitted as transactions; nodes compute similarity be-
tween index values and features using threshold or top-n strategies; matching
records retrieve resources via hashes. Knowledge services include IP protection
via digital signatures and data auditing/analysis via big data.

4.6 Management Layer This layer maintains the architecture through iden-
tity management (adding/updating/deleting consortium members, ensuring
uniqueness and security via encryption, anonymity, differential privacy), access
management (permissions via matrices, lists, capabilities; graded protection
for varying security needs), key management (hierarchical wallets), interface
management (inter-layer and external system APIs), and load management
(task scheduling based on resource usage for performance optimization).
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5. Architecture Comparison and Analysis

Table 1 compares our architecture with existing ones on architecture, interoper-
ability, scalability, security, and resource trustworthiness.

SOA-based [?] and cloud-based [?] architectures integrate resources for
unified services, offering good interoperability and scalability but suffering from
centralized bottlenecks, single-point failure, and security risks. P2P architec-
tures [?] manage resources distributedly with good interoperability and scal-
ability, but resource trustworthiness depends entirely on providers, increasing
trust costs without adequate security. Zeng and Qin’s decentralized mobile
search architecture [?] lacks specific block structures and service processes,
with insufficient consideration for heterogeneous resource interoperability and
extensibility.

Our architecture solves resource trustworthiness and reduces trust costs with-
out third-party endorsement. Compared to existing architectures, it enhances
interoperability and security through customized block structures, standardized
cryptography, and protocols, while improving scalability via cloud infrastruc-
ture, consortium deployment, and load optimization. Future work will address
block size 膨胀, performance optimization, and privacy protection to facilitate
practical implementation.
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