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Abstract

The article systematically reviews the recent legislation and policies of Regional
Comprehensive Economic Partnership (RCEP) member states concerning cross-
border data flows, categorizing them according to data transmission prohibition,
data localization, licensing systems, standard-based regimes, and other circum-
stances. With reference to the pillar indices and their standardized evaluation
metrics from the ASEAN Digital Integration Index report, it examines the sub-
ject and object elements of digital productivity and the current state of the dig-
ital economy among RCEP member states. The article introduces data value
chain theory to elaborate on the decisive influence of subject elements of digital
productivity on cross-border data flow policy formulation; cites data discourse
power theory to explain that object elements constitute the foundation of policy
formulation; and based on “data colonialism” theory, explains the non-linear re-
lationship between the digital economy and the “degree of freedom” in policies.
Finally, the article proposes recommendations for promoting the free flow of
cross-border data among RCEP member states.
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Abstract

This study reviews the newest legislation and policies of Regional Comprehen-
sive Economic Partnership (RCEP) participating countries on cross-border data
flows, categorizing them according to prohibitions on data transfer, local data
storage requirements, permission-based systems, standards-based systems, and
other circumstances. Using the pillar indexes and standardized evaluation in-
dicators from the ASEAN Digital Integration Index report as a reference, the
subject and object elements of digital productivity in RCEP parties are system-
atically analyzed alongside the current state of their digital economies. By intro-
ducing data value chain theory, this article expounds on the decisive influence
of digital productivity’s subject elements on policy formulation for cross-border
data flows. It invokes data discourse power theory to explain how object ele-
ments constitute the foundation of policy making, and employs “data coloniza-
tion” theory to elucidate the non-linear relationship between digital economy
development and policy “freedom.” Finally, the article proposes recommenda-
tions for promoting free cross-border data flows among RCEP parties.

Keywords: RCEP, cross-border data flows, digital productivity, digital econ-
omy

In the process of the Fourth Industrial Revolution, data has emerged as the fifth
crucial element transcending traditional cross-border trade, following goods, la-
bor, services, and capital [1]. Cross-border data flow policies serve as essential
tools for countries to protect their national data interests [2]. Against the
backdrop of the World Trade Organization (WTO) lacking systematic rules
to coordinate national governance of cross-border data flows [1], regional eco-
nomic and trade agreements have become critical arenas for balancing divergent
national positions on cross-border data governance. On June 2, 2023, as the
Regional Comprehensive Economic Partnership (RCEP) formally entered into
force for the Philippines, RCEP achieved comprehensive implementation across
all ten Association of Southeast Asian Nations (ASEAN) members and five
non-ASEAN countriesl. The activation of RCEP’s cross-border data provisions
represents a negotiated compromise among developed, developing, and least-
developed countries in the Asia-Pacific region regarding complex data gover-
nance positions2. Using the relevant pillar indexes and standardized evaluation
indicators from the ASEAN Digital Integration Index report released in August
2021 as a reference framework, this study examines the digital productivity and
digital economy status of RCEP parties, and subsequently analyzes how digi-
tal productivity influences cross-border data flow policy formulation. Finally,
it proposes recommendations for advancing free cross-border data flows among
RCEP parties.
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1. Policy Review of Cross-Border Data Flows in RCEP
Countries

Kapland et al. [4] researched and summarized types of cross-border data flow
policies, identifying four categories ranked by degree of policy freedom: pro-
hibition of data transfer, local data storage, permission-based systems, and
standards-based systems. Since Cambodia, Brunei, and Myanmar have not yet
enacted specific laws or policies on cross-border data flows, a fifth category—
“other circumstances”—is added.

(1) Prohibition of Data Transfer: This category prohibits the cross-border
transfer of data and its copies. For example, South Korea prohibits the cross-
border transfer of medical and health data [5]; Indonesia’s Regulation No. 71
of 2019 forbids cross-border data transfers by public sector entities [6]; and
Australia’s Personally Controlled Electronic Health Records Act 2012 prohibits
the cross-border transfer of personal medical health records [7].

(2) Local Data Storage: This approach permits cross-border transfer of data
copies while requiring that copies be stored within national territory. New
Zealand’s Tax Administration Act 1994 and Goods and Services Tax Act 1985
require business information and goods information to be stored domestically via
paper or data storage devices [8,9]. Vietnam’s 2018 Cybersecurity Law (Article
26, Clause 3) mandates that network service providers store data within the
country [10]. Thailand’s Personal Data Protection Act 2019 (Article 27, Clause
3) stipulates that relevant data information not requiring data subject consent
must be stored domestically during cross-border transfers [11].

(3) Permission-Based System: This requires obtaining permission from data
subjects or relevant authorities for cross-border data transfers. South Korea’s
Personal Information Protection Act (Article 17, Clauses 3 and 4) establishes a
permission system with exceptions [12], while its Regulation on Data Process-
ing by Financial Institutions and Authorization for Other Businesses (Article
4) creates an authorization-based permission system [13]. Indonesia’s Ministe-
rial Regulation on Personal Data Protection in Electronic Systems (Article 22,
Clause 1) establishes a permission system [14]. Japan’s amended Act on the
Protection of Personal Information 2021 (Article 27, Clause 1) requires data
subject consent for personal data cross-border transfers [15]. Thailand’s Per-
sonal Data Protection Act 2019 (Article 28, Clause 1) clarifies three exception
scenarios to establish a permission system [11]. Laos’ Electronic Data Protection
Law also establishes a permission system3. The Philippines’ Data Privacy Act
2012 (Article 12, Item a) requires obtaining data subject authorization or con-
sent as a prerequisite for cross-border data transfers [16]. Australia’s Privacy
Act 1988 “Privacy Principles” (Article 8, Clause 2, Items b-e) specifies four per-
mission scenarios [17]. Malaysia’s Personal Data Protection Act 2010 (Article
129, Clause 3) establishes a permission system through exception clauses [18].

(4) Standards-Based System: This requires meeting national security stan-
dards for data security before cross-border transfer is permitted. Singapore’s
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Personal Data Protection Act 2012 (Article 26) establishes a standards-based
system for cross-border data transfers [19], with detailed provisions in Articles
9 and 10 of its Personal Data Protection Regulations 2021 [20]. Japan’s Act
on the Protection of Personal Information (Article 28) specifies three types of
standards-based cross-border data transfer mechanisms: the recipient jurisdic-
tion must guarantee equivalent protection levels to Japan, comply with Japanese
legal provisions, or conform to relevant international standards for cross-border
data transfers [15]. Australia’s Privacy Act 1988 “Privacy Principles” (Article
8, Clause 2, Item a) establishes a standards-based system requiring protection
levels similar to Australia’s own [17]. New Zealand’s Privacy Act 2020 (Ar-
ticle 193, Clause 1) establishes an authorization-based standards system [21].
Thailand’s Personal Data Protection Act 2019 (Article 28, Clause 1) provides
for a generally applicable standards-based system [11], and has compiled a list
of countries with inadequate personal data protection levels [22]. Malaysia’s
Personal Data Protection Act 2010 (Articles 129, Clauses 1 and 2) requires
cross-border data transfers to have protection levels recognized as equivalent by
the Malaysian government [18]. The Philippines’ Data Privacy Act 2012 (Ar-
ticle 21, Item a) adopts a standards-based system through contracts or other
mechanisms providing equivalent protection [16].

(5) Other Circumstances: Cambodia has not enacted dedicated data protec-
tion legislation, with rules on cross-border data flows scattered throughout its
E-Commerce Law passed in November 20194. Brunei and Myanmar have not
yet established regulations on cross-border data transfers [22].

RCEP parties’ data flow policies are not absolute; neither absolutely prohibit-
ing nor absolutely permitting free cross-border data flows exist. Instead, each
country establishes different control standards and procedures according to its
own digital productivity level. Restricting free cross-border data flows is not an
end in itself, but rather a means to protect the value generated by cross-border
data flows.

2. Digital Productivity of RCEP Parties Based on the Dig-
ital Integration Index

Digital productivity represents the digital integration of the subject elements
(workers) and object elements (means of production and objects of labor) of
productivity [23]. This study selects the five pillar indexes and their standard-
ized evaluation indicators from the ASEAN Digital Integration Index report—
digital technology and talent, data protection and cybersecurity, digital pay-
ments and identity, institutional and infrastructure readiness, and digital trade
and logistics—to reflect and analyze digital productivity and its application and
transformation capabilities from the perspectives of subject and object elements.

(1) Subject Elements of Digital Productivity Determine Development
Levels. The subject elements of digital productivity consist of workers who,
through education and training, possess digital technology literacy and applica-
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tion skills [23]. Their status can be reflected through the “digital technology and
talent” and “data protection and cybersecurity” pillar indexes and their stan-
dardized evaluation indicators. First, the “digital technology and talent” pillar
serves as an important reflection of labor force conditions. Compared with other
pillar indexes, RCEP parties exhibit their lowest average in this pillar at only
49.19. Among its standardized evaluation indicators, the proportion of gradu-
ates in science, technology, engineering, and mathematics fields registers a mere
5.82, the proportion of knowledge-intensive service workers stands at only 4.48,
while the proportion of individuals with digital skills reaches 13.11, the propor-
tion of people engaged in digital technology-related businesses is 12.67, and the
indicator for digital technology research and development cooperation is 12.13.
Based on these figures, RCEP parties have a limited digital workforce, and their
digital technology literacy, application, and transformation capabilities require
further enhancement. Second, the “data protection and cybersecurity” pillar
reflects digital technology literacy and application capacity from another per-
spective. Overall, RCEP parties perform well on this pillar with an average
index of 70.65, though substantial room for improvement remains. Among its
standardized evaluation indicators, cybersecurity technical capabilities (10.96),
institutional cybersecurity capacity (12.96), and national cooperation on cyber-
security (11.88) require strengthening. Specific RCEP parties such as Laos
(32.58), Cambodia (24.76), and Myanmar (20.41) demonstrate unsatisfactory
performance on this pillar and need to enhance data and cybersecurity con-
struction across multiple dimensions.

(2) Object Elements of Digital Productivity Form the Important
Foundation for Development. Digital productivity’s object elements com-
prise digitalized means of production and objects of labor. Means of produc-
tion manifest as digital technology equipment and tools, while objects of labor
appear as data, commercial software, and natural materials upon which pro-
duction acts [23]. The “digital payments and identity” and “institutional and
infrastructure readiness” pillar indexes and their standardized evaluation indi-
cators reflect these object elements. First, the “digital payments and identity”
pillar represents an important manifestation of means of production. Regarding
this pillar index, the RCEP parties’ average (67.21) exceeds the ASEAN index
value (58.84), primarily because some non-ASEAN developed countries show
relatively high values: New Zealand (90.33), Australia (88.00), Japan (82.00),
and South Korea (81.42). This demonstrates that these developed countries pos-
sess relatively superior object elements of productivity. Examining the pillar’s
standardized evaluation indicators, most countries show relatively high config-
uration rates for identity recognition systems and &% (popularization rates)
for identity systems at 14.76 and 14.48 respectively. However, the standardized
evaluation indicator for the proportion of people using digital payment methods
or digital devices is very low at only 2.64, while for other financial transactions
this indicator is merely 7.6. Second, the “institutional and infrastructure readi-
ness” pillar reflects the status of objects of labor. ASEAN’s index value for this
pillar is 62.85, with the proportion of active mobile broadband users (14.76)
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being the highest among standardized evaluation indicators, the proportion of
ToT users (11.59) the lowest, and the standardized evaluation indicator for gov-
ernment digital service availability and usability at 12.44. The RCEP parties’
average is slightly lower than ASEAN’s at 61.67. Country-specific performance
varies significantly, with Singapore showing the highest pillar index (90.36) and
Laos the lowest (38.27). This indicates that most RCEP parties exhibit unbal-
anced development in the means of production and objects of labor for digital
productivity. On one hand, means of production are somewhat deficient with
substantial room for improvement; on the other hand, the volume of data and
its related elements as objects of labor is relatively large, constituting important
data resources.

(3) Digital Economy as an Important Manifestation of Digital Pro-
ductivity Application and Transformation. The digital economy repre-
sents activities or economic forms where productivity subjects organically in-
tegrate digital technology with productivity elements to create value in digital
products and other goods [23]. Digital economy development levels can be re-
flected through the “digital trade and logistics” pillar index and its standardized
evaluation indicators. The RCEP parties’ average on this pillar is 66.97, with
non-ASEAN developed countries such as Japan, New Zealand, and Australia
all exceeding 90, followed by South Korea, China, Thailand, and Singapore, all
surpassing 80—far exceeding the ASEAN index value (55.27). By contrast, Laos
(23.22), Cambodia (33.91), and Myanmar (18.51) show lower pillar indexes. Ex-
amining standardized evaluation indicators, the indicator for digital technology
adoption in cross-border trade and government customs is slightly low at 11.20,
while indicators for digital authentication and electronic signature usage (12.00)
and logistics service competitiveness and quality (12.07) are somewhat higher.
Overall, the gap in digital productivity application and transformation capa-
bilities between developed and least-developed countries is substantial, even
showing polarization.

3. Impact of Digital Productivity on RCEP Parties’ Cross-
Border Data Flow Policies

3.1 Decisive Influence of Digital Productivity’s Subject Elements

Digital productivity’s subject elements play a decisive role in determining policy
scale and implementation methods. Subject elements constitute the core of data
sources and value formation. Data sources and their value jointly determine a
country’s position in the global data value chain. The data value chain is crucial
for estimating data value, representing the process through which raw data is
collected, analyzed, and processed into digital intelligence that can be used for
commercial purposes with economic value or serve social objectives with social
value potential. Creating and capturing value requires both raw data and the
capability to transform data into digital intelligence. In essence, the data value
chain represents a new form of digital divide resulting from data becoming a re-
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source and the value effects created by its cross-border flows. In this new digital
divide, global digital enterprises based in developed countries gather top talent
and control core technologies for data value transformation, placing developed
countries at the apex of the data value chain and enabling them to lead digital
intelligence development. In contrast, developing and least-developed countries,
while possessing the vast majority of raw data, lack core digital technologies and
thus can only serve as raw data providers and consumers of digital intelligence
products, placing them in subordinate positions within the data value chain
[24]. Consequently, policymakers must acknowledge their position and its effects
within the data value chain when formulating cross-border data flow policies,
thereby making choices regarding policy scale and implementation methods. For
instance, the United States hosts major global high-tech digital platform enter-
prises and talent, commands cutting-edge digital technologies, and dominates
global digital intelligence products and services. Only by enabling its platform
enterprises to obtain maximum raw data globally can the United States ensure
the frontier nature and innovativeness of its digital intelligence products and
maintain its position at the data value chain’s apex, which explains its advo-
cacy for liberal cross-border data flow policies [25]. Compared with the United
States, although the European Union also possesses top high-tech enterprises
and talent, it lacks digital platform enterprises capable of influencing global dig-
ital intelligence markets, meaning its mastery of global digital technologies and
talent reserves is relatively weak, and its data value transformation capabilities
are limited. Consequently, the EU inevitably becomes a raw data provider,
resulting in relatively conservative cross-border data flow policies [24].

3.2 Object Elements as the Foundation of Policy Formulation

Digital productivity’s object elements constitute both the foundation of produc-
tivity and the basis for policymakers to determine policy scale and implemen-
tation. Object elements include not only the data subject to policy adjustment
but also the foundational tools ensuring policy implementation. The “digital
payments and identity” pillar reflects the volume of “data” as an object of
labor, demonstrating the current state of policy regulation objects, while the
“institutional and infrastructure readiness” pillar reflects hard indicators of dig-
ital infrastructure as means of production. Data volume and digital technology
infrastructure constitute the objective foundation for policy scale choices in
cross-border data flows.

The policy logic based on object elements concerns how policymakers main-
tain their data discourse power. As previously discussed, most developing and
least-developed countries serve as primary sources of raw data and major data
exporters but occupy marginal or bottom positions in the data value chain [24].
Conversely, some developed countries are major data importers that utilize their
digital technologies and massive data for innovation, creating high value-added
data products and positioning themselves at the center or apex of the data
value chain. Disparities in data value chain positions lead to unequal data dis-
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course power. From policymakers’ perspectives, unequal data discourse power
will, on one hand, cause political discourse inequality that places international
relations in passive positions, and on the other hand, create economic inequality
that squeezes out or eliminates domestic enterprises. Consequently, many de-
veloping country policymakers view unequal data discourse power as legitimate
justification for strategic intervention in cross-border data flows through policies
or legislation [24]. Thus, most RCEP parties promote policy interventions on
cross-border data flows by enacting legislation or policies to enhance national
data governance and cybersecurity capabilities and advance institutional and in-
frastructure development. For example, in November 2020, Singapore amended
its Personal Data Protection Act 2012 and Spam Control Act 2007 to fully pro-
tect consumer rights in the digital age and ensure capacity to keep pace with
technological development and new business models, while balancing consumer
demand for innovation with related rights protection and risk prevention [3].
As data exporters with massive raw data but lacking digital technology infras-
tructure and application capabilities, Cambodia, Laos, Myanmar, and Vietnam
advocate that relevant cross-border data flows should not yet be subject to
RCEP provisions.

3.3 Non-Linear Relationship with Digital Economy

From policymakers’ perspectives, strong digital economy performance does not
necessarily justify relaxed controls on cross-border data flows. The digital econ-
omy represents activities where productivity subjects integrate digital technol-
ogy with productivity elements to create value. Data serves as an important
object of labor in digital economic activities, making the digital economy fun-
damentally based on digital technology and data. While free cross-border data
flows can promote digital technology innovation, development, and application,
as well as drive digital economy growth, policymakers must ensure that digi-
talized production relations adapt to digital productivity development. Cross-
border data flow policies must be built upon national productivity development
levels to maximize the effectiveness of digital technology and data resources,
rather than blindly pursuing digital economy development at the risk of becom-
ing “data colonies.” Therefore, digital economy development does not necessarily
correlate positively with policy “freedom.”

Specifically, the “digital trade and logistics” pillar index primarily examines dig-
ital technologies and supporting infrastructure available for cross-border trade
[3]. Its standardized evaluation indicators constitute important foundations for
digital economy development. Although RCEP parties demonstrate excellent
performance on the “digital trade and logistics” pillar, their cross-border data
flow policies are not necessarily liberal. For instance, Japan shows optimal
performance on this pillar index but employs a “dual-track” system combining
permission-based and standards-based regulations. New Zealand follows closely
behind Japan but requires copies of business information, goods, and service
records to be stored domestically, simultaneously implementing a “dual-track”
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system of local storage and standards-based regulation. Australia’s policy is
even more stringent, employing a “triple-track” system that prohibits data ex-
ports while parallel implementing permission-based and standards-based regu-
lations.

In the digital economy, markets continue to follow self-reinforcing dynamics of
“winner-take-all,” where only a few commercial entities capture the vast ma-
jority of benefits and power in their relationships with end-data owners [26].
Consequently, when balancing digital economy development against overall do-
mestic interests, policymakers inevitably tend to avoid dependence on digital
technology powerhouses like the United Statesb. India, though not an RCEP
party, provides a typical example: to safeguard the development of its domestic
digital technology capabilities, India adopts cross-border data flow policies that
maximize its national data economic and social interests to promote domestic
digital economy development while preventing data economic benefits from flow-
ing to digitally advanced countries and regions. The philosophy underlying such
policies is to prevent India from becoming a “data colony” of other economically
developed nations—that is, to prevent developed countries from extracting ben-
efits from India’s cross-border data flows and harming India’s national interests
[26]. Therefore, India requires that data within its territory should be priori-
tized for use by domestic emerging enterprises and prevented from flowing to
developed countries’ technology companies, thereby avoiding victimization by
“data colonialism” [27].

4. Conclusions and Recommendations
4.1 Conclusions

Cross-border data flows are not entirely free and even exhibit de facto data pro-
tectionism, representing the outcome of digital productivity competition. The
advocacy for free cross-border data flows possesses a certain degree of geopo-
litical and discursive characteristics, primarily emanating from developed coun-
tries’ theories, while arguments for restricting cross-border data flows mostly
originate from competing nations seeking to maintain competitive advantages
[28].

RCEP parties’ cross-border data flow policies can be classified into five types,
with most employing “multi-track” parallel or overlapping systems, while some
adopt “single-track” systems. Additionally, a few countries have yet to introduce
policies or legislation on cross-border data flows.

Digital productivity elements significantly influence the scale and implementa-
tion methods of cross-border data flow policies. Subject elements play a decisive
role in policy formulation because they concern the cognition, development, and
application capabilities of digital technology, as well as the cognitive and imple-
mentation capacities for policy making, thereby determining policy scale and
implementation approaches. These subject elements contribute to the “digital
divide” between developed, developing, and least-developed countries. In con-
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trast, object elements of digital productivity, comprising means of production
and objects of labor, concern fundamental issues of data discourse power and
constitute an important foundation for policy formulation. Although the digi-
tal economy falls outside the scope of digital productivity per se, it represents
a crucial manifestation of productivity application and transformation. From
a digital economy perspective, cross-border data flow policies must balance na-
tional digital economy development with various productivity elements, avoiding
the pursuit of economic development at the cost of becoming “data colonies.”

4.2 Policy Recommendations

From the perspective of digital productivity, RCEP parties should undertake
efforts in the following three areas to promote the free cross-border data flows
advocated by RCEP:

(1) Strengthen Digital Talent Cultivation. Digital technology talent con-
stitutes the core and key driver of cross-border data flows and represents the
decisive factor in policy formulation and implementation. Therefore, RCEP
parties should focus on cultivating and attracting digital talent, enhancing their
knowledge literacy and application transformation capabilities to improve na-
tional competitiveness in digital human capital.

(2) Increase Investment in Data Infrastructure. RCEP parties should
increase investment in digital technology infrastructure construction to enhance
security guarantees for cross-border data flow infrastructure. Simultaneously,
countries should construct comprehensive institutional guarantee systems for
data security and cybersecurity, promoting the internationalization and stan-
dardization of institutional development.

(3) Advocate for Equal Data Rights. RCEP parties should advocate for
equal data rights and strive to eliminate unequal factors in the data value chain.
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