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Abstract

[Purpose/Significance] The Data Protection Officer (DPO) system in the EU’s
new data protection regulation (GDPR) has garnered significant attention.
Tracing the evolutionary path of the DPO system, analyzing the establishment
and specific responsibilities of DPOs, and examining the implementation and
impact of the EU DPO system are not only crucial for Chinese enterprises’ trade
with Europe, but also serve as an important reference for the development of
China’s relevant regulatory framework.

[Methods/Process] By reviewing the GDPR, provisions concerning DPOs and re-
lated procedural documents, it is found that data controllers/processors should
appoint a Data Protection Officer under three circumstances stipulated by the
GDPR. The responsibilities of DPOs include informing and advising relevant
staff of data controllers, monitoring the compliance of data processing activi-
ties, acting as a contact point for data subjects, cooperating with supervisory
authorities, recording and archiving data processing activities, training, and
confidentiality, among others.

[Results/Conclusion] The establishment of DPOs has profound implications for
ensuring compliance by data controllers and reducing the burden on supervi-
sory authorities. The implications of the EU DPO system for Chinese enter-
prises/institutions lie in: DPOs should be appointed in accordance with GDPR
provisions, and comprehensive data protection oversight procedures should be
established; the implications for China’s data protection supervision and mech-
anism construction include: clearly stipulating that data controllers should es-
tablish dedicated data protection positions and employ professionals, imposing
corresponding accountability and penalties on non-compliant data controllers,
and enhancing the capacity building of data protection authorities.
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Abstract

[Purpose/Significance] The Data Protection Officer (DPO) system under the
EU’s new data protection regulation (GDPR) has attracted considerable atten-
tion. Tracing the evolutionary path of the DPO system, analyzing the establish-
ment and specific responsibilities of DPOs, and examining the implementation
and impact of the EU DPO system are not only relevant to Chinese enterprises
trading with Europe but also serve as an important reference for constructing
China’s relevant regulatory framework. [Method/Process| By #i2 ing the
DPO-related provisions in the GDPR and related legislative texts, this study
finds that data controllers/processors should appoint a DPO in three circum-
stances specified by the GDPR. The responsibilities of DPOs include informing
and advising relevant staff of data controllers, monitoring compliance of data
processing, liaising with data subjects, cooperating with supervisory authorities,
maintaining records and documentation of processing activities, training, and
confidentiality obligations. [Result/Conclusion] Establishing DPOs has far-
reaching implications for ensuring data controller compliance and reducing the
burden on supervisory authorities. The implications of the EU DPO system for
Chinese enterprises/institutions are: DPOs should be appointed in accordance
with GDPR provisions, and a complete data protection supervision process
should be designed. For China’s data protection supervision and mechanism
construction, the B7R include: clearly stipulating that data controllers should
establish specialized data protection positions and professionals; imposing cor-
responding accountability and penalties for non-compliant data controllers; and
strengthening the construction of data supervisory authorities.

Keywords: Data Protection Officer; Personal Data Protection; Compliance

Introduction

The rapid development of mobile internet and widespread adoption of various
smart terminals have propelled human society into the era of big data and the In-
ternet of Things. Big data collection, processing, and utilization activities have
deeply penetrated every sphere of social life including healthcare, technology,
education, sports, commerce, and economics, with a global data torrent rushing
toward us. While big data can make the world more transparent—where more
data means more precise understanding and prediction, and many previously
intractable social problems can be solved—it also poses serious challenges to tra-
ditional national boundaries and national security [1]. The EU’s 2016 General
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Data Protection Regulation (GDPR) demonstrates the EU’s stance on personal
data protection in the big data era. The GDPR transformed previous data pro-
tection rules based on automated computer processing, establishing a stricter
data protection framework urgently needed to respond to new data risks [2].

The establishment of Data Protection Officers (DPOs) is one of the important
provisions in the GDPR. Through DPOs who supervise the compliance of in-
ternal data processing activities of data controllers (natural or legal persons,
public authorities, agencies, or other bodies that alone or jointly determine the
purposes and means of processing personal data) or processors (natural or legal
persons, public authorities, agencies, or other bodies that process personal data
on behalf of the controller), the GDPR strengthens data protection through-
out the collection and processing chain. This provision occupies an important
position in the EU data protection framework and has attracted considerable
attention from relevant enterprises and practitioners, with numerous news re-
ports and social media posts discussing DPOs. However, literature searches
show that academic research on this topic remains scarce. In foreign academia,
only a few scholars such as E. Lachaud [3] and R. Miguel [4] have conducted
preliminary analyses of DPOs’ legal status, obligations, and responsibilities,
with no in-depth research findings discovered to date. Domestically, aside from
mentions of the DPO system in relevant articles [5-6], no specialized academic
papers on DPOs have been found. Although academic attention to the DPO
system appears insufficient currently, its impact will become increasingly promi-
nent following GDPR’s formal implementation on May 25, 2018. Research on
the operation of the DPO system and resolution of related theoretical issues will
become increasingly important, concerning not only Chinese enterprises’ trade
with Europe but also helping advance the construction of a Chinese regulatory
framework that balances data economy development with data protection.

2. The Origin of the EU DPO System
2.1 Early Development of DPOs in the EU

Early personal data was categorized under the right to privacy. As personal
data collection and use increased dramatically, it created a massive impact on
the traditional “private sphere.” “Under the privacy framework, personal data
lacked effective capacity to counter information abuse by public and private
entities” [7], prompting most countries worldwide to focus on personal data
protection. In the 1970s, European countries began personal data protection
legislation and institutional construction, with Germany being the most typical
example. Germany’s 1977 Federal Data Protection Act first introduced the term
DPO (expressed in German as “beauftragter fiir den datenschutz”), stipulating
its role as ensuring data controllers’ compliance with data protection provisions.
In 2001, Germany amended its Federal Data Protection Act, explicitly providing
that “public and private bodies shall support DPOs in exercising their duties”
[8], gradually bringing DPOs into greater prominence. After entering the 21st
century, the rise of social networks and cloud computing, alongside the formation
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of black data industry chains, led to rampant data leaks and illegal data trading
in Germany. In 2009, the German Federal Parliament amended the Act again,
elevating DPOs’ legal status and granting them additional powers.

Beyond Germany, other European countries’ data protection legislation also con-
tained DPOs or similar concepts, which can be divided into two types: manda-
tory DPOs and voluntary DPOs. Mandatory DPOs refer to positions that must
be established by law under certain conditions, adopted by countries includ-
ing Belgium, Spain, and Hungary. Belgium’s Data Protection Act (1992) and
subsequent decrees and amendments stipulated that organizations and groups
collecting and processing citizens’ personal data on a large scale should appoint
DPOs to ensure compliance. Spain’s Data Protection Act (1999) required the
appointment of “security officers” when processing certain categories of data
(including criminal offense-related data, credit services data, tax-related data,
financial data, social security data, and 11 other types). Hungary’s Act LXIII
of 1992 on the Protection of Personal Data and Publicity of Public Data explic-
itly required DPOs in four circumstances (when processing data files of state
authorities, national labor data, or national crime data; financial institutions;
telecommunications service providers; and public utility service providers). Vol-
untary DPOs allow data controllers to decide whether to appoint a DPO based
on their own circumstances, a model adopted by the UK, France, Sweden, and
other countries.

2.2 Controversies Over DPO Provisions During GDPR Formulation

The EU’s 1995 Directive 95/46/EC on the protection of individuals with re-
gard to the processing of personal data and on the free movement of such data
was based on automated computer processing of personal data and could no
longer address various new data risks today. Since 2010, the EU began a com-
prehensive review of its personal data protection framework. In January 2012,
the European Commission submitted the “Proposal for a Regulation of the Eu-
ropean Parliament and of the Council on the protection of individuals with
regard to the processing of personal data and on the free movement of such
data” (hereinafter GDPR Draft) to the European Council. The GDPR Draft
first incorporated DPOs into EU unified data protection legislation, and DPOs
remained a focal point of legislative debate throughout the subsequent four years
of negotiation and amendment.

Controversies over DPOs focused on two aspects: (1) which data controllers
should appoint DPOs; and (2) whether DPO appointment should be manda-
tory for qualified controllers. Article 35(1) of the GDPR Draft specified three
categories of data controllers that should appoint DPOs, with subparagraph
(b) stating that “enterprises with more than 250 employees shall appoint a
DPO. The UK, France, and other countries argued that DPO appointment
should be voluntary, claiming that mandatory requirements would impose ad-
ditional burdens on data controllers [9]. The UK’s Information Commissioner’s
Office (ICO) argued that if enterprises had effective processes ensuring data
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protection compliance, they need not appoint a dedicated DPO; the decision
should depend on whether a DPO is necessary to achieve compliance rather
than simply considering employee numbers [10]. Germany, Hungary, and other
countries favored mandatory provisions, arguing they would regulate data con-
trollers more strictly and better align with GDPR’s legislative purpose. Due to
these controversies, the European Parliament further raised the threshold for
DPO appointment during legislative review: data controllers should appoint a
DPO when processing personal data of more than 5,000 data subjects within a
continuous 12-month period [11].

3. DPO Appointment and Responsibilities
3.1 DPO Appointment

3.1.1 Entities Required to Appoint DPOs Article 37(1) of the GDPR
stipulates that data controllers/processors shall appoint a DPO in the following
three circumstances: (1) when the data controller or processor is a public au-
thority or body (except for courts); (2) when the core activities of the controller
or processor consist of processing operations that, by virtue of their nature,
scope, or purposes, require regular and systematic monitoring of data subjects
on a large scale; and (3) when the core activities consist of processing on a large
scale of special categories of data or data relating to criminal convictions and
offenses.

(1) Public authorities or bodies. Article 37(3) of the GDPR provides
that data controllers/processors that are public authorities or bodies shall
appoint a DPO. Considering their organizational forms and government
administrative costs, multiple authorities or bodies may jointly appoint a
single DPO. However, data processing activities involved in courts’ exer-
cise of judicial functions are excluded from this scope.

(2) Private enterprises or bodies. For private enterprises or bodies, dif-
ferent controllers have different business scopes/purposes and thus differ-
ent data processing requirements. The GDPR stipulates that enterprises
whose core business is data processing and require regular, systematic,
large-scale monitoring of data subjects shall appoint a DPO. In practice,
multiple factors should be considered comprehensively, including the scale
of the enterprise’s data processing activities, duration of monitoring data
subjects, and number of data subjects involved.

Given differences in national conditions and data protection policies among
member states, “as the face of the enterprise, DPOs are required to be pro-
ficient in local languages and understand local realities in different countries”
[12]. For multinational or cross-regional enterprise groups, it is generally ac-
cepted that the group may appoint a single DPO for multiple entities within
the same country, ensuring the DPO overcomes local differences and maintains
close contact with entities in different member states. For non-EU data con-
trollers, a DPO must be appointed within the member state where the data
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subject is located.

3)

Data controllers processing special categories of data. For data
controllers or processors that process special categories of data and data
relating to criminal convictions and offenses on a large scale, compliance
of their data processing activities is particularly important due to the
special nature of the data types, and DPOs should be appointed for strict
supervision and management. Other data controllers or processors may
appoint DPOs to perform corresponding responsibilities as required by
EU or member state law.

3.1.2 Types of DPOs

(1)

Internal vs. External DPOs. Based on whether the DPO is an em-
ployee of the data controller, DPOs can be divided into internal DPOs
and external DPOs. DPOs need to be familiar not only with the data
controller’s internal data processing activities but also with its basic op-
erations, effectively combining both. Internal DPOs are employees of the
data controller, familiar with its internal operations. However, due to
different previous work backgrounds, internal DPOs may lack relatively
sufficient data protection knowledge and practical experience, requiring
data controllers to improve their professional competence through training
and other measures, which relatively increases compliance costs. External
DPOs are usually professional service organizations or law firms with rich
professional knowledge and practical experience. The GDPR stipulates
that DPOs shall not be penalized or dismissed for performing their du-
ties. However, internal DPOs have an employment relationship with the
data controller and are likewise subject to member state labor law and
corporate bylaws. If a DPO violates labor law or corporate bylaws for
reasons other than performing data protection duties, the data controller
may still unilaterally terminate the labor contract (unilateral termination
only applies to circumstances such as serious violation of non-disclosure
obligations, theft, discrimination against other employees, or other gross
negligence. Generally, GDPR provisions apply, and DPOs cannot be pe-
nalized or dismissed for performing their duties). External DPOs perform
their duties based on service contracts, allowing both parties to freely ne-
gotiate restrictive terms by mutual agreement, providing greater flexibility
compared to internal DPOs. Typically, large enterprises choose to estab-
lish internal DPOs, while small and medium-sized enterprises mostly hire
external DPOs to supervise specific data processing activities to reduce
compliance costs.

Part-time vs. Full-time DPOs. Based on whether they exclusively per-
form DPO work, DPOs can be divided into part-time DPOs and full-time
DPOs. Part-time DPOs offer relatively flexible arrangements that can re-
duce data controllers’ compliance costs to some extent, but conflicts arise
between DPO and non-DPO responsibilities, including time allocation,
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energy distribution, and conflicts of interest. Full-time DPOs are more
dedicated and EH#IF personal data protection, but correspondingly in-
crease enterprise investment costs, which may be overly burdensome for
small enterprises. In practice, data controllers should analyze specific cir-
cumstances and select appropriate DPO types, ensuring both compliance
requirements are met and that the data controller can bear the costs.

3.1.3 Professional Qualifications of DPOs Article 37(5) of the GDPR stip-
ulates that DPOs shall possess certain professional qualities, including expert
knowledge of data protection law and practical operational capabilities, while
being able to fulfill all DPO duties and obligations. The data protection law that
DPOs need to master is not limited to the GDPR but also includes other EU reg-
ulations and member state laws related to data protection, which interact with
the GDPR. DPOs should be familiar with all data processing activities of the
data controller, understand its operations, and effectively combine both. Addi-
tionally, as the communication medium between data controllers, data subjects,
and data protection supervisory authorities, sophisticated interpersonal skills,
logical language expression capabilities, and strong public relations abilities can
all effectively assist DPOs in performing their duties.

3.2 DPO Responsibilities and Their Fulfillment

DPOs play an indispensable role in ensuring relevant entities comply with data
protection requirements. On one hand, DPOs must confirm data controllers’
obligations, provide compliance advice, and independently monitor whether in-
ternal data processing activities comply with data protection rules. On the
other hand, DPOs serve as contact points for data subjects and supervisory
authorities, acting as the medium through which data subjects contact data
controllers while maintaining close cooperation with supervisory authorities.

3.2.1 DPO Responsibilities

(1) Notification and advice. Article 39(1)(a) of the GDPR provides that to
ensure data controllers and other staff obligated to implement processing
activities understand their obligations and responsibilities, DPOs have a
duty to inform them and provide relevant advice. For data controllers,
DPOs should inform them about general data protection policies and their
real-time updates; propose practical improvement measures regarding data
protection to controllers or processors; and provide compliance advice on
the application of data protection provisions. For other staff obligated to
implement processing activities, DPOs should inform and explain general
obligation issues to all employees (including administrative staff) and pro-
vide relevant advice, including their own personal data rights (while data
protection obligations typically target external clients, potential clients,
and other data subjects, internal employees as data subjects likewise enjoy
data rights). DPOs accept consultations on any issues concerning interpre-
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tation or application of provisions, BFAF#RF data controllers’ and relevant
personnel’s data protection awareness, strengthening security during data
processing operations, and reducing the risk of penalties.

(2) Monitoring compliance of data processing. Article 39(1)(b) of the
GDPR stipulates that DPOs shall monitor compliance of internal data
processing activities within data controllers. Internal data processing ac-
tivities must comply not only with the GDPR but also with other EU
data protection regulations, member state data protection laws, and data
protection policies. DPOs should proactively monitor, assess, review, and
amend relevant data protection measures [13]. DPOs may proactively or
upon request directly investigate data protection-related activities within
data controllers, resolve relevant issues, and report situations to the high-
est management level of the data controller. DPOs can conduct prior
checks on data processing activities, supervise the conduct of data protec-
tion impact assessments, and provide recommendations (Article 39(1)(c)
of the GDPR). DPOs should supervise employee activities, including as-
signment of responsibilities in data processing work, enhancement of com-
pliance awareness, and data protection knowledge training. Internal au-
dits (helping DPOs understand the types, locations, access rights, and
complaint requests of personal data controlled by enterprises or institu-
tions) or external audits (usually conducted by third-party organizations
on specific issues such as legal or I'T matters) concerning potential personal
data issues and activities also fall under DPO supervision. Additionally,
DPOs should appropriately consider risks that may exist in various data
processing operations (Article 39(2) of the GDPR), including the nature,
scope, and content of risks. Monitoring compliance of data controllers
can be considered the most fundamental duty of DPOs to ensure personal
data protection.

(3) Liaising with data subjects. Article 38(4) of the GDPR stipulates
that an important responsibility of DPOs is to serve as a contact point
between data subjects and data controllers. DPOs must not only master
professional knowledge related to data protection but also sufficiently un-
derstand the internal situation of data controllers, including all matters
and activities related to data protection. Data controllers should provide
data subjects with DPO contact information to facilitate close contact
between data subjects and DPOs. Data subjects may contact and con-
sult DPOs on all issues concerning processing of their personal data and
exercise of rights under the regulation.

(4) Cooperating with supervisory authorities. DPOs should also coop-
erate with supervisory authorities (Article 39(1)(d) of the GDPR), and
data controllers should provide DPO contact information to supervisory
authorities (Article 37(7) of the GDPR). Cooperation typically includes
three aspects: (1) DPOs may serve as contact points for supervisory au-
thorities, handling inquiries or complaints from supervisory authorities,
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enabling authorities to promptly and effectively notify data controllers of
relevant risks or other urgent matters; (2) DPOs may consult supervisory
authorities in advance on matters related to personal data security, in-
cluding audit issues, legal implementation issues, and general compliance
document review issues; and (3) DPOs should supervise the implemen-
tation of recommendations proposed by supervisory authorities to data
controllers and the handling of complaints, and provide timely feedback
to supervisory authorities. Within their authority, DPOs may investigate
and collect information on issues under review by supervisory authori-
ties. The relationship between DPOs and supervisory authorities is one
of mutual promotion—the stronger their connection, the more personal
data security issues can be resolved, and the smaller the risk of rights
violations.

(5) Maintaining records and documentation of processing activities.
Article 37(1)(d) of the GDPR explicitly provides for record-keeping and
documentation of processing activities. Data controllers or processors
need to maintain records of all processing activities (Article 30(1) of the
GDPR). DPOs are responsible for archiving records of all data processing
operations. Records involve: initial information about processing, proces-
sors and third parties, principles and limitations of data processing, lawful
processing conditions, personal data collections, general and special types
of personal data, location of personal data, relevant security measures,
collection and transmission of data, deletion and lifecycle of data, main-
tenance and update records of processing, role of processing, training,
retention periods of records and related obligations, policies, procedures,
agreements, and contracts.

(6) Training. Article 39(1)(b) of the GDPR explicitly provides for DPO
training. DPOs need to conduct regular staff training within data con-
trollers. The minimum training standard is to ensure all employees within
the data controller understand basic data protection knowledge and have
a general level of data protection awareness. More in-depth departmen-
tal training and awareness enhancement should be conducted separately
according to different departments’ varying data protection needs. DPOs
need to continuously identify data issues that may arise in daily work of
various departments and conduct data protection education for different
issues in combination with departmental work scopes. Training meth-
ods may include: emails, paper documents, policy promotion, material
updates, data protection courses, seminars, specific guidance, and online
courses [12].

(7) Confidentiality. Article 38(5) of the GDPR stipulates that DPOs shall
be bound by confidentiality obligations in the performance of their tasks,
and shall not disclose information and documents obtained in the course
of performing their duties, thereby protecting personal data and data sub-
jects’ rights.
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3.2.2 Safeguards for DPO Performance To enable DPOs to better per-
form their duties, Article 38(1) of the GDPR provides that data controllers or
processors shall ensure DPOs are properly and timely involved in all personal
data protection matters and provide basic support and guarantees for their
performance.

(1)

Independent status of DPOs. The purpose of data controllers es-
tablishing DPOs is to supervise compliance of internal data processing
activities, which requires DPOs to have a holistic and comprehensive un-
derstanding of data controllers’ data protection policies and processing
activities. Based on this, DPOs should maintain a relatively independent
status within data controllers, reflected in: (1) “DPOs need a reporting
line that bypasses the immediate superior to raise objections regarding
relevant data processing activities” [7], meaning DPOs’ reporting lines
should directly reach the highest management level of data controllers or
processors (see Article 38(3) of the GDPR), without direct subordinates,
minimizing unnecessary interference and instructions during the report-
ing process—this is key to ensuring DPO independence; (2) DPOs do not
belong to any department of the data controller and do not serve any
specific department. DPOs need to supervise data processing activities
of all departments. If DPOs were subordinate to a particular depart-
ment, personal interests would conflict with enterprise interests during
supervision and investigation, preventing objective performance of duties.
However, this does not mean DPOs should be completely isolated from
all departments—there is overlap between DPO work and other depart-
mental work, and harmonious relationships with various departments are
also important; and (3) DPOs shall not be dismissed or penalized for per-
forming data protection duties, which constitutes performance protection
for DPOs. It should be noted that DPOs’ independent status is rela-
tive. The GDPR provision that DPOs “do not receive any instructions”
refers to their operational independence when performing key tasks. Data
controllers determine different data protection policies and implementa-
tion procedures according to the nature of different processing activities,
and DPOs help data controllers achieve business objectives in compliance
within this scope, freely providing compliance advice, with whether data
controllers follow such advice ultimately depending on specific business
standards.

Resource guarantees for DPOs. Article 38(2) of the GDPR stipu-
lates that data controllers shall provide DPOs with independent budgets
and hardware resources as needed. Independent financial budgets ensure
smooth performance of DPO duties, and DPOs may request data con-
trollers to approve additional funding when necessary. DPOs should have
access rights to personal data and processing operations in all departments,
with the authority to collect personal data within data controllers and con-
duct prior checks on processing operations, which data controllers should
support without restriction. To better perform their duties, DPOs should
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have necessary resource support, such as human resources, I'T resources,
and office equipment. To enhance their professional competence, DPOs
may request data controllers to take measures to maintain or strengthen
their professional knowledge, such as organizing training and providing
learning opportunities.

4. Impact of EU DPO System Implementation
4.1 Surge in DPO Demand

During the more than two-year period from GDPR’s adoption on April 14,
2016, to its formal implementation on May 25, 2018, data controllers or proces-
sors subject to GDPR needed to complete compliance checklists to prepare for
GDPR implementation. The most important item on the compliance checklist
was DPO appointment. GDPR’s increased penalties for violations undoubtedly
sounded the alarm for all data controllers and processors, forcing them to ap-
point DPOs as required by GDPR. A study by the International Association
of Privacy Professionals (IAPP) at the end of 2016 estimated the number of
DPOs that would be needed: first calculating the approximate number of large
EU enterprises in 13 non-financial industries, then assuming based on GDPR
standards that: (1) enterprises with no fewer than 5,000 employees would “large-
scale” process and monitor human resources data; (2) more than half of enter-
prises in transportation and warehousing, accommodation and food services,
and professional, scientific, and technical services would need to appoint a DPO
due to their data-intensive processing activities; and (3) all large enterprises in
the communications industry would need to appoint a DPO. It also assumed
that all financial institutions and insurance enterprises would need to appoint a
DPO due to their business nature, while public authorities or bodies would be
calculated according to EU “large enterprise” standards, assuming one DPO for
every five entities requiring one. From this, the study conservatively concluded
that at least 28,000 DPOs would be needed in the EU once GDPR took effect
[14].

For non-EU countries, based on GDPR’s definition of data controllers, any non-
EU data controller that collects or processes personal data of identifiable natural
persons in the EU for the purpose of offering goods or services or monitoring
their activities shall be subject to GDPR, regardless of whether they are lo-
cated within the EU. According to IAPP’s annual privacy governance report,
50% of US enterprises need to comply with GDPR. Using trade volume estima-
tion, with the US accounting for 17.7% of Europe’s global trade, the number
of DPOs potentially needed by other major European trading partners can be
calculated. Estimates show that GDPR implementation will create up to 75,000
DPO positions worldwide [14].

The surge in DPO demand has created a scarcity of talent capable of filling
these positions. With GDPR’s implementation, a “talent war” for DPOs is
underway. On one hand, the supply-demand imbalance in the job market will
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drive up DPO salaries, increasing enterprise investment costs to ensure DPO
professional competence and raising compliance costs. On the other hand, to
increase the number of DPO professionals, training and certification institutions
related to DPOs have emerged, creating a new industry.

4.2 Impact of DPO Appointment on Data Controllers and Supervi-
sory Authorities

Establishing DPOs is significant and far-reaching for ensuring data controller
compliance and reducing the burden on supervisory authorities, mainly mani-
fested in:

4.2.1 Prior Review to Reduce Infringement Risks GDPR grants DPOs
the right to conduct prior reviews. DPOs supervise the design of data processing
projects, conduct advance reviews and risk assessments, reducing potential risks
at the source to prevent subsequent legal sanctions, saving compliance costs for
data controllers and reducing compensation expenses. Of course, supervisory
authorities retain the right to investigate DPOs’ reviews and assessments and
verify risk prevention through investigations.

4.2.2 Optimizing Dispute Resolution Mechanisms and Reducing Su-
pervisory Authority Burden GDPR grants DPOs the right to first handle
data subject complaints. Since DPOs are more familiar with internal data pro-
tection requirements and situations of data controllers, some minor disputes and
low-value claims between data subjects and data controllers can be resolved di-
rectly through DPOs. This can reduce supervisory authorities’ workload to some
extent, allowing them to focus on guiding and investigating serious violations
while saving regulatory resources and costs. Data controllers or processors will
also avoid lengthy dispute resolution procedures, improving review efficiency.
Meanwhile, as the sole contact point among data subjects, supervisory authori-
ties, and data controllers, DPOs rationalize the entire communication process,
reducing unnecessary interference and conflicts.

4.2.3 Strengthening Internal Data Supervision Systems and Enhanc-
ing Data Controller Competitiveness Many links in the data processing
chain may pose risks, but DPOs’ detailed and comprehensive review checklists
make data controllers’ processing activities orderly, ensure organizational com-
pliance, and enable clear and effective judgment of whether they are at fault
as data controllers. Data protection capabilities are gradually becoming one
of the standards for measuring market entity strength, and the existence of
DPOs reflects both the scale of enterprise data processing and the degree of
data protection, thereby enhancing market competitiveness to a certain extent.

While mandatory DPO appointment under GDPR is beneficial for the overall
data protection framework, its implementation may still have some issues. Data
controllers are numerous and vary in type, business scope, financial capacity,
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and data protection level. A “one-size-fits-all” approach imposes restrictions on
controllers that already have orderly data protection processes. Data protec-
tion rules should focus on regulating outcomes rather than processes, and DPO
appointment is a preferred but not the only process control method. For data
controllers meeting GDPR-specified conditions, they may already have effective
data protection processes in practice, or although lacking data protection mea-
sures, their business models may limit risks within controllable scope. In such
cases, mandatory DPO appointment would undoubtedly increase operational
costs and waste resources. Additionally, given differences in data protection
processes, development, and policies among EU member states, and that na-
tional data protection legislation had been continuously amended before GDPR
to adapt to national conditions, DPOs may experience “cultural maladaptation”
after GDPR’s unified implementation. If negative impacts cannot be properly
addressed, it will not only increase enterprise compliance costs but may even
create violation risks. Therefore, many issues remain to be resolved as GDPR
is formally implemented.

5. Implications of the EU DPO System for China

5.1 Implications for Chinese Enterprises

China is an important trading partner of the EU, with China-EU trade account-
ing for approximately 15% of the EU’s global trade. GDPR implementation
means Chinese enterprises also need to prepare data protection professional
talent reserves and compliance readiness. While China has made significant
progress in data protection research and the data industry in recent years, en-
terprise data protection awareness remains relatively weak, directly affecting
Chinese enterprises’ data protection levels and compliance capabilities. To ex-
plore European markets and conduct China-EU trade legally and compliantly,
relevant Chinese enterprises should promptly conduct GDPR compliance assess-
ments and formulate corresponding response plans to actively adapt to GDPR
compliance requirements. Relevant Chinese enterprises should appoint data
protection specialists (similar to DPOs) according to GDPR. provisions and
design a relatively complete data protection supervision process, formulating
corresponding data protection and management systems.

5.1.1 Establishing Data Protection Specialist Positions Chinese enter-
prises can establish data protection specialist positions performing duties similar
to DPOs. Personnel in these positions can provide management with advice on
internal personal data collection, access, processing, transmission, and other
data security issues or matters, and be responsible for supervising implemen-
tation of relevant matters. Externally, they can receive visitors and handle
inquiries from users (data subjects) or third parties, providing them with avail-
able information.
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5.1.2 Recording Personal Data Processing and Flow Starting from per-
sonal data collection, all uses and transfers of the personal data should be
recorded. The significance lies in: (1) focusing on potential risks during the
recording process to facilitate timely reporting and prevention; and (2) facilitat-
ing subsequent accountability. After personal data is infringed, responsibility
subjects can be located based on records to identify non-compliant operations.

5.1.3 Establishing Data Risk Early Warning Mechanisms Data risk
early warning mechanisms specifically include three aspects: pre-event risk as-
sessment, in-process security safeguards, and post-event remediation plans. Af-
ter collecting personal data, as the obligated party for data security, enterprises
should take certain measures to fulfill security obligations. They shall not ar-
bitrarily disclose, alter, or destroy collected personal data. They should appro-
priately adopt technical and other necessary measures to prevent personal data
leakage, damage, or loss. In cases where personal data may be or has been in-
fringed, they should immediately take remedial measures and promptly inform
users and report to relevant authorities as required.

5.1.4 Strengthening Employee Training to Enhance Enterprise Data
Protection Awareness An important DPO responsibility is training employ-
ees, which has more urgent needs in China. Although China’s data protection
has developed considerably in recent years, popularization remains low, national
protection awareness is weak, and professionals are scarce. By establishing data
protection specialist positions, enterprises can formulate and implement em-
ployee training plans, popularize data security knowledge within the enterprise,
and enhance overall enterprise data protection awareness.

5.2 Implications for China’s Data Protection System Construction

The EU is a global pioneer in data protection through specialized legislation,
and its GDPR has profoundly influenced and inspired numerous countries in-
cluding China. “Law alone is not enough to enforce itself” GDPR’s provisions
on DPO and data supervisory authority establishment and responsibilities aim
to provide professional talent teams and regulatory mechanism guarantees for
data subjects’ rights exercise and data controllers/processors’ responsibility ful-
fillment. GDPR was promulgated more than two years before implementation
to provide a necessary transition period for relevant entities to legally equip
qualified DPOs, because building professional talent and specialized institutions
cannot be accomplished overnight. The EU’s DPO system offers at least two
implications for China’s data protection system construction: (1) legislatively
clarifying the obligation of data controllers/processors to establish data protec-
tion specialist positions similar to DPOs, specifying responsibilities and perfor-
mance requirements for data protection specialists, and imposing corresponding
accountability and penalties for non-compliant data controllers and processors;
and (2) strengthening data supervisory system construction and leveraging the
role of data controllers/processors’ data protection specialists.
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5.2.1 Clarifying Data Controllers’ Obligation to Establish Data Pro-
tection Positions

(1)

Establishing data protection specialist positions and professional
staffing as an obligation for data controllers and processors of
certain scales and special types. Although China’s Cybersecurity
Law and other relevant laws have assigned data protection responsibilities
and obligations to network operators and other data controllers and pro-
cessors, no provisions have yet clarified the establishment of specialized
data protection positions and professionals for obligated entities. The
absence of specialized positions and professionals can easily lead to dis-
counted or ineffective implementation of laws and regulations, seriously
damaging legal authority.

Clearly specifying responsibilities and performance require-
ments for data protection specialist positions and professionals.
The EU DPO system has clear provisions on DPO responsibilities and
performance: “Public organizations (except courts), enterprises whose
core business involves regular large-scale systematic monitoring of users,
and enterprises whose core business involves processing sensitive personal
data or personal data related to criminal offenses shall appoint a data
protection officer. Multiple related enterprises may appoint one data
protection officer. DPO responsibilities include informing and advising
enterprises on fulfilling their obligations under GDPR, monitoring
enterprise compliance, and cooperating with supervisory authorities.”
This largely ensures the GDPR, as a new data protection regulation, has
strong operability. For such a new field as data protection, the DPO
system has in fact been detailed to “what personnel (positions) to equip,
what responsibilities they have, what they should do, and how to do
it”—such meticulous institutional arrangements ensure effective GDPR
implementation. If China can clarify responsibilities and performance
requirements for data protection specialist positions and professionals in
its data protection system construction, it will make obligated entities’
responsibilities clear and help them fulfill their obligations transparently.

Imposing corresponding accountability and penalties for data
controllers and processors with non-compliant data protection
specialist appointments. GDPR’s penalty measures—enterprises vio-
lating GDPR face fines up to 4% of their global annual revenue or €20
million. Without enforcement there is no guarantee; without penalties
there is no deterrence. GDPR has drawn a clear operational red line for
data controllers and processors, with clear accountability and high fines di-
rectly targeting the =032 of “lax enforcement and no accountability for
violations,” strictly regulating data abuse and providing strong protection
for personal data. China’s Cybersecurity Law establishes excessively low
post-factum penalty standards that hardly serve as effective deterrence.
In subsequent relevant legislation, China could draw on GDPR’s account-
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ability and penalty measures to strengthen regulation of data abuse.

5.2.2 Strengthening Data Supervisory System Construction and
Leveraging Data Protection Specialists’ Role From the above analysis
of the EU DPO system, strengthening data supervisory system construction,
clarifying the powers and boundaries of data supervisory authorities, and
emphasizing cooperation between DPOs and data supervisory authorities are
powerful measures in the EU’s new data protection regulation. From the
EU DPO system design, cooperation between DPOs and data supervisory
authorities is crucial. Even with a well-designed DPO system, without nec-
essary supervisory authorities and corresponding institutional arrangements,
DPO functions cannot be effectively exercised. DPOs are liaisons among
data subjects, supervisory authorities, and data controllers/processors, as
well as task-sharers for supervisory authorities (resolving minor disputes and
low-value claims). Supervisory authorities also have guidance and consultation
responsibilities toward DPOs. GDPR grants data supervisory authorities
investigation, correction, and penalty powers, and clarifies the division of labor
and cooperation between supervisory authorities and DPOs, aiming to better
protect data subjects’ rights. This has important reference significance for
China’s ongoing exploration of data supervisory system construction, especially
regarding the delineation of supervisory authorities’ powers and boundaries
and the regulation of division of labor and cooperation among different entities
in the system.
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