ChinaRxiv [$X]

AT translation - View original & related papers at
chinarxiv.org/items/chinaxiv-202307.00546

Research on Decision Support Service Models
and Strategies for University Libraries: Postprint

Authors: Zhang Xu, Zhang Xiangxian, Lu Heng
Date: 2023-07-26T00:00:00+00:00

Abstract

[Purpose/Significance] To address the practical challenge that decision support
services in university libraries are still in their nascent stage and lack systematic
theoretical guidance for service enhancement, this study constructs a decision
support service model for university libraries to provide a reference framework
for development strategies.

[Method /Process] Employing grounded theory methodology, six university li-
braries were selected, and 40 respondents comprising both decision support ser-
vice personnel and decision-making users were identified for in-depth interviews.
Drawing upon resource-based theory and decision process theory respectively,
the study systematically examined the resource foundations of university library
decision support services and related elements such as user needs, and subse-
quently analyzed the typical structural relationships among these elements.

[Results/Conclusion] From the three dimensions of resources, services, and de-
mands, a university library decision support service model encompassing 21
categories and 9 core categories was constructed. Based on this model, ser-
vice strategies were proposed, including emphasizing the construction of hetero-
geneous resources, providing multi-level decision support services, and taking
basic resource needs as the entry point.
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Abstract

[Purpose/Significance] This study constructs a security control framework
for national academic information resources in cloud computing environments to
provide references for safeguarding these resources. [Method/Process| Draw-
ing upon the human-machine-environment organic unity from traditional com-
plex system safety control theory and the people-operation-technology model
from the Information Assurance Technical Framework (IATF), combined with
key domains and governance domains of information security control in cloud
computing environments, this paper builds a security control framework for na-
tional academic information resources in cloud computing environments. [Re-
sult/Conclusion] The key domains involved in national academic information
resource security in cloud computing environments include personnel manage-
ment, control strategy, and security assessment. The framework encompasses
both security control measures for national academic information resources in
cloud computing environments and effectiveness measurements of these controls.

Keywords: academic information resources; security control; security manage-
ment; information resource security
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1. Introduction

Currently, research on security control of academic information resources in
cloud computing environments remains scarce. There is a need to construct a
framework for national academic information resource security control in cloud
computing environments by reviewing information security control practices
both domestically and internationally, and by incorporating the characteristics
of academic information resources. This framework will inform management
and control strategies for safeguarding national academic information resources
in cloud computing environments. Research on information security control in
cloud computing environments has primarily focused on the following aspects:

1.1 Information Security Control Standards and Classification

The National Institute of Standards and Technology (NIST) classifies informa-
tion security controls by first determining the impact level of information sys-
tems and then applying baseline security control sets from relevant standards.
NIST’s Special Publication 800 series addresses hot topics in computer security
and has become a primary standard guiding information security construction
in the United States, with applications in finance, defense, healthcare, and other
domains, forming a relatively mature security control system [1]. NIST defines
controls that can be categorized into three major types: technical, operational,
and management, which are further subdivided into 18 families. NIST SP 800-
53r4 specifies detailed security controls involving policies, oversight, personnel
conduct, operations, and information systems. The security control families in-
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clude access control, awareness and training, audit and accountability, security
assessment and authorization, contingency planning, incident response, person-
nel security, risk assessment, and system and information integrity [3-4].

ISO/IEC 27003, developed by the ISO/IEC JTC1 technical committee, provides
implementation guidelines for information security management systems, aim-
ing to support the information security management process and ensure that
stakeholder information assets meet organizationally defined acceptable risk lev-
els [2]. These information security standards serve as important references for
information security control in cloud computing environments.

1.2 Cloud Business Security Control Research

ISO/IEC 27017, “Information Technology—Security Techniques—Code of Prac-
tice for Information Security Controls Based on ISO/IEC 27002 for Cloud Ser-
vices,” provides cloud service providers with development directions for secure
cloud services and serves as a standard document for accepted protection con-
trols, proposing control models to address cloud service risks [5-6]. The U.S. gov-
ernment’s Federal Risk and Authorization Management Program (FedRAMP)
defines cloud computing security control requirements, primarily covering vul-
nerability scanning, conflict monitoring, and logging [7]. The Cloud Security
Alliance (CSA) has released a cloud security control matrix to meet cloud in-
dustry information security needs. Based on the lifecycle, this matrix defines se-
curity control planning, implementation, assessment, and maintenance to guide
security control selection at different stages and in different domains [8].

Security controls based on different domains represent best practices for effective
cloud security assurance. However, more complex controls are not necessarily
better; the optimization goal is to adopt simple yet effective measures. There-
fore, reasonable and cost-effective security controls should be implemented. Fur-
thermore, new challenges such as emerging vulnerabilities and attacks require
continuous security improvement, disclosure of new vulnerabilities, and reme-
diation. Security controls and procedures must be continuously reviewed and
improved to support mission changes and respond to evolving threats [8]. Cor-
responding security control measures should be formulated for different stages
and domains in cloud computing environments to reduce information security
risks.

1.3 Security Controls for Different Cloud Service Delivery Models

The CSA’s Consensus Assessments Initiative Questionnaire (CAIQ) focuses on
providing an industry-accepted approach to documenting security controls for
TaaS, PaaS, and SaaS products while ensuring transparency [9]. The CSA has
also constructed a cloud service security reference model that maps IaaS, PaasS,
and SaaS models to security control and compliance models, covering applica-
tion, data information, management, network, trusted computing, computing
and storage, and physical layers. This provides a reference for national aca-
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demic information resource cloud service security control from the perspective
of different cloud service delivery models [10].

In essence, security controls are countermeasures or measures for security assur-
ance that prevent, deter, respond to, and recover from security risks. Control
classification is diverse and requires tailored solutions based on different control
objects, typically involving technical, management, and operational categories.
Traditional security control has formed mature theories and practices, laying the
foundation for information security control in cloud computing environments.
Overall, traditional security control exploration provides a basis for research
on national academic information resource security control in cloud computing
environments, offering references for framework construction, technologies, and
measures. Cloud computing security control must build upon traditional IT en-
vironment mechanisms while addressing cloud-specific information security risks
and proposing control recommendations around key cloud security domains to
provide secure cloud services. Since simply transplanting traditional network
security technical measures is insufficient, research on cloud-specific key security
risk issues is necessary.

2. Framework Construction for National Academic Infor-
mation Resource Security Control in Cloud Computing En-
vironments

National academic information resource cloud service construction in cloud com-
puting environments faces choices among different cloud service delivery and
deployment models. Current cloud products have already exhibited various con-
sumption model combinations and service form changes. Different consumption
models and service forms entail significant differences in security risks and the
scope and responsibilities of security controls [11]. Cloud deployment models for
national academic information resources can be categorized as public cloud, pri-
vate/community cloud, and hybrid cloud. The hybrid cloud deployment model
is adopted, where infrastructure is shared between two or more clouds, requir-
ing cross-cloud scheduling during resource sharing. Accessing both public and
private cloud components makes security control more difficult than in other
deployment models.

National academic information resource security control in cloud computing
environments is not a simple cloud technology-based solution but requires tar-
geted controls addressing the characteristics and problems of national academic
information resources in cloud environments. At different cloud service delivery
model layers, cloud service providers and users bear different information secu-
rity assurance responsibilities and scopes. In IaaS mode, cloud service providers
primarily implement security controls to protect underlying infrastructure and
abstraction layers. In PaaS environments, security control scope falls between
[aaS and SaaS, with providers securing the platform itself while users are re-
sponsible for their developed cloud applications. In SaaS environments, security
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control scope and measures can be confirmed through Service Level Agreements
(SLASs), with content negotiated between users and providers to delineate respec-
tive security control responsibilities. Comparison of the three delivery models
reveals that higher-level cloud services entail greater provider responsibility and
increased user dependence on provider controls.

Not all security requirements are equivalent in cloud computing environments.
Based on different security needs and information systems, security control pri-
orities vary. For the public cloud portion of national academic information
resources, confidentiality controls emphasize integrity and availability, while for
the private cloud portion, they emphasize confidentiality and feasibility. There-
fore, security controls can be prioritized and baselined according to different
deployment models.

National academic information resource security assurance in cloud computing
environments is a complex systems engineering endeavor with intricate hier-
archical structures and information and capability interactions. Complex sys-
tem functional intrinsic safety lies in achieving structural intrinsic safety, main-
taining system structure and boundary stability, and ensuring human-machine-
environment safety during micro-level information and capability interactions.
Drawing on traditional complex system safety control theory’s human-machine-
environment organic unity and IATF’s people-operation-technology model, com-
bined with key and governance domains of information security control in cloud
computing environments, this paper constructs a security control framework for
national academic information resources in cloud computing environments [Fig-
ure 1: see original paper] [10,12-14]. The framework highlights critical aspects
including personnel management, risk management, security baseline construc-
tion, emergency response, compliance auditing, and information security assess-
ment. It encompasses both security control measures and their effectiveness
measurements.

3. Personnel Management for National Academic Informa-
tion Resources in Cloud Computing Environments

National academic information resource cloud platform construction requires
scientific planning by government information agencies and coordinated organi-
zation among relevant departments at various levels. Implementation must be
refined layer by layer through networks and regions. The construction involves
numerous stakeholders.

3.1 National-Level Participant Security Management

National academic information resource security in cloud computing environ-
ments constitutes an important component of national information security.
The construction of national academic information resources faces shared re-
source pools, and once the cloud platform is compromised, numerous academic
information resource service institutions are threatened. If attackers exploit
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cloud platform vulnerabilities to steal, modify, or delete academic information
resources stored in the cloud, losses will extend beyond the academic domain
to potentially threaten national security. Therefore, security depends on na-
tional macro-level guidance for managing and supervising national academic
information resource cloud services.

China attaches great importance to information security assurance, having es-
tablished the National Informatization Leading Group to strengthen informa-
tization construction and maintain national information security. Implementa-
tion is managed through the National Information Service Management Coor-
dination Committee, which coordinates division of labor among academic infor-
mation resource service institutions involved in cloud services, clarifies respon-
sibilities, and formulates cooperation policies.

National-level security management can effectively control organizational obsta-
cles to national academic information resource sharing and geographical obsta-
cles to cross-regional resource integration. Planning the overall organizational
structure at the national level clarifies resource organization and scheduling for
sharing, strengthening security assurance through cooperative division of labor
and organizational coordination. Additionally, establishing supervisory bodies
for cloud service construction and issuing relevant standards and laws can fur-
ther regulate cloud service industry and provider behaviors.

3.2 Regional-Level Participant Security Management

Regional-level management involves the meso level, following national guide-
lines to construct regional academic information resource cloud service centers,
formulate detailed regional security management policies, coordinate division
of labor among different institutions, and strengthen management of cloud ser-
vice providers and the industry. China has accumulated experience in academic
information resource sharing under traditional network environments. For ex-
ample, as an initiating organization, Guangdong Provincial Sun Yat-sen Library
built a joint reference consultation network involving numerous domestic public
libraries, providing reference consultation and document delivery services [15].
Guangdong’s reference consultation service, launched in 2001, united commer-
cial academic information resource providers and libraries both domestic and
international. In 2003, it built its own online reference consultation platform,
gradually achieving resource sharing and user service openness. During construc-
tion, Guangdong provided necessary policy and management support for provin-
cial resource sharing, establishing the Guangdong Provincial Cross-System Joint
Digital Reference Consultation Steering Committee to oversee standard system
construction, with relevant government departments responsible for supervision
and coordination [16].

Regional-level participant management requires establishing regional academic
information resource security management departments and setting up regional
security management teams to organize and manage cloud computing environ-
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ment construction. This involves developing sharing management specifications,
clarifying responsibilities of participating institutions, and coordinating division
of labor. Regional cloud service technical teams provide guidance on technical
application problems, develop standard systems (e.g., cloud application devel-
opment standards, metadata standards, service standards), and solve technical
challenges. Resource management teams are responsible for cloud service center
resource scheduling, unified work specifications, data organization and configu-
ration, and quality and usage supervision. Audit and supervision teams oversee
security monitoring and auditing during construction, evaluating management
specifications and control strategies to continuously improve the security system.
Expert guidance teams comprising representatives from academic institutions,
government departments, and cloud service providers offer recommendations to
enhance security controls. The regional-level participant security management
architecture is shown in [Figure 2: see original paper].

3.3 Micro-Level Participant Security Management

Micro-level participants primarily include academic information resource service
institutions, cloud service providers, network operators, communication service
providers, and other supply chain service providers [Figure 3: see original pa-
per]. Network operators provide network connectivity and certain network se-
curity protections. To meet elastic demands of academic institutions, virtual
machines supporting cloud service functions require recreation and migration,
making them relatively vulnerable during migration and necessitating joint par-
ticipation of network operators, communication service providers, and cloud
service providers in security protection and control.

All services used by academic information resource institutions—cloud comput-
ing, communication, network—are purchased through service providers, forming
direct buyer-seller relationships. During transactions, both parties reach consen-
sus on security issues and are bound by contractual agreements. The focus of
micro-level participant management lies in building trust relationships between
academic institutions and service providers. During cloud service construction,
reliable trust relationships and constraint mechanisms can be established to
bind responsibilities and obligations, promoting cooperation toward predeter-
mined goals. Whether in cloud or network environments, agreements between
users and service providers are effective management methods. Service Level
Agreements (SLAs), negotiated between providers and users, define obligations
and responsibilities to achieve continuous service objectives and represent an im-
portant means of trust management for national academic information resource
cloud services.
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4. Full-Process Control Strategies for National Academic
Information Resource Security in Cloud Computing Envi-
ronments

Full-process control strategies for national academic information resource secu-
rity in cloud computing environments focus on security risk management, se-
curity baseline construction, security monitoring and emergency response, and
security compliance auditing.

4.1 Security Risk Management

National academic information resource systems in cloud computing environ-
ments still face objective information system security risks. Targeted control
measures can be adopted through security risk assessment. Risk control consti-
tutes a key component of security control, requiring that cloud service informa-
tion system security risks be limited to controllable ranges to enhance security
assurance. The risk management approach involves identifying risk domains
and factors based on resource distribution, observing and collecting risk factor
data, analyzing it using quantitative tools, and formulating security policies and
measures based on risk assessment to effectively control risks [18].

A controlled cloud information system comprises networks, personnel, operat-
ing environments, and business applications. Due to information security risks,
asset vulnerabilities, and security threats in cloud computing environments, se-
curity risks must be observed and assessed to transform them into controllable
risks. Residual risks undergo further cycles of observation and assessment to
develop security control strategies, which are continuously improved to reduce
risks until all output risks fall within acceptable ranges. Risk assessment gener-
ally includes risk identification, analysis, and evaluation. Risk analysis encom-
passes assets, threats, and vulnerabilities. Asset categories and values are first
determined, followed by analysis of threat types and frequencies, vulnerability
level assignment, and finally, comprehensive verification to estimate accident
probabilities and potential losses.

4.2 Security Baseline Construction

The construction of national academic information resource cloud service plat-
forms involves multiple stakeholders. If numerous resource institutions adopt
cloud services from different providers, they must address complex network
structures and diverse server types. Therefore, maintenance cannot rely solely
on traditional information system approaches while ignoring cloud-specific char-
acteristics and requirements. Security assurance must establish relevant baseline
specifications for implementing controls.

The U.S. FedRAMP program conducts cloud security management research, em-
phasizing cloud security baseline construction and developing the “FedRAMP
Cloud Security Controls,” which provides references for China’s national aca-
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demic information resource security baseline construction [19]. Cloud secu-
rity baseline construction requires expansion beyond traditional security. Fe-
dRAMP’s baseline transitions from traditional NIST SP 800-53 “Security and
Privacy Controls for Federal Information Systems and Organizations” to cloud-
adapted security controls.

Referencing NIST SP 800-53r4 and FedRAMP 2.0, baseline construction should
include at least 17 security control families: access control, awareness and train-
ing, audit and accountability, security assessment and authorization, configu-
ration management, contingency planning, identification and authentication,
incident response, maintenance, media protection, physical and environmental
protection, planning, personnel security, risk assessment, system and services
acquisition, system and communications protection, and system and informa-
tion integrity. NIST SP 800-53r4 expands access control and system/services
acquisition to cover cloud computing and supply chain security requirements
[4,20].

Baseline construction is a complex systems engineering task. COBIT (Con-
trol Objectives for Information and Related Technology) is an IT governance
framework that enables managers to establish associations among information
security control objectives, technologies, and risks, providing clear strategic and
practical guidance. COBIT can serve as a foundation for baseline development,
having been mapped to many information security standards with components
directly applicable or adaptable to cloud computing environments. Baseline es-
tablishment must combine cloud security risks and information system lifecycle
planning. Academic institutions and cloud service providers must apply existing
laws, standards, and specifications to develop and select controls, considering
cloud service system security, business process security, and cloud environment
security. The baseline should be business-system-oriented, with different pro-
tections based on business system characteristics. Business systems should be
decomposed into modules (e.g., databases, operating systems, network devices)
for refined security control baseline development.

Baseline construction must first distinguish baseline requirements corresponding
to different security needs, establishing three-level baselines (high, medium, low)
based on security requirements. For requirements beyond these levels, factors
such as operating environment, operational characteristics, system functions,
threat types, and information types should be considered. The scope of control
measures must be clarified—cloud information security baselines should not be
overly complex but should consider control objectives, operating environments,
and technical conditions, emphasizing protection of critical business operations
and operations.

4.3 Security Monitoring and Emergency Response

Full-process security monitoring seeks optimal control solutions through data
collection on security-related activities and practices, enabling accident predic-
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tion, early warning, and emergency response based on security forecasts. This
achieves both pre-accident prevention and post-accident control.

Security monitoring collects, analyzes, and reports security event data from
cloud information systems and service processes, involving user, application,
and system activities. Collected security-related data is aggregated to provide
quantitative references for security event assessment and maintain events within
reasonable ranges. The monitoring and feedback process [21] is shown in [Figure
4: see original paper].

Security monitoring serves as a crucial component of control strategies, enabling
security risk detection. Cloud technologies and academic resource aggregation
make national academic information resources attractive targets. Since some
attacks cannot be anticipated, real-time monitoring is an effective countermea-
sure. Real-time monitoring data collection, analysis, and evaluation enable
timely controls, while response measures prevent attacker damage and minimize
losses. Post-response activities involve timely repair of security vulnerabilities,
reinforcement of the security protection system, and report generation to reduce
recurrence and provide evidence for accountability.

Emergency response is a vital link in the overall security protection cycle,
divided into pre-response, during-response, and post-response phases. Pre-
response involves developing security response measures under the guidance
of security control strategies, establishing accident handling procedures, and
classifying accident types. National academic information resource security ac-
cidents primarily involve system failures, data loss and leakage, denial of service,
and insecure APIs. Contingency plans must be developed for different accident
types. During-response involves identifying security issues based on monitoring
data and implementing response measures. Post-response involves vulnerability
repair and system reinforcement.

Emergency response execution requires personnel involvement to connect rela-
tively independent strategies, protection, monitoring, and response, implement-
ing information security control solutions. Implementation requires personnel
management to enhance professional competence and emergency response capa-
bilities to address dynamic changes in security accidents, enable timely process-
ing and protection, and compensate for model and measure deficiencies.

4.4 Security Compliance Auditing

Compliance auditing plays an important role in traditional outsourcing relation-
ships. In cloud computing environments, cloud service providers and academic
institutions face challenges in establishing and monitoring continuous compli-
ance of information security controls. Compliance and auditing primarily in-
volve internal policy compliance, legal compliance, and external audit coordina-
tion, establishing objectives through internal and external processes to clarify
compliance with user contracts, laws, regulations, and standards, and whether
strategies, procedures, and processes are effectively implemented.
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Cloud service providers must comply with diverse IT process control require-
ments, including internal and external demands. Numerous compliance require-
ments form complex relationships, with inevitable repetitive non-compliant con-
trols appearing during audits or security events. Compliance efforts can unify
these requirements to improve efficiency and meet multiple compliance demands.
In the long term, individual compliance efforts will be replaced by overall IT
process compliance.

Compliance must be organically integrated with operational risk and internal
controls. KPMG proposes a three-lines-of-defense mechanism: the first line in-
volves risk identification, assessment, and monitoring through compliance man-
agement and internal controls; the second line optimizes combinations of com-
pliance management, internal controls, and risk mitigation; the third line inte-
grates methods, processes, and standards used in internal auditing [22]. Cloud
service providers and academic institutions can adopt the Governance, Risk, and
Compliance (GRC) concept to design continuous, formal compliance procedures
for national academic information resource cloud security construction.

4.5 Security Assessment

Cloud computing information system security assessment builds upon tradi-
tional information system security evaluation. National academic information
resource security assessment in cloud computing environments must &% tradi-
tional processes and methods. Traditional assessment has developed long-term,
forming a series of norms and guidelines, from the U.S. “Trusted Computer Sys-
tem Evaluation Criteria” [23] to the UK’s BS7799-1:1999 (ISO/IEC 17799:2000)
[24] and NIST SP 800-53A [25], all providing references for cloud computing se-
curity assessment.

The “Trusted Computer System Evaluation Criteria” classifies security protec-
tion capabilities into seven levels, providing standards for computer security
assessment. However, published earlier, it focuses on technical requirements
and information access control, making it difficult to extend to new environ-
ments. ISO/IEC 17799:2000 provides an information security management
system, proposing a continuous improvement model through plan-do-check-act
processes and enumerating control measures to guide information security level
protection. NIST SP 800-53A provides guidelines for assessing security controls
in federal information systems.

Overall, cloud security assessment has not yet formed a unified system. Or-
ganizations have conducted explorations based on traditional assessment, fo-
cusing primarily on cloud service provider security capability requirements and
cloud platform security standards. Applying cloud computing to national aca-
demic information resource storage and services requires continuous security
assessment to reduce adoption risks and improve overall protection capabilities.
Assessment must overcome challenges brought by cloud computing technolo-
gies, including virtualization, data security, application security, physical secu-
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rity, multi-tenancy, system security, and network security. Unlike traditional
assessment environments, cloud assessment must be conducted in large-scale,
heterogeneous technology, mixed physical and virtual, and multi-tenant shared
environments.

China has promulgated the “Regulations on the Security Protection of Com-
puter Information Systems” and comprehensively promoted level protection.
Traditional information system security assessment standards have developed
over a long period, forming a relatively mature level assessment system that
provides a good foundation for cloud assessment work. Security level assess-
ment is a mature method in the information system security assessment field,
with the state promulgating relevant standards as assessment bases for infor-
mation systems. Referencing traditional level assessment processes [26-28], this
paper constructs a cloud security assessment workflow for national academic
information resources, shown in [Figure 5: see original paper].

The assessment process is divided into four phases: preparation, plan develop-
ment, on-site assessment, and results analysis/reporting. The preparation phase
initiates the project, establishes assessment teams, and collects data on the cur-
rent state of national academic information resource cloud information systems.
The plan development phase determines assessment content and develops as-
sessment plans. The on-site assessment phase implements the plan and records
results. The results analysis phase analyzes and summarizes findings, gener-
ates assessment reports, and provides feedback. Throughout the process, multi-
stakeholder collaboration and communication among participants in national
academic information resource cloud services are required to ensure assessment
effectiveness.

5. Conclusion

Drawing upon the human-machine-environment organic unity from traditional
complex system safety control theory and the people-operation-technology
model from the Information Assurance Technical Framework, combined with
key and governance domains of information security control in cloud computing
environments, this paper constructs a security control framework for national
academic information resources in cloud computing environments. The
framework identifies key domains including personnel management, control
strategy, and security assessment, encompassing both security control measures
and their effectiveness measurements. The paper analyzes these key domains
and proposes optimization measures to provide references for organizing and
implementing national academic information resource security assurance in
cloud computing environments.
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Security Control and Management of National Academic Information
Resources in Cloud Computing Environment
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Abstract: [Purpose/significance] To provide references for national academic
information resources security in cloud computing environments, this paper aims
to construct a security control framework for national academic resources in
cloud computing environments. [Method/process] Based on Human-Machine-
Environment organic unity in conventional complex system safety control the-
ory and Information Assurance Technical Framework that combines “the peo-
ple, the operation, the technology,” this paper integrates the key domain and
governance domain in information security guarantee to construct the above
security control framework. [Result/conclusion] Under the cloud computing
environment, the key domains in national academic information resources se-
curity include personnel management, control strategy, and safety assessment.
The framework contains not only the national academic information resources
security strategy, but also effectiveness measurements of it.

Keywords: academic information resources; security control; security manage-
ment; information resources security

Note: Figure translations are in progress. See original paper for figures.

Source: ChinaXiv — Machine translation. Verify with original.

chinarxiv.org/items/chinaxiv-202307.00546 Machine Translation


https://chinarxiv.org/items/chinaxiv-202307.00546

	Research on Decision Support Service Models and Strategies for University Libraries: Postprint
	Abstract
	Full Text
	Preamble
	Abstract
	1. Introduction
	1.1 Information Security Control Standards and Classification
	1.2 Cloud Business Security Control Research
	1.3 Security Controls for Different Cloud Service Delivery Models

	2. Framework Construction for National Academic Information Resource Security Control in Cloud Computing Environments
	3. Personnel Management for National Academic Information Resources in Cloud Computing Environments
	3.1 National-Level Participant Security Management
	3.2 Regional-Level Participant Security Management
	3.3 Micro-Level Participant Security Management

	4. Full-Process Control Strategies for National Academic Information Resource Security in Cloud Computing Environments
	4.1 Security Risk Management
	4.2 Security Baseline Construction
	4.3 Security Monitoring and Emergency Response
	4.4 Security Compliance Auditing
	4.5 Security Assessment

	5. Conclusion
	References
	Author Contributions


