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Abstract

[Purpose/Significance] Frequent information privacy leakage incidents on so-
cial media have exacerbated users’ concerns regarding information privacy, and
users’ willingness to disclose personal information to platforms during social me-
dia usage has become critical for promoting the healthy development of social
media platforms. [Method/Process] Using privacy calculus theory and commu-
nication privacy management theory as a framework, combined with privacy
concerns, this study constructs an influence model of social media users’ infor-
mation disclosure willingness. Taking WeChat as an example, sample data were
collected through questionnaire surveys, and Smart PLS software was used to
verify the model’s rationality. [Results/Conclusion] The study finds that per-
ceived benefits, trust, and perceived information control all positively influence
information disclosure willingness, while privacy concerns negatively influence
information disclosure willingness; trust negatively influences perceived risk;
perceived information control negatively influences privacy concerns; privacy
tendency positively influences both privacy concerns and perceived risk.
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Abstract

[Purpose/Significance] Frequent information privacy leakage incidents on so-
cial media have intensified users’ concerns about information privacy. Users’
willingness to disclose personal information to platforms during social media
usage has become critical to promoting the healthy development of social me-
dia platforms. [Method/Process| This study constructs an influence model
for social media users’ information disclosure intention by integrating privacy
calculus theory and communication privacy management theory with privacy
concerns. Using WeChat as a case study, sample data were collected through
questionnaire surveys, and SmartPLS software was employed to validate the
model’s rationality. [Result/Conclusion] The findings reveal that perceived
benefits, trust, and perceived information control positively influence disclosure
intention, while privacy concerns negatively affect it. Trust negatively influences
perceived risk; perceived information control negatively influences privacy con-
cerns; and privacy tendency positively influences both privacy concerns and
perceived risk.
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Social media platforms, as content production and exchange systems built upon
user social relationships, have achieved rapid development by relying on data
and information disclosed by users. However, in recent years, privacy incidents
involving personal information leakage and illegal use have occurred frequently.
The 2018 data breach at Facebook, the world’s largest online social network,
reignited industry and academic discussions about user information privacy. On
one hand, social media platforms need to accurately understand users’ complex
privacy needs; on the other hand, while encouraging users to disclose informa-
tion, these platforms must also provide adequate protection and respect for
user privacy. Therefore, analyzing the process of user information disclosure
has become essential. Communication privacy management theory explains
this process by achieving a balance between privacy disclosure and concealment
through boundary control. The formation of privacy boundaries is influenced
not only by users’ perceived risks and benefits in privacy calculus but also by
factors such as individual privacy control and trust. To comprehensively inves-
tigate the specific factors affecting users’ information disclosure intention, this
study examines the privacy boundary between user information disclosure and
concealment, focusing on WeChat—the most active domestic social media plat-
form with distinct strong-tie characteristics. Based on classic privacy calculus
theory and communication privacy management theory, combined with privacy
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concerns, we construct an influence model for social media users’ disclosure in-
tention and validate its effectiveness through empirical research. This research
holds significant importance for helping businesses reasonably obtain and utilize
user information to provide quality services.

Current domestic and international scholars have primarily studied social media
privacy disclosure from the perspectives of platforms or individual user behav-
iors, employing theoretical frameworks such as the theory of planned behavior,
privacy calculus theory, construal level theory, and communication privacy man-
agement theory. Among these, privacy calculus theory is the most commonly
used theoretical model in information disclosure research. However, recent stud-
ies increasingly indicate that social media users’ information disclosure intention
does not fully conform to privacy calculus outcomes. As a valuable supplement
to the privacy calculus model, communication privacy management theory offers
an alternative perspective for explaining the user disclosure process.

2. Theoretical Foundations
2.1 Privacy Calculus Theory

Privacy calculus theory was first proposed by R.S. Laufer and M. Wolfe in 1977
and has gradually developed since then. The theory posits that when disclosing
information, users conduct a cost-benefit analysis, only engaging in disclosure
when perceived benefits outweigh risks. After more than a decade of devel-
opment, academic research on privacy calculus theory has matured and been
widely applied across various contexts, including e-commerce, social media, and
healthcare. Studies show that despite sharing the same theoretical framework,
users exhibit different disclosure intentions across different contexts. WeChat is
primarily based on strong-tie social networks, where strong-tie groups serve as
both important sources of information acquisition and major sources of privacy
leakage. This study selects WeChat as the research object to analyze individu-
als’ privacy decision-making processes when weighing perceived benefits against
perceived risks on social media platforms.

2.2 Communication Privacy Management Theory

Communication Privacy Management Theory (CPM), proposed by S. Petronio
in 1991, is a systematic framework for studying users’ decisions to disclose or
conceal personal information. The theory suggests that a privacy boundary
exists between private and public domains, and this boundary is crucial for
protecting personal information. Privacy tendency, as a primary factor influ-
encing boundary rule formation, reflects individuals’ inherent needs to manage
the openness and closure of their privacy boundaries, defined as their general
propensity to preserve information privacy space or restrict personal informa-
tion disclosure. Individuals with higher privacy tendency are more concerned
about personal boundaries and require greater control over personal informa-
tion. Additionally, control and trust—two core elements of CPM—also influ-
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ence privacy boundary formation. Control can be understood as users’ grasp
of privacy boundaries, manifested on social media as users’ perceived ability to
control disclosed information according to their own wishes. In practice, an in-
creasing number of social media platforms have provided more detailed privacy
control permissions, though the true intentions behind these permissions have
been questioned. To verify their specific impact on users’ information disclosure
intention, this study introduces the variable of information control. Given that
the research focuses on disclosure intention, and scholars have noted that per-
ceived control is more important than actual control for attitudinal intentions,
the model selects perceived information control—a subjective perception of ac-
tual information control based on psychological states. Furthermore, trust as a
psychological belief helps break down privacy boundaries; higher trust leads to
more open privacy boundaries and affects disclosure intention. In social media
platforms with strong user interaction, content expression is largely based on
trust and privacy, making CPM equally applicable to WeChat.

2.3 Privacy Concerns

Privacy concerns, introduced by information systems expert H.J. Smith et al. in
1996, are defined as “concerns arising from potential information loss.” This con-
cept represents users’ subjective awareness and feelings about privacy situations
involving personal matters, revealing decision-making behavior through privacy
value assessment under various influencing factors. As a multidimensional con-
cept, H.J. Smith categorized privacy concerns into four dimensions: collection,
errors, unauthorized secondary use, and improper access. N.K. Malhotra et
al. argued that Internet privacy concerns include three dimensions: collection,
control, and awareness. Due to social media’s high user engagement, sociality,
and openness, this study investigates the mechanism of privacy concerns in the
process of personal information disclosure on social media platforms.

3. Research Hypotheses and Model Construction
3.1 Perceived Risk

Perceived risk is defined as the potential loss individuals perceive when disclos-
ing information to relevant parties. Due to uncertainties regarding information
itself and information recipients, personal information disclosed on social media
platforms may be misused by malicious actors, increasing disclosure risks. On
social media platforms, perceived risk primarily manifests as internal leakage
and trafficking of information, unauthorized access, theft, and use. R. Chen
et al. found that higher perceived risk leads to more negative personal infor-
mation disclosure intention among social network users. P.A. Norberg noted
that perceived risk significantly negatively affects privacy disclosure intention
when studying the privacy paradox. N. Hajli et al. discovered that perceived
risk negatively influences users’ information disclosure attitudes on platforms
like Facebook, Twitter, and LinkedIn. Therefore, we hypothesize:
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H1: Perceived risk negatively affects information disclosure intention.

3.2 Perceived Benefits

Perceived benefits are defined as the favorable values individuals perceive after
information disclosure, including economic benefits, personalized services, and
social integration. On social media platforms, perceived benefits mainly derive
from the pleasure and sense of integration gained through information sharing
with other users. H. Krasnova et al. studied information disclosure behavior
across cultures and found that despite cultural differences, perceived benefits
positively and significantly affect disclosure intention. Li Gang demonstrated
that perceived benefits positively influence users’ disclosure attitudes on Sina
Weibo. T. Wang et al. found that perceived benefits correlate positively with
users’ information disclosure intention when studying personal information dis-
closure through mobile applications. Therefore, we hypothesize:

H2: Perceived benefits positively affect information disclosure intention.

3.3 Trust

Trust is a crucial factor in social relationships, playing a significant role in
the uncertain Internet environment. When users trust service providers, they
believe social media platforms care about user interests, leading to dependence
and willingness to disclose personal information. Lan Xiaoxia noted that college
students’ trust in mobile social environments primarily comes from social net-
working sites and their users. Li Qi et al. found that trust in WeChat platforms
positively affects self-disclosure intention, though this effect was not significant
in Weibo environments. R. Chen, based on social capital theory, constructed
a model of self-disclosure intention among social network users, analyzing Face-
book users and finding that trust in other members positively influences disclo-
sure behavior. This study argues that when users trust social media platform
operators and other users, they unconsciously lower self-protection awareness,
expand privacy boundaries, and increase disclosure intention. Therefore, we
hypothesize:

H3: Trust positively affects information disclosure intention.

Trust refers to users’ belief that the other party will not engage in opportunistic
behavior. Perceived risk is a primary obstacle to information disclosure, while
trust can reduce this perceived risk. C. Moorman et al. argued that trust reduces
perceived uncertainty, thereby lowering perceived risk. S.L. Jarvenpaa and N.
Tractinsky found that perceived trust negatively affects perceived risk in cross-
cultural online retail contexts. Therefore, we hypothesize:

H4: Trust negatively affects perceived risk.
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3.4 Privacy Concerns

Privacy concerns represent awareness and perceptions associated with privacy
leakage, reflecting subjective feelings in specific privacy situations. Research
shows that personal information disclosure intention decreases as privacy con-
cerns increase. For instance, Zhu Hou et al. found that privacy concerns nega-
tively affect users’ disclosure intention in social networks. K. Yang discovered
that concerns about personal medical privacy lead users to withhold or pro-
vide false medical information when studying online medical service systems.
Therefore, we hypothesize:

H5: Privacy concerns negatively affect information disclosure intention.

Privacy concerns reflect individuals’ inherent worries about potential informa-
tion loss and influence user trust. For example, N.K. Malhotra noted that In-
ternet privacy concerns negatively affect trust-related beliefs. Zhang Xiaojuan
et al. also found that stronger privacy concerns among smartphone users lead
to lower trust in smartphones. Therefore, we hypothesize:

H6: Privacy concerns negatively affect trust.

3.5 Perceived Information Control

Perceived information control represents the ease with which users perceive their
ability to control personal information on social media platforms. When indi-
viduals have more resources or opportunities to execute information disclosure
control behaviors, their perceived information control level increases. Enhanc-
ing users’ control over personal information can weaken privacy concerns to
some extent. Zhang Huiping et al. found that users’ perceived information con-
trol negatively affects their privacy concerns after empirically analyzing factors
influencing WeChat users’ privacy concerns. Therefore, we hypothesize:

HT7: Perceived information control negatively affects privacy concerns.

Once personal information is uploaded to social media platforms, information
subjects lose partial control over privacy information and can only passively
accept platform operators’ control, bearing the risk of privacy violations at any
time. Higher perceived information control means users can better determine
the type and scope of information disclosure, which can limit or even eliminate
risks from privacy leakage. N. Hajli et al. found that stronger perceived infor-
mation control leads to lower perceived risk among users of Facebook, Twitter,
and LinkedIn. Therefore, we hypothesize:

HS8: Perceived information control negatively affects perceived risk.

Undoubtedly, control over personal information plays a crucial role in informa-
tion privacy research. When individuals realize they have more control to man-
age information privacy, they are likely to expand information privacy bound-
aries and increase disclosure intention. Li Gang et al. found that only when
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users’ perceived information control ability is stronger will their disclosure inten-
tion be stronger when studying Sina Weibo users’ personal information privacy
disclosure intention. H. Cavusoglu et al. discovered that granting users more
privacy control permissions increases their information-sharing behavior when
studying how privacy policy changes affect Facebook users’ disclosure intention.
Therefore, we hypothesize:

H9: Perceived information control positively affects information disclosure in-
tention.

3.6 Privacy Tendency

Privacy tendency refers to individuals’ general propensity to preserve informa-
tion privacy space or restrict personal information disclosure. Individuals with
higher privacy tendency are more sensitive to potential privacy threats and
more concerned about their privacy boundaries. H. Xu et al. found that privacy
tendency positively affects users’ privacy concerns when studying individual per-
ceptions and institutional privacy protection. Zhang Huiping et al. also verified
the positive effect of privacy tendency on privacy concerns when studying the
formation mechanism of WeChat users’ information privacy concerns. There-
fore, we hypothesize:

H10: Privacy tendency positively affects privacy concerns.

When other factors remain constant, lower privacy tendency results in users’
insufficient attention to information leakage risks, with risk perception limited
to the immediate term rather than long-term consequences, even believing that
no risk exists if personal property isn’t harmed. Regarding their relationship, Z.
Liu et al. found that individuals with higher privacy tendency perceive greater
risks when disclosing information. Li Kai also discovered that privacy sensitivity
tendency positively correlates with perceived risk among LBS users when study-
ing factors influencing LBS users’ information disclosure intention. Therefore,
we hypothesize:

H11: Privacy tendency positively affects perceived risk.

Based on the above analysis, the conceptual model framework constructed in
this study is shown in Figure 1 [Figure 1: see original paper].

4. Research Design
4.1 Questionnaire Design

The questionnaire consists of two parts. The first part investigates factors influ-
encing WeChat users’ information disclosure intention, including seven latent
variables: perceived information control, privacy tendency, privacy concerns,
trust, perceived risk, perceived benefits, and disclosure intention. The second
part covers demographic variables, including gender, age, education level, and
WeChat usage frequency. For scale development, all measurement items were
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adapted from previous studies and appropriately modified based on the actual
situation of domestic WeChat users. Specific measurement variables and refer-
ence sources are shown in Table 1 . All items used a five-point Likert scale. This
study collected data from WeChat users, a well-known domestic social platform,
through questionnaire surveys and employed SmartPLS software for empirical
validation of the research model.

4.2 Data Collection

The questionnaire was distributed through the online platform Wenjuanxing
from October 9 to October 25, 2018. A total of 477 questionnaires were col-
lected, with 415 valid questionnaires retained after eliminating invalid responses,
yielding an effective rate of 87%. The demographic characteristics of the sample
are shown in Table 2 , where frequency refers to the number of respondents and
percentage represents the proportion of each category in the total sample. The
characteristics of respondents presented in Table 2 are generally consistent with
the mobile social user sample characteristics in the 2017 China Mobile Social
User Insight Report [47).

4.3 Data Analysis

4.3.1 Reliability and Validity Analysis Reliability reflects the question-
naire’s reliability, stability, and consistency. This study used Cronbach’s alpha
and Composite Reliability (CR) to test reliability. Generally, Cronbach’s al-
pha and CR values exceeding 0.7 indicate good internal consistency. In this
study, the Cronbach’s alpha coefficients and CR values for all latent variables
exceeded 0.7, demonstrating high reliability. Validity reflects the effectiveness
of measurement results. This study used convergent validity and discriminant
validity to test data validity. Generally, factor loadings greater than 0.7 and
Average Variance Extracted (AVE) greater than 0.5 indicate adequate conver-
gent validity. The results show that the scale has good convergent validity (see
Table 3 ). The criterion for discriminant validity is that the square root of each
latent variable’s AVE (diagonal elements in Table 4 ) should be greater than
its correlation coefficients with other latent variables (off-diagonal coefficients).
The results indicate significant differences between latent variables and good
discriminant validity.

4.3.2 Path Analysis and Hypothesis Testing This study used SmartPLS
for path parameter estimation and employed Bootstrapping resampling (500
iterations) to test the significance of path coefficients. Table 5 and Figure 2
[Figure 2: see original paper] present the path coefficients and hypothesis testing
results. The path analysis results show that:

o The effect of perceived risk on disclosure intention was not supported (H1
rejected)

o Perceived benefits positively affected disclosure intention (8 = 0.393, P <
0.001), supporting H2
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o Trust positively affected disclosure intention (5 = 0.217, P < 0.001) and
negatively affected perceived risk (8 = -0.162, P < 0.01), supporting H3

and H4

e Privacy concerns negatively affected disclosure intention (8 = -0.087, P
< 0.05) but did not significantly affect trust, supporting H5 but rejecting
H6

o Perceived information control negatively affected privacy concerns (8 =
-0.083, P < 0.05) and positively affected disclosure intention (8 = 0.090,
P < 0.05), supporting H7 and H9 but rejecting H8

o Privacy tendency positively affected both privacy concerns (6 = 0.752, P
< 0.001) and perceived risk (8 = 0.497, P < 0.001), supporting H10 and
H11l

5. Research Conclusions

Based on the hypothesis validation of the social media users’ information disclo-
sure intention model, the relationships between latent variables and their path
coefficients were analyzed, yielding the following conclusions:

5.1 Perceived Benefits Significantly Positively Affect Disclosure In-
tention

This indicates that services, social integration, and pleasure obtained from using
social media promote users’ information disclosure intention, consistent with H.
Krasnova et al’s findings [22]. However, the negative effect of perceived risk on
disclosure intention was not supported in this study. The main reasons include:
(1) As China’s mainstream social media tool, WeChat is primarily an emotion-
based social network, differing from contract-based platforms. In such environ-
ments, users are willing to disclose information despite knowing certain risks
exist. (2) Users generally disclose non-sensitive information (e.g., demographic
characteristics) rather than sensitive information involving vital interests (e.g.,
financial or medical records). Moreover, most information disclosed on WeChat
has likely been shared on other platforms, so re-disclosure poses no additional
risk. (3) Risk perception typically exhibits lag; most users have not experienced
serious privacy violations on WeChat, limiting their risk perception to the im-
mediate term rather than long-term consequences, ultimately leading them to
disclose information for more value-added services.

5.2 Trust Negatively Affects Perceived Risk

Trust as a psychological cognition weakens risks triggered by disclosure, shrink-
ing information closure boundaries and expanding information sharing bound-
aries. When users have greater trust in social media platforms, they believe the
platform is honest, reliable, and capable of protecting user privacy information,
which weakens their risk beliefs about information disclosure. This conclusion
aligns with C. Moorman et al’s research [29]. Additionally, trust as a positive
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emotional tendency in social relationships enhances users’ willingness to disclose
personal information.

5.3 Privacy Concerns Negatively Affect Disclosure Intention

This conclusion is consistent with N.K. Malhotra et al.’s research [17]. Users’ pri-
vacy concerns about social media primarily stem from potential threats such as
improper collection, illegal use, and unauthorized sale of personal information to
third parties. For the same privacy situation, users with higher privacy concerns
significantly reduce active information disclosure behaviors. However, privacy
concerns did not significantly affect trust, likely because regardless of privacy
concerns, as China’s mainstream social tool, WeChat demonstrates strong user
privacy protection responsibility and employs privacy protection technologies
like data desensitization, leading users to generally maintain high trust in the
platform.

5.4 Perceived Information Control Positively Affects Disclosure In-
tention

This conclusion indicates that granting users more information control capabil-
ities increases their disclosure intention. Higher perceived information control
means users have more autonomy to control privacy boundaries, unconsciously
lowering self-protection awareness, opening privacy boundaries, and sharing
more private information. This aligns with Li Gang’s research [23]. The re-
sults also show that perceived information control negatively affects privacy
concerns, suggesting that enhanced control means other entities cannot arbi-
trarily access and use personal information, weakening privacy worries caused
by improper collection and unauthorized use. This aligns with Zhang Huiping
et al’s research [38]. The effect of perceived information control on perceived
risk was not empirically supported, primarily because social media platforms
increasingly emphasize detailed privacy controls (e.g., Moments permission set-
tings, dynamic display settings, authorized login management), enabling users
to better manage disclosed information and thus somewhat ignore risk percep-
tion.

5.5 Privacy Tendency Positively Affects Both Privacy Concerns and
Perceived Risk

This aligns with H. Xu et al’s conclusions [12]. The results indicate that users
with higher privacy tendency have deeper privacy understanding, express more
support for privacy rights, and exhibit greater caution and higher privacy con-
cerns about adverse consequences of providing privacy. Additionally, users
with higher privacy tendency are more likely to experience anxiety, suspicion,
and other negative emotions, making them more sensitive to potential privacy
threats from information disclosure and thus perceiving higher risks.
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6. Management Implications

The above conclusions provide the following insights and references for public
managers and social media platforms when formulating user information privacy
protection policies and implementing relevant measures:

6.1 Enhance Users’ Perceived Information Control

(1) Move beyond current formalistic privacy policies, as users rarely invest
time in reading privacy terms. Platform operators should adopt new mea-
sures to enhance users’ information control capabilities, such as refining
privacy settings and strengthening privacy information reminder services.
(2) Platforms should increase users’ power to dispose of personal informa-
tion, granting rights to query, delete, block, and correct personal informa-
tion, and allowing users to set information storage duration independently,
thereby increasing personal information controllability. (3) Strengthen
users’ information literacy at the technical level, such as helping users
understand platform privacy policy statements and familiarize themselves
with privacy setting functions to reduce the gap between perceived and
actual control caused by information asymmetry.

6.2 Reduce Users’ Information Privacy Concerns

(1) Platforms should continuously improve core privacy protection technolo-
gies and encourage users to adopt defensive protection measures, such
as data desensitization, anonymous identity protection, and refined in-
formation display timing, to reduce anxiety during personal information
disclosure. (2) Social media platforms should improve encryption systems
to effectively prevent user concerns about privacy leakage caused by il-
legal intrusion into user data; they should fully respect users’ right to
know, maintain transparent information interaction with users, promptly
inform them about information usage methods, purposes, scope, and con-
sequences of refusing to provide information, and adhere to professional
ethics by promising not to leak personal information to third parties with-
out user consent. (3) China currently shows a trend toward fragmented
legislation on personal information protection; accelerating the introduc-
tion of a unified national Personal Information Protection Law can reduce
implicit risks from personal information leakage, eliminate user concerns,
and alleviate privacy concerns.

6.3 Enhance User Trust

(1) Social media platforms should establish good images in daily operations,
ensure the security of collected user personal information, and significantly
enhance user trust through effective preventive and remedial measures.
(2) Platforms should formulate clear and reasonable privacy policies, list-
ing “personal information protection” and related clauses separately in
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user agreements or service agreements, or develop standalone personal
information privacy protection rules detailing policies and measures for
obtaining, managing, and protecting user personal information. (3) Use
user interface design appropriately to strengthen communication among
users, change passive privacy protection concepts, pay attention to user
feedback on privacy protection needs during platform use, and further
improve relevant privacy settings.

6.4 Enhance Users’ Perceived Benefits

(1) Social media operators should develop distinctive friend-making functions,
such as building user-friendly community sections and organizing online
and offline activities to help users expand their friend circles. (2) Pro-
vide users with higher-quality and more convenient products and services.
Under the premise of properly addressing user information security and
privacy protection, fully utilize big data technology for user profiling to
achieve personalized recommendations and enhance perceived benefits.
During data analysis, special attention should be paid to data desensitiza-
tion, with mainstream technologies including watermarking, distortion,
merging, generalization, and encryption. (3) Enrich interaction forms
among users and help users obtain good experiential value by planning
more interactive activities that strengthen emotional communication, such
as inviting experts, celebrities, and opinion leaders as VIP users to partici-
pate in platform exchange meetings, thereby improving perceived benefits
through interaction, communication, knowledge creation, and application.
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Construction and Demonstration of the Influence Model of Social Me-
dia Users’ Information Disclosure Intention: A Case Study of WeChat
Users

Guo Hailing, Ma Hongyu, Xu Zehui
School of Management, Hebei University, Baoding 071002

Abstract: [Purpose/significance] Frequent information privacy leakage inci-
dents on social media have intensified users’ concerns about information privacy.
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Whether users are willing to disclose personal information to platforms during
social media usage has become key to promoting the healthy development of
social media platforms. [Method/process] Based on privacy calculus theory and
communication privacy management theory as the framework, combined with
privacy concerns, this paper constructs a model of factors influencing social me-
dia users’ information disclosure intention. Taking the WeChat platform as an
example, sample data were collected through questionnaire surveys, and Smart-
PLS software was used to verify the rationality of the model. [Result/conclusion]
The study finds that perceived benefits, trust, and perceived information control
all positively affect disclosure intention, while privacy concerns negatively affect
disclosure intention; trust negatively affects perceived risk; perceived informa-
tion control negatively affects privacy concerns; and privacy tendency positively
affects both privacy concerns and perceived risk.

Keywords: social media, privacy calculus, communication privacy manage-
ment, information privacy, disclosure intention
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