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Abstract

[Purpose/Significance] Through a systematic review of research literature on
personal information protection in the big data era, this study provides refer-
ences for future research in this domain.

[Method/Process] Utilizing the CNKI database, we systematically collected do-
mestic core journal papers on personal information protection in the big data
era, analyzed their content, summarized research themes, and conducted de-
tailed discussions.

[Results/Conclusion] Existing research findings are classified into five thematic
categories: domestic and international practical experiences, fundamental the-
oretical issues, personal information protection mechanisms, personal informa-
tion security risks and countermeasures, and relevant laws and regulations. We
review the limitations of existing research and propose directions for future re-
search.
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Abstract

[Purpose/Significance] This study systematically reviews the literature on
personal information protection in the big data era to provide a reference for
future research in this field.
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[Method/Process] Using the CNKI database, we systematically collected do-
mestic core journal papers on personal information protection in the big data
era and analyzed their content to identify and discuss research themes.
[Result/Conclusion] Existing research findings were categorized into five the-
matic areas: studies on domestic and international practical experiences, basic
theoretical issues, exploration of personal information protection mechanisms,
personal information security risks and countermeasures, and relevant laws and
regulations. The paper reviews the shortcomings of current research and pro-
poses directions for future inquiry.

Keywords: Personal Information; Big Data; Privacy; Legal Attributes

2 Content Analysis of Literature
2.1 Research on Domestic and International Practical Experience

Research on personal information protection in China has been significantly in-
fluenced by legislation such as the U.S. Privacy Act, the EU General Data Protec-
tion Regulation (GDPR), Germany’s Federal Data Protection Act, and Japan’s
Personal Information Protection Act. From the perspective of rights evolution,
privacy protection in the United States and Germany has transitioned from
traditional privacy domain theories to information privacy and information au-
tonomy, with “information autonomy” or “information self-determination” once
forming the theoretical foundation for Chinese scholars discussing personal in-
formation protection. The EU GDPR, which took effect on May 25, 2018, has
provided substantial inspiration for Chinese research on personal information
protection in the big data era, particularly regarding its provisions on personal
data definitions, the right to be forgotten, the right to erasure, data portability,
and the data protection officer system, offering valuable references for improv-
ing China’s personal information protection legislation. In recent years, Chinese
scholars’ research focus has evolved from introducing foreign personal informa-
tion protection legislation to proposing adaptations based on China’s national
conditions, and ultimately to &+t theories, protection mechanisms, legislative
models, rights attributes, and value foundations—achieving a shift from “macro
to micro” and “concrete to abstract.”

Specific issues examined in studies of foreign practical experiences within the
big data context include:

2.1.1 Comparative Research on Rights Evolution The Decision of the
Standing Committee of the National People’s Congress on Strengthening Net-
work Information Protection (hereinafter referred to as the “Decision”) was
implemented on December 28, 2012. The Decision states that “the state pro-
tects electronic information that can identify citizens’ personal identities and
involves citizens’ personal privacy.” However, it does not explicitly define “per-
sonal electronic information,” creating practical challenges for protecting such
information in the big data era, where personal portraits in video surveillance
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systems, basic personal information held by social management or service de-
partments, online traces, and computer data are all at risk of leakage. Chen
Xuan et al. [1] argue that personal electronic information constitutes privacy.
Through comparative analysis of the evolution of privacy protection from tradi-
tional privacy to information privacy and information autonomy in the United
States and Germany, they ultimately define privacy rights as encompassing both
private domains and information autonomy, while opposing the establishment of
an independent information autonomy right beyond privacy rights. For the pro-
tection of personal electronic information, network service providers and other
enterprises must adhere to principles of information autonomy and voluntariness
while fulfilling corresponding confidentiality obligations.

2.1.2 Comparative Research on Personal Information Protection Leg-
islation Innovative big data technologies and cloud storage have created new
threats to personal information protection, such as the involuntary uploading
of personal information online, authorization issues regarding personal informa-
tion use, and data tracking problems. Existing legislative frameworks cannot
adequately meet the needs of personal information protection, necessitating ref-
erence to more comprehensive legislative approaches in other countries. Yang
Yuan [2], after examining the EU’s data protection legislative reforms and U.S.
privacy protection regulations, suggests that China should accelerate the im-
provement of legislation related to internet personal information protection, pro-
mote the opening of personal information by governments and other institutions,
and establish data application development platforms to encourage individual
participation in open information applications. Ji Leilei [3] argues that personal
information in the big data era possesses dual attributes of personality interests
and property interests. Drawing inspiration from the EU’s risk management ap-
proach to personal information protection in specific contexts, the U.S. approach
of moving beyond the “informed consent” framework, and Russia’s localization
of personal information, she recommends that China’s personal information
protection legislation should introduce context-specific risk management, break
free from the constraints of the informed consent framework, localize personal
information, establish personal information protection regulatory agencies inde-
pendent of the government, and adopt differentiated relief and compensation
models. Wang Shaohui et al. [4] suggest that personal privacy protection in
the big data era should draw lessons from New Zealand’s personal privacy pro-
tection system, which features a comprehensive legal framework (including the
Privacy Act), specialized privacy management agencies, and a privacy protec-
tion regulatory model. They recommend that China accelerate the introduction
of the Personal Information Protection Law, develop cross-border privacy pro-
tection cooperation, and promote inter-departmental collaboration in privacy
protection. Wang Min et al. [5], based on a comparative analysis of the latest
privacy protection regulations in China and the United States, identify differ-
ences in quantity and detailed rules, as well as divergent philosophies—China
emphasizes dignity while the United States emphasizes value. They propose
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establishing ethical norms for legal exceptions and adopting a “small data”
mindset to counter big data pollution.

Recent research on foreign legislative experience has shown two main character-
istics: a shift from introducing the experience of a single country to presenting
the experiences of multiple countries (e.g., from the EU GDPR and U.S. Privacy
Act to the personal information protection legislation of the United Kingdom,
Japan, New Zealand, Germany, and Russia), and a transition from macro-level
introductions to micro-level examinations of specific topics (e.g., from improving
the overall personal information protection legal system to refining specific prin-
ciples such as informed consent and personal information protection regulatory
models).

2.1.3 Comparative Research on Personal Information Security Cer-
tification Mechanisms for Software Products in the Big Data Era
Computer software products represent an emerging strategic industry in the
big data era, defined as products created by combining software works with
physical materials or electronic information materials to meet people’s daily
needs. However, all stages of the software industry lifecycle—including develop-
ment, production, and sales—can impact user personal information security, yet
computer software product security certification mechanisms have not received
adequate attention. Chen Xing [6] examined and compared the U.S. privacy
certification system (initial certification, ongoing supervision, and dispute reso-
lution), Japan’s personal information protection evaluation system, and Dalian’s
personal information protection certification system in China, identifying sev-
eral differences: (1) differences in evaluation objects—the U.S. system primarily
targets online evaluations without industry restrictions, Japan’s system applies
to all enterprises (not limited to websites), while Dalian’s system focuses mainly
on software and information service industries with certain industry restrictions;
(2) differences in evaluation scope—the U.S. system has developed into a global
certification system, Japan’s system is a national-level certification applicable
only to Japanese enterprises (not foreign enterprises), while Dalian’s system is
limited to Dalian’s software and information service industry but is gradually
expanding nationwide. Overall, China’s personal information security certifica-
tion system should be constructed from two aspects: software product personal
information security certification standards and certification processes, building
a “firewall” for personal information protection in the big data era.

2.1.4 Domestic Practical Experience Research Domestic empirical re-
search on personal information protection in the big data era primarily addresses
the rights-based approach and its dilemmas, the current status of protective de-
velopment and utilization of personal information, countermeasures, privacy
concerns regarding personal data, and empirical studies on personal informa-
tion security and privacy protection. Luo Jiao [7] employs comparative and
case study methods to analyze the dilemmas of the single rights-based approach
to personal information protection in the big data era, recommending a shift
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away from this mindset toward establishing rights such as notification, decision-
making, confidentiality, access, correction, deletion, transmission, and blocking,
along with corresponding data management policies from the perspective of in-
formation control. Liu Yaqi [8] uses questionnaire surveys to analyze the demand
for protective development and utilization of personal information in big data
environments, identifying security obstacles, model obstacles, and imperfect le-
gal systems as barriers to personal information development and utilization, and
recommends improving the legal framework for personal information protection,
constructing sound market models to ensure secure information circulation, and
technically supporting legal protection systems and market operation models.
Wang Zhong et al. [9] employ questionnaire surveys and in-depth interviews
to analyze privacy concerns regarding personal data in the big data era, cat-
egorizing these concerns into three dimensions: collector credibility, personal
awareness, and post-incident relief. They recommend raising privacy protection
awareness, establishing reporting mechanisms, and improving relevant laws and
regulations. Kuang Wenbo et al. [10] conduct an empirical analysis of personal
information security and privacy protection from the perspective of innovation
diffusion theory’s application to big data, arguing that big data applications
must consider human nature and focus on satisfying human needs. As domes-
tic empirical research on personal information protection in the big data era
remains at the stage of summarizing research status, future research should
gradually move toward systematization and systematic development.

2.2 Basic Theoretical Issues

Research on basic theoretical issues concerning personal information protection
in the big data era covers: conceptual differentiation among personal informa-
tion, personal data, and personal privacy; analysis of the legal attributes of
personal information; the informed consent principle in personal information
protection; balancing interests between personal information protection and
utilization; characteristics and attributes of personal data rights; and rights
conflicts and legal regulations in big data ethics. Key points include:

2.2.1 Conceptual Differentiation Among Personal Information, Per-
sonal Data, and Personal Privacy Personal data, personal privacy, and
personal information are closely related yet easily confused concepts, necessitat-
ing clear distinctions in research on personal information protection in the big
data era.

First, the distinction between personal information and personal data. Mei Xi-
aying [11] argues that the scope of personal information is broader than that of
personal data, which possesses dual attributes as both personal information on-
tology and personal information medium, thereby differing from personal infor-
mation that must be separated from transmission media. Yu Chong [12] defines
personal information as information that can directly or indirectly identify a
specific individual’s identity, while personal data refers to personal information
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that has been databased and can be retrieved through computer searches to form
personal databases. He contends that personal information is more controllable
than personal data. Yang Weiqin [13] suggests that personal information em-
phasizes substantive content, whereas personal data emphasizes neutral formal
carriers, representing a relationship between content and form. Chu Jiewang et
al. [14] view personal data as a macro concept encompassing all messages, facts,
and records, while personal information refers to personal data that has been
screened and systematically arranged, essentially remaining personal data. Shi
Weimin [15] notes that personal data primarily applies to technical fields, while
personal information applies to legal fields. These studies clarify the essen-
tial identity between personal information and personal data: they represent
a content-form relationship where personal information manifests its identifi-
able function through personal data as a carrier. In the internet era, big data
has shifted personal information’s social space to cyberspace, where personal
data merely reflects personal information online. Consequently, the controlla-
bility of personal information has gradually weakened, and de-identification has
blurred the conceptual distinction between personal information and personal
data, effectively making them equivalent. This fundamental change requires
a more dialectical view of their conceptual differentiation, as the increasing
difficulty in distinguishing them leads to comprehensive personal information
protection in the big data era, posing practical challenges to traditional protec-
tion approaches. The identity of personal information and data is dominated
by cyberspace interactions, compelling us to emphasize the structural charac-
teristics of personal information in cyberspace and adopt corresponding protec-
tion measures—a concern that warrants further attention in basic theoretical
research on personal information protection in the big data era.

Second, the distinction between personal information and personal privacy.
Wang Liming [16] argues that personal information embodies both personal-
ity and property interests, while personal privacy embodies only personality in-
terests. Personal information emphasizes identity identifiability and relates to
national security, whereas personal privacy emphasizes confidentiality and does
not relate to national security. Personal information requires carriers, while
personal privacy does not. Personal information employs comprehensive protec-
tion with emphasis on ex-ante prevention and remedies through both spiritual
and property damage compensation, while personal privacy primarily employs
legal protection focusing on ex-post relief through spiritual damage compensa-
tion only. Feng Yuan [17] views personal information as dynamic and open,
without separating personal living space from external space, while personal
privacy is static and closed, with personal living space being independent from
and unassociated with external space. Zhou Dong [18] suggests that personal
information and personal privacy have an intersecting relationship: some per-
sonal privacy manifests as personal information, and some personal information
containing personal privacy components or content constitutes personal privacy,
with confidential personal information belonging to the category of personal pri-
vacy. Wen Yanyan [19] argues that personal information has a broader scope
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than personal privacy, personal privacy is more sensitive than personal informa-
tion, and the consequences of infringing upon personal privacy are more severe
than those of infringing upon personal information. Ling Pingping et al. [20]
contend that personal information possesses objectivity, with only “identity-
identifying” and “activity-reflecting” personal information entering the scope of
criminal law, whereas personal privacy possesses subjectivity, requiring subjec-
tive judgment for criminal law protection. Criminal law protection of personal
information is proactive, while protection of personal privacy is reactive. Han
Xuzhi [21] argues that personal information emphasizes identification and in-
formation flow freedom, while personal privacy emphasizes confidentiality and
restricts information flow. These distinctions between personal information and
personal privacy are primarily based on “direct or indirect identifiability” for
personal information and “confidentiality” for personal privacy. The General
Principles of Civil Law places personal information protection in the chapter
on civil rights, separately stipulating personal information rights and privacy
rights, clarifying them as two distinct independent concepts—privacy rights un-
der Article 110 as personality rights of civil subjects, and personal information
rights under Article 111. This has objectively created the misconception that
personal information rights are subordinate to privacy rights, leading to concep-
tual confusion. In summary, personal information and personal privacy have
their own essential characteristics and cannot be conceptually equated.

After reviewing these conceptual distinctions, personal information in the big
data context can be defined as: various information that can identify personal
identity either alone or in combination with other information, and that may
affect personal and property safety. Understanding personal information in the
big data era requires dynamic and contextual approaches while adhering to the
core criterion of “identifiability”” The conceptual understanding should shift
from the narrow “identifiability” to an open, result-oriented “harm risk” ap-
proach, representing a transition from formal to substantive understanding. Us-
ing “harm risk” as the main thread for understanding personal information can
reasonably balance the interests between protection and utilization. Insisting on
“identifiability” without considering “harm risk” leads to imbalanced interests.
Therefore, personal information concepts should be understood dynamically,
based on comprehensive protection principles, starting from the necessity and
appropriateness of protection, and using substantive interpretation to bridge
the gap between the ideal and reality of personal information protection.

2.2.2 Analysis of Legal Attributes of Personal Information Major the-
oretical perspectives on the legal attributes of personal information include:
personality rights theory, privacy rights theory, personality rights plus prop-
erty rights theory, ownership theory, new civil rights theory, and framework
rights theory. Zhang Li’an et al. [22] view personal information rights as an
independent personality right, possessing both the negative defensive aspect of
personality rights and the positive aspect of directly controlling personal infor-
mation due to its property value. Wang Xuehui et al. [23] consider personal
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information essentially a form of privacy, with legal protection defining the
scope of rights, suggesting the concepts of privacy and personal information can
be used interchangeably. Zhang Ping [24] argues that the legal attributes of
personal information should prioritize personality attributes while considering
property attributes. Cheng Cheng [25] views personal information as having
property attributes with dual aspects: protection emphasizes private interests,
while utilization emphasizes public interests. Li Weimin [26] argues that per-
sonal information rights are neither constitutional rights, property rights, per-
sonality rights, nor intellectual property rights, but rather independent new civil
rights, essentially private rights and another new civil right following equity and
intellectual property rights. Ren Longlong [27] considers personal information
neither a thing nor privacy, with personal information rights essentially being
framework rights that serve a “catch-all” function.

After reviewing these perspectives, the legal attributes of personal information
can be understood as follows: debates on legal attributes all treat personal in-
formation as a civil right, with the evolution from personality rights to new
civil rights reflecting a conceptual shift from protection-only to protection-and-
utilization. In the big data era, personal information is fully utilized, especially
in commercial fields, where data mining and analysis generate economic and
social value, benefiting the public. Consequently, the private rights attribute of
personal information has weakened while its social attribute has strengthened.
While personal information undoubtedly possesses both personality and prop-
erty attributes, we cannot simply conclude that it is both. Instead, we should
view the issue dialectically. The personality rights theory ignores property at-
tributes; the privacy rights theory is inappropriate as personal information and
privacy differ in connotation and extension; the personality rights plus property
rights theory, though widely accepted, is problematic because not all personal
information has personality attributes (e.g., merchants’ personal information
databases primarily have property attributes), and the ownership theory’s treat-
ment of personal information as civil law objects that can be possessed, used,
disposed of, and profited from is also questionable. The new civil rights theory
and framework rights theory fail to reveal the essence of personal information’s
legal attributes, remaining at the level of treating personal information as a
civil right. Understanding should not be limited to private interests but must
consider the public interest attributes of personal information in the big data
era.

2.2.3 The Informed Consent Principle in Personal Information Pro-
tection The informed consent principle is fundamental to personal informa-
tion protection, but in the big data era, it faces dilemmas. Large-scale pro-
cessing, multi-party sharing, and uncertain purposes of personal information
increase the difficulty of obtaining valid consent, challenging the principle’s le-
gitimacy. Tian Ye [28] analyzes the dilemmas of informed consent in the big
data era using biobanks as an example, arguing that the principle must be re-
shaped to meet big data application needs. He proposes a new informed consent
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principle that balances protection and utilization, shifting from holistic consent
to layered consent based on information classification and specific contexts, and
from one-time consent to continuous information disclosure and dynamic con-
sent, allowing conditional broad consent plus opt-out rights. Lin Huanmin [29]
argues that informed consent should not be formalistic but substantive, seeking
balance between enterprises’ utilization needs and individuals’ expectability.
He suggests not treating informed consent as the sole legitimate basis for en-
terprises processing personal information and introducing personal information
anonymization to obtain exemptions from consent. Jiang Panpan [30] draws on
EU legislative experience regarding consent in personal information protection
law, recommending strict limitations on implied consent, adoption of explicit
consent as the principle, substantive consent with a “four-element” effective
consent model, and establishing effective verification mechanisms for minors’
consent. These analyses reveal that while informed consent remains the cor-
nerstone of personal information protection, significant room for improvement
exists, particularly regarding substantive consent and consent method transfor-
mations, ultimately aiming to balance protection and utilization.

2.2.4 Balancing Personal Information Protection and Utilization Re-
search on balancing protection and utilization covers: balancing rights between
information subjects and controllers, balancing network service providers’ in-
terests with personal data protection demands, balancing personal information
protection with big data rights attribution, and balancing relationships among
individuals, information practitioners, and the state. Yu Xiaoyao [31] analyzes
the balance among individual, information practitioner, and state rights from
the perspective of author personal information protection and utilization in the
big data era, proposing recommendations for balancing these three interests.
Zhu Xinli et al. [32] use the economic concept of public goods to analyze the
balance between personal data utilization and protection in the big data era,
viewing the essence of this balance as defining data circulation scope and propos-
ing a “resource access model”: enterprises processing personal data must have
information security capabilities and circulate information only among qualified
enterprises; personal data is reversible and can become public goods for qualified
enterprises; unified data resource platforms should be built with private rights
rules, incentive rules, and administrative supervision rules. Zhang Shuqing [33]
analyzes the boundaries between big data rights and personal information pro-
tection, summarizing a “three-step” rule for big data subject rights attribution:
exclusive self-ownership — private law autonomy — proportionality principle.
Zhao Lili et al. [34] propose solutions to conflicts between personal data protec-
tion and big data services: establishing rules for exchanging personal data for big
data services, distinguishing information types under big data applications, and
refining rules for personal data reuse lifecycle. Jiang Bo et al. [35] suggest that
principles for reasonable use of personal information in the big data era should
draw on copyright law’s fair use principle, incorporating data security manage-
ment, personal information risk assessment, and individual participation and
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control rules. Wang Yulin [36] analyzes the rights balance between information
controllers and subjects, discussing definitions, classifications, legal attributes,
and rights and restrictions of personal information in the big data era. This
review reveals that in the big data era, the public interest attribute of personal
information has become increasingly prominent. As a data asset, personal infor-
mation should be mined for value while ensuring protection, strengthening free
flow and improving balance rules between protection and utilization.

2.3 Exploration of Personal Information Protection Mechanisms

Research themes include traceability mechanisms, governance mechanisms,
transaction licensing mechanisms, and reporting mechanisms for personal
information protection.

2.3.1 Traceability Mechanisms for Personal Information Protection
Traceability mechanisms refer to establishing product and data traceability sys-
tems during data mining, analysis, and processing due to personal data’s dual
product and data attributes. Huang Guobin et al. [37] identify personal data
characteristics as: identifiability of data subjects, richness of content, contex-
tual generation and application, and emphasis on data subjects’ existence. In
the big data context, personal data privacy associated with these characteris-
tics has special connotations: data in text, images, or video that can identify an
individual or group should be considered personal data privacy, all possessing
confidential characteristics. Wang Zhong et al. [38] argue that personal data
privacy traceability mechanisms stem from personal data’s dual product and
data attributes in the big data era. The product attribute means personal data
used by enterprises exists in both raw and processed forms; the data attribute
means personal data is the carrier of personal information, ultimately mined,
analyzed, and processed in data form. Therefore, personal data possesses both
product and data traceability. Building personal information traceability mech-
anisms can enhance personal information protection levels through: traceability
mechanism standard systems — information registration systems — traceability
supervision systems — traceability information reward and punishment systems.
Yin Jianli et al. [39] propose establishing a comprehensive personal data trace-
ability management system in the big data era, including: a technical support
system (data security and confidentiality technology, data tracking and trace-
ability technology), a policy and regulation guarantee system (sales licensing
mechanisms, protection regulations, registration systems), and a tracking and
traceability management platform. As big data technology advances, research
on personal information protection mechanisms has deepened, with research di-
rections becoming more refined. For instance, personal information protection
traceability mechanisms can effectively prevent personal information leakage
risks.

2.3.2 Governance Mechanisms for Personal Information Protection
Governance mechanisms refer to classifying stakeholders involved in big data

chinarxiv.org/items/chinaxiv-202307.00429 Machine Translation


https://chinarxiv.org/items/chinaxiv-202307.00429

ChinaRxiv [$X]

era personal information protection, defining each stakeholder’s role, and ulti-
mately forming a multi-stakeholder collaborative governance framework. Wang
Zhong et al. [40] study personal data privacy governance mechanisms in big
data environments from a stakeholder perspective, dividing stakeholders into
five roles: individuals, personal data collectors, personal data processors, per-
sonal data users, and supervisors, involving six major interest groups: individ-
uals, personal data enterprises, government, media, third-party privacy protec-
tion organizations, and NGOs. Through power-interest matrix analysis, these
subjects are categorized as core stakeholders, important stakeholders, indirect
stakeholders, and direct stakeholders. The study recommends building a multi-
stakeholder collaborative governance mechanism: establishing competitive gov-
ernance mechanisms for core stakeholders, incentive governance mechanisms for
direct and indirect stakeholders, and leveraging the leading role of important
stakeholders. In the big data era, personal information protection and utiliza-
tion involve multiple stakeholders, and reasonably balancing their rights through
targeted multi-stakeholder collaborative governance mechanisms is significant,
though further refinement of specific governance mechanism design and practice
is needed.

2.3.3 Transaction Licensing Mechanisms for Personal Information
Protection Licensing mechanisms treat personal data as valuable assets,
where relevant administrative agencies legally grant specific administrative
counterparts the right to engage in personal data transactions through licenses
or permits. Wang Zhong [41] analyzes the trend of opening personal data
transactions and the value of personal data transaction licensing mechanisms
in the big data context from the standpoint of promoting free personal data
flow. The value includes separating personal data’s dual privacy and asset
attributes, constraining enterprise behavior when personal data control rights
are separated from subjects, and forming competitive industry supervision. He
proposes a personal data transaction licensing mechanism involving: issuing
transferable licenses, adopting auction granting methods (determining total
license numbers, industry allocation quotas, and auction revenue usage),
clarifying licensed data types (by data source and content), establishing exit
mechanisms, and building supporting mechanisms (personal data leakage
reporting mechanisms, personal data leakage traceability mechanisms). This
mechanism, as a refinement of personal information protection and utiliza-
tion based on multi-stakeholder balance, increases transparency in personal
information processing and promotes free personal information flow.

2.3.4 Leakage Reporting Mechanisms for Personal Information Pro-
tection Reporting mechanisms address the high risk of personal information
leakage in big data environments by establishing personal information protec-
tion leakage reporting systems. Wang Zhong [42] constructs game models to
compare the effectiveness of reporting behaviors by individuals and privacy pro-
tection associations under reward and non-reward scenarios, analyzing different
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reporting mechanisms. The study concludes that without reporting rewards,
association supervision is more effective than individual supervision; reporting
rewards are effective incentives that improve supervision efficiency for both indi-
viduals and associations; and reasonable reward intensity can maximize the ef-
fectiveness of both. Given limited government and market capacities to address
externalities in personal information protection in the big data era, establishing
personal information protection leakage reporting mechanisms with positive in-
centives can promote multi-stakeholder participation and ensure free personal
information circulation in the market.

2.4 Personal Information Security Risks and Countermeasures

This area covers big data investigative surveillance, smart libraries, social net-
works, and government management.

2.4.1 Risks and Countermeasures for Personal Information Security
in Big Data Investigative Surveillance Big data investigation applies big
data technology to investigative activities to ascertain facts and predict crimes.
Yu Yang et al. [43] argue that big data investigative surveillance models present
a triangular information monitoring structure of “investigation surveillance,”
“network surveillance,” and “commercial surveillance.” This model expands the
scope of entities infringing upon citizens’ personal information, increases per-
sonal information leakage risks, and correspondingly increases harmful conse-
quences. They recommend strengthening internal controls and external super-
vision of investigative agencies to ensure effective protection of citizens’ personal
information during investigative activities.

2.4.2 Risks and Countermeasures for Personal Information Security in
Smart Libraries Applying big data technology to libraries has transformed
traditional libraries into smart libraries, but user personal information security
risks exist during library information resource utilization. Li Aiguo et al. [44]
use literature collection and in-depth interviews to analyze information security
risks users face when utilizing library information resources in the big data era,
recommending that libraries protect personal information (especially sensitive
information or privacy) through legal collection, proper processing and storage,
reasonable use, and controlled sharing to enhance mutual trust between libraries
and users.

2.4.3 Risks and Countermeasures for Personal Information Security
in Social Networks Big data commercialization in social networks is gradu-
ally becoming a trend. Meng Xiaoming et al. [45] identify five models for social
network big data commercial development: operator model, third-party model,
enterprise-owned model, government-guided model, and interest-driven model.
Due to user personal reasons and information security technology factors leading
to personal information leakage, they propose specific recommendations includ-
ing improving relevant laws and regulations and adopting technical prevention
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and control measures. Wang Xiwei et al. [46] construct an influencing factor
model for social network personal information security behavior based on social
cognition theory and protection motivation theory, testing the model through
questionnaires and structural equation modeling. Results show that response
efficacy is the most important factor affecting personal information security
protection willingness in social networks, followed by perceived threat and self-
efficacy having positive impacts, while avoidance behavior negatively impacts
security protection willingness. User personal information security protection
willingness positively influences security protection behavior. Therefore, social
network personal information security risks can be mitigated through specific
measures such as personal information security protection tools and threat as-
sessment. For example, Tan Chunhui et al. [47] propose optimizing personal
information protection policy tools by enhancing substantive effectiveness, in-
creasing operability, optimizing structural proportions, and building policy tool
networks.

2.4.4 Risks and Countermeasures for Personal Information Security
from Government Management Perspective Wang Shaohui et al. [48]
analyze personal information protection issues from a government management
perspective, proposing specific recommendations including improving supervi-
sion mechanisms, establishing cross-border collaboration mechanisms for big
data personal information protection, and building multi-governance mecha-
nisms for personal information protection in big data environments. Wang
Xiuzhe [49] argues that in the big data era, governments should actively as-
sume responsibility for both negative non-infringement and positive protection
of personal privacy rights, thereby promoting the rule of law in personal informa-
tion protection. As power holders for public security maintenance, governments
should fully exercise specific functions including security review, supervision,
and management to address the impacts and challenges of big data technology
on personal information protection in the public domain.

2.5 Research on Relevant Laws and Regulations

Research on laws and regulations concerning personal information in the big
data era primarily focuses on: (1) legislative models for personal information
protection, and (2) legislative improvements for personal information protection.

Regarding legislative models, Sun Zhengwei [50] analyzes China’s existing per-
sonal information protection legal system and the theories of “right to be forgot-
ten” and “information self-determination,” finding that China’s legal system has
not incorporated big data factors into model selection. Since big data technology
can integrate low-value-density information into high-value-density information,
he recommends constructing a tort law system with the ultimate information
user as the responsible subject, centered on secondary information dissemination
and utilization. Regarding public-private law protection models, Wu Weiguang
[61] critiques private rights protection for personal data information under big
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data technology, arguing that private law protection cannot meet personal in-
formation subjects’ control needs and that personal data information should
be treated as public goods, with governance based on public law rather than
private law for public interest and security purposes to promote free sharing of
personal data information.

Regarding legislative improvements, content covers civil law, criminal law, and
other fields. In civil law, Chen Xing [52] proposes that personal information
protection should be explicitly stipulated in the general provisions of the per-
sonality rights section of the Civil Code, with personal information rights estab-
lished as an independent chapter in the personality rights section. In criminal
law, improvements primarily focus on the crime of infringing upon citizens’ per-
sonal information, discussing the legal interests of the crime, behavior types,
determinations of “serious circumstances” and “information quantity,” and in-
terpretations of “violating state regulations.”

3 Analysis and Outlook

Research on personal information protection in the big data era spans mul-
tiple disciplines, primarily involving law, economics, library and information
science, and journalism and communication. Research directions have gradu-
ally refined, depth has increased, and methodologies have diversified, injecting
new vitality into future research. However, three prominent issues remain: (1)
weak basic theoretical research with insufficient legal theoretical justification,
leading to conceptual confusion among terms like personal information, per-
sonal data, personal privacy, personal information privacy, and personal data
privacy; (2) lack of systematic research, showing “fragmented” and “scattered”
characteristics, mainly reflected in unreasonable disciplinary distribution and
suboptimal research content structure—for instance, law-dominated research
exhibits insufficient interdisciplinary integration, requiring future emphasis on
cross-disciplinary perspectives; (3) from a content structure perspective, re-
search concentrates on basic theoretical issues like concepts and legal attributes,
while lacking empirical research, first-hand survey data, and effective empirical
testing, resulting in inadequate practical investigation and statistical support
and ineffective standards, which hinders advancement of basic theoretical re-
search. Overall, research content is not closely integrated with big data, failing
to fully reflect research characteristics of the big data era.

Future research on personal information protection in the big data era should
combine theoretical and practical research with innovative big data technology
elements, excavating and analyzing the deep-level impacts of big data technology
on personal information protection, identifying effective protection approaches
from impact mechanisms. In basic theoretical research, emphasis should be
placed on clarifying the relationships and differences among personal informa-
tion, personal data, and personal privacy to avoid conceptual confusion in future
research. Theoretical research should be localized, drawing on advanced foreign
basic theories while extracting nutrients suitable for China’s national conditions.
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In practical research, theory and practice should be closely integrated. Besides
continuing current interdisciplinary research trends, integration with big data
technology is essential, ensuring that theoretically proposed solutions consider
practical feasibility and implementability to avoid overly idealistic tendencies.
Therefore, future research should emphasize empirical analysis and effectively
validate research findings in practice.
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A Review of Personal Information Protection Research in the Big Data Era
Jiang Panpan
School of Law, Jilin University, Changchun 130012

Abstract: [Purpose/significance] By sorting out research literature on personal
information protection in the big data era, this study provides reference for fu-
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ture research on personal information protection. [Method/process| Using the
CNKI database, we systematically collected domestic core journal papers on
personal information protection in the big data era, analyzed their content,
summarized research topics, and discussed them. [Result/conclusion] Exist-
ing research findings were classified into five thematic categories according to
topic: domestic and international practical experience research, basic theoreti-
cal issues research, exploration of personal information protection mechanisms,
personal information security risks and countermeasures, and relevant laws and
regulations research. The paper reviews shortcomings of existing research and
proposes future research directions.

Keywords: personal information; big data; privacy; legal attributes
Note: Figure translations are in progress. See original paper for figures.

Source: ChinaXiv — Machine translation. Verify with original.
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