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Abstract

[Purpose/Significance] The rapid development of artificial intelligence, big data,
and other fields has intensified the tension between commercial development and
privacy protection. Through comparative sentiment and topic analysis of Weibo
comments on different types of online privacy dispute incidents, this study ex-
plores the similarities and differences in internet users’ privacy attitudes across
various contexts, as well as the underlying mechanisms. [Method/Process] We
collected relevant Weibo comments on online privacy dispute incidents from
2012 to 2019 and preprocessed them as experimental data; calculated sentiment
intensity values for each comment based on a sentiment lexicon, categorized
privacy dispute incidents into privacy collection, privacy exposure, and privacy
policy types, and comparatively analyzed sentiment trends in user comments
across different contexts; constructed a bipartite network of user privacy discus-
sion objects and sentiment expressions, built a single-vertex network through
bipartite network projection, and conducted bipartite network and projection
analysis incorporating node centrality and other metrics. [Results/Conclusion]
The results indicate that users’ overall privacy concern exhibits an upward trend;
the intensity levels of negative sentiment vary across different types of privacy
dispute incidents; users’ focus areas differ significantly across various privacy
dispute contexts, with distinct characteristics in emotional expression. These
findings demonstrate that user privacy concerns and emotional expressions ex-
hibit notable differences across different contexts.
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Abstract:

[Purpose/Significance] The rapid development of artificial intelligence, big
data, and related fields has intensified the conflict between commercial devel-
opment and privacy protection. Through comparative analysis of sentiment
and topics in Weibo comments on different types of online privacy controversial
events, this study explores the similarities, differences, and underlying mecha-
nisms of internet users’ privacy attitudes across various contexts.
[Method/Process] We collected and preprocessed Weibo comments related
to online privacy controversial events from 2012 to 2019 as experimental data.
Based on a sentiment dictionary, we calculated the sentiment intensity values of
each comment and classified privacy controversial events into three categories:
privacy collection, privacy exposure, and privacy agreement. We then conducted
comparative analysis of user comment sentiment trends across different contexts.
Additionally, we constructed a user privacy discussion object-emotional expres-
sion bipartite network and projected it into single-vertex networks, analyzing
both the bipartite network and its projections using node centrality metrics.
[Result/Conclusion] The results show that users’ overall privacy concerns
exhibit an upward trend; users demonstrate different levels of negative senti-
ment intensity across different types of privacy controversial events; and users’
hotspots of concern vary significantly across different privacy controversial con-
texts, with distinct emotional expression characteristics. These findings indicate
that user privacy concerns and emotional performance differ significantly across
various contexts.
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The rapid development of emerging fields such as big data and artificial intel-
ligence has made it possible to mine associated privacy information based on
user data, collectively posing significant risks to privacy security. The “2019
First Half China Internet Network Security Situation” report released by the
National Internet Emergency Center states that “phenomena such as mobile
apps forcing authorization, excessive permission requests, and collection of per-
sonal information beyond scope are widespread, with prominent issues of illegal
and non-compliant use of personal information” [1]. In the face of such severe
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privacy leakage, some users resort to providing false information or even refus-
ing to provide personal information to protect their privacy [2-3]. However, for
enterprises, users’ privacy disclosure is crucial for technological development,
business operations, and commercial value realization. Therefore, research on
user privacy attitudes and behaviors is of great importance. Currently, privacy
research in the information field primarily focuses on exploring influencing fac-
tors or mechanisms of privacy concerns and behaviors of specific groups in social
media, big data, and targeted advertising contexts [4-6]. Studies have shown
that privacy cognition and behavior are highly context-dependent [7], meaning
that users’ privacy cognition and behavior differ across various contexts such
as user characteristics, cultural backgrounds, business environments, and plat-
form types [8-10]. This study organizes and classifies online privacy controver-
sial events, conducting comparative analysis of privacy concerns and emotional
characteristics based on user comments to explore the similarities and differ-
ences in internet users’ privacy attitudes across different contexts, providing
theoretical references for privacy practice decisions by enterprises and relevant
policymakers.

1 Literature Review

Privacy was first legally defined as “the right to be let alone, free from external
interference” [11]. To date, four perspectives on privacy definition have emerged:
rights theory, commodity theory, control theory, and state theory [12-14]. The
control theory of privacy originates from information control theory, as A.F.
Westin proposed “the right of individuals, groups, or institutions to determine
for themselves when, how, and to what extent information about them is com-
municated to others” [15]. The control theory has been widely applied in online
privacy definition and privacy concern research [16]. However, the connotation
of privacy continuously evolves with information technology development, ne-
cessitating a more inclusive definitional approach [13]. Communication Privacy
Management theory, proposed by S. Petronio [17], defines privacy from a cyber-
netic perspective and views privacy boundaries as dynamic, gaining widespread
application in online privacy research [18-19]. Based on this theory, this paper
defines online privacy as “information presented on the internet that individu-
als believe belongs to them and can be controlled and managed in terms of its
dissemination scope.”

Privacy concern refers to “people’s subjective cognition that privacy information
may be leaked” [20]. In information science, privacy concern research encom-
passes influencing factors and behavioral intentions. Li He et al., based on con-
strual level theory, found that privacy concern only affects social media users’
long-term privacy disclosure intentions [21]. Shen Wang et al. discovered that
social media users’ privacy concerns negatively impact both their short-term
and long-term disclosure willingness [22]. However, both studies are limited to
social media contexts, and whether their conclusions apply to other contexts
remains worth exploring. Chen Xiaoyan et al. studied the mechanism of user

chinarxiv.org/items/chinaxiv-202304.00728 Machine Translation


https://chinarxiv.org/items/chinaxiv-202304.00728

ChinaRxiv [$X]

privacy concern in LBS contexts, finding that the negative effect of privacy
concern on disclosure willingness still holds in mobile service environments [23].
Consequently, some scholars note that meaningful research has shifted from
studying users’ disclosure willingness to examining different user reactions in
privacy intrusion contexts [24]. Some researchers have investigated individual
differences in privacy concern; for example, E. Vanden Broeck et al. divided
adulthood into three stages and found that middle-aged adults are more con-
cerned about their privacy than emerging and young adults [25]. Yang 7 et
al. studied users’ privacy concern status regarding targeted advertising, finding
that users of different ages and education levels exhibit varying privacy concern
levels, with “users under 19 and those with college education or below show-
ing lower privacy concern levels” [26]. However, these studies often focus on
usage scenarios on a particular platform and do not explore and differentiate
privacy concerns across different contexts. Gao Shanchuan et al. distinguished
platform types and found that different platform types affect users’ authoriza-
tion willingness differently [10]. L. Yu et al. considered the impact of platform
type on user privacy disclosure, discovering that users’ perceived privacy risk
in utilitarian platforms negatively affects disclosure willingness far more than
in emotional platforms [7]. Such research confirms that user privacy cognition
and behavior differ across contexts, but beyond platform type, other contextual
differences—such as privacy intrusion methods and types of violated privacy
information—remain unknown regarding their impact on user privacy concern
and cognitive performance. These differences can provide valuable references
for privacy practices in the internet industry.

Privacy controversial events, as potential incidents that intensify user privacy
concerns, represent valuable contexts and data sources for privacy concern re-
search. Users’ emotional and cognitive reactions following different types of
events are worth investigating [27]. Based on this, this study examines online
privacy controversial events and their Weibo comments from 2012 to 2019. By
reviewing existing literature and classifying events according to different privacy
intrusion methods, this research attempts to answer the following questions: (1)
How do users’ privacy concerns trend across different online privacy controver-
sial contexts? (2) Do users exhibit different privacy emotional characteristics
across different online privacy controversial contexts? (3) Do users’ privacy
concern hotspots differ across different online privacy controversial contexts,
and what are these differences? This paper examines and compares users’ emo-
tional characteristics and concern hotspots across different contexts, combining
bipartite network and single-vertex network analysis methods to uncover the un-
derlying differential mechanisms. Its innovation lies in analyzing the emotional
dimension of users’ privacy concerns and attitudes across different contexts,
providing a new perspective for privacy analysis based on mass media.
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2 Research Design

This research design comprises six components: data acquisition and processing,
sentiment value calculation, network node extraction, sentiment value compar-
ison, bipartite network construction, and comparative analysis of user privacy
concern hotspots and emotional characteristics, as shown in Figure 1 [Figure 1:
see original paper].

2.1 Data Acquisition and Processing

We used China News [28] as the primary source for news event collection, with
Sohu News Platform [29] and Sina Weibo Platform [30] as supplements, search-
ing using keywords such as “app privacy,” “social privacy,” and “technology
privacy.” Collection criteria were: (1) focus on event-based news; (2) exclude
illegal incidents such as online fraud and hacker attacks. Data collection oc-
curred in October 2019. Using the collected events as units, we searched for
these events on the Sina Weibo platform, requiring comments to meet the follow-
ing conditions: (1) more than 30 valid comments; (2) primarily privacy-related
discussion with diverse stances. A total of 31 events from 2012 to 2019 were ob-
tained. Next, we used the Octopus Collector [31] to crawl Weibo comments and
performed preprocessing, including deduplication and comment noise reduction.
The final dataset comprised 20,471 comments, with evolution trends shown in
Figure 2 [Figure 2: see original paper].

The number of events and comments fluctuated across years, but the overall
trend was upward. Due to collection timing, 2019 data was incomplete, show-
ing a slight decrease from 2018, which is normal. The number of privacy con-
troversial events and comments varied across years. For instance, in 2015 and
2016, fewer privacy controversial events were identified, while more cybersecu-
rity illegal incidents such as online fraud and information trading were exposed,
possibly due to information security policy implementation, enhanced cyber-
security efforts, and the popularization of real-name registration systems. To
make the results more representative and considering comment volume fluctua-
tions and balanced time intervals, we grouped 2012-2015 as Period I (9 events,
6,360 comments) and 2016-2019 as Period II (22 events, 14,111 comments).

2.2 Sentiment Value Calculation and Comparison

Based on the sentiment lexicon, we calculated sentiment intensity values for
comment data. For a comment C containing n positive sentiment words and
m negative sentiment words, the sentiment intensity value is calculated using
Formula (1):

SentiC =

(Diri+ E;) — Z(DjTj + E;)
i=0 =0

where SentiC represents the sentiment intensity value of comment C; i and j
denote the sequence numbers of positive and negative sentiment words in the
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comment, respectively; D corresponds to the degree score of adverbs or negation
words preceding the sentiment word (1 if none); T corresponds to the sentiment
score of the word; and E corresponds to the exclamation mark score after the
sentiment word (0 if none, 2 if present) to enhance weight [36].

We used the sentiment vocabulary ontology from Dalian University of Tech-
nology as the basic sentiment dictionary [32], supplemented by the danmaku
sentiment dictionary from Baidu Wenku, removing emotion words that express
feelings but cannot express users’ privacy views [33], and adding privacy-view
expression words based on comment data. Additionally, we collected common
degree adverbs and negation words to form corresponding dictionaries, ulti-
mately obtaining sentiment words [34], common degree adverbs, and negation
words [35] to jointly constitute the sentiment lexicon for this study.

Classifying privacy controversial events based on existing literature and compar-
ing their sentiment intensity value changes can reflect users’ emotional character-
istics toward privacy across different contexts, aiding privacy practice decisions
in various fields, with evolution trends also providing references for predicting
user privacy attitude trends.

2.3 Network Node Extraction and Bipartite Network Construction

A bipartite network is an important form of complex networks, consisting of two
types of nodes and their connections, where only nodes from different groups
can connect [37]. Projecting a bipartite network can form two single-vertex
networks composed of node categories to reflect relationships among similar
nodes, as illustrated in Figure 3 [Figure 3: see original paper| [38]. Bipartite
networks can reveal deeper network characteristics and have been applied in var-
ious fields such as personalized recommendation [39] and author co-authorship
studies [40]. This paper uses bipartite networks to visualize different types of
privacy controversial events, constructing discussion object-emotional expres-
sion node relationships to understand users’ privacy concerns and emotional
presentation patterns across event types.

The implementation steps are as follows:

(1) Conduct high-frequency word statistics on user comments, filter out
privacy “discussion objects” and “emotional expression” vocabulary
to form corresponding dictionaries [41]. Based on these dictionaries,
use the Harbin Institute of Technology LTP tool to extract discussion
object-emotional expression word pairs, constituting two groups of nodes
in the bipartite network. Ultimately, 1,206 relationship groups were
extracted to form an association word list as the original dataset.

(2) Based on the dataset, use Gephi complex network analysis software [42]
to construct the bipartite network, selecting appropriate parameters and
clustering methods to improve visualization effects.

(3) To further explore the core presentation patterns of “discussion objects”
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and “emotional expression” in user privacy concerns, import the dataset
into the social network analysis tool Pajek [43], transform the bipartite
network into single-vertex networks through weighted projection, and use
Gephi [42] for visualization.

By comparing and analyzing users’ concern subjects and emotional expressions
across different types of privacy controversial events, we further explore the
specific content of users’ privacy concerns and similarities and differences in
emotional expression across contexts, analyzing underlying differential mecha-
nisms to provide theoretical references for enterprise decision-makers.

3 Comparative Analysis of User Privacy Concerns and
Emotional Characteristics

3.1 Privacy Event Classification

The 2016 “Cybersecurity Law of the People’s Republic of China” comprehen-
sively stipulates the network information security system in Chapter 4 [45].
Based on the definition of online privacy in Section 1 of this paper, Articles
40-45 are directly related to online privacy infringement events. Specifically,
Articles 41 and 43 regulate network operators’ collection and use of user infor-
mation; Article 42 addresses network operators providing user information to
third parties; and Article 44 covers third-party theft and trafficking of personal
information [45]. These provisions primarily target the collection, use, theft,
and resale of privacy information. Combined with the collected events, online
privacy controversial events are classified into three types, as shown in Table 1

Table 1 Classification of Privacy Controversial Events

Type Definition Example Events

Privacy Events where organiza- “Cookies tracking user behavior

Collection tions/products/services/teclinategieausing privacy
are suspected of controversy”“QQ chat window
collecting user personal inputting ‘Wilderness Action’
data without permission, pops up chicken dinner game ads,
or using collected QQ suspected of monitoring user

information for precision chat records”
marketing, R&D, or

providing to third

parties for various

commercial purposes,

thereby causing privacy

controversies.
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Type Definition Example Events

Privacy Events where organiza- “What you ordered for takeout,

Exposure tions/products/services/teclymulogitsnds all know! Takeout
publicly disclose user app binding with social features
personal data without accused of privacy
permission to achieve infringement”“360 camera live
various commercial streaming online causing privacy
purposes, thereby controversy—eating and fitness
causing privacy can be seen clearly”
controversies.

Privacy Events where privacy “‘ZAQ’ app user privacy

Agreement controversies are directly = agreement non-standard
caused by non-standard controversy”“Alipay default
privacy agreements, or checks Sesame Credit agreement”
forced or default
authorization.

The following analysis adopts the classification standard shown in Table 1.

3.2 Comparison of Privacy Event and Comment Quantity Character-
istics
We classified the 31 events obtained in Section 2.1 according to the types defined

in Table 1. The trends in event numbers and comment quantities for each type
are shown in Figure 4 [Figure 4: see original paper].

Figure 4 shows that the quantity of all event types increased over time, while
comment volume changes exhibited distinct characteristics. Privacy collection
events were the most numerous in both periods, followed by privacy exposure
events, with privacy agreement events being the least. However, privacy col-
lection events showed the smallest sentiment intensity value decline (56%), in-
dicating relatively modest changes in privacy concern, attributable to “privacy
fatigue” caused by increased effort costs and reduced effectiveness of privacy
protection in this context. Privacy exposure events showed the largest senti-
ment intensity value decline (over 400%), dropping from 0.79 in Period I to
-2.57 in Period II. Privacy agreement events emerged only in Period II, with
comment volumes surpassing those of privacy exposure events, representing a
new hotspot in privacy controversies.

3.3 Comparison of Sentiment Values Across Different Controversial
Event Types

We compared the emotional evolution of users across different privacy contro-
versial events, with trend changes shown in Figure 5 [Figure 5: see original

paper].
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The sentiment of early comments for all event types showed a downward trend.
Specifically, privacy exposure events’ sentiment intensity values dropped from
0.79 in Period I to -2.57 in Period II; privacy collection events decreased from
-0.96 to -1.50; privacy agreement events, emerging only as a new type of privacy
controversy, dropped from 0 to -1.47, aligning closely with privacy collection
events. Enhanced negative emotion often signifies increased user privacy con-
cern [20]. This indicates that user privacy concerns across different event types
are rising, correlating with the proliferation of big data applications and fre-
quent exposure of privacy infringement incidents—i.e., changes in the volume of
negative media exposure positively impact user privacy concern levels, consis-
tent with Guo Longfei’s findings [46]. Notably, despite privacy collection events
being the most numerous, they showed the smallest increase in privacy concern,
while privacy exposure events showed the largest increase. This suggests that dif-
ferences in user privacy concern across contexts are not significantly correlated
with the static proportion of negative media exposure. A plausible explanation
is that privacy collection phenomena have long existed with the highest fre-
quency across stages, increasing users’ effort costs for privacy protection while
reducing effectiveness, leading to deeper “privacy fatigue,” which can promote
privacy-negative behaviors [47], such as adopting an “indifferent” attitude to-
ward personal information misuse, as reflected in comments like “Whatever,
we’re already transparent anyway.”

3.4 Comparison of Privacy Event Concern Hotspots and Emotion
Across Different Types

This section constructs bipartite networks and node projections to further un-
derstand users’ privacy concern hotspots and emotional presentation patterns
across different privacy controversial event types.

3.4.1 Bipartite Network Analysis Following the steps described in Section
2.3, we constructed discussion object-emotional expression bipartite networks
for the three controversial event types, shown in Figure 6 [Figure 6: see original
paper]. In Figure 6, node size is sorted by “degree”—larger nodes indicate more
frequent mentions; edge size and color depth represent “edge weight”—thicker
edges indicate more frequent co-mentions of the two nodes.

In privacy collection events, larger nodes include “Apple” and “phone,” while in
emotional expression, larger nodes include “logout” and “steal.” Reviewing orig-
inal comments reveals significant user concern about app logout issues, such as
“Logging out doesn’t mean your information is deleted; it still exists in others’
databases,” indicating concern for the right to be forgotten. In privacy exposure
events, larger nodes include “function” and “camera,” while emotional expres-
sion nodes primarily include “garbage” and “rogue,” reflecting user disgust,
as seen in comments like “Privacy is indeed violated, and being live-streamed
when going out, ** is garbage.” In privacy agreement events, larger nodes in-
clude “Alipay” and “face recognition,” while emotional expression nodes include
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“leak” and “security.” In this context, users particularly concern themselves with
biometric information privacy security, as reflected in comments like “I don’t
dare to use Alipay’s face recognition.”

3.4.2 Discussion Object-Emotional Expression Single-Vertex Network
Analysis Bipartite networks cannot intuitively reflect direct connections be-
tween privacy-related discussion objects and emotional expressions. Therefore,
by extracting “discussion object” and “emotional expression” nodes and obtain-
ing single-vertex networks through weighted projection, we can further reflect
users’ attention distribution to these two node groups. Figures 7 [Figure 7: see
original paper] to 9 [Figure 9: see original paper| show the discussion object and
emotional expression single-vertex networks for the three privacy event types.
Inter-node weights represent the number of shared connection nodes, with dif-
ferent grayscale colors representing different clustering categories. To optimize
visualization, nodes were appropriately merged, selecting only those with degree
values of 1 or above.

(1) “Privacy Collection” Events. As shown in Figure 7(a), “phone” has
the highest betweenness centrality (535.66), serving as the core word connect-
ing various communities. The network density shows close connections among
communities. Through appropriate merging, three community types emerge:
(1) Core nodes including “phone” and “Apple,” accounting for 58% of nodes,
involving disputes over privacy collection in communication devices and tools,
as reflected in comments like “Only Apple can steal from iPhones; all apps can
steal from Android phones, so I still choose Apple”; (2) Core nodes including
“Baidu” and “WeChat,” accounting for 21% of nodes, involving privacy col-
lection discussions about search engines and social software, such as “WeChat
also reads your chat records for precise ad targeting”; (3) Core nodes including
“data” and “APP,” accounting for 18% of nodes, with discussion objects involv-
ing e-commerce and lifestyle service platforms, focusing on privacy information
types such as “phone number” and “bank card,” as in comments like “Once you
log in with your phone number, all information leaks.”

In Figure 7(b) “Emotional Expression” single-vertex network, “dare not” has
the highest betweenness centrality (1,122.77), serving as the core connecting
communities. This network also divides into three types: (1) Community cen-
tered on “dare not” and “cautious,” accounting for 47.18% of nodes, primarily
expressing fear; (2) Community centered on “unspeakable” and “despicable,”
accounting for 27.46% of nodes, expressing disgust; (3) Community centered
on “good” and “nothing unusual,” accounting for 25.35% of nodes, expressing
positive or neutral emotions.

In summary, users in privacy collection events primarily focus on privacy collec-
tion issues in communication devices, with discussion objects including devices
themselves and various applications on them, dominated by fear-based emotions
mixed with contradictory disgust and positive emotions. From the perspective
of social exchange theory [50], users can exchange browsing, interaction, and
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shopping information for more personalized and convenient services. However,
as this marketing strategy becomes widely adopted by tech companies, users’
perception of privacy risks strengthens. Since users cannot directly supervise
corporate information usage, privacy risks often carry significant uncertainty.
Consequently, increasing numbers of users question the effectiveness of their pri-
vacy protection behaviors—i.e., reduced privacy protection self-efficacy—leading
to rising proportions of fear-based emotions while other emotion types remain
relatively stable.

(2) “Privacy Exposure” Events. As shown in Figure 8(a), “live streaming”
has the highest betweenness centrality (272.74), serving as the core connecting
communities in the “discussion object” network. Through appropriate merging,
two major categories emerge: (1) Core nodes including “live streaming,” “cam-
era,” and “personal information,” accounting for 55.32% of nodes. Reviewing
original comments reveals user concerns about public surveillance being used
for live streaming and its connection to personal privacy leakage, such as “Cam-
eras installed in public places, doesn’t matter if they’re live streaming or not”
and “I don’t want to be live streamed while eating”; (2) Core nodes including
“enterprise,” “Zhou Hongyi,” and “Dianping,” accounting for 21.27% of nodes,
primarily referring to privacy exposure behaviors in various lifestyle service ap-
plications, such as “Meituan can also see what WeChat friends ordered, scaring

me from ordering.”

In Figure 8(b) “Emotional Expression” single-vertex network, “redundant”
serves as the core connecting communities with betweenness centrality of
449.13. Communities can be merged into: (1) Core nodes including “redun-
dant,” “brain-dead,” and “refuse to use,” accounting for 37.66% of nodes.
Combined with comment data, these represent evaluations of discussed objects’
functions, indicating low functional value not worth the privacy cost; (2) Core
nodes including “ulterior motives” and “security,” accounting for 22.08% of
nodes, reflecting users’ cautious attitudes toward privacy security; (3) Core
nodes including “not bad” and “apology,” accounting for 12.99% of nodes,
representing users’ forgiving attitudes after platform or corporate apologies,
such as “The attitude of admitting mistakes is quite good.”

In summary, the main concern hotspots in privacy exposure events are social en-
tertainment applications like “live streaming,” with users expressing relatively
strong negative emotions. Unlike privacy collection events, users in these events
have clear perceptions of privacy leakage and usage, such as various surveillance
videos “leaked” in monitoring live streaming incidents, leading to strong dissat-
isfaction and questioning. Additionally, based on privacy calculus theory, when
facing privacy issues, users evaluate expected benefits against perceived privacy
risks to make privacy decisions [51]. In this situation, users subconsciously weigh
product value (primarily functional value). When perceived benefits are lower
than the cost of selling privacy but privacy risks are forced upon them, strong
disgust and resistance emotions emerge.

(3) “Privacy Agreement” Events. As shown in Figure 9(a), “Alipay” serves
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as the core connecting communities in the “discussion object” network with
betweenness centrality of 334.92. Through appropriate merging, two categories
emerge: (1) Core nodes including “Alipay,” “user,” and “risk,” accounting for
75% of nodes. Combined with original comments, this reflects user concerns
about privacy risks caused by non-standard user agreements, such as “Alipay’s
agreement clearly poses serious personal privacy security risks”; (2) Core nodes
including “personal information” and “face recognition,” accounting for 17.31%
of nodes, involving concerns about biometric information privacy, such as “A
facial photo can leak many biometric features, and can unlock some Android
phones on the market, so use with caution.”

In Figure 9(b) “Emotional Expression” single-vertex network, “tricky” serves
as the core connecting communities with betweenness centrality of 822.59.
Through appropriate merging, communities divide into: (1) Core nodes
including “tricky,” “infringement,” and “refuse to use,” accounting for 53.42%
of nodes, expressing disgust and resistance; (2) Core nodes including “full of
holes,” “wrong,” and “awesome,” accounting for 27.40% of nodes. Reviewing
original comments reveals condemnation of corporate privacy infringement and
recognition of product value, reflecting controversial attitudes among different

users.

In summary, in privacy agreement events, users are more concerned about pri-
vacy issues in lifestyle service applications, with negative emotions dominating.
L. Yu categorized platforms into emotional and utilitarian types, with the former
primarily including social and entertainment platforms with emotional interac-
tions, while the latter mainly includes transaction-oriented platforms [7]. In
this study, discussion subjects in privacy collection and exposure events pri-
marily involve emotional applications, while privacy agreement events mainly
involve utilitarian platforms. Compared to emotional platforms, users in util-
itarian platforms have specific purposes for privacy disclosure, thus behaving
more rationally and conducting more careful assessments of platform privacy
policies and cost-benefit evaluations [7]. User agreements serve as basic written
guarantees for user privacy. When non-standard, they trigger disgust and re-
sistance among most users, also verifying E.S. Wang’s conclusion from another
perspective that reduced perceived effectiveness of privacy policies significantly
undermines user confidence in usage behavior and directly impacts their actions
[52].

4 Conclusion and Limitations

The rapid development of the internet has made online privacy issues increas-
ingly severe. Existing research primarily focuses on the causes of privacy con-
cerns and behavioral intentions, with limited studies on user privacy concerns
and emotions across different contexts. This paper focuses on privacy controver-
sial events in legal regulatory gray areas, examining online privacy controversial
events and Weibo comments from 2012 to 2019. We conducted differential anal-
ysis of user privacy concerns, emotions, and concern hotspots across contexts,
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including comment data acquisition and processing, sentiment value calcula-

tion,

network node extraction, sentiment value comparison, bipartite network

construction, and comparative analysis of user privacy concern hotspots and
emotional characteristics. This study supplements research perspectives in the
privacy concern field, with conclusions providing practical references for decision-
makers in internet and related industries. The main conclusions are:

(1)

User privacy concerns in different types of privacy controversial events
show an upward trend. Differences in user privacy concern performance
across event types are not significantly correlated with the static propor-
tion of negative media exposure. Based on existing literature, privacy
controversial events are classified into “privacy collection,” “privacy ex-
posure,” and “privacy agreement” categories. Among them, privacy col-
lection events have the largest quantity (22 events) and comment volume
(12,223 comments) across periods, yet the smallest sentiment intensity
value decline (56%). The relatively modest change in privacy concern can
be attributed to “privacy fatigue” caused by increased effort costs and
reduced effectiveness of privacy protection in this context. Privacy ex-
posure events showed the largest sentiment intensity value decline (over
400%), dropping from 0.79 in Period I to -2.57 in Period II. Privacy agree-
ment events emerged only in Period II, with comment volumes surpassing
those of privacy exposure events, representing a new hotspot in privacy
controversies.

Different types of privacy controversial events exhibit different levels of
negative sentiment intensity. Based on construal level theory, when psy-
chological distance is closer—i.e., when perceived risks of privacy infringe-
ment are clearer—users exhibit stronger negative emotions and privacy
concerns in privacy controversial events. In privacy exposure events, users
have clear perceptions of privacy leakage, while in privacy collection and
agreement events, privacy risk perceptions are often hypothetical. Con-
sequently, the former shows stronger negative emotions than the latter
two.

Users’ privacy concern hotspots differ significantly across contexts, with
distinct emotional expression characteristics. In privacy collection events,
users primarily focus on information collection issues in communication
devices. However, since users cannot directly supervise corporate informa-
tion usage, perceived privacy risks carry significant uncertainty, resulting
in fear-based emotions. In privacy exposure events, concerns focus on
social entertainment applications, with users expressing relatively strong
negative emotions. In privacy agreement events, which involve utilitar-
ian platforms, users behave more rationally and cautiously. Reduced per-
ceived effectiveness of privacy policies significantly impacts user emotions,
also dominated by disgust-based emotions, verifying E.S. Wang’s conclu-
sion from another perspective [52].

This paper has several limitations: First, Weibo comments only represent pri-
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vacy attitudes of a subset of users, without considering users on other platforms
and non-internet user groups, thus the conclusions have certain limitations. Sec-
ond, this paper treats all internet users as a single group; future research could
further investigate differences in online privacy emotions and concern hotspots
across different user groups.
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Abstract:

[Purpose/Significance] The rapid development of Al big data, etc., makes
an increasingly fierce confrontation between business development and privacy
protection. This paper finds the differences in privacy concern and sentimental
characteristics of users in different situations through the comparative analysis
of sentiment and topics of Weibo comments on different types of online privacy
controversial events. [Method/Process] Firstly, Weibo comments related to
privacy controversial events from 2012 to 2019 were collected and preprocessed
as experimental data. Secondly, the sentiment value of each comment was
calculated based on the sentiment dictionary. Then, the privacy controver-
sial events were classified into privacy collection categories, privacy exposure
categories, and privacy agreement categories. The sentiment evolution of user
comments under different situations was compared and analyzed. Finally, a
bipartite network of “discussed object-emotional expression” was constructed,
and a single-vertex network was constructed by the bipartite network projection.
The analysis of both were carried out by combining the indexes such as node
centrality. [Result/Conclusion] The result shows that users’ overall privacy
concern shows an upward trend; users of different types of privacy controver-
sial events have different levels of negative sentiment intensity; the hotspots of
users’ concern vary widely across privacy controversial events, and emotional
expression have different characteristics. These findings indicate that there are
significant differences in user privacy concern and sentimental performance in
different situations.

Keywords: internet privacy, privacy concern, sentiment analysis, bipartite
network

Note: Figure translations are in progress. See original paper for figures.
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