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Abstract
[目的/意义] Personal privacy protection constitutes a critical component in the
government open data process. By systematically reviewing personal privacy
protection policies in U.S. government open data practices, this study provides
valuable references for personal privacy protection in China’s open government
data initiatives.

[方法/过程] Through the collection of relevant policy texts on U.S. government
open data, this study utilizes NVivo text analysis software to conduct content
coding analysis, thereby mapping out the privacy protection framework for U.S.
government open data and deriving beneficial insights and references.

[结果/结论] The study constructs a personal privacy protection system for China’s
government open data from five dimensions: leveraging the functional roles of
multiple stakeholders, constructing a privacy protection assessment system, gov-
erning the utilization of privacy data, building privacy-preserving computation
models, and establishing legal safeguards, thereby maximizing the contemporary
value of government data openness.
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Abstract:
[Purpose/Significance] Personal privacy protection is a critical component in
the process of government open data. By examining privacy protection poli-
cies in U.S. government open data practices, this study provides reference for
personal privacy protection in China’s government data opening initiatives.
[Method/Process] Through collecting relevant U.S. government open data policy
texts and employing NVivo text analysis tools, this research conducts content
coding analysis to systematically 梳理 the U.S. government open data privacy
protection framework and derive beneficial insights. [Result/Conclusion] To
maximize the era value of government data opening, China should construct
a personal privacy protection system across five dimensions: leveraging multi-
stakeholder functions, building a privacy protection evaluation system, govern-
ing privacy data utilization, constructing privacy computation models, and es-
tablishing legal safeguards.
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With the convergence of internet technology and economic-social development,
the open data movement has been widely implemented. In 2009, the Obama
administration issued the Open Government Directive, making government in-
formation data resources open and accessible to the public and thereby launch-
ing the global government data opening movement [1]. China’s Fifth Plenary
Session of the 18th Central Committee proposed “implementing the national big
data strategy,” marking the formal elevation of big data strategy to a national-
level priority. China has the world’s largest internet user base and abundant
data resources, giving government open data strong market advantages and de-
velopment potential. However, inevitable personal privacy leakage issues arise
during data opening. Therefore, constructing a personal privacy protection
system for government open data holds significant practical and contemporary
value for enhancing national big data governance capabilities, promoting eco-
nomic transformation, building service-oriented governments, and fostering new
industrial development models.

Research on personal privacy protection in government open data has yielded
substantial results, primarily from legal, technical, and institutional perspec-
tives. First, regarding the legal basis for privacy rights protection, T. Jaatinen
points out that protecting personal privacy data is a fundamental right stipu-
lated in the Charter of Fundamental Rights of the European Union, requiring
fair and lawful processing of personal privacy data [2]. Columbia professor A.F.
Westin defines privacy as informational self-determination—the right of indi-
viduals, groups, or institutions to determine when, how, and to what extent
information about them is communicated to others [3]. Second, institutional
breakthroughs are sought. D.L. Baumer argues that lagging and incomplete
personal privacy protection systems manifest in the lack of policy regulations
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for cross-border data flows [4]. D.O. Stephens proposes principles for protecting
personal privacy information in government data opening [5]. Third, techno-
logical innovation strengthens privacy protection applications. C.A. Ardagna
suggests combining XACML with PRIME to achieve a privacy-aware access
control solution based on certificate management and privacy support functions
[6]. Hu Qiping proposes using xBook, a privacy control platform for third-party
applications, to enhance privacy protection [7].

Existing research on government open data privacy protection provides impor-
tant insights, but most studies focus on researchers’ analytical induction and
theoretical deduction, with relatively few employing content analysis methods
for quantitative analysis of relevant privacy policy texts. Therefore, this study
uses content analysis to analyze 52 U.S. data security-related policy texts from
1966-2020, comprehensively examining the U.S. government open data personal
privacy protection system and proposing countermeasures for China’s govern-
ment open data personal privacy protection challenges.

2 Research Design
2.1 Data Sources

Using “Privacy protection” as the search term on U.S. government websites in-
cluding “whitehouse.gov,” “nascio,” “digital.gov,” “congress.gov,” “nitrd.gov,”
and “strategy.data.gov,” we searched policy text categories with keywords in-
cluding “Information opening,” “Privacy data,” “Privacy protection,” “Sensi-
tive data,” “Intimate information,” and “High intrusion data.” After sorting
by publication date and removing duplicates and low-relevance texts, we ob-
tained 52 privacy data protection documents since 1966 (see Table 1 ). These
U.S. privacy protection policy documents include acts, implementation guide-
lines, memoranda, presidential orders, and other types, covering privacy rights,
data management, privacy technology, data opening, and other content. To
enhance research focus, we extracted relevant content on privacy protection in
government open data from these policy documents for coding analysis.

2.2 Research Methods

Based on research needs, we employed content analysis to analyze policy texts
through three steps: (1) Collected 52 policy documents were analyzed individ-
ually and preliminarily categorized using keywords such as “information disclo-
sure,” “privacy data,” and “privacy protection”; (2) NVivo 12 Plus software was
used for word frequency analysis, core keyword coding, and visualization chart
generation; (3) Based on NVivo statistical analysis, we systematically 梳理 the
U.S. government open data privacy protection framework to provide reference
for China’s government open data personal privacy protection.
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3 Content Analysis of Privacy Protection Policy Texts in
U.S. Government Open Data
3.1 Overview of U.S. Privacy Protection Policy Texts

Analysis of the 52 policy texts reveals that U.S. personal privacy protection
practices originated early, marked by the 1960s Freedom of Information Act,
which opened the prelude to citizens’ information access rights and information
privacy protection. Subsequently, U.S. personal privacy protection policy docu-
ments were continuously introduced, with expanding content scope, increasingly
standardized privacy protection procedures, and a maturing privacy protection
framework. We 梳理 the basic overview of U.S. government open data privacy
protection from policy issuance time and themes.

3.1.1 Policy Issuance Timeline The policy text compilation shows that the
U.S. gradually began formulating privacy policy documents before 2000. Since
the Obama administration’s promotion of government open data practices in
the 21st century, U.S. privacy policy documents have increased sharply, with
documents issued after 2010 accounting for 69% of the total. This indicates that:
(1) With deepening government open data practices, privacy data protection has
become a critical challenge; (2) The U.S. government open data policy system
framework is maturing, providing important reference for China’s privacy policy
formulation.

3.1.2 Policy Themes Through thematic extraction of the policy texts, exist-
ing U.S. government open data personal privacy policy themes show diversified
distribution across eight categories: privacy rights, children’s privacy protec-
tion, electronic information privacy, government information security, data uti-
lization, privacy protection directives, action plans, and privacy acts (see Figure
1 [Figure 1: see original paper]). Privacy acts and privacy protection directive
policies constitute the majority of samples, indicating that the existing U.S.
privacy protection framework employs both macro-level legislation to grant cit-
izens privacy protection legal effect and privacy protection directives to detail
departmental privacy protection approaches and procedures, ensuring action-
able privacy protection and enhancing feasibility.

High-frequency keyword cloud statistics (see Figure 2 [Figure 2: see original pa-
per]) show that U.S. government open data privacy protection policy texts focus
on four thrusts: (1) Advancing privacy protection legislation; (2) Strengthening
utilization governance across the privacy information data lifecycle (collection,
utilization, control, evaluation); (3) Implementing privacy protection 主体责任
(OMB, third-party websites, NASCIO, etc.); and (4) Improving privacy protec-
tion procedures. These four dimensions demonstrate that the U.S. government
data opening privacy protection framework possesses both macro-level guiding
significance and micro-level operational feasibility.
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3.2 Content Coding Analysis of U.S. Government Data Opening Pri-
vacy Security Policies

In content analysis, “analysis units must be determined, i.e., various factors to
be examined in the research, which should have a necessary connection with the
analysis purpose and be convenient for extraction and operation” [54]. We treat
relevant content on data privacy protection in the 52 sample policy documents
as basic analysis units. For policy node type classification, since the selected
documents are U.S. government policies, we adopt common public management
domain classification methods, dividing U.S. privacy protection policies into
procedural policies and substantive policies. To ensure reference node relia-
bility and consistency, two researchers independently coded policy texts and
calculated consistency rates, which met validity and reliability test standards.
Accordingly, we established nine analysis node coding rules from procedural and
substantive policy supply perspectives (see Figure 3 [Figure 3: see original pa-
per]). Using NVivo 12 Plus keyword search functions, we extracted 79 reference
points at the procedural policy level and 114 reference points at the substantive
policy level from the 52 policy texts.

3.2.1 Coding Analysis of Privacy Protection Procedural Policies Pro-
cedural policies refer to policies that, while not producing substantive conse-
quences, regulate and constrain government activities by clearly defining gov-
ernment activity procedures. Based on existing literature and obtained text
materials, we categorize privacy protection procedures, evaluation review, pri-
vacy agencies, and privacy frameworks as research dimensions for procedural
policies. Table 2 presents the unit coding for U.S. government open data pri-
vacy protection procedural policies.

Table 2: Procedural Policy Level Node Coding

Dimension Key Phrases
Protection Procedures Implementation procedures for privacy

protection; methods for determining
management and supervision of DHS
records, management policies and
procedures; processing PII through
procedures and information systems;
establishing new procedures and
providing updated guidance and agency
requirements for using network
measurement and customization
technologies
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Dimension Key Phrases
Evaluation Review Establishing privacy data evaluation

review mechanisms; NASCIO developed
version 1.0 of the Federal Privacy Law
Compendium to help states identify and
evaluate federal laws that may impact
their information systems and policies;
monitoring changes to third-party
privacy policies and regularly
re-evaluating risks; all departments
must establish corresponding data
review mechanisms

Privacy Agencies PRA typically requires federal agencies
to publish Federal Register notices to
solicit public comment on proposed
collections; OPCL drafts Privacy Act
nondisclosure provisions; OMB Director
must formulate detailed rules for federal
departmental data publication work

Privacy Framework Basic framework for privacy data
protection policies; creating favorable
policy frameworks for open government;
specifying basic frameworks and
procedures for federal government
information resource disclosure and
access

Table 2 coding analysis reveals that U.S. policy guidance emphasizes both legal
policies, privacy protection procedures, and basic frameworks to provide funda-
mental guidance for privacy protection, and leveraging multi-stakeholder agency
roles to implement 主体责任. Through content and coding analysis of relevant
texts, the U.S. procedural privacy protection framework can be summarized as:

(1) Legal System: Consolidating the Foundation of Privacy Protec-
tion. Beginning with the 1967 U.S. Freedom of Information Act, U.S. privacy
rights legislation has continuously improved. With the 2009 establishment of the
first U.S. government open data platform www.data.gov, privacy protection acts
for government open data were successively introduced. Guided by the Obama
administration’s Freedom of Information Act Memorandum [55] and following
acts such as the Privacy Policy [56], Open Data Policy, and Open Government
Data Act, two main aspects emerge: (1) Data collection review: Federal agen-
cies must conduct routine reviews of collected data, considering privacy leakage,
security risks, legal liabilities, and intellectual property restrictions to determine
data disclosure; (2) Enhanced data transparency: The personal data collected,
its necessity, usage purposes, estimated deletion dates, whether shared with
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third parties and sharing purposes must be explained to citizens to enhance
privacy protection awareness. Perfecting privacy acts is a crucial guarantee for
the successful outcomes of current U.S. government open data practices.

(2) Management System: Strengthening Privacy Protection Respon-
sibilities. Organizational establishment is essential for fulfilling privacy protec-
tion responsibilities. As shown in Table 3 , the U.S. privacy protection man-
agement system sets up multiple stakeholders with different functions, responsi-
bilities, and data lifecycle management stages to strengthen privacy protection
responsibilities and maximize government open data benefits.

Table 3: U.S. Privacy Protection Agencies and Their Functions

Agency Function
Office of Management and
Budget (OMB)

Guidance and supervision of privacy
protection

Office of Information Policy
(OIP)

Providing privacy policy guidance and
legal training

Chief Information Officers
Council (CIO)

Formulating privacy policy
implementation guidelines

Federal Privacy Commission
(FPC)

Privacy program management and
personnel collaboration

National Technical Information
Service (NTIS)

Privacy protection during information
preservation

General Services Administration
(GSA)

Conducting privacy impact assessments

OMB is an agency within the President’s Office dedicated to ensuring proposed
legislation aligns with administrative policies. The 2002 E-Government Act
made OMB the supreme authority for protecting U.S. citizen privacy, provid-
ing necessary guidance and oversight [57]. OIP’s mission is to encourage and
monitor agency compliance with the Freedom of Information Act, formulate
government policy guidance on all aspects of FOIA administration, and provide
legal consultation and training to agency personnel [58]. CIO Council is the
primary interagency forum for improving federal information resources design,
acquisition, development, modernization, use, sharing, and performance, formu-
lating implementation guidelines for standardized digital privacy controls and
agency privacy education [59]. FPC improves agency privacy program manage-
ment by identifying and sharing lessons learned and best practices, promoting
collaboration among agency privacy professionals to reduce unnecessary duplica-
tion and ensure effective, efficient, and consistent privacy policy implementation
government-wide [60]. NTIS provides innovative data services to federal agen-
cies through private sector partnerships to advance federal data priorities and
promote economic growth, with necessary preservation measures taken at NTIS
to protect data privacy [61]. GSA conducts regular reviews of Personally Iden-
tifiable Information (PII) in accordance with privacy acts to ensure personal
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data integrity, accuracy, and necessity, while using Privacy Impact Assessment
(PIA) as a key tool to ensure privacy issues and protections are addressed in
any IT system containing PII [62].

3.2.2 Coding Analysis of Privacy Protection Substantive Policies
Substantive policies refer to policies with adequate material resource invest-
ment, clear execution authorization, provision of clear benefits to policy
adjustment targets or clear behavioral norms, and rigorous organizational
procedures to support implementation. Based on substantive policy definitions
and obtained text content, we subdivide substantive policies into five research
dimensions: citizen privacy rights, data protection types, data utilization,
privacy protection standards, and privacy protection technologies, as shown in
Table 4 .

Table 4: Substantive Policy Level Node Coding

Dimension Key Phrases
Citizen Privacy Rights Protection of citizen privacy rights;

DOJ’s Office of Privacy and Civil
Liberties drafts the Privacy Act;
government prohibited from
intercepting or monitoring private
electronic communications without
permission; electronic communication
privacy rights protected; company
obligations for privacy protection
included in “Privacy Principles”

Data Protection Types Refined data types with different
privacy data protection policies;
effective protection of personal privacy
rights and personal information use on
the internet; focus on improving privacy
protection in electronic information
communications; act requires FTC to
formulate rules on personal information
collection to enhance consumer privacy;
personal information collected from or
about children necessary for responding
to judicial processes or providing
information to law enforcement
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Dimension Key Phrases
Data Utilization Privacy protection during data

acquisition and utilization; core is
integrating public power, strengthening
acquisition, improving management,
and giving the public more voice; any
technology use must respect privacy,
openness, and transparency; guidelines
instruct agencies on processing personal
information when using IT to collect
new information

Privacy Protection Standards Standards and regulations for data
opening and utilization; establishing
standards for sensitive information to
reduce excessive concealment from the
public; requiring government agencies
to build an online resource center for
the public and adopt new data
standards to improve readability;
standardizing data formats and
establishing unified open data standards
to enhance data usability

Privacy Protection Technologies Application of technologies in privacy
data protection domains; improving
government data use and protection
methods through privacy protection
technologies (e.g., secure multi-party
computing); protecting data integrity
by incorporating state-of-the-art data
security as part of IT security practices
for every updated, built, or replaced
system to address current and emerging
threats; promoting innovation and
utilizing new technologies to maintain
protection

Table 4 shows that while procedural policies provide top-level design for U.S.
privacy data protection, substantive policies transform procedural policy re-
quirements from top-level design into systems that consult the public. Through
node coding of privacy data protection substantive policies and content analysis
of policy texts, the U.S. government data opening privacy policy system can be
summarized into three categories:

(1) Strategy System: Enhancing the Core of Privacy Protection. Data
use is changing the world. The federal government’s unique position in provid-
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ing, maintaining, and using data in society makes maintaining trust in federal
data critical to democratic processes. To meet evolving data roles and demo-
cratic needs, the federal government has formulated a coordinated and inte-
grated data strategy to better deliver data in missions, serve the public, and
manage resources while respecting privacy and confidentiality [63].

Establishing PII inventories: To properly assess and mitigate privacy risks of
services or programs, agencies must first know what PII can be collected, main-
tained, used, or disclosed (see Table 5 ). No PII inventory or catalog can be
sufficiently complete to understand what personal information should be consid-
ered “identifiable.” In common understanding, PII only includes data that can
directly identify or contact individuals (e.g., names) or particularly sensitive
personal data (e.g., bank account numbers). OMB and NIST define PII more
broadly and dynamically. Through integration analysis of multiple fragmented
data elements (e.g., age, height), PII can still be constituted. In other words,
if data is linked or can be linked to specific individuals (“linkable”), it may be
PII.

Table 5: PII Inventory [64]

Category Low, Medium, High
Personal Identifiers Name, Social Security Number, Driver’s License

Number, Credit Card Number, Other Financial
Account Numbers (banks, etc.), Other
Government IDs or Unique Identifiers

Contact Information Email Address
Other Personal Data Username, Avatar, Other Physical Descriptions

(eye/hair color, height, etc.), Marital
Status/Children/Relatives

Health, Insurance,
Treatment or Medical
Information

Other PII (e.g., unstructured data fields filled by
users)

Biometric Data Signature, Fingerprint, Handprint, Photos,
Scans (retina, facial), Physical Movements (e.g.,
finger swipes, keystrokes), DNA Markers

Device-Related Data Username, Unique Device Identifier,
Location/GPS Data, Camera Controls (photos,
video, videoconferencing), Microphone Controls,
Audio/Voice Data, On/Off Status and Controls,
Contact Lists and Directories, Other
Hardware/Software Controls, Other Device
Sensor Controls or Data, Data Collected by
Applications (itemized), Cell Tower Records
(e.g., logs, user location, time, date)
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Category Low, Medium, High
Website-Related Data Log Data (e.g., IP address, time, date, browser

type), Tracking Data (e.g., single-session or
multi-session cookies, beacons), Device Settings
or Preferences (e.g., security, sharing, status),
Biometric Data or Related Data (see above), SD
Card or Other Storage Data, Network
Communication Data

Individual notification and remediation: Under Privacy Act requirements, or-
ganizations must formulate and publish remediation policies and procedures
in the Federal Register for correcting or updating inaccurate, irrelevant, un-
timely, or incomplete data [65]. This involves: (1) Notification: Informing
individuals about collected information, collection purposes, information usage,
disclosure and sharing recipients, individual rights, available remediation plan
types, information retention periods, and consequences of failing to provide
requested information; (2) Managing Privacy Complaints and Remedia-
tion: Organizations should establish policies and procedures for managing pri-
vacy complaints or inquiries to ensure all complaints are documented, tracked,
and addressed; (3) Documentation: Policy and procedure documents provide
detailed privacy complaint resolution procedures, including remediator rights,
personnel training on remediation policies and procedures, and transparency of
remediation and complaint handling processes; (4) Reporting: Organizations
should track internal and external privacy complaints to identify areas requir-
ing further organizational attention. Notification and remediation are crucial
for achieving information transparency and individual participation—two fun-
damental fair information practice principles.

(2) Technology System: Weaving a Protection Net for Privacy Data.
The Networking and Information Technology Research and Development (NI-
TRD) Program is the primary federal funding source for advanced IT R&D in
computing, networking, and software. NITRD is one of the oldest and largest
formal federal programs, coordinating multi-agency activities to address multi-
disciplinary, multi-technology, and multi-sector R&D needs [66]. In government
open data processes, NITRD program technical support serves as strong backing
for maintaining privacy data.

Privacy-preserving data matching: Record matching is typically performed be-
tween different data sources to identify common information shared across
sources. However, matched records from different sources often conflict with
privacy requirements for relevant data. To alleviate the contradiction between
security and privacy, the U.S. federal government employs secure multi-party
computing (SMC) and data sanitization methods (e.g., differential privacy and
k-anonymity) during data collection to encrypt data in large datasets and reduce
privacy leakage risks in data matching.
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Privacy feature desensitization: In distributed environments where users must
interact with many different service providers, protecting sensitive information
in biometric templates becomes more complex. Federal agencies therefore adopt
perceptual hashing technology, classification technology, and zero-knowledge
proof of knowledge (ZKPK) protocols [67]. Under this approach, user biometric
templates are processed to extract a bit string, which undergoes further process-
ing through classification and other transformations. The resulting bit string,
combined with random numbers, generates cryptographic commitments. These
commitments represent identification tokens without revealing any original bio-
metric input information, used in ZKPK protocols for user authentication.

(3) Evaluation System: Enhancing Privacy Protection Effectiveness.
The U.S. has a complete privacy assessment leadership structure (see Figure 4
[Figure 4: see original paper]). The Department of Homeland Security (DHS)
Privacy Office conducts digital privacy impact assessments (PIA) on technolo-
gies, rulemaking, programs, and activities regardless of data classification type
to ensure privacy considerations and protections are integrated into all de-
partmental activities [68]. PIA analyzes how personally identifiable informa-
tion is collected, used, disseminated, and maintained, demonstrating that pro-
gram managers and system owners consciously incorporate privacy protections
throughout system or program development lifecycles [69]. PIA analysis ensures
information processing complies with applicable privacy laws, regulations, and
policy requirements, identifies risks and impacts of collecting, maintaining, and
disseminating such information, and examines and evaluates alternative infor-
mation processing protections to mitigate potential privacy risks. PIAs must
be documented.

Through content coding analysis of the 52 policy texts, personal privacy pro-
tection policy formulation and implementation have been key focal points in
U.S. government open data processes. The protection of personal privacy data
involves five dimensions—legal system, management system, strategy system,
technology system, and evaluation system—spanning the entire government
open data cycle, providing policy-level guarantees for creating value from U.S.
government open data. Simultaneously, this offers dual reference value for build-
ing open governments and safeguarding citizen privacy rights in China.

4 Implications of the U.S. Government Open Data Personal
Privacy Protection System for China
Drawing on the U.S. government open data personal privacy policy system and
measures, China can improve its government open data personal privacy pro-
tection through the following approaches:

4.1 Leveraging Multi-Stakeholder Functions

To address privacy leakage issues in data opening, the U.S. established the CIO
system and DHS agencies, creating chief information officer positions dedicated
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to government data opening work. Both OMB and GSA undertake review and
partial regulatory functions for privacy processes. China has established the
Cyberspace Administration of China and the State Internet Information Office.
Therefore, in government data opening processes, these agencies should perform
functions to assume responsibilities for privacy protection and cybersecurity: (1)
Issue standardized recommendations for personal privacy data: Be-
fore obtaining personal privacy data, identify data types and develop personal
privacy data project lists; when citizens submit personal data on government
websites, corresponding privacy statements should inform citizens of collection
purposes and authorities; (2) Establish principles for personal privacy
data utilization: Collect and utilize personal data according to principles of
transparency, individual participation, integrity, consistency, minimization, us-
age notification, usage limitation, and modification permission; (3) Review
and supervise data opening processes: Privacy agencies’ third responsibil-
ity is strict review and supervision throughout the entire government open data
lifecycle; (4) Strengthen staff training: Building a professional information
security and privacy protection team as active agents makes personnel training
crucial, requiring enhanced training on employee privacy awareness and profes-
sional ethics; (5) Clarify and implement 主体责任: Privacy agencies must
strictly follow relevant laws and regulations, clearly assign responsibilities to
relevant entities in personal privacy leakage incidents to prevent buck-passing,
and penalize violations to build transparent privacy work teams.

4.2 Constructing a Privacy Assessment System

Personal privacy data impact assessment examines the legal compliance of per-
sonal privacy data collection and utilization, judges various risks to personal
privacy data subjects’ legitimate rights and interests, and evaluates the effec-
tiveness of measures to protect personal information subjects. In 2003, the U.S.
issued the Privacy Impact Assessment (PIA) Guide, providing a framework
for conducting privacy impact assessments—analyzing information collected,
stored, protected, shared, and managed in identifiable ways to assess how PII
is managed in information systems [70].

This offers important reference for constructing China’s government open
data privacy impact assessment system: (1) Establish assessment entities:
Government-led privacy assessment bodies composed of experts from different
fields should assess personal privacy data compliance and security in opening
processes; (2) Improve assessment measures: Drawing on the U.S. PII
inventory’s classification of personal privacy data characteristics, implement
different assessment standards according to personal privacy data sensitivity
levels; (3) Perfect assessment processes: As shown in Figure 5 [Figure
5: see original paper], conduct pre-assessment of government data platform
datasets to determine the importance of privacy risk impact assessment, then
prepare assessments by documenting data throughout collection, processing,
use, sharing, and deletion flows, analyzing impacts on personal rights and
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information security at different stages to determine risks, and finally produce
assessment reports.

4.3 Strengthening Data Utilization Governance

4.3.1 Building Data Inventories Include “identifiable” data elements (e.g.,
phone numbers, ID numbers, photos) in data inventories and rank them by per-
sonal privacy leakage risk levels. When government collects personal data, use
the data inventory as reference, especially for data elements with significant
privacy leakage impact. Follow data collection minimization principles by only
collecting personal data necessarily connected to government functions while
retaining only essential personal information to achieve data lifecycle minimiza-
tion.

4.3.2 Enhancing Privacy Protection Technologies Technological
advancement is crucial for improving government data opening levels and
personal privacy data protection. Technical measures should be emphasized:
(1) Data encryption: Government databases contain vast amounts of
personal information, making encryption of sensitive data a critical privacy
protection pathway. Using encryption functions or keys for cryptographic
operations when government database management systems interface with
external hardware, employing data encryption calculations to determine
whether database system platforms allow data access and transmission, and
timely feeding back database security risks to network data operation ports can
effectively protect important government information [71]; (2) Establishing
data transmission channel protection systems: If data transmission
communication between government open data platforms and users is not
secure, data can be easily intercepted, tampered with, or polluted by third
parties, compromising data transmission authenticity, confidentiality, and
integrity [72]. Controlling IP addresses, ports, and some transmission content
between communication parties (server and client) optimizes data transmission
environments, enhances transmission capabilities, and ensures secure, efficient
data transmission channels; (3) Audit logs: Auditing stores all user database
operation records in audit logs, which is important for future investigation and
analysis when problems arise. When system issues occur, illegal data access
times, content, and relevant persons can be quickly identified. From a software
engineering perspective, current data protection through access control and
data encryption alone is insufficient. Therefore, as an important supplementary
measure, auditing is an indispensable part of secure database systems and the
final important security line of defense for database systems.

4.4 Constructing a Privacy Computation Model Based on the Gov-
ernment Open Data Lifecycle

Widespread IT application greatly facilitates government data collection, stor-
age, protection, publication, and destruction, while also making personal pri-
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vacy data leakage risks pervasive throughout the entire government open data
lifecycle. Drawing on U.S. practices of differential privacy, k-anonymity, data
desensitization, and other technologies, China can build a privacy computation
model based on the data opening cycle. Privacy computation is a computable
model and axiomatic system for protecting privacy information throughout its
lifecycle [73]: (1) Privacy information collection: Specially process (mark
or encode) sensitive data containing personal privacy in government-collected
information to establish privacy metadata sets; (2) Privacy data storage: Use
technologies like deduplication on privacy variable sets established during col-
lection to reduce duplicate homogeneous data and minimize privacy data stock;
(3) Privacy data protection: Employ SMC, cryptography, and differential
privacy to meet protection needs for retained privacy data sources; (4) Privacy
data publication: During government data opening, use appropriate technolo-
gies like perceptual hashing, data desensitization, and ZKPK protocols based on
publication information attributes, contexts, and data sensitivity levels; (5) Pri-
vacy data destruction: After the data opening cycle ends, use deterministic
deletion technology to thoroughly destroy data containing privacy information
that no longer needs to be opened. In the information age, constructing a pri-
vacy computation model based on the government open data cycle to provide
a systematic, theoretical computation model for personal privacy protection is
an important component of China’s current open government construction.

4.5 Improving the Privacy Protection Legal System

Although China has formulated legal documents such as the Decision on
Strengthening Network Information Protection and Regulations on Protecting
Personal Information of Telecommunications and Internet Users in recent years,
it lacks a dedicated basic law for personal information protection. Current
Chinese laws on government open data focus more on information disclosure
rather than data acquisition benefits. Therefore, China should formulate
a Government Data Opening Law. First, legally stipulate procedures and
content for government data opening to standardize processes and reduce
arbitrariness while balancing “open government” and “personal privacy”
conflicts. Second, legally define “personal privacy” concepts to determine
violations in government open data and reduce privacy leakage risks. Finally,
improve citizen “personal privacy” review and remediation systems to enable
traceback analysis of violations, accurately identify privacy leakage links,
conduct tracking processing, and implement remediation to protect citizens’
legitimate rights. Through enacting the Government Data Protection Law,
reduce personal privacy leakage risks in government open data, enhance the
era value of government open data, and safeguard China’s open government
and service-oriented government construction.
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