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Abstract

[Purpose/Significance] This study aims to identify the characteristics of false
health information on social media and construct a feature checklist for such in-
formation, thereby providing theoretical support for the measurement of these
characteristics and offering a valuable reference for both users and social me-
dia platforms in discerning false health information. [Method/Process] A total
of 1,004 social media health data entries were collected. Programmatic cod-
ing was employed to extract key features of false health information on social
media. Chi-square tests and analysis of variance were utilized to reveal the
significant characteristics of false health information on social media, and a
feature checklist for social media false health information was constructed. [Re-
sults/Conclusion] The research findings indicate that the characteristics of false
health information on social media comprise three dimensions—surface features,
semantic features, and source features—encompassing 11 primary characteris-
tics and 29 sub-characteristics. Specifically, false health information on food
safety themes in social media exhibits more prominent “terminology packag-
ing” characteristics; “fact exaggeration” constitutes a significant characteristic
of false health information on common disease themes in social media; and false
health information on health preservation and wellness themes in social media is
characterized by significant “metadata absence” and “authority appropriation”
features.

Full Text

Preamble

Social media platforms allow any user to directly publish and disseminate health
information without verifying its authenticity or reliability [21]. Existing re-
search has examined health information from the perspectives of authority,
traceability, rationality, transparency, advertising, and editorial policy [32].
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LIDA, a tool developed by an Oxford University-affiliated company for iden-
tifying false healthcare information on websites, consists of three components:
accessibility, usability, and reliability [33]. JAMA, a set of standards devel-
oped by the Journal of the American Medical Association for identifying false
health information on medical websites, comprises four dimensions: author, at-
tribution, disclosure, and currency, with specific evaluation indicators including
author name, affiliation, credentials, references, sources, conflicts of interest,
advertising, and dates [34]. Although these assessment tools have been de-
veloped, most focus on false information in medical and health websites, and
their applicability to social media contexts remains to be verified. Furthermore,
studies show that users’ motivation to share personal health experiences on so-
cial media is often stronger than on other online platforms, yet this first-hand
health information may be inaccurate [22]. Compared to health information
on websites, social media health information tends to be simplified, potentially
omitting small but important details [21]. Given these considerations, this study
focuses on false health information on social media, where health information is
defined as all knowledge, techniques, skills, concepts, and behaviors related to
human health [23]. Following L. Bode and E.K. Vraga’s perspective [24], false
health information is defined as erroneous health information lacking scientific
evidence and expert support. This definition can describe various types of er-
roneous health information on social media, such as rumors, distorted health
information, pseudo-health information, and other variants [25].

2.2 Research on Characteristics of False Information

As false information proliferates online, scholars have investigated its character-
istics. J. Zhou et al. examined health rumors on Twitter and identified seven
features: emotional valence, appeal, publisher authority, external evidence, ar-
gument length, hashtags, and direct messages [26]. Y. Li et al. used the CARS
checklist to distill online false health information features into four dimensions:
lack of credibility, lack of accuracy, lack of rationality, and lack of relevant
support [27]. L. Rubin categorized online false information features into three
aspects: fabrication, concealment (omission of major facts), and ambiguity [28].
L. Zhou et al. classified website false information features into nine categories:
quantity, complexity, uncertainty, indirectness, expressiveness, diversity, infor-
mality, specificity, and influence [29]. L. Lavoragna et al. analyzed characteris-
tics of false health news in online virtual communities, finding that false health
news often exaggerates scientifically unverified facts [30]. While these studies
have identified some features of false information, most focus on foreign-language
contexts and require validation for Chinese-language applicability. Moreover,
feature extraction has rarely been based on empirical data, and research atten-
tion to false health information characteristics on social media remains limited.
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2.3 Research on False Information Identification

Current studies have attempted to develop evaluation tools to identify false
information. DISCERN, developed by the Oxford University Health Sciences
Research Institute, is a widely used tool to help consumers identify false treat-
ment information on the internet, containing 15 key indicators related to clarity,
relevance, appropriateness, references, dates, and objectivity of treatment infor-
mation [31]. HONcode, established by the Swiss Health On the Net Foundation,
is a set of guidelines to help patients, healthcare workers, and the general pub-
lic identify false information on health websites, comprising eight evaluation
principles [32]. Some scholars have also employed machine learning methods
to identify false information. For instance, M. Ott et al. [35], S. Shojaeie et
al. [36], and J. Li et al. [37] used bag-of-words, part-of-speech, and stylistic
features to extract text from manually compiled false and authentic reviews,
constructing Naive Bayes (NBM) and Support Vector Machine (SVM) models
that achieved 84%-89.6% identification accuracy. N. Jindal and B. Liu [38-39)
used logistic regression models on Amazon datasets based on stylistic, meta-
data, and grammatical features, achieving 63%-78% accuracy. A. Mukherjee
et al. [40] employed SVM classifiers on Yelp datasets using textual features,
achieving 65.6% and 67.8% accuracy. While these methods using neural net-
works, decision trees, and logistic regression have achieved certain effects, most
current research focuses only on partial features of false information while ne-
glecting other aspects. Therefore, this study collects real social media health
data and employs a mixed-method approach combining content analysis and
statistical analysis to comprehensively investigate the overall characteristics of
false health information on social media.

3 Research Design and Implementation
3.1 Research Methods and Tools

This study adopts a non-interventional research method—content analysis—
using NVivo Plus software to extract features of false health information on
social media. Content analysis is a scientific method for inductively and deduc-
tively analyzing raw materials, enabling objective and reliable identification of
core themes through fine-grained analysis of original data [41]. NVivo Plus is a
mainstream tool for data coding analysis, and its NCapture plugin has functions
for collecting and analyzing social media data, particularly suitable for text data
acquisition and analysis [42]. Based on extracted features of false health infor-
mation on social media, this study further employs chi-square tests and analysis
of variance to reveal significant characteristics of false health information.

3.2 Sample Selection

This study selected false health information disseminated on WeChat as the re-
search sample. As a representative mainstream social media platform, WeChat
provides users with abundant health information and related services, making it
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one of China’s most influential social media platforms. Research has found that
over half of health information on WeChat is false [10], making it a representa-
tive and typical platform for this study. This study utilized the WeChat Rumor
Debunking Assistant to screen false health information. This mini-program, de-
veloped by WeChat, has been joined by over 400 authoritative institutions, gov-
ernment organizations, and mainstream media outlets (such as People’s Daily
Online, Voice of Chinese Academy of Sciences, Science Popularization China,
Dingxiang Doctor, and Guokr). Its primary purpose is to expose false infor-
mation lacking scientific basis [43]. The assistant also publishes scientifically
verified authentic health information to refute corresponding false information.
Using NCapture, the researcher collected 502 pieces of false health information
on WeChat confirmed as false between January 2018 and August 2020. During
the same period, 502 pieces of authentic health information refuting these false
claims were also collected. Additionally, health information whose authenticity
could not be determined was excluded. The researcher then reviewed all 1,004
pieces of true and false health information, saved them as PDF files, and estab-
lished a data index for each piece. The sample collection lasted two months.

Based on the World Health Organization’s (WHO) classification of health top-
ics [44], two researchers jointly categorized the theme of each piece of true and
false health information. The data were ultimately classified into three themes:
(1) Food safety (31.3%), including food additives, genetically modified foods,
and food combinations; (2) Common diseases (27.7%), including influenza, vac-
cines, hypertension, diabetes, and heart disease; and (3) Health and wellness
(41.0%), including health regimens, fitness and weight loss, and maternal care.
Since authentic and false health information were paired, they shared the same
themes, with each theme containing equal numbers of true and false messages
(50% each).

3.3 Data Coding

Based on the International Federation of Library Associations and Institutions
(IFLA) 2016 information chart “How To Spot Fake News” [45], this study con-
structed a coding framework for false health information features on social me-
dia. The IFLA chart was developed to help the general public identify false
information in media, considering information authenticity from eight aspects:
considering news sources, reading in full, checking author information, examin-
ing arguments, verifying dates, checking if it’s a joke, checking personal biases,
and consulting experts. To ensure coding accuracy, the researcher adapted
the IFLA framework to the research context, appropriately summarizing fea-
tures from the chart. “Checking author information” and “verifying dates”
revealed the “metadata deficiency” feature; “considering news sources” revealed
the “source ambiguity” feature; “reading in full” revealed the “incomplete in-
formation” feature; “arguments” revealed the “lack of verification” feature; and
“is it a joke” revealed the “exaggerated facts” feature. The features “checking
personal biases” and “consulting experts” were not directed at the false infor-
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mation itself and were therefore excluded. This resulted in five key features:
source ambiguity, incomplete information, metadata deficiency, lack of verifi-
cation, and exaggerated facts, which formed the initial coding framework (see
Table 1 ).

Since the IFLA chart was developed in an English-language context and may
not be fully applicable to Chinese contexts, and since this study focuses on
health information on social media rather than general media information, the
coding process was not limited to existing features in the framework. To ensure
scientific rigor, the researcher followed J.M. Corbin and A. Strauss’s procedural
coding method [46], conducting open coding, axial coding, and selective cod-
ing. Since this study required comparative analysis between false and authentic
health information features to identify key characteristics of false health infor-
mation on social media, authentic health information was analyzed using the
same coding method, with features coded separately.

Two coders performed the coding. To ensure reliability, 20% of the data were
randomly selected for dual coding, yielding a Cohen’s kappa coefficient of 0.82,
indicating high inter-coder consistency [47]. The remaining 80% of data were
randomly divided into two groups for separate coding. Disagreements during
coding were resolved through group discussions to select the feature most rele-
vant to the research topic.

Phase I (Code I) Open Coding: Researchers reviewed each piece of health
information line by line in NVivo Plus. Through careful examination of raw ma-
terials and repeated induction, with slight vocabulary standardization, 29 initial
categories and 4,478 coding reference points were extracted, including unclear
sources, incomplete content, missing author information, lack of scientific basis,
exaggerated efficacy, immoderate tone, impersonation of authoritative media,
terminology abuse, spelling errors, claims of breaking news, and fabricated cases.

Phase II (Code IT) Axial Coding: Researchers mapped the 29 initial cate-
gories to the false health information feature coding framework based on logical
relationships between subcategories and main categories, ultimately forming 11
main categories. These included features from the coding framework (source
ambiguity, incomplete information, metadata deficiency, lack of verification, ex-
aggerated facts) and newly developed features beyond the framework (improper
tone/language, false authority, terminology packaging, format confusion, infor-
mation inducement, and fabricated information).

Phase III (Code III) Selective Coding: Researchers used meaning con-
struction to integrate and focus the main categories [48], merging the 11 main
categories into three core categories: surface features, semantic features, and
source features. Surface features refer to information format correctness, includ-
ing metadata deficiency and format confusion. Semantic features refer to infor-
mation content accuracy, including incomplete information, exaggerated facts,
improper tone/language, terminology packaging, information inducement, and
fabricated information. Source features refer to information source credibility,
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including source ambiguity, lack of verification, and false authority.

The coding visualization is shown in Figure 1 [Figure 1: see original paper],
where different branch colors represent coding for different false health informa-
tion features, branch width represents coding proportion (source features 31.2%,
semantic features 49.6%, surface features 19.2%), flow direction represents re-
lationships between coding nodes, and adjacent vertical line areas represent
coding phases (Code I, Code II, Code III). This figure intuitively reflects the
coding process and relationships of false health information features on social
media.

3.4 Theoretical Saturation Test

After three-level coding, the features of false health information on social media
were basically determined. To ensure theoretical saturation, researchers ran-
domly selected 30 new pieces of false health information 10 consecutive times
for coding using the same rules and procedures [49]. No new coding categories
or relationships emerged, indicating that the features of false health information
on social media had been fully captured and theoretical saturation was achieved.

4 Data Analysis

Through data coding, this study extracted false health information features
from social media with 3 dimensions, 11 main features, and 29 sub-features. To
more precisely identify significant features of false health information on social
media, the researcher %it7 BREREBEFREEMAEFHILE LHHEIBHMH, with
data summarized in Table 2 . In Table 2, F represents false health information,
T represents authentic health information, values outside parentheses represent
frequencies of false features, and values inside parentheses represent proportions
of false feature occurrences.

Based on this, chi-square tests were used to identify significant features of false
health information within the same theme, and analysis of variance was used to
compare significant features across different themes.

4.1 Analysis of Significant Features of False Health Information
Within the Same Theme

Chi-square tests were conducted for each feature within the same theme (see
Table 3 ) to test whether significant differences existed between true and false
health information features for the same social media health topic. In this
study, when the approximate probability value (p-value) corresponding to the
2 statistic was less than the significance level («=0.05), true and false health in-
formation features were considered significantly different. Results showed that
for food safety, common diseases, and health and wellness themes, significant
differences existed between true and false health information features. Surface
features, semantic features, and source features, along with their sub-features,
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could effectively distinguish false from authentic health information. If social
media health information exhibited prominent characteristics across these fea-
ture dimensions, it could be identified as false health information.

4.2 Analysis of Significant Features of False Health Information
Across Different Themes

Analysis of variance was used to test whether significant differences existed in
false health information features across different themes. Results (see Table 4 )
showed that features including “metadata deficiency,” “exaggerated facts,” “im-
proper tone/language,” “terminology packaging,” “information inducement,”
“fabricated information,” “source ambiguity,” “lack of verification,” and “false
authority” exhibited significant differences across different themes. Post-hoc

comparisons revealed that:

9w
1

e The food safety theme (Group 1) showed more significant “terminology
packaging” features (p;,,=.000**, p,,;=.011) compared to other themes,
frequently using professional terms or pseudo-concepts like “hormone-
induced growth technology,” “azodicarbonamide,” and “aspartame” to
create a false appearance of professionalism that confuses users.

e The common diseases theme (Group 2) showed more significant “exagger-
ated facts” features (p;,,=.000%*, p,,s=.039) compared to other themes,
commonly using phrases like “shocking the world,” “number one miracle

cure,” “anti-cancer star,” and “radical cure” to claim extremely high cure
rates.

e The health and wellness theme (Group 3) showed more significant
“metadata deficiency” (p;,3=.000, p,,3=.043) and “false authority”
(pP1,3=-000*, p,y,;=.008**) features compared to other themes, often
lacking important information such as “author name,” “publication date,”
“reviewer,” and “copyright statement,” while frequently using titles like
“Nobel Prize winner,” “chief scientist,” and “academician” to conduct
false advertising for health products.

4.3 Construction of a Feature Checklist for False Health Information
on Social Media

Based on chi-square tests and analysis of variance, this study identified sig-
nificant features of false health information on social media. Building on these
significant features, the researcher constructed a feature checklist for false health
information on social media to provide users with useful references for better
identification (see Table 5 ). The checklist primarily consists of feature dimen-
sions, main features, sub-features, and related recommendations for false health
information on social media. Users can apply these key features and recommen-
dations to comprehensively evaluate health information on social media.
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5 Research Conclusions and Implications

This study collected 1,004 pieces of empirical data from social media networks,
extracted 11 main features of false health information using content analysis,
and integrated and clustered them into three dimensions: surface features,
semantic features, and source features. Among these, “metadata deficiency,”
“exaggerated facts,” “information inducement,” “incomplete information,” “im-
proper tone/language,” “source ambiguity,” “lack of verification,” and “false
authority” were important features of false health information on social media,
while “format confusion,” “fabricated data,” and “terminology packaging” were
secondary features.

Building on this, chi-square tests identified surface features, semantic features,
and source features as significant characteristics for distinguishing false from
authentic health information within the same theme. Analysis of variance iden-
tified “metadata deficiency,” “exaggerated facts,” “terminology packaging,” and
“false authority” as significant features across different themes. Specifically, food
safety-related false health information on social media exhibited more prominent
“terminology packaging”; “exaggerated facts” were significant features for com-
mon disease-related false health information; and health and wellness-related
false health information showed significant “metadata deficiency” and “false
authority” features. These findings will facilitate automatic identification of
theme-specific false health information. Ultimately, this study constructed a
feature checklist for false health information on social media, which not only
provides theoretical support for measuring false health information features but
also enables social media platforms to build automatic filtering mechanisms for
false health information.

Compared with existing research [6, 51-52], this study makes three theoretical
contributions: (1) While previous studies mostly used interventional methods
such as interviews, expert consultation, and surveys to evaluate online health
information features—methods that " ANHRIMREER to varying degrees and
make it difficult to objectively reflect authentic evaluation results—this study
employed non-interventional methods to scientifically analyze authentic social
media health data, forming a more reliable feature checklist; (2) This study
focused on grammatical, semantic, and pragmatic features of false health in-
formation on social media, providing an informatics research perspective for
measuring false health information features; (3) This study explored features of
theme-specific false health information in social media environments, identify-
ing “metadata deficiency,” “exaggerated facts,” “terminology packaging,” and
“false authority” as significant features for different themes, which has received
little attention in previous research.

In practical terms, this study provides not only an effective tool for social me-
dia users to identify false health information but also a viable approach for
social media service providers to discriminate false health information. For so-
cial media users, the naming of false health information features in this study
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originates from relevant original statements, intuitively revealing characteristics
of false health information. Users can actively identify false health information
they encounter by referring to the feature checklist, reducing the risk of serious
medical consequences from believing false information. Additionally, users can
improve their health information literacy and identification abilities by learning
and mastering these features. For social media service providers, the feature
checklist constructed in this study provides empirical support for platform man-
agers to screen and remove false health information and theoretical support
for building automatic early warning and filtering mechanisms based on this
framework, thereby curbing the spread of false health information at its source.
Meanwhile, publishers of health information on social media can also use this
checklist to improve the surface, semantic, and source features of the health
information they disseminate, thereby comprehensively improving the quality
of health information on social media platforms.

Despite these contributions, this study has several limitations. First, the feature
checklist for false health information on social media is still in a preliminary ex-
ploration stage. Given the dynamic nature of social media health information,
the checklist should be continuously improved and optimized in future practi-
cal applications. Second, this study was based on the WeChat platform, and
whether its conclusions apply to other social media platforms requires further
comparative research. Finally, this study only focused on feature identification
of false health information on social media without considering identification
effectiveness. Future research will consider applying machine learning to so-
cial media health information datasets based on these false information features
to more accurately identify false health information on social media, thereby
deepening and extending the findings of this study.
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