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Abstract

[B#9/EX] Scientific data security is a complex and dynamic concept encom-
passing sovereignty security, property rights security, and sharing security,
among which property rights security constitutes a crucial prerequisite for
both sovereignty security and sharing security. Against the backdrop of the
absence of data property rights legislation in China, employing intellectual
property rights—which exhibit intersecting relationships with scientific data
property rights under existing law—as an entry point to analyze property
rights relationships in scientific data security management holds significant
importance.

[5%/327%2] Addressing the issues of absent property rights, deficient sovereignty,
and hindered sharing of scientific data, this study utilizes legal norm analysis as
its foundation, applies legal interpretation methods to examine the relationship
between intellectual property rights and scientific data, clarifies that property
rights represent a key measure for resolving scientific data security concerns,
and explores potential solutions by incorporating domestic and international
practical cases.

[#532/453¢] Regarding property rights issues, intellectual property rights should
serve as the foundation, supplemented by contracts, to safeguard the property
rights security of scientific data through clauses on rights attribution, licensing
authorization, confidentiality, and benefit distribution. Regarding sovereignty
issues, a top-level national design for scientific data management should be con-
structed to enhance data sovereignty awareness, and institutional-level policies
for scientific data management and sharing should be established to prevent
unauthorized data outflow. Regarding sharing issues, obstacles to rights in the
open sharing of scientific data should be cleared based on the characteristics of
different types of intellectual property rights, and open sharing of scientific data
should be realized through licensing agreements.
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Abstract: [Purpose/Significance] Scientific data security is a complex and dy-
namic concept encompassing sovereignty security, property rights security, and
sharing security, with property rights security serving as a crucial prerequisite
for both sovereignty and sharing security. Against the backdrop of China’s
absence of data property rights legislation, analyzing the property rights rela-
tionships in scientific data security management through the lens of intellec-
tual property rights—which intersect significantly with scientific data property
rights under current law—holds great significance. [Method/Process] Address-
ing the problems of absent property rights, deficient sovereignty, and obstructed
sharing in scientific data, this study employs legal norm analysis and interpre-
tation methods to clarify the relationship between intellectual property and
scientific data, identifies property rights as the key to resolving scientific data
security issues, and explores potential solutions by examining domestic and
international practices. [Result/Conclusion] Regarding property rights, intellec-
tual property rights should serve as the foundation, supplemented by contracts,
to safeguard scientific data property rights security through ownership clauses,
licensing clauses, confidentiality clauses, and benefit distribution clauses. Re-
garding sovereignty, top-level national design for scientific data management
should be constructed to enhance data sovereignty awareness, and institutional-
level scientific data management and sharing policies should be established to
prevent illegal data outflow. Regarding sharing, legal barriers to open sharing
of scientific data should be removed according to the characteristics of differ-
ent types of intellectual property rights, and open sharing should be realized
through licensing agreements.

Keywords: scientific data; intellectual property; contracts; data security

In the data era, data defines, connects, and transforms everything. Scientific
research activities have also generated massive amounts of data. The research
paradigm has evolved from “empirical science” that describes natural phenom-
ena, to “theoretical science” that uses models or induction, to “computational
science” that simulates complex phenomena, and now to “data exploration” that
integrates theory, experiment, and simulation [1-2], forming a data-intensive
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scientific discovery paradigm. Data from the European Large Hadron Collider
confirmed the existence of the Higgs boson; genomic big data provides new
opportunities for genomics research; and spatiotemporal big data plays a ma-
jor role in global environmental change research [3]. “Data-driven science” has
become a trend. As a strategic core resource [4-5], scientific data is a crucial
resource for countries to gain or maintain their research advantages. In China,
scientific big data serves as a cornerstone of the national big data strategy [6] and
is regarded as an “important strategic resource” with “the fastest dissemination
speed, widest influence, and greatest development potential” [7-8]. Its security
issues have therefore attracted widespread attention, particularly concerning
property rights, sovereignty, and sharing security. Given that China has not
yet legislated on data property rights, this paper attempts to use intellectual
property rights—which have substantial overlap with scientific data property
rights under current law—as an entry point, employing legal norm analysis and
interpretation methods to analyze the property rights relationships in scientific
data security management.

1 Literature Review on Scientific Data Security Issues

Data refers to symbols that record and can identify objective events. In com-
puter science, data means all symbols that can be input into computers and
processed by computer programs [9]. Scientific data (Research Data or Scien-
tific Data), also known as scientific and technological data [10], has been defined
differently by scholars such as Chen Chuanfu [11] and Wang Xueqin [12], as well
as various research institutions [13-19]. To avoid ambiguity, this paper specif-
ically defines scientific data as symbols that record and can identify objective
events, obtained and used in scientific research activities, including both original
data and derived data.

Data security has different connotations across various dimensions. From an
institutional perspective, it refers to protecting data from loss, leakage, illegal
acquisition, modification, utilization, and damage through systems. From a
morphological perspective, it concerns data storage and transmission security.
From a content perspective, it involves hardware, software, system, and content
security. From a subject perspective, it encompasses national, social, enterprise,
and individual data security [20]. From an operational perspective, it refers to
data integrity and utilization security [21]. From foreign legislative practice,
confidentiality, integrity, and availability are generally considered the three es-
sential elements that data security must satisfy [22]. From the perspective of
national-level legislation in China, neither data security nor scientific data secu-
rity has been defined.

Chinese scholars have explored scientific data security issues based on confiden-
tiality, integrity, and availability, proposing security measures. Li Shanqing et
al., from a technical perspective, suggest using integrity verification, access con-
trol, data encryption, privacy protection, and security auditing technologies to
strengthen scientific data security [23]. Yang Yan et al., from a behavioral per-
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spective, propose safeguarding data security by establishing behavioral norms
for researchers throughout the processes of scientific data generation, collection,
storage, description, analysis, utilization, and archiving [24]. Xiao Dongmei et
al., from a subject perspective and in combination with cloud environments,
suggest responding to scientific data security risks by developing cloud secu-
rity industries, constructing data protection legal systems, and implementing
government data supervision [25]. Sheng Xiaoping et al., from a governance
perspective, point out that scientific data security governance requires multi-
ple measures including strengthening legislation, formulating policies, building
standards, creating systems, leveraging technology, and constructing institu-
tional mechanisms [22]. Liu Guifeng et al., from a management perspective, em-
phasize constructing a scientific data security framework from “institutional,”
“infrastructure,” “data literacy,” and “implementation” layers based on the sci-
entific data lifecycle [26]. These studies interpret scientific data security from
different perspectives and offer profound insights for promoting scientific data
security development in China. However, they mostly focus on discussing vari-
ous measures while lacking analysis of the legal basis and rights foundation for
each measure. Even when legal analysis is involved, the interpretation tends to
focus on the normative level (what the law should be) rather than the positive
level (what the law actually is).

Foreign research and practice attach greater importance to maintaining scien-
tific data security from a property rights perspective. Related research explains
the important value of intellectual property rights and contracts for secure data
sharing [27] and plays a significant role in protecting researchers’ rights and
recognizing their contributions [28]. Harvard University uses scientific data
property rights policies under the intellectual property framework as an impor-
tant support for ensuring its scientific data security [29]; Cornell University
emphasizes managing data property rights from a copyright perspective [30];
the Finnish Social Science Data Archive uses copyright and contracts for scien-
tific data property rights management [31]; and the European Molecular Biology
Laboratory’s public database (EMBL-EBI) even directly warns users in its terms
of use to pay attention to data property rights issues, particularly the legal un-
certainty regarding data property rights that may interfere with scientific data
reuse [33].

Given that possessing data control and analytical capabilities are important
aspects of scientific data security, and that such capabilities are premised on
actual control of scientific data, the direct legal basis for actual control is prop-
erty rights in data. This paper attempts to use intellectual property rights—the
rights closest to data interests under current law—as an entry point to analyze
property rights, sovereignty, and sharing issues in scientific data, hoping to fill
the research gap in this aspect of scientific data security management.
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2 Challenges in Scientific Data Property Rights Manage-
ment

2.1 The Problem of Absent Property Rights in Scientific Data

Who owns, uses, and benefits from scientific data concerns the property rights
system for scientific data. The lack of a property rights system leading to unclear
and lost property rights is the core issue in China’s scientific data security
management.

2.1.1 Absence of Property Rights Leads to Unclear Ownership The
absence of data property rights legislation in China means there is no legal
basis for determining ownership and distribution of data property rights. Arti-
cle 127 of China’s Civil Code includes data within its scope of protection, but
this provision is merely a reference norm, leaving data property rights in a leg-
islative vacuum. In 2018, the General Office of the State Council issued the
“Administrative Measures for Scientific Data,” which clarified principles and re-
sponsibilities for scientific data management but did not address the property
rights system, leaving scientific data property rights without top-level design.
In judicial practice, Chinese courts often use the Contract Law and Anti-Unfair
Competition Law to resolve data property rights issues, but both approaches
have limitations. Regarding Contract Law, on the one hand, contract reme-
dies presuppose an existing contract, while scientific data collection, processing,
sharing, and utilization often rely on institutional policies, industry guidelines,
or academic ethics rather than comprehensive and rigorous contractual arrange-
ments. On the other hand, given the relativity of contracts, they generally do
not bind third parties outside the contract, making contracts alone insufficient
to address infringement by third parties. Regarding the Anti-Unfair Competi-
tion Law, on the one hand, it only applies to market competition entities, while
scientific data is not necessarily related to market competition. On the other
hand, the law does not characterize data property rights disputes as unfair com-
petition acts; courts often use Article 2, the “general clause,” to handle data
property rights issues. However, the general clause lacks specific applicable re-
quirements and damage consequences, making it highly uncertain for resolving
data property rights issues.

2.1.2 Unclear Ownership Leads to Loss of Property Rights The loss
of scientific data property rights manifests in three aspects: first, scientific data
is not properly preserved; second, scientific data is improperly disclosed; and
third, scientific data is incorporated into others’ rights control scope. First, the
absence of a property rights system makes it difficult to form strong control over
the possession, circulation, and use of scientific data through exclusive rights.
Therefore, proper data preservation is the direct way to actually control data
and the basic condition for subsequent development, utilization, exchange, and
transaction. Scientific data not properly preserved means losing actual control,
leading to data loss. As early as 2008, China’s scientific research administrative
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departments proposed mandatory archiving of scientific data formed in national
projects, indicating that relevant departments were already aware that scientific
data generated by research projects funded by large amounts of public funds
were not properly preserved and were being damaged, lost, or flowing abroad [8].
Second, the absence of a property rights system forces some important data to
be protected as trade secrets. Protecting scientific data as trade secrets requires
the data to possess secrecy, confidentiality, and value. Once data is disclosed,
it loses its secrecy and is no longer protected, which directly blocks scientific
communication such as data publication alongside papers, data publication as
data papers, and open data sharing. Third, the absence of a property rights
system means that once scientific data is compiled into others’ rights scope, it
becomes others’ rights. For example, when scientific data is compiled into a
database in which others hold copyright, it becomes part of others’ database
works. Similarly, when data is incorporated into others’ patented technical
solutions, it becomes part of others’ patent rights. In such cases, reusing this
scientific data is constrained by others’ rights.

2.2 The Problem of Deficient Sovereignty in Scientific Data

Scientific data sovereignty reflects a state’s control capability and jurisdictional
power over scientific data. A state’s claim to sovereignty is premised on its na-
tionals’ actual possession of data or enjoyment of data property rights. For data
that is neither actually possessed nor under property rights control, the state
lacks legal basis to claim sovereignty. Therefore, data sovereignty is the foun-
dation and prerequisite for realizing data property rights, while data property
rights provide a strong basis for maintaining data sovereignty [34]. In China, sci-
entific data sovereignty issues manifest as sovereignty deficiency caused by prop-
erty rights absence, specifically shown in the outflow of scientific data abroad.

Scientific data outflow has attracted scholars’ attention [35-36]. Existing re-
search shows that scientific data outflow is mainly reflected in three aspects:
first, the “siphon” effect of foreign academic journals, data journals, data plat-
forms, and data centers is evident; second, cross-border data transmission in
international scientific cooperation is non-compliant and illegal; third, cloud
storage and computing make national boundaries increasingly blurred, posing
challenges to data sovereignty. For example, submission policies of some top
foreign academic journals require authors to submit data supporting their pa-
pers to designated databases (usually foreign databases), and researchers must
comply to publish [37]. Similarly, some well-known foreign scientific data plat-
forms or data centers are attracting Chinese scientists to store their data on
these platforms [37]. Taking China’s life and health big data as an example,
Chinese scholars have published numerous SCI papers, most of whose data can
only be submitted to internationally renowned databases such as NCBI and
EBI. Over 25% of data in the NCBI database comes from China. Due to the
lack of top-level design in scientific data management in China, such scientific
data is seriously lost [38]. Finally, if scientific data is not archived in designated
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domestic institutions, with the wide application of cloud technology, users can
store and access cloud data via the Internet, but the ones who truly control the
data are cloud storage service providers. Once cloud services are terminated for
various reasons, the data may also be lost.

The security issues caused by massive scientific data outflow cannot be under-
estimated. First, massive outflow affects the security of scientific data itself. It
creates obstacles for Chinese scientists to reuse such data, such as being con-
strained by others’ intellectual property rights (e.g., copyright, database rights,
patent rights) or being subject to others’ policy conditions (e.g., requiring com-
plex and lengthy ethical reviews, being forced to accept unreasonable and overly
strict usage conditions). Second, massive outflow affects the security of scientific
data utilization. Scientific and technological knowledge occupies a prominent
position among various production factors, and its destructive power can pose
great risks if improperly used by extremists [39]. For example, using genetic
data and technology to amplify genetic defects in certain ethnic groups [40].

2.3 The Problem of Obstructed Sharing in Scientific Data

Research is not an island; data lives through flow, and data sharing is the foun-
dation of science [41]. “Scientific data resources are important national wealth
and productive forces; scientific data must be made to flow and be shared and
applied” [8]. As early as 2001, China’s Ministry of Science and Technology
proposed the suggestion of “implementing a scientific data sharing project to
enhance national scientific and technological innovation capability,” and scien-
tific data sharing projects in various fields were subsequently launched [42]. To
date, China has achieved remarkable success in scientific data sharing, but fur-
ther development remains constrained by root issues in culture, mechanisms,
and technology [43]. Abroad, even NIH, considered a successful model of sci-
entific data sharing, acknowledges in its latest data sharing policy that legal,
ethical, and technical factors constrain the ability to preserve and share data
[32].

The absence of property rights is one of the main obstacles to scientific data
sharing, such as the difficulty in defining intellectual property rights [44] and the
conflict between the exclusivity of intellectual property rights and the sharing
nature of scientific data [45]. This paper argues that the absence of a property
rights system hinders scientific data sharing for three reasons: first, scientific
data holders worry that open sharing will lose control over data access and their
competitive research advantage [22]; second, the effectiveness of data reuse is
disrupted because data ownership uncertainty can easily lead to disputes; third,
contributors to scientific data do not receive proper recognition, thereby losing
potential opportunities to enhance influence and obtain research funding or
awards. As a result, while China’s total database resources rank among the
world’s top, the sharing and utilization efficiency is extremely low, lacking large-
scale, high-quality data centers that lead internationally; databases cited more
than 500 times are rare, and those cited more than 1,000 times are nonexistent
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[38].

Data that should be shared but is not creates resource waste; data that should
not be shared but is shared illegally affects data security. In 2015, BGI and
Huashan Hospital of Fudan University illegally shared China’s genetic data
in international cooperative research with Oxford University [46-47]; in 2016,
Suzhou WuXi AppTec illegally shared China’s serum data with foreign parties
[48]. These incidents not only caused data loss but also sounded the alarm
for data sharing security. Therefore, some scholars point out that “science has
no borders, but scientific data has borders. Balanced and moderate openness,
maintaining the legitimate boundaries of scientific data openness, and estab-
lishing security review mechanisms for data sharing and foreign exchange are
also important issues in scientific data open sharing” [49]. Thus, while shar-
ing scientific data is a trend, it does not mean abandoning property rights and
sovereignty. Clarifying property rights and asserting sovereignty are important
for ensuring secure sharing of scientific data.

3 Using Intellectual Property as the Core Means to Ensure
Scientific Data Property Rights Security

3.1 Using Intellectual Property Rights to Define Scientific Data Prop-
erty Rights

The key to ensuring scientific data security is enhancing actual control over
scientific data. Clarifying property rights, asserting sovereignty, and preventing
illegal sharing will help strengthen the initiative and dominance in controlling,
developing, and disseminating scientific data, gaining competitive advantages
in international scientific research games. Under the current absence of a data
property rights system, using intellectual property as a foundation to define
the boundaries of scientific data property rights is a feasible measure. Under
China’s current legal environment, three types of intellectual property rights
can serve as the basis for scientific data protection: copyright, patent rights,
and trade secrets.

3.1.1 Using Copyright as the Basis for Defining Scientific Data Prop-
erty Rights Copyright is an important right type for granting property rights
to scientific data. Under China’s Copyright Law, protection can be provided at
three levels: first, data can be given original expression to obtain copyright pro-
tection. For example, drawings or photographs can reflect originality through
composition, lighting, and focus, allowing the corresponding drawings or pho-
tos to obtain copyright. Otherwise, raw observation and experimental data
belong to “facts” and are not protected by copyright. Second, copyright can be
obtained through original selection and arrangement of data. For instance, if
researchers demonstrate originality in selecting field names and arranging their
order, even data in Excel spreadsheet form will receive compilation work copy-
right, but the copyright is limited to the dataset level and does not extend to the
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data content itself. This means that if another researcher rearranges these data
with different field names, it does not infringe the original dataset’s copyright.
Third, interpretations of data, data visualizations, metadata, and other prod-
ucts with sufficient originality can obtain copyright. Creating visualizations,
graphics, charts, pictures, or other products “processed” from scientific data
typically involves the processor’s original expression and thus receives copyright
protection, such as “black hole photos.”

3.1.2 Using Trade Secrets as the Basis for Defining Scientific Data
Property Rights Scientific data that constitutes secret information can be
protected as trade secrets. According to China’s Anti-Unfair Competition Law,
trade secrets must possess secrecy, confidentiality, and value. Therefore, scien-
tific data creators or controllers must adopt appropriate protective measures to
keep data in a secret state to protect it as trade secrets. In practice, physical
controls (e.g., access control) or technical controls (e.g., encryption or password
protection) are typically used to protect the secret status of scientific data.
Additionally, data secrecy and confidentiality can be guaranteed through confi-
dentiality agreements. It should be noted that protecting scientific data as trade
secrets conflicts with open sharing of scientific data, as open sharing means los-
ing trade secret rights.

3.1.3 Using Patent Rights as the Basis for Defining Scientific Data
Property Rights When scientific data has practical utility, it may consti-
tute part of a patent or be patentable itself, such as genetic data or related
patents. There are two ways to protect scientific data through patent rights:
first, applying for a patent to include scientific data within the patent’s pro-
tection scope. For such data that can constitute a patent or part of a patent,
it is necessary to ensure the data is not disclosed. Confidentiality agreements
should be established before obtaining the patent, and data should be strictly
disclosed to specific parties according to the confidentiality agreement to prevent
the data from becoming prior art due to public disclosure. Second, preventing
others from applying for patents. Some researchers want their data to be free
from legal restrictions, including patents, so that data can continue to be shared
and reused. In this regard, publishing data to the public domain is sufficient
to make the relevant data prior art, thereby preventing others from successfully
applying for patents. However, even when data is publicly released, others may
still use the disclosed data as part of their patent application technical solutions.
If the invention is granted patent rights, the subsequent patent rights may be
sufficient to prevent the actual use of that portion of scientific data constitut-
ing the invention [50-52]. In practice, contracts are generally used to prevent
scientific data from being restricted by such patent rights. For example, publish-
ing data through online databases requires users accessing the database to sign
a “click-to-agree data use agreement,” which can prohibit patent applications
based on certain data or allow patent applications on the condition that the
patent is not restrictive and must permit further use of the data. Alternatively,
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agreements can stipulate that inventions or designs obtained using scientific
data must license the included scientific data to others for free use according to
open licensing agreements such as “CC licenses” [53-54].

3.2 Using Contracts to Perfect Scientific Data Property Rights Ar-
rangements

Although scientific data can be brought within the protection scope of intellec-
tual property rights such as copyright, patent rights, and trade secrets through
certain forms, intellectual property rights and scientific data security have a
cross-cutting rather than overlapping relationship. Intellectual property rights
cannot cover all scientific data, and the property rights boundaries of scientific
data need to be further clarified through contracts, as shown in Figure 1 [Fig-
ure 1: see original paper]. Confidentiality agreements, licensing agreements, and
access agreements are basic contract types for protecting scientific data security.

Confidentiality agreements protect confidential data by agreeing on confidential-
ity obligations and measures to control information disclosure, thereby keeping
relevant data in a secret state. Confidentiality agreements typically need to spec-
ify the rights holder of confidential information, what is considered confidential,
the permitted scope of information use, obligations imposed on the disclosing
party, and consequences for non-compliance.

Licensing agreements grant others permission to process databases or datasets
and are key to secure sharing of scientific data. Without licensing, database
managers cannot legally copy and provide any scientific data or datasets pro-
tected by exclusive rights to the public, nor can users use or process data in
other ways. Achieving secure sharing of scientific data requires at least two
licensing agreements: first, authorization from data rights holders to platforms
(mostly databases) for storing and providing data; second, authorization from
data rights holders to end users for using data. Licensing agreements can spec-
ify restrictions on license duration, licensed rights, geographical scope, and pur-
poses.

Access agreements are typically used where researchers or research organizations
can control data storage. Access agreements usually include: the scope of data
to be accessed; the scope of personnel permitted to access data; whether ac-
cess rights can be transferred to third parties (data providers generally declare
that transfer is not allowed); whether accessed data is restricted in purpose
(e.g., data cannot be used for commercial purposes, or commercial use requires
compensation to data creators); disclaimers (data providers are not responsible
for any errors in data); and consequences for access parties’ non-compliance.
Additionally, access agreements serve an important function—when data loses
its secrecy and confidentiality agreements cannot control data access and use,
access agreements can be used to control others’ access and use of data.
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4 Management and Policy Recommendations
4.1 Strengthening Scientific Data Property Rights Management

Using intellectual property rights as a foundation and contracts as a supplement
to protect scientific data property rights security can be achieved by designing
scientific data ownership clauses, licensing clauses, confidentiality clauses, and
benefit distribution clauses.

4.1.1 Distinguishing Between Basic Data and Derived Data in Own-
ership For basic data, it should be clear who owns the content of basic data,
the database, and all algorithms contained therein. Failure to declare this in ad-
vance leaves an obvious contractual loophole—ownership of relevant data may
be challenged, such as the other party claiming the database is not legally pro-
tected. For derived data generated from secondary use of basic data, failure
to clarify ownership not only affects the basic data owner’s ability to authorize
other parties but also causes data reusers’ investment in data development to be
wasted. Therefore, data reuse agreements can negotiate whether derived data
belongs to the licensor, licensee, or is co-owned. Regardless of the ownership
arrangement, care must be taken to avoid merging data owned with data merely
authorized, otherwise one may inadvertently transfer one’s own data to others.

4.1.2 Clarifying Authorization Types, Scope, and Limitations For li-
censors, consideration should be given to how to authorize data, such as exclu-
sive licenses, sole licenses, or ordinary licenses. In some cases, the licensee’s
technology cannot achieve data development and utilization, and the licensee
may wish to grant sublicenses to third parties to assist in data development.
In this regard, licensors can restrict the licensee’s sublicensing, stipulating that
sublicensing is only for the licensee’s benefit and only on the licensee’s behalf.
Additionally, since different datasets have different usage restrictions, data merg-
ing brings new risks. Therefore, licensors should also consider whether to allow
licensees to merge licensed data with any other unauthorized data. Finally, to
avoid omissions, licensors can stipulate that licenses for relevant data are lim-
ited to the authorization scope listed in the agreement, with all unlisted rights
remaining with the licensor.

For licensees, they should first clarify whether authorization clauses can and
how they can enable them to achieve currently envisioned and future foreseeable
goals. If the licensee obtains an ordinary license, they need to consider whether
to require the licensor not to re-license the data to the licensee’s competitors,
because once competitors master the same data, the licensee’s competitiveness
will be affected.

4.1.3 Setting Confidentiality Clauses in Data Access and Reuse Agree-
ments Proper confidentiality clauses should at least include: first, requiring
all parties to acknowledge data secrecy and not disclose it without explicit au-
thorization; second, requiring all parties to adopt confidentiality measures for
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data, such as deploying corresponding physical, management, and technical pro-
tective measures, to maintain data secrecy; third, limiting the licensee’s ability
to grant sublicenses, such as requiring the licensee to only provide data they
have the right to disclose to third parties and requiring third parties to bear the
same confidentiality obligations as between licensor and licensee.

4.1.4 Balancing Interests Between Data Owners and Data Reusers
Both scientific data itself and its development and utilization have significant
value and are resource-intensive work requiring substantial investment and re-
sources. Therefore, a licensing fee distribution mechanism is crucial for main-
taining balance. On the one hand, licensing fees cannot be too high, so that
new licensees will continuously join the data development ecosystem. On the
other hand, licensing fees cannot be too low, to ensure that licensors receive
returns on their data investment. Benefit distribution design should maintain a
balance that neither excessively raises entry costs for data development and uti-
lization, causing related R&D to stagnate, nor excessively reduces data owners’
profit expectations, making them unwilling to continue collecting, maintain-
ing, and providing data. Specific measures can include innovative licensing fee
payment models, such as establishing prepayment models, installment payment
models, and setting sublicensing profit-sharing clauses. Additionally, data de-
velopment and utilization require not only substantial investment but also con-
siderable time. Once developers become dependent on data, a “seller’s market”
is formed, and the possibility of developers obtaining data at reasonable costs
will be greatly reduced. Therefore, it is necessary to include price protection
clauses in licensing fee terms, such as requiring data owners not to increase li-
censing fees within a fixed period; if fees are increased after the fixed period,
sufficient written notice must be given, and the fee increase must not exceed a
certain percentage.

4.2 Enhancing Scientific Data Sovereignty Awareness

4.2.1 Constructing National-Level Top-Level Design for Scientific
Data Management and Emphasizing Data Property Rights Security
Formulating national principles for scientific data property rights management
at the national level is an effective experience in foreign scientific data man-
agement. For example, the Australian Research Council (ARC), together with
the Australian Government Department of Industry, Science and Resources
and IP Australia, formulated the “National Principles of Intellectual Property
Management for Publicly Funded Research,” emphasizing maximizing national
interests and return on investment in public research [55]. Similarly, the OECD
Committee for Scientific and Technological Policy’s “Declaration on Access to
Research Data from Public Funding” emphasizes that scientific data access
mechanisms should fully attend to national security, privacy, and trade secret
requirements under domestic law, and clarify the main responsibilities of all
parties involved in data activities [56].
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4.2.2 Establishing Institutional-Level Scientific Data Management
and Sharing Policies to Avoid Illegal Data Outflow Institutions can
establish scientific data management and sharing policies according to data
categories as appropriate. For example, the World Health Organization (WHO)
has formulated separate “Data Sharing Policy for Public Health Emergencies”
[57] and “Data Sharing Policy for Non-Public Health Emergencies” [58].
Simultaneously, institutions should stipulate scientific data localization storage
and other security management measures in their data management and
policies. For instance, the U.S. National Institutes of Health (NIH) strongly
encourages using its established repositories to preserve and share scientific
data in its latest data management policy and requires researchers to explain
in data management plans how to manage scientific data generated by research
projects and which scientific data and accompanying metadata to share [59].

4.3 Promoting Open Sharing of Scientific Data

4.3.1 Using Licensing Agreements to Achieve Secure Sharing of Sci-
entific Data Licensing agreements can apply in two situations: first, when
one or more intellectual property rights cover scientific data, rights holders can
authorize others to reuse data through licensing agreements. Second, although
scientific data is not within the protection scope of intellectual property rights—
for example, large sensor data collections arranged in chronological order—the
acquisition of such data requires access to or download from data platforms as-
sociated with “access agreements” and “terms of use.” In this case, these “access
agreements” and “terms of use” can still serve as “contracts” to restrict data ac-
quisition and reuse. The second situation is equivalent to imposing contractual
constraints on data in the public domain. Therefore, the design of such “access
agreements” and “terms of use” should take open scientific data as the principle
and non-open as the exception.

4.3.2 Using Legal Mechanisms to Remove Rights Barriers to Open
Sharing of Scientific Data For trade secret rights, public disclosure can
eliminate trade secret rights on data. Other forms of sharing can only share
data within agreed scopes under specific confidential forms or confidentiality
agreements. For patent rights, as mentioned above, public disclosure can make
data lose novelty, thereby limiting or destroying the patentability of inventions
related to the data. When patents cover scientific data, although the corre-
sponding data is disclosed with the patent application documents, reusing the
data if it constitutes implementation of the relevant patent requires the paten-
tee’s permission. For copyright, in open data practice, “CC licenses” and other
open licensing agreements are generally used to set access and use permissions
and conditions for data or datasets protected by copyright. The essence of “CC
licenses” is to grant users the right to engage in behaviors controlled by copy-
right without imposing additional obligations on users, thereby achieving open
sharing of scientific data. The Open Knowledge Foundation (OKFN) describes
the benefits of such agreements as “allowing others to freely and broadly license

chinarxiv.org/items/chinaxiv-202304.00585 Machine Translation


https://chinarxiv.org/items/chinaxiv-202304.00585

ChinaRxiv [$X]

works; others do not need to seek permission time-consumingly each time they
wish to use or disseminate works; encouraging others to continuously add value
to works; and encouraging others to create new works based on original works
or from original works” [60]. In addition to CC licenses, the GNU Free Docu-
mentation License (GFDL) and Open Data Commons (ODC) licenses [61] are
also widely used in open data practice. Most open licensing agreements support
online access and can be easily attached to data.

Open sharing of scientific data in specific fields, such as medicine, also needs to
address privacy and personal information issues. For data containing personal
information, privacy, and other sensitive information, publication and reuse may
be restricted by privacy rights and personal information rights [62]. The best
approach is to adopt the highest level of privacy compliance standards where
feasible, supervise data collection and sharing throughout the process to ensure
security and privacy, and take licensing measures or desensitization measures
before sharing, such as seeking consent from data subjects and anonymizing
or fuzzifying data. Once desensitization measures are found to be ineffective
or potentially ineffective, relevant data should be immediately withdrawn. Ad-
ditionally, as data analysis technology advances, traditional anonymization or
fuzzification measures may become ineffective. It is recommended to only open
data analysis results for such data, not opening or cautiously opening raw data.

Conclusion

In the data era, the fourth paradigm of scientific research—data-intensive sci-
entific research—has emerged, and scientific data has become an important
strategic resource of the nation, making it imperative to maintain its security.
The core of scientific data security lies in enhancing the ability to control and
apply scientific data, premised on ensuring secure storage, secure use, secure
sharing, and secure services of scientific data. However, long-term absence of
property rights, sovereignty, and sharing has laid hidden dangers for scientific
data security.

Under the current situation where data property rights legislation is still blank,
intellectual property rights, as the rights closest to data interests, using intellec-
tual property as a foundation and contracts to clarify scientific data property
rights, maintain scientific data sovereignty, and regulate scientific data sharing
has certain operability. However, intellectual property rights are essentially pri-
vate rights, with “rational economic man” as their logical starting point and
“rights-based” as their value foundation, which is far from the internal mecha-
nism of “decentralization, flattening, and borderlessness” in the digital era and
the scientific spirit of “openness, cooperation, and sharing.” Using intellectual
property rights to maintain the security boundaries of scientific data is only a
temporary measure. “Laws change with time to achieve good governance.” Cre-
ating “data rights” and constructing a brand-new system may be necessary to
truly achieve “making the best use of data and resolving disputes” and defending
scientific data security.
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