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Abstract
[Objective/Significance] This study aims to dissect the content and character-
istics of the WIPO Trusted Digital Evidence Service and propose feasible ap-
plications in digital copyright protection. [Methodology/Process] Employing
literature review and web-based research methods, this paper retrospectively
examines and summarizes relevant research progress on digital evidence. Fur-
thermore, it systematically analyzes the background, development trajectory,
service connotation, service content, and service features of WIPO Trusted Dig-
ital Evidence, and proposes feasible applications in digital copyright protec-
tion. [Results/Conclusion] Current digital evidence research primarily focuses
on conceptual clarification, characteristic analysis, legal status and associated
legal frameworks, as well as issues of evidence collection and preservation. The
WIPO Trusted Digital Evidence Service possesses authoritative organizational
status, trustworthy workflows, stable technical support, and stringent manage-
ment policies and service standards. It can provide trusted timestamp digital
evidence for digital work creation processes, bind creator identities to digital
works, assist researchers and university libraries in managing scientific data,
and help researchers address link rot.
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ble applications of this service in digital copyright protection. [Method/Process]
Using literature research and network investigation methods, this paper reviews
and summarizes the research progress on digital evidence. It further examines
the background, development history, service connotation, service content, and
service characteristics of WIPO trusted digital evidence, and proposes feasi-
ble applications in digital copyright protection. [Result/Conclusion] Current
research on digital evidence primarily focuses on conceptual analysis, charac-
teristic analysis, legal status and related legal systems, and issues of evidence
collection and preservation. The WIPO trusted digital evidence service features
authoritative organizational status, reliable workflows, stable technical support,
and strict management policies and service standards. It can provide trusted
timestamp digital evidence for digital work creation processes, bind creator iden-
tity to digital works, assist researchers and university libraries in managing sci-
entific data, and help researchers address reference rot.

Keywords: WIPO trusted digital evidence; digital evidence; digital copyright
protection; scientific data; reference rot

Classification Number: G203; D923.41

1. Domestic and International Research Progress
WIPO trusted digital evidence service provides digital evidence of a digital file’s
existence at a specific point in time, serving as an auxiliary tool for rights con-
firmation in legal disputes. In December 2020, this study conducted searches
in CNKI and Web of Science using keywords such as “trusted digital evidence,”
“WIPO PROOF,” and “trusted digital evidence,” yielding limited results. Af-
ter screening, no studies related to the WIPO trusted digital evidence service
were found, prompting further investigation into digital evidence research. The
investigation revealed that scholars both domestically and internationally have
focused on four main aspects: definition and conceptual analysis of digital ev-
idence, characteristic analysis, legal status and related legal systems, and the
evidence collection and preservation process.

1.1 Definition and Conceptual Analysis of Digital Evidence

The term “digital evidence” is translated from the English “digital evidence”
and is also rendered by some scholars as electronic evidence or computer evi-
dence, leading to ongoing debates about its connotation and extension in Chi-
nese academia. Scholar Dai Ying [3] argues that digital evidence has a digital
form, using binary code symbols as information elements to transmit infor-
mation through sequences of 0s and 1s. Scholars Zhuang Qianlong et al. [4]
believe digital evidence should contain at least two elements: the essential at-
tribute of evidence—digitization—and its current or future existence form—
electronization. Scholar C.M. Whitcomb [5] also defines digital evidence as “in-
formation of probative value stored or transmitted in digital form,” which can
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exist as text, audio, or images. Scholar Li Binglong et al. [6] contend that digital
evidence includes not only common text, graphics, images, and audio-video ma-
terials but also system logs, database files, operation records, and real-time chat
logs. Some scholars define digital evidence from the perspective of case investi-
gation, such as Wang Fang [7] and Anniwar Mijiali [8], who view digital evidence
as data in digital form generated during information digitization that can prove
case facts. Scholar Mou Li et al. [9] consider digital evidence to be information
and data of value to case investigations that are stored, received, and transmit-
ted by digital devices. Additionally, many scholars have examined distinctions
between digital evidence and related concepts; for instance, Xu Xiaotong [10]
and Du Zhichun [11] have compared electronic documents with audio-visual ma-
terials, computer evidence, digital evidence, electronic data, scientific evidence,
and electronic records from different perspectives. Thus, digital evidence is dig-
ital material that relies on certain digital devices, has multiple digital forms,
and can provide useful information for cases in judicial proceedings. In this
study, trusted digital evidence refers to digital evidence with trusted timestamp
identification that can assist judicial authorities in confirming rights ownership
in cases.

1.2 Characteristic Analysis of Digital Evidence

Based on different definitions, scholars have varying views on digital evidence
characteristics, comparing them with traditional evidence. Representative per-
spectives include: Liao Genwei [12], who believes digital evidence has abstract-
ness and intangibility, perceptual diversity and dependency, dependence and
relative independence, coexistence of volatility and recoverability, and precision
and fragility of data content. Wang Fang [7] considers high-tech nature and
vulnerability to be two accompanying characteristics, along with diversity and
openness, rapid transmission, and convenience. Li Binglong et al. [6] argue that
compared with traditional evidence, digital evidence has high precision and vul-
nerability, strong concealment, multimedia characteristics, and advantages of
rapid collection, easy preservation, small space occupation, large capacity, and
convenient operation. Additionally, Mou Li et al. [9] believe digital evidence also
has potentiality and time sensitivity. Synthesizing these definitions and char-
acteristics, this study identifies digital evidence features as: formal diversity,
low replication cost, convenient transmission, content precision, and time sensi-
tivity, along with abstractness, vulnerability, and carrier dependence. Trusted
digital evidence should additionally possess non-tamperability, easy verifiability,
and reliability.

1.3 Legal Status and Related Legal Systems of Digital Evidence

Digital evidence has gained attention with scientific and technological develop-
ment and widespread use of digital devices, representing a new evidence form
distinct from paper documents and audio-visual materials. Currently, relevant
laws and regulations on digital evidence are inadequate both domestically and
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internationally. Scholar Zhang Lifang [13] argues that China should list dig-
ital evidence as an independent evidence form in evidence law and establish
corresponding rules for accurate regulation and practice guidance. Cheng Lin
[14] proposes improving relevant laws and regulations to enhance digital inves-
tigation and evidence collection capabilities, addressing multiple challenges in
discovering, collecting, identifying, preserving, and enforcing digital evidence
in computer crime investigations. Fan Guanyan [15] examines research find-
ings from North America’s “Evidence Law in Digital Environments” project,
discussing their applicability in China and comparing digital evidence condi-
tions between China and North America. Foreign scholar O. Kerr [16] believes
traditional criminal procedure laws cannot effectively regulate digital evidence
investigations, requiring new regulations for digital evidence and its collection
methods, and proposes specific content and formulation approaches.

1.4 Digital Evidence Collection and Preservation Process

Digital evidence’s vulnerability, replicability, and susceptibility to destruction
mean that if the collection process is not standardized or preservation is im-
proper, its integrity and validity as evidence cannot be guaranteed. Scholars
Wei Longfei [17] and Zhang Meng [18] discuss digital evidence collection tech-
nology and its challenges. Mou Li et al. [9] examine technical methods and con-
siderations for crime scene technicians collecting digital evidence. You Junchen
[19] proposes an SSL-based digital evidence protection mechanism from the per-
spective of protecting confidentiality and information integrity. Chen Baihua
[20] analyzes the current status and problems of mobile phone data forensics,
designing and implementing an Android-based data collection system to meet
market demands. Zhang Junfu [21] designs a universal forensics framework for
Android applications, dividing the process into six sub-processes: file capture,
file processing, data extraction, data parsing, information association, and re-
sult marking. N. Rudolph et al. [22] explore characteristics of digital evidence
generated by digital devices and its legal requirements, recommending these
requirements be incorporated into device development and evidence creation
processes. S. Lee et al. [23] examine general digital evidence collection pro-
cesses, establishing specific steps to ensure integrity and memory information
collection, and propose PKI-based MDC public systems, MAC systems, and
public certification systems.

2. Background and Development History of WIPO Trusted
Digital Evidence Service
WIPO trusted digital evidence is an emerging intellectual property service and
an online business service for digital works. Developed within WIPO’s exist-
ing intellectual property protection system, it represents a new tool for digital
copyright protection. This study systematically collected information on its
background and development through network investigation.

chinarxiv.org/items/chinaxiv-202304.00559 Machine Translation

https://chinarxiv.org/items/chinaxiv-202304.00559


2.1 Background

WIPO’s mission is to lead the development of a balanced and effective inter-
national intellectual property system that enables innovation and creativity for
the benefit of all [24]. To provide simple, economical intellectual property pro-
tection for enterprises and individuals worldwide, WIPO has launched a series
of global intellectual property services, including the Patent Cooperation Treaty
(PCT) for international patent protection, the Madrid System for international
trademark protection, and the Hague System for registering industrial designs
in multiple member states with minimal formalities and cost. WIPO has also
established an Arbitration and Mediation Center to provide neutral, interna-
tional, non-profit alternative dispute resolution (ADR) services for intellectual
property and technology disputes. Furthermore, WIPO emphasizes intellectual
property data management, having established multiple databases containing
vast amounts of intellectual property information, including PATENTSCOPE,
the Global Brand Database, and the Global Design Database, all freely accessi-
ble online.

With the digital era, economic activities worldwide are increasingly digitized.
Industrial production and technological R&D increasingly rely on technology,
big data, and global collaboration for innovation and creativity enhancement.
However, existing WIPO intellectual property systems cannot fully meet na-
tional, enterprise, and individual needs for digital work protection. International
copyright law stipulates that creators automatically obtain copyright when fix-
ing creative works in tangible media (e.g., digital files) without requiring any
action, making evidence of a work’s existence at a specific time crucial in liti-
gation. Providing evidence of digital asset rights ownership is key to winning
intellectual property infringement lawsuits, and ensuring evidence authenticity,
legality, and integrity is critical. Traditional digital evidence integrity proof
methods almost universally fail to bind time identifiers to digital evidence. Re-
cent intellectual property litigation cases have increasingly adopted timestamps
to preserve electronic evidence, using trusted timestamps on digitally signed files
to resolve legal issues. WIPO trusted digital evidence service was developed un-
der these circumstances, supplementing WIPO’s existing intellectual property
services and providing another tool for users to strategically manage intellectual
assets [25].

2.2 Development History

WIPO launched the trusted digital evidence service on May 27, 2020. On July
31, 2020, WIPO announced Spanish and French versions. According to WIPO
news reports, as of September 15, 2020, visitors from over 150 countries and re-
gions had accessed the service online, with users from 117 countries and regions
having used it. Mexico, Switzerland, Spain, Russia, and France were the most
frequent users, with the United States, India, and Italy also using it multiple
times. By December 2020, the service offered nine language versions includ-
ing English, Chinese, Japanese, Spanish, French, Korean, Russian, German,
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and Portuguese, enabling users to more easily obtain written evidence in the
language of the jurisdiction where legal disputes arise [26].

3. Basic Connotation and Main Characteristics of WIPO
Trusted Digital Evidence
3.1 Service Connotation

WIPO trusted digital evidence is a new online digital business service that
provides date and timestamp digital fingerprints for any digital file, quickly
generating tamper-proof evidence to prove the file’s existence at a specific point
in time [27]. Using industry-leading security technology, the service generates
globally recognized digital fingerprints—called WIPO trusted digital evidence
tokens—for users’ intellectual assets within seconds, adding date and timestamp
upon token creation. Tokens remain valid indefinitely, are securely stored for
five years, and consistently align with evolving encryption technology. Anyone
can verify tokens online through WIPO to prove a tokened digital file’s existence
at any time, effectively preventing intellectual asset abuse and misappropriation
and serving as auxiliary evidence in legal disputes.

3.2 Service Content

WIPO trusted digital evidence service offers two categories: paid and free. Paid
services include: (1) Token creation: The token is a date-and-time-stamped
digital fingerprint of a digital file, permanently valid and stored for five years,
with an option to extend storage before expiration. (2) Premium certificate
application: Based on obtained tokens, users can apply for premium certificates
stamped and signed by WIPO [Figure 1: see original paper] to assist in proving
digital file ownership and existence at a specific time. WIPO currently provides
certificates in multiple languages. Additionally, the service offers free token
verification, allowing users to verify a digital file’s existence at a determined
time to help resolve digital copyright disputes [28].

3.3 Service Characteristics

3.3.1 Authoritative Organizational Status The World Intellectual Prop-
erty Organization (WIPO) is the global forum for intellectual property services,
policy, information, and cooperation. Established in 1967, it currently has 193
member states [29]. At the 59th Assembly of Member States in October 2019,
WIPO’s 193 member states unanimously approved the launch of the WIPO
trusted digital evidence project. WIPO trusted digital evidence tokens can
be used in countries that recognize digital timestamps as legal evidence. To
overcome potential authentication limitations of local Time Stamp Authorities
(TSAs) in different jurisdictions, WIPO’s timestamp service creates identical
evidence for each jurisdiction with potential legal disputes, making the service
jurisdiction-independent, with a single token sufficient as admissible evidence in
courts accepting digital evidence.
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3.3.2 Reliable Workflow Anyone can access WIPO trusted digital evi-
dence’s secure online website to request tokens for specific digital files. The
token creation workflow comprises: (1) User access: Users access the service
website via browser (wipo-proof.wipo.int) and must register a WIPO account.
(2) Token request: Users select one or more digital files of any format; the
system generates digital fingerprints (hashes) without uploading files, storing
only the hash values to maximize personal information and data protection.
(3) Token creation: The backend system timestamps the hash values, creates
digital signatures, and generates tokens. (4) Token download: Users can
directly download created tokens.

3.3.3 Stable Technical Support WIPO trusted digital evidence service em-
ploys mature digital authentication technology—PKI technology—to provide
compliant digital evidence accepted by most countries. PKI, based on public-
key cryptography and digital signatures with digital certificates at its core, has
become the security foundation platform for network applications [30]. PKI
comprises public-key certificates, certificate authorities, certificate management
systems, and related hardware, software, and legal foundations, providing basic
services supporting public-key cryptography applications. Its core function is
solving trust issues in information networks, establishing the uniqueness, au-
thenticity, and legality of various actors in cyberspace to protect security in-
terests [31], with characteristics of information confidentiality, authentication,
integrity, and non-repudiation [32]. PKI uses certificates for public-key manage-
ment, binding user identity information with public keys through third-party
Certificate Authorities (CAs). The WIPO service’s digital authentication pro-
cess is completely tamper-proof, making it a digital equivalent of a notary public.

The service also complies with the ISO/IEC 27001 information security man-
agement standard, which specifies requirements for establishing, implementing,
maintaining, and continually improving information security management sys-
tems within organizations, including risk assessment and treatment according
to international standards [35]. Furthermore, the timestamp service complies
with ETSI EN 319 421 (Electronic Signatures and Infrastructures; Policy and
Security Requirements for Trust Service Providers issuing Time-Stamps), which
aims to meet international requirements for trust services in electronic transac-
tions, including more specific provisions for qualified Trust Service Providers
(TSPs) issuing qualified timestamps [36].

3.3.4 Strict Management Policies and Service Standards WIPO
trusted digital evidence service complies with the eIDAS (electronic Identifi-
cation, Authentication and Trust Services) regulation [33], one of the world’s
most comprehensive and stringent electronic trust service regulations. The
EU regulation establishes rules for electronic identification and trust services,
including technical standards based on the European Telecommunications
Standards Institute (ETSI) [34]. eIDAS allows citizens, enterprises, and
public administrations to use electronic identification means and trust services
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(electronic signatures, seals, timestamps, registered electronic delivery, and
website authentication) for online services and electronic transaction manage-
ment. eIDAS features include: (1) Transparency and accountability: clearly
defining minimum obligations and responsibilities of trust service providers; (2)
Credibility and security: ensuring service credibility and security requirements;
(3) Technical neutrality: avoiding requirements that only specific technologies
can meet; (4) Market rules and standardization certainty. Compliance advan-
tages include better user experience, higher security and accountability, and
greater efficiency gains through process cycle reduction, large-scale automation,
simplified task execution, and lower overall costs while maintaining quality [33].

3.4 Comparison with Domestic Digital Evidence Services

In recent years, China has seen digital evidence services based on blockchain
technology. Ant Group’s Ant Blockchain is China’s first legally recognized
blockchain evidence platform, offering “trusted deposit services” based on
blockchain and AI technology with characteristics of full-process traceabil-
ity, full-link credibility, and full-node witnessing [37]. The service charges
monthly/annually, with a minimum purchase of 50,000 deposit services for
30,000 RMB per month, better suited for enterprises or groups with high de-
posit demands. Ant Blockchain also developed the “Quezhao Digital Copyright
Service Platform,” which provides deposit, verification, network monitoring,
and on-chain evidence collection services. While deposit fees are low (only
5 RMB per instance), network monitoring and on-chain evidence collection
are expensive. The platform requires uploading files with size and format
restrictions, stores files for only three years, and requires users to preserve
originals [38].

Compared with Ant Blockchain, WIPO trusted digital evidence service offers
broader applicability: (1) Authority: Ant Blockchain is only recognized un-
der Chinese law, while WIPO evidence is valid in all countries recognizing
digital timestamps; (2) Stability: Ant Blockchain relies on blockchain technol-
ogy, which remains exploratory in digital copyright management with issues
like resource waste, lack of unified standards, originality judgment deficiencies,
and frequent smart contract vulnerabilities [39]. WIPO’s PKI infrastructure,
based on cryptography, digital signatures, data integrity mechanisms, digital
envelopes, and dual digital signatures, is more mature and stable; (3) Security:
Ant Blockchain requires uploading digital files, while WIPO never accesses lo-
cal files, storing only generated hash values to better protect digital assets and
reduce information leakage risk; (4) Convenience: While Ant Blockchain primar-
ily serves domestic users with Chinese and English interfaces, WIPO provides
multiple language versions for global accessibility; (5) Cost-effectiveness: WIPO
offers single and bundled purchase options at moderate prices, better suited for
individual users with limited deposit needs.
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4. Applications of WIPO Trusted Digital Evidence in Dig-
ital Copyright Protection
WIPO defines copyright as “a legal term describing the rights creators have
over their literary and artistic works.” Copyright applies to broad creative out-
puts, from books, music, paintings, sculpture, and films to computer programs,
databases, advertisements, maps, and technical drawings [40]. Copyright grants
creators economic and moral rights. Under the Berne Convention [41], works
are automatically copyrighted in most countries without registration. However,
when copyright disputes arise, concrete evidence of a work’s existence at a spe-
cific time is crucial—precisely what WIPO trusted digital evidence provides.

4.1 Providing Trusted Timestamp Digital Evidence for Digital Work
Creation

WIPO trusted digital evidence tokens provide timestamped digital proof that
creators developed works before a certain time, helping establish existence at spe-
cific points. China’s Copyright Law has been implemented for nearly 30 years,
forming a relatively complete legal system with continuous amendments and
administrative regulations. Policies like the “Administrative Measures for Inter-
net Copyright Protection” and “Regulations on the Protection of Information
Network Transmission Rights” specifically address digital copyright, yet public
awareness remains weak, particularly regarding protection during the creation
process. Due to digital works’ characteristics and the internet’s borderless, pub-
lic, and interactive nature, creators increasingly publish and disseminate works
online, but copyright infringement has become more severe. Creators cannot si-
multaneously achieve knowledge sharing and prevent abuse or misappropriation,
making it essential to enhance protection awareness and prepare in advance. In
digital evidence research, scholars have identified timestamp synchronization as
a challenge requiring trusted timestamp services [18], and noted that current
integrity proof methods fail to bind time identifiers to digital evidence [42]. Link-
ing works to their existence time is also critical in copyright disputes. WIPO
trusted digital evidence helps copyright owners generate tamper-proof, times-
tamped tokens from a work’s initial creation, providing trusted evidence when
disputes arise while enhancing protection awareness.

4.2 Binding Creator Identity to Digital Works

Core to digital copyright protection is rights confirmation—establishing the re-
lationship between author and work. In network environments, due to digital
resources’ replicability and vulnerability, unregistered works published and dis-
seminated online make ownership difficult to determine when disputes arise.
Therefore, linking creator identity to digital works before publication is crucial.
Creators can use WIPO trusted digital evidence to apply for tokens linking their
identity to works. The service also allows creators to create separate tokens for
partial works (lyrics, melodies) and final complete works, recording and pro-
tecting each component. Music, film, and video works often involve multiple
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collaborators, and distinguishing contributions helps resolve future authorship
disputes. With low cost, simple operation, and free verification services, WIPO
trusted digital evidence minimizes the time and financial costs of binding works
to creator identity.

4.3 Assisting Researchers and University Libraries in Managing Sci-
entific Data

Scientific data, also called research data, refers to original foundational data
generated in scientific research activities [43], including observational, statis-
tical, survey, and experimental data. Research institutions, universities, and
corporate R&D departments generate valuable scientific data daily that may
lead to new products and discoveries. While researchers may use tools to cap-
ture and manage these digital assets, these tools cannot prove scientific data’s
existence at specific times. Scientific data is continuously updated and accu-
mulated during research, producing multiple versions requiring documentation
and preservation. WIPO trusted digital evidence can prove digital assets’ ex-
istence at specific times and help researchers create multi-version histories for
software code, experimental data, and research notes to reduce future misappro-
priation risks. As information resource aggregators, organizers, managers, and
knowledge guides, university libraries are responsible for providing disciplinary
services, institutional repository construction, and scientific data management
support. Using WIPO trusted digital evidence, libraries can develop effective
scientific data management plans that protect digital copyright and help faculty
and students manage scientific data, reducing potential copyright dispute risks.

4.4 Helping Researchers Address Reference Rot

Network citations are references in academic papers whose sources are network
information—essentially, network information used as citations [44]. References
are crucial components of academic papers, forming a complete expression of
rigorous scientific research together with the main text and serving as impor-
tant factors in core journal and academic evaluations [45]. However, network
information resources are numerous and rapidly updated, with many experienc-
ing link rot or content drift over time, making it impossible to prove referenced
content’s authenticity and existence after citation—highly inconvenient for re-
searchers. WIPO trusted digital evidence can help address this: researchers can
screenshot URLs and web content of cited resources, save complete web pages
as digital files, and obtain tamper-proof timestamped tokens for these files. The
tokens and digital files together serve as evidence of network citations’ existence
at specific times, helping researchers prepare for reference rot.

Limitations and Conclusion
As a new service, WIPO trusted digital evidence’s framework and functions
remain under development with certain limitations: (1) The service currently
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provides tamper-proof evidence proving digital files’ existence at specific times,
serving as an auxiliary means for rights confirmation and helping manage future
copyright disputes. However, it cannot yet provide legally guaranteed intellec-
tual property protection like global registration systems (PCT, Madrid, Hague),
which are based on international treaties among member states and simplify
cross-jurisdictional protection applications. WIPO trusted digital evidence can
be considered an intellectual property protection measure but does not provide
actual protection or registration, nor can it replace registration systems. (2)
The service does not access users’ local files, reducing information leakage and
infringement risks during service use. However, it does not provide data stor-
age; users must preserve original files used for token applications without any
modifications. When disputes arise, users must provide original files for verifi-
cation, which is inconvenient, especially for large digital files like digital library
resources or enterprise big data that cannot be easily stored locally.

WIPO trusted digital evidence serves as an effective tool for creating evidence
of digital files’ existence at specific dates and times. Users can retain gener-
ated tokens as digital evidence to reduce potential legal disputes. The service
can assist in proving intellectual property ownership and help individuals and
enterprises protect digital asset content, whether or not they become formal in-
tellectual property. This represents significant development in digital copyright
protection services, advancing intellectual property protection into the digital
world. Currently, the global economy is undergoing a massive transformation
from industrialization to digitization. According to WIPO statistics, digital
and information technology-related patent applications are increasing annually.
While most intellectual property systems were developed for the industrial era,
traditional protection does not necessarily cover all types, especially for digital
works and data. WIPO trusted digital evidence marks a major step forward
in providing intellectual property services for the digital economy. This study
examined the service’s basic connotation,梳理了其主要特征 based on the fundamen-
tal concepts and characteristics of “trusted digital evidence,” compared it with
domestic digital evidence services for digital copyright protection, summarized
its outstanding features, and proposed feasible applications from a practical
perspective.
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