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Abstract
[Purpose/Significance] This study summarizes the experience of the European
Union’s big data ethical governance to provide a reference for China’s big data
ethical governance. [Method/Process] It systematically reviews the relevant poli-
cies of the European Union concerning big data ethical governance, analyzes the
practices of EU big data ethical governance, with a focus on examining the gov-
ernance measures of the European Economic and Social Committee (EESC).
On this basis, it summarizes the EU’s governance experience and, according
to China’s actual circumstances, derives implications for China’s big data ethi-
cal governance. [Results/Conclusion] The EESC, starting from the human life
cycle, summarizes big data ethics into ten main issues including “awareness”
and “control,” and proposes five governance initiatives from multiple levels of
individuals, enterprises, and research institutions, while emphasizing the exam-
ination of big data ethical issues from multiple perspectives. Currently, the
lagging legal norms for data ethics and the lack of citizens’ ethical awareness
in China pose substantial ethical risks to big data utilization. China should
learn from the EU’s governance experience, clarify individual rights in the big
data environment, attend to the ethical needs of multiple stakeholders in the
data governance process, construct a digital education system, and explore the
establishment of a continuous review responsibility mechanism for researchers.
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Abstract

[Purpose/Significance] This study summarizes the experience of EU big
data ethics governance to provide reference for China’s big data ethics gov-
ernance. [Method/Process] The paper systematically reviews relevant EU
policies on big data ethics governance, analyzes EU practices with a focus on
governance measures by the European Economic and Social Committee (EESC),
and summarizes EU governance experience. Based on China’s actual condi-
tions, it derives enlightenment for China’s big data ethics governance. [Re-
sult/Conclusion] The EESC identifies ten major ethical issues in big data
from the perspective of the human life cycle, including “awareness” and “con-
trol,” and proposes five governance measures from individual, enterprise, and
research institution levels while emphasizing multi-perspective examination of
big data ethics. Currently, the lag in China’s data ethics legal norms and the
lack of citizen ethical awareness pose significant ethical risks to data utilization.
China should learn from EU experience by clarifying individual rights in the big
data environment, attending to multi-stakeholder ethical needs in data gover-
nance, constructing a digital education system, and exploring the establishment
of a continuous review responsibility mechanism for researchers.
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Big data is profoundly impacting all areas of society and industries. Leverag-
ing big data to drive economic development, improve social governance, and
enhance government services and regulatory capabilities has become a trend.
As data has become a crucial strategic asset, the enormous social and economic
benefits it brings inevitably lead to ethical issues such as illegal collection, dis-
semination, and misuse of data, including unauthorized acquisition and storage
of personal data, data abuse, weakened control over data by data subjects, data
monopolies, unfair data application, and biased data guidance. The application
of big data and intelligent technologies also involves complex risks, such as illegal
predictive calculations and identity theft. A 2018 review article in Science titled
“How AI can be a force for good” stated that artificial intelligence is reshaping
daily practices, interactions between individuals and professionals, and the en-
vironment, making it crucial to harness this power for good. Ethical norms play
a key role in this process, ensuring that AI’s potential is fully realized while
minimizing risks. AI is driven by data and thus faces moral challenges related
to data governance, including consent, ownership, and privacy, which AI may
exacerbate.

In recent years, the EU’s perspectives on “digitalization” have grown exponen-
tially, demonstrating strong forward-looking awareness of ethical dimensions
and extensively investigating big data ethics. With the deep development of
big data and artificial intelligence, the EU has implemented increasingly strict
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ethical norms. In April 2018, the EU released the policy document “Artificial
Intelligence,” which identified “ensuring the EU has an ethical and legal frame-
work appropriate for AI development and application” as one of the three pillars
of AI strategic development. The May 2018 implementation of the General Data
Protection Regulation (GDPR) established ethical red lines and principles for
the big data era. The “AI made in Europe” program’s two key principles be-
gin with “ethics by design,” and the April 2019 release of “Ethics Guidelines
for Trustworthy AI” further demonstrated the EU’s emphasis on protecting in-
dividuals’ right to choose and be informed when facing technology and data.
Clearly, the EU has been at the forefront of global supervision over data and
technology use ethics in the big data environment. This paper systematically
investigates relevant EU policies on big data ethics governance, summarizes EU
practices, and provides beneficial references for understanding ethical issues in
China’s big data development and utilization.

2. Domestic and International Research Progress on Big
Data Ethics
2.1 Specific Manifestations of Big Data Ethical Issues

In September 2012, American scholars K. Davis and D. Patterson published the
first international academic monograph on big data ethics, Ethics of Big Data,
arguing that enterprises should establish moral norms, clarify data’s value, and
emphasize identity, privacy, ownership, and reputation in data, seeking balance
between technological innovation and risk. A report by the Royal Society of
the UK identified ethical concerns in surveys and public dialogues as privacy,
freedom, autonomy, and self-determination, with some issues specifically tar-
geting new technologies like machine learning. University of Washington law
professor N. Richards argued that big data ethics should adhere to four princi-
ples: treating privacy as a data rule, maintaining confidentiality when sharing
private information, implementing transparent mechanisms for data utilization,
and recognizing that data can undermine identity. In 2016, Professor F. Lu-
ciano and Dr. T. Mariarosaria from the Oxford Internet Institute organized a
special exploration of “what is data ethics,” identifying three main areas: ethics
of data (how to generate, record, and share data), ethics of algorithms (how AI,
machine learning, and robots interpret data), and ethics of practice (designing
responsible innovation and professional codes to guide this emerging science).

Chinese scholars Xue Fu et al. argue that while big data drives social progress,
it creates new privacy ethics challenges different from the past, manifested in
data mining, data prediction, and more comprehensive surveillance. Professor
Qiu Renzong, focusing on digital identity, summarized ethical issues in big data
technology innovation, research and development, and application, highlight-
ing concerns about “digital identity,” “personal privacy,” “data accessibility,”
“data security,” and “digital divide.” An Baoyang believes that while big data
brings positive changes to human society, it also triggers network information
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ethics issues such as information alienation, data rights, information privacy,
and digital divide.

2.2 Causes of Big Data Ethical Issues

Although big data has such enormous global impact, society, government, and
legal systems have not truly adapted to the arrival of the big data era. Current
academic consensus holds that data itself is an objective existence and big data
is neither good nor bad in itself; the root of ethical problems lies in the unreason-
able use of data by humans. The huge commercial value of big data drives the
transformation of personal data into analyzable data to obtain more products
and profits, while commercial involvement creates moral risks. The maturity
and perfection of modern network information technology provide more free
and unobstructed space for this profit pursuit, greatly increasing the practical
difficulty of early warning and avoiding ethical risks.

Some scholars have specifically analyzed the causes of ethical issues from the
negative effects of big data application and legal anomie, as well as the lag of
ethics and morality. “Data needs management, but the problem is that people
are gradually getting rid of management over data collection.” Wang Xiaoyang
believes that big data falls into ethical dilemmas for four main reasons: the
absence of a big data worldview, blurred boundaries of data rights, imbalance
in data market application, and short-sightedness in big data technology devel-
opment, with the root cause being the weakening of human subjectivity and the
loss of ethical boundaries in the big data context. Lu Weihua believes ethical is-
sues arise from five major conflicts: conflicts between data collection/application
and personal privacy, conflicts between big data management and information
security, conflicts between changes in intellectual property concepts and exist-
ing protection, conflicts between big data information abuse and information
crisis, and conflicts between big data information pollution and the information
ecological environment. Zhao Sujin, from the perspective of interest subjects,
believes that each individual’s activity is a link in the entire high-tech activity
chain, with almost everyone being a direct or indirect creator of ethical risk,
placing the subject of ethical risk creation in an uncertain “drifting” state that
makes it difficult to determine responsible parties and expands the harm of
ethical issues.

2.3 Governance Strategies for Big Data Ethical Issues

The development of information technology has trapped ethical issues in dilem-
mas that are becoming increasingly complex, and scholars urgently hope to
explore applicable ethical norms and standards. L. Judd proposed in 1995
that the information age should adhere to ethical and moral principles: appro-
priately assuming responsibility, anticipating negative impacts, and pursuing
fairness guided by John Rawls’ principles of justice. R. Severtson advocated
using four principles to solve information ethics problems: respecting intellec-
tual property rights, respecting privacy, fair participation, and non-maleficence.
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Relevant academic organizations have also formulated ethical norms, such as
the Institute of Electrical and Electronics Engineers (IEEE), the Association
for Computing Machinery (ACM), the American Statistical Association, and
the British Computer Society. Ethical rules have obvious positive significance
in promoting industry self-discipline and policy formulation, regulating informa-
tion personnel behavior, and helping people make ethical decisions, providing
beneficial references for big data ethics governance.

In his book Delete: The Virtue of Forgetting in the Digital Age, Viktor Mayer-
Schönberger argues that in an environment where forgetting has become the
exception and memory the norm, we should keep what is meaningful and dis-
card what is meaningless. A. Zwetter proposed development space in the legal
and political fields. D. Nunan et al. suggested implementing three ethical prac-
tices: the right to be forgotten, data expiration rights, and social media image
ownership to protect individual privacy control. Chinese scholar Yu Yingxi-
ang believes we need to construct a comprehensive big data governance system
covering macro-level strategy and planning, meso-level institutions, organiza-
tions, and processes, and micro-level software/hardware platforms, standards,
regulations, and technologies. Song Jixin believes we should combine big data
technology constraints, legal norms, and self-discipline education to improve ne-
tizens’ network literacy and regulate their online behavior. Chen Wanqiu also
believes we should establish a mechanism combining law, ethics, and supervision
to regulate big data technology development.

2.4 Review of Research Progress

Literature review reveals that current research mostly provides general sum-
maries of ethical issues in the big data environment. However, big data de-
velopment and utilization is a dynamic evolutionary process with diverse data
subjects, and different subjects have different cognitions of big data ethical is-
sues. Current research has not considered stakeholders. Most governance strate-
gies for big data ethics remain at the appeal stage and are mostly end-of-pipe
governance, with unsatisfactory practical effects on regulating big data ethical
issues. The EU has always demonstrated strong forward-looking awareness in
technology application and ethics. This paper systematically reviews relevant
EU policies and practical explorations on big data ethics governance, hoping to
provide practical and useful references for China’s big data ethics governance
and establish guiding behavioral norms and preventive mechanisms to achieve
proactive avoidance of big data ethical issues.

3. The Process of EU Big Data Ethics Governance
3.1 Evolution of EU Big Data Ethics Governance Policies

Data has become a key asset for economic development and social progress.
While seizing opportunities provided by big data, the EU has not ignored its
accompanying challenges. In recent years, the EU has released multiple strate-
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gies and plans and enacted relevant policies requiring protection of individual
rights when utilizing big data, with attention to data ownership, data security,
and digital divide issues.

In September 2012, the European Commission released Unleashing the Potential
of Cloud Computing in Europe, planning to promote member states’ utilization
of cloud computing potential between 2014-2020 while stating that the Com-
mission would promptly address general network security challenges and adopt
appropriate technical and organizational measures to manage security risks and
report significant incidents to competent authorities.

In February 2013, the European Commission released the European cybersecu-
rity strategy An Open, Safe and Secure Cyberspace, emphasizing that European
authorities should protect fundamental rights in cyberspace—democracy and
rule of law. The EU must promote “online freedom” and ensure “respect for
fundamental rights online” through authorized access, establishing democratic
and effective multi-stakeholder governance systems, and sharing responsibilities.

In March 2013, the European Commission launched the Digital Skills and Jobs
Coalition, aiming to improve digital skills for all citizens, enabling everyone to
participate in the digital society; enhance labor force digital vocational skills;
strengthen career advice and employment guidance; improve high-level voca-
tional skills for ICT professionals; and transform digital skills education sys-
tems to establish lifelong learning systems. This plan can effectively improve
EU citizens’ digital literacy and bridge the digital divide.

From a more pragmatic perspective, the European Commission approved the
implementation of the Horizon 2020 research program in December 2013, with
“big data” as its core, providing direct funding support for big data-related
research and encouraging innovative exploration of big data ethics issues.

In November 2015, the European Data Protection Supervisor wrote Opinion
7/2015, discussing the risks and challenges of big data itself, calling for trans-
parency, user control, and data protection, and emphasizing that big data de-
velopment and utilization must depend on four elements: organizations must
process personal data in more transparent ways; users can better control their
personal data; design more user-friendly data protection in products and ser-
vices; and assume responsibility for data development and utilization.

On May 25, 2018, the General Data Protection Regulation (GDPR) officially
came into effect. This strictest EU data protection bill emphasizes personal data
rights, no longer treating “individual rights” as one principle of data protection
but using an entire chapter to separately regulate it, establishing eight individual
rights including the right to be informed, right of access, right to rectification,
and right to erasure, enabling people to more effectively control their data.

On April 8, 2019, the European Commission’s High-Level Group on Artificial
Intelligence (AI HLEG) released Ethics Guidelines for Trustworthy AI, aiming
to maximize AI’s role while minimizing risks. It stipulates that AI system
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development and utilization should adhere to principles of doing good, doing no
harm, preserving human agency, being fair, and operating transparently.

3.2 EU Big Data Ethics Governance Practices

The EU has also designed specific governance measures for big data ethical
issues. In June 2016, the European Economic and Social Committee (EESC)
launched a big data ethics investigation that began in July and concluded in De-
cember. The investigation clarified what specific issues big data ethics includes
and formulated corresponding checks and balances. In the big data environ-
ment, various subjects may be both data producers and collectors/users, and
data governance should achieve diversified coordination. The EESC also recog-
nized that this issue must be examined from multi-stakeholder perspectives.

3.2.1 Ten Issues Clarifying specific manifestations of big data ethical issues
is the first step toward governance. The EESC sorted out ethical dilemmas
people encounter from before birth to death from the perspective of the human
life cycle and summarized them into ten major issues:

1. Awareness: When creating digital identities, people unconsciously pro-
vide much personal data, and when using digital identities to access third-
party resources, they may simultaneously reveal much personal behavioral
data without knowing it, losing necessary informed consent rights.

2. Control: When users decide to partially or completely delete data they
previously provided to service providers, even if providers comply, data
already sold to other companies or processed in large batches will not be
affected. People have no actual control over their own data.

3. Trust: This is the foundation for users’ willingness to provide personal
data, interdependent with privacy and awareness. However, people have
not yet established trust relationships with computer environments, cur-
rently relying mainly on strict technical means to solve trust problems.

4. Ownership: This mainly refers to complex ownership relationships facing
processed original data. How should original user data be handled after
processing? Does it remain user data, or should it belong to the company
performing the analysis or the company collecting the data? Ownership
disputes exist among users, data analysis companies, and data collection
companies, with no more practical legal and policy solutions currently
available.

5. Surveillance and Security: With increased data sources and analytical
technology progress, it has become very convenient to use data to generate
valuable information, making it easy to track and monitor someone or infer
someone’s position using certain methods.

6. Digital Identity: People can conveniently use digital identity to obtain
network services, but the widespread use of digital identity also makes

chinarxiv.org/items/chinaxiv-202304.00343 Machine Translation

https://chinarxiv.org/items/chinaxiv-202304.00343


individuals’ publicly available information widely searchable. People often
evaluate someone based on data provided by digital identity, which can
cause discrimination—“we no longer judge based on behavior but judge
behavior based on data.” Interactions between people are usually also
placed after analyzing digital identity.

7. Tailored Reality: Keywords people search through search engines or
search preference data from online shopping may be stored, and analysis
and processing of this data can be used later to provide relevant informa-
tion based on user preferences. Users are experiencing more personalized
but narrower online experiences, i.e., “filter bubbles.”

8. De-anonymization: Traditional anonymization technology mainly
makes each entry unidentifiable by deleting (or substituting) uniquely
identifiable information, but this is already ineffective today. Various
data association analyses can generate powerful insights that can still
identify certain individuals to some extent.

9. Digital Divide: Some users cannot obtain services through new tech-
nologies like the Internet due to lack of relevant information skills, or
have difficulty truly understanding how these processes work due to un-
familiarity with them, such as the frequent difficulties elderly people face
when job hunting.

10. Privacy: Privacy is an all-encompassing topic covering the connotations
of the above ethical issues, mainly referring to people’s right to have their
personal information not used by others without permission, which is cur-
rently the most important ethical issue.

3.2.2 Five Measures Based on systematic summarization of big data ethical
issues, the EESC proposed five governance measures from multiple perspectives
to comprehensively cover the above ten issues and achieve effective governance
from individual, enterprise, and research institution levels:

1. EU Privacy Management Platform: The idea is to establish a pan-
European portal website as a privacy management center. European cit-
izens voluntarily register and have a personal data control center where
they can visually see lists of all public and private entities that store, pro-
cess, and reuse their data and can control them autonomously. Precisely
because of the “unconsciousness” and “lack of control” over data collec-
tion in the big data environment that repeatedly violates privacy, this
platform directly grants citizens the right to control their personal data
and provides convenient opt-out services. Users can decide whether to
share and reuse personal data, effectively enhancing information security.
This is also consistent with the GDPR principle emphasizing that natural
persons should control their personal data.

2. Issuing a Data Ethics Management Protocol: This aims to improve
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transparency, making people understand the degree to which big data hold-
ers (public and private) comply with EU law. The concept is to design
a comprehensive European certification system for enterprise certification
in the data protection field. Enterprises certified for data ethics demon-
strate respect for law and citizens’ rights, can better gain user “trust,”
and further enhance corporate reputation and economic benefits.

3. Issuing a Data Management Statement: This is based on voluntary
enterprise participation, starting from the fact that organizational success
increasingly depends on multi-party trust from shareholders, customers,
employees, and the public. Therefore, to enhance confidence of internal
and external stakeholders, organizations can submit statements on “how
they collect, use, or sell data from customers or general business activi-
ties.” These must clarify data nature, future uses, usage strategies, and
explicitly explain encryption and anonymization technologies. From the
public perspective, the Data Management Statement can improve trans-
parency of personal data utilization, prevent excessive data collection by
institutions, and restrict unethical use of data or user digital identity by
third parties, strengthening subject control over data.

4. Establishing a European Electronic Health Database: The norma-
tive utilization of citizens’ health data is a key area for ensuring big data
ethics. This measure plans to establish a European database containing
health data of European citizens for scientific research. When EU citizens
receive publicly funded medical treatment, they are asked whether they
agree to have their data collected and stored in this database. With indi-
vidual consent, data is collected and transmitted according to standard ex-
change protocols. Scholars and research institutions must submit applica-
tions to use the data, including specific information about researchers and
projects, reasons for data application, utilization methods, and expected
results. Approved scholars or institutions receive anonymized and coars-
ened data (to a degree that prevents de-anonymization). Meanwhile, citi-
zens can use their legal digital identity information to access the database,
manage and change their personal medical data. This standardized health
data utilization approach can greatly reduce the probability of illegal col-
lection and utilization of medical data, effectively promote scientific re-
search, increase European citizens’ control over their own medical data,
enhance trust in medical health services and research, and enrich Euro-
pean citizens’ digital identity information.

5. Constructing a Digital Education System for the Big Data Era:
This initiative aims to establish broader digital culture in Europe, en-
abling European citizens to have deeper understanding of big data and
how it interacts with them throughout the life cycle and affects every-
one. To enhance this awareness, education programs should be designed
for different age groups. Primary to high school education should mainly
introduce big data, including basic concepts, what digital identity is, how
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data is collected, and how to avoid excessive disclosure of personal privacy.
University degree education should mainly cultivate relevant professional
talents through systematic learning of ethical methods for creating and us-
ing big data. In communities, different topics should be held according to
different age groups, especially for the elderly, to improve residents’ digital
skills. Constructing a digital education system can effectively improve Eu-
ropean citizens’ digital literacy, narrow the digital divide, provide clearer
cognition of the big data environment, enable more rational cognition of
information provided by the network environment, and also increase ac-
ceptance and trust in new technologies by having some prediction of the
risk that “enjoying digital services may require sacrificing some privacy.”

3.2.3 Multiple Perspectives Different individuals, organizations, or institu-
tions are at different positions in the data chain and have different perspectives
and cognitions of big data ethical issues. To obtain broad opinions, the EESC
conducted an online questionnaire survey and selected 16 representatives from
data protection agencies, big data analysis companies, SMEs, consumer associ-
ations, EU institutions, academia, and data science experts for in-depth inter-
views. While all expressed concerns about the current state of big data ethics,
their specific attitudes differed. For example, academia and national data pro-
tection agencies mainly focused on general issues related to reasonable data use
and transparency, believing that overly personalized digital experiences might
create bias, while two data experts remained optimistic about data utilization
and emphasized big data’s potential to generate new insights.

Interviewees also held different attitudes toward the five measures. For instance,
data experts believed that issuing the Data Ethics Management Protocol and
establishing a certification system might increase corporate burden, while the
only company manager among interviewees did not consider this an additional
burden. Instead, he believed it was a good tool to raise user awareness of their
company’s data usage. Regarding establishing a European electronic health
database, while most interviewees recognized it would greatly help medical care
and research, they did not consider it currently feasible, mainly due to concerns
about sensitive data anonymization and potential security. Interviewees were
very consistent about the digital education plan, believing this measure plays
an important role in the information society and should be implemented as soon
as possible.

3.3 EU Big Data Ethics Governance Experience

In recent years, while using big data to create value, the EU has always paid
attention to ethical issues. Rather than just making appeals, compared to other
“case-based” summaries of big data ethical issues, the EU’s 梳理 is more com-
prehensive, implementing governance measures from multiple dimensions and
forming valuable experiences.
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3.3.1 People-Centered Approach Big data ethical issues are ultimately
related to “people.” People even begin participating in the digital world be-
fore birth and continue providing and utilizing data in different ways and at
different awareness levels throughout various life cycle stages. From the em-
phasis on “democracy,” “transparency,” and “individual rights” in various EU
policies, to the EESC’s identification of ethical issues based on the human life
cycle and implementation of specific measures to protect personal privacy data,
to AI HLEG’s emphasis on “privacy and data governance” and “diversity, non-
discrimination, and fairness” to address ethical needs from different positions,
and the European Commission’s communication on April 8, 2019 with the Parlia-
ment, Council, European Economic and Social Committee, and Regional Com-
mittee about establishing “human-centric” AI trust—all demonstrate concern
for “people” and emphasis on individual rights.

3.3.2 Multi-Perspective Governance Measures In the big data environ-
ment, various subjects may be both data producers and collectors/users, with
different cognitions of big data ethical issues and different needs for regulat-
ing big data ethics. Surveys show that 46% of British adults believe they are
“harmed by data collected by large companies,” while another study found that
60% of people are “satisfied with the amount of personal information shared
with companies,” and 47% believe “exchange of personal data is crucial for the
smooth operation of modern society.” The EU’s multiple governance measures
start from individual, enterprise, and research institution levels, considering dif-
ferent subject positions, with particular attention to the health data field facing
severe ethical issues. At the first AI Alliance Conference held in Brussels in
June 2019, AI HLEG also expressed the need to tailor ethics policies for the
market and promote cooperation among social, industry organization, public
sector, and academic stakeholders, moving beyond single, one-way government
regulation to multi-stakeholder collaboration to effectively advance governance.

3.3.3 Emphasis on Digital Education The EU pays close attention to im-
proving residents’ digital literacy. The Digital Skills and Jobs Coalition initiated
by the European Commission aims to improve digital skills for all people. The
EESC advocates constructing a digital education system for the big data era,
with community linkages through various types of training to give residents of
all age groups more comprehensive cognition of the digital society and cultivate
data ethics awareness. Improving cognition of the digital society can effectively
improve citizens’ participation levels, thereby providing more available data for
governments and private companies in an ethical context that respects citizen
dignity, promoting healthy development of the big data environment.
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4. China’s Current Situation and Enlightenment
4.1 Current Status of Big Data Ethical Issues in China

The powerful tension of big data makes all fields pay more attention to society’s
dependence on big data, emphasizing data’s social and economic value. How-
ever, frequent occurrences of illegal data acquisition and storage, data abuse,
weakened control over data by data subjects, data monopolies, and biased data
guidance have made some people begin to pay attention to data ethics issues.
However, Chinese citizens have not yet formed clear cognition of big data ethics.
According to another survey by the author, among 470 literature pieces using
social media user data for research, only one directly mentioned ethics-related
issues in the text. Researchers rarely realize potential ethical concerns, yet much
of this data already involves user privacy. Researchers’ data collection, use of
data for prediction and correlation analysis, and data storage have not obtained
users’ informed consent. China’s education system lacks systematic training
in this area, leading to serious insufficiency in citizens’ relevant cognition and
knowledge reserves, which is highly likely to cause benefits to accrue to individ-
uals while risks are left to society, bringing enormous technological risks. This
shares commonalities with international research findings: M. Zimmer’s survey
showed that only 4% of literature using Twitter data for research mentioned
ethical issues or related factors concerning research design and data collection
methods. In contrast, this problem is even more severe in China, which also
reflects the urgency of improving Chinese citizens’ data literacy.

From a policy perspective, China officially implemented the Cybersecurity Law
of the People’s Republic of China on June 1, 2017, but this is a principled
framework that cannot comprehensively cover data issues in today’s complex
environment and should be supplemented with many supporting systems and
regulations. On January 23, 2019, the Cyberspace Administration of China,
Ministry of Industry and Information Technology, Ministry of Public Security,
and State Administration for Market Regulation jointly issued the Announce-
ment on Launching Special Governance of APPs’ Illegal and Irregular Collection
and Use of Personal Information to regulate personal information collection and
use. On January 25, 2019, during the 12th collective study session of the Politi-
cal Bureau of the CPC Central Committee, General Secretary Xi Jinping further
pointed out the need to “standardize data resource utilization and guard against
risks brought by new technologies such as big data,” and Premier Li Keqiang has
repeatedly emphasized that “information abuse, privacy infringement… should
be cracked down on and cleaned up according to law.” On July 24, 2019, the
ninth meeting of the Central Committee for Comprehensively Deepening Re-
form reviewed and approved the Plan for Establishing a National Science and
Technology Ethics Committee, and China will accelerate the establishment of
a science and technology ethics review and risk assessment system. Clearly,
China has fully recognized the importance of ethics construction in technologi-
cal development, but relevant normative construction has just begun, and there
is still a long way to go in regulating big data ethical issues.
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The lag in China’s data ethics regulation and the lack of citizen ethical awareness
undoubtedly bring enormous ethical risks to data utilization, and this “absence”
will also constrain future development. In view of this, China must accelerate
the construction of specific ethical norms in big data utilization and emphasize
the cultivation of citizens’ data ethics awareness.

4.2 Enlightenment for China

4.2.1 Clarify Individual Rights in the Big Data Environment As the
EESC survey shows, lack of relevant “awareness” is one of the most urgent is-
sues. Currently, individuals present a “vague” state regarding data collection,
dissemination, and utilization processes. The lack of clear individual rights
leads to insufficient control over their own data, while they may also infringe on
others’ privacy when using data themselves. The GDPR implemented in May
2018 no longer treats “individual rights” as one principle of data protection but
discusses it in a separate chapter, demonstrating the importance of individual
rights. “Enabling people to control their data” has become one of the key objec-
tives of data ethics governance in some European countries. China has not yet
enacted special legislation for personal information protection, let alone clearly
defined what data rights individuals enjoy in the big data environment. China
should accelerate the formulation of the Personal Information Protection Law,
reposition the attributes and protection models of personal information, clarify
the individual rights system in the big data environment, and define the scope
and content of rights in detail, enabling the public to understand what opera-
tions they can perform on their own data in the big data environment, improving
control over personal data, and enhancing data ethics awareness among data
providers and users. At the same time, we should gradually improve legal norms
for classified data information protection, clarify rights and responsibilities in
data mining, storage, transmission, release, and secondary utilization, and em-
phasize that personal information protection is not just about setting rights
for individuals but aims to construct a legal framework balancing individuals,
information users, and social interests.

4.2.2 Attend to Multi-Stakeholder Ethical Needs In the big data envi-
ronment, everyone simultaneously plays multiple roles in the data chain, with
different data needs at different development stages and different cognitions
of big data ethical issues. The above survey results show internal conflicts in
people’s attitudes toward big data, and the EESC survey also reflects different
attitudes of different stakeholders toward big data ethics governance. The UK’s
Minister for Internet Safety and Security pointed out: “There is a big gap in
people’s views on data trust. Teenagers give up privacy and are happy to share
everything in their lives. But we also have a responsibility to look after their
interests, especially their online rights.” Different cultures and groups have dif-
ferent concepts of privacy, and privacy boundaries are set differently for different
environments and objects. When facing big data ethical issues, China cannot
adopt a “one-size-fits-all” approach. We must prevent “excessive development”
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but also avoid “excessive protection.” The need to protect personally identifi-
able data must be balanced with the possibility that this data may be used to
create public good. According to China’s actual conditions, we should consider
public value orientation, respect diverse ethical needs, and balance benefits and
ethics as much as possible in data development and utilization.

4.2.3 Construct a Digital Education System People are the main users
of technology and the key to triggering ethical issues. Professor M. Jonathan,
Chair of the UK Nuffield Council on Bioethics, also stated: “Most violations are
human, not technical.” Talent construction is key. In 2018, the UK invested an
additional £406 million in mathematics, digital, and technical education. China
should learn from EU experience, increase investment in data education, and de-
sign different curriculum systems for different targets. In compulsory education,
we should focus on popular science education, enabling the next generation to
master basic big data knowledge and establish correct “data ethics” concepts.
At the university level, we should establish systematic curriculum systems and
training plans to cultivate professional data talents. Social education should
also link with school education, leveraging libraries’ social education functions
to hold special lectures to popularize data utilization knowledge, guide and reg-
ulate data dissemination and utilization behavior, and improve acceptance of
the digital society and data literacy of social members.

4.2.4 Establish a Continuous Review Responsibility Mechanism for
Data Users In addition to beneficial experiences worth learning from, some
dilemmas faced by EU big data ethics governance in practice also provide refer-
ences. The European electronic health database advocated by the EESC aims
to avoid ethical issues by standardizing data utilization, reducing non-standard
data utilization from the source, but has not been recognized. The main reason
is the risk of data leakage in the database. Once researchers are authorized to
use certain health data, they may permanently save the data on their computers,
which may be intentionally or unintentionally used illegally or beyond its orig-
inally designated purpose in the future, potentially triggering public opinion
that resists research. While encouraging data open utilization, China should
advocate establishing a continuous review responsibility mechanism for data
users. In addition to detailed review of data users’ qualifications and usage pur-
poses during the data application stage, during the process, regular explanations
of data utilization should also be required, especially when there are changes
from the data utilization model specified in the application, requiring resubmis-
sion and detailed explanation. Moreover, rights and responsibilities must be
clarified—data users must be responsible for the reasonable use and storage of
authorized data. Once illegal events occur, they must bear full responsibility
and be prohibited from applying to use data again.
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