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Abstract

[Purpose/Significance] To explore the application value of resilience man-
agement and blockchain theory in constructing online public opinion risk
management systems, overcome the technical limitations of traditional man-
agement systems, address the critical challenges and pain points in existing
online public opinion risk management, and enhance management efficiency.
[Method/Process] Based on online public opinion risk management and
resilience management theory, this study establishes a theoretical framework
for resilient risk management of online public opinion. It then proposes an
online public opinion risk management system architecture using blockchain
technology, and provides detailed elaboration on the intelligent ledger for
risk identification and perception, risk association trees, and smart contracts.
[Results/Conclusion] The constructed public opinion risk management sys-
tem, blockchain data assurance system architecture, and blockchain-enabled
intelligent ledger for online public opinion risk identification and perception,
risk association trees, and smart contracts, make risk management data
more secure and traceable while strengthening organizational resilience and
adaptability. This can effectively guide relevant system development, enhance
the controllability of online public opinion risk management, and improve
management efficiency.
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Abstract

[Purpose/Significance] This study explores the application value of resilient
management and blockchain theory in constructing network public opinion risk
management systems, aiming to overcome the technical limitations of traditional
management systems, address existing challenges and pain points in network
public opinion risk management, and improve management efficiency.

[Method/Process] Based on network public opinion risk management and
resilient management theory, we establish a theoretical framework for resilient
risk management of network public opinion. We then propose a network public
opinion risk management system architecture using blockchain technology, and
elaborate in detail on the intelligent ledger for risk identification and perception,
risk association trees, and smart contracts.

[Result/Conclusion] The constructed public opinion risk management system
and blockchain data guarantee architecture, along with the blockchain-based
intelligent ledger for risk identification and perception, risk association trees,
and smart contracts, make public opinion risk management data more secure,
traceable, and organizationally adaptable. This can effectively guide relevant
system development, enhance the controllability of network public opinion risk
management, and improve management efficiency.

Keywords: blockchain; network public opinion; risk management

1. Introduction

Since blockchain technology was first proposed in 1991, it has taken root
and flourished in numerous fields with its unique appeal. From Blockchain
1.0 represented by Bitcoin, to Blockchain 2.0 based on smart contracts such
as Ethereum, and now to the more industrially valuable “Blockchain x”
applications, blockchain scenarios have gradually expanded, bringing disruptive
changes and breakthrough innovation space to various industries [1]. Applying
blockchain technology to network public opinion management and risk percep-
tion/identification can reconstruct the public opinion information ecosystem,
increase the value density of public opinion information, eliminate false
information dissemination, strengthen user privacy protection, and provide a
solid foundation for effective public opinion risk response.

Therefore, based on existing blockchain and network public opinion manage-
ment theories, and targeting the difficulties and pain points in network public
opinion management, we propose a blockchain-based network public opinion
risk management system to address three theoretical and practical issues: First,
how to establish a theoretical framework for network public opinion risk percep-
tion and identification based on risk management and network public opinion
management theories? This addresses key challenges such as system resilience in
public opinion risk management, improvement of perception and identification
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accuracy, risk analysis accuracy, sustainability of dynamic response, construc-
tion of big risk correlation databases, and immediate response during control
windows. Second, how to construct a network public opinion risk management
system architecture based on blockchain and network public opinion manage-
ment theories? This solves functional issues including data integrity, authenti-
cation, independent third-party review, management audit and accountability,
data updates, and resource adequacy, while compensating for traditional system
defects like low data security, difficulty ensuring authenticity, and vulnerabil-
ity to loss or damage. Third, how to design intelligent ledgers, risk association
trees, and smart contracts for network public opinion risk management based on
blockchain theory? This addresses data traceability and tampering, data sup-
port for risk-sharing mechanisms, risk tracking, performance design, accuracy
of major risk analysis, improvement of early warning levels, and automated
response capabilities.

In the converged media environment, public opinion information spreads faster,
impacts wider areas, and exhibits stronger destructive power through online-
offline integration. When public opinion themes involve emergencies or socially
sensitive incidents, they are more likely to trigger large-scale mass incidents or
even crises that threaten the construction of a harmonious society, creating un-
precedented pressure and challenges for governments and regulatory agencies
in effectively responding to public opinion risks. In the processes of identifica-
tion, analysis, and response, accurate identification based on risk perception is
particularly crucial.

2. Literature Review
2.1 Research Status of Blockchain Technology

As a technological revolution in the 21st century, blockchain’s core advantages
lie in decentralization and providing solutions to traditional centralized model
problems—including information security, inefficient trust, and high interaction
costs—through chain data structure encryption, timestamps, proof of work,
and consensus mechanisms [3]. Blockchain architecture has no central server
and generally includes five components: distributed networks, underlying data,
distributed ledgers, consensus mechanisms, and network applications [4]. All
nodes maintain a trustless peer-to-peer relationship, databases are immutable,
non-forgeable, and irrevocable, and all data is traceable [5]. The underlying
data stored in block form is verified based on consensus mechanisms [6], which
can create new blocks and allow agents to record system states in transaction or-
der through timestamps. In any scenario, the characteristic that block creation
requires cost effectively curbs spam production, significantly enhances system
security, destroys the soil for false information propagation, and mitigates inter-
mediary conflicts to create win-win situations.

With the gradual deepening of blockchain application scenarios, blockchain re-
search has also made considerable progress. H. W. Kim et al. [7] used blockchain
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technology to enhance mobile storage device computing power and capacity,
building a mobile device resource information chain based on resource authen-
tication. M. E. Greiner [8] introduced the concept of trust-free systems and
proposed solutions to trust issues in peer-to-peer systems, suggesting that tradi-
tional trust mechanisms established through costly trusted intermediaries will
be replaced by cryptographic protocols based on decentralized algorithms and
smart contracts. E. Dmitry et al. [9] noted that blockchain technology’s use
of public key encryption and peer-to-peer networks to solve trust problems will
disrupt many industries. R. Beck et al. [10] applied this concept to business
systems from a blockchain perspective, developing a conceptual prototype of a
transaction system that operates autonomously based on consensus rules with-
out mutual trust. However, the trust-free concept remains controversial; some
scholars argue that trust is not eliminated but transferred from central author-
ities, or that market trust requires recognition of algorithmic authority that
ultimately controls agent interactions [11]. Additionally, understanding the
technical protocols and implementations of distributed ledgers and decentral-
ized consensus systems, as well as decentralized applications, remains complex,
requiring researchers and practitioners to fully explore and realize blockchain’s
potential.

2.2 Research Status of Network Public Opinion Risk Management

In risk management, risk identification is built upon risk perception [12]. Net-
work public opinion risk perception refers to people’s analysis and judgment of
various risks that online public opinion may bring to netizens and society from
a decision-support perspective. Public opinion risk identification systematically
and continuously summarizes the propagation characteristics and patterns of
potentially destructive public opinion events using various methods to discover
key factors affecting public opinion trends, identify critical time nodes, and
discover opinion leaders, thereby providing solid support for subsequent risk
response.

Currently, scholars mainly analyze factors affecting individual public opinion
event risk perception from the perspective of ordinary netizens. For exam-
ple, Wang Lian and Jia Jianmin [13] used network search as an indicator of
netizens’ risk perception levels, employing keyword analysis to examine the
dynamic characteristics of risk perception from spatial distribution and tem-
poral evolution dimensions. A. Sugimoto et al. [14] took the Fukushima nuclear
leak as an example, establishing a multiple regression model based on extensive
qualitative material analysis from seminars and questionnaire surveys, revealing
potential connections between media consumption and public risk perception.
In public opinion risk evaluation, Zhang Yuliang [15] constructed a three-level
evaluation index system for emergency network public opinion risk based on
risk analysis, using the analytic hierarchy process for empirical research. Zeng
Runxi et al. [16] proposed evaluating network social security risks from polit-
ical, economic, cultural, social, and ecological perspectives. In comprehensive
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public opinion risk identification, many scholars advocate interdisciplinary re-
search combining management, information science, and life sciences [17]. Wang
Wenyan et al. [18] used the “3.1 Kunming Terrorist Attack” as an example,
pointing out from a practical perspective that group polarization tendencies,
media guidance strength, and government credibility levels are key elements in
identifying public opinion risks. Chen Peiyou [19] used grey fuzzy evaluation
to construct a social network public opinion risk early warning model for the
“Chongging Bus Plunge Incident.” L. Yu et al. [20] established a multi-agent
simulation model from four information subjects—netizens, opinion leaders, gov-
ernment, and mass media—pointing out that dissemination speed, scope, and
information disclosure degree affect risk identification and handling effective-
ness. Zeng Runxi [21] proposed new paths for network public opinion gover-
nance from social and technical environments under a non-traditional security
perspective.

2.3 Research Status of Blockchain Technology in Network Public
Opinion Information Management

As mentioned earlier, few scholars have conducted research on network public
opinion management systems based on blockchain theory, and even fewer have
deeply studied public opinion risk perception and identification issues. Never-
theless, scholars domestically and internationally generally agree that applying
blockchain technology to information management and network public opinion
management can eliminate false information, increase information value density,
establish trust between information producers and consumers, and enable infor-
mation traceability, thereby reconstructing the network information ecosystem
and improving management efficiency and information security /privacy protec-
tion. M. Arquam [22] constructed a secure and trusted network information
propagation framework based on blockchain, where each node propagates infor-
mation to peers based on reliability, and node credibility changes according to
respective information. Information producers and consumers establish trust
through two methods: local trust where same-level users share information, and
global trust based on credibility check results from the model. The framework
achieved 83% accuracy when analyzed using Facebook datasets. S. Ma et al. [23]
emphasized that information management processes should focus on risk and in-
formation system control, requiring assessment of the possibility and severity
of social impacts from network events to determine response strategies. They
proposed a blockchain-based information risk and information system control
framework using Merkle trees to design risk association trees that combine risk
project ledgers, risk analysis ledgers, and risk response ledgers into proposed
smart contracts for risk identification, analysis, response, monitoring, guidance,
and reporting, and developed a system prototype. H. D. Huang et al. [24]
noted that while many countries including the US, South Korea, and China
have issued warnings and regulations about digital virtual currency, the risks
and fraud behind blockchain virtual currency cannot be ignored, and Ethereum
smart contract security has not received sufficient attention. Their team pro-
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posed a machine learning method for sentiment analysis of Ethereum community
comments, building an LSTM+CNN model that achieved over 0.80 accuracy in
analyzing and predicting netizen emotions based on cryptocurrency comments
collected from social networks.

Existing domestic research mainly focuses on the significance and practicality
of blockchain technology in network public opinion management. Zhao Dan
et al. [25] used Steemit platform data to analyze characteristics and patterns
of blockchain-based public opinion propagation, concluding that the ecosystem
is more harmonious. Bin Sheng et al. [26] built upon this work, constructing
a SEIR model for network public opinion propagation in blockchain environ-
ments based on epidemic and game theories, using Steemit data for simulation
to analyze how incentive mechanisms and risk-reward mechanisms affect prop-
agation. Huang Xinhao and Zhao Bo [27] studied network opinion optimiza-
tion using blockchain technology, noting its effective application in traceability,
circuit-breaking mechanisms, and emotion early warning systems. Chen Hejie
and Yan Qiang [28] suggested publishers should use advanced network tools to
monitor public opinion events, analyzing the relationship between blockchain
hot events and publishing planning/sales. Ding Xiaowei and Gao Shuping
[29] studied financial risks from virtual currency public opinion, finding that
blockchain-supported virtual currency public opinion is exceptionally active,
requiring strengthened financial regulation and opinion guidance. Li Tai’an
[30] affirmed blockchain’s positive role in improving the network opinion envi-
ronment, believing it can form joint forces in copyright protection, fake news
combat, privacy protection, and information desensitization to highlight quality
content and reconstruct the opinion environment.

3. Conceptual Framework for Network Public Opinion Risk
Management System

To overcome existing bottlenecks in network public opinion risk management us-
ing blockchain technology, we design a resilient risk management system. This
section builds upon relevant literature, following the research B4 from tradi-
tional risk management theory to resilient risk management theory, and then
to the design of a network public opinion resilient risk management framework.
Risk management is viewed as a continuous management behavior requiring ac-
curate prediction of risk event impacts and striving to maximize opportunities
through effective risk management and control frameworks, thereby reducing
potential losses to organizational assets [31]. Traditional risk management the-
ory can address quantifiable risks and predictable threats, but in the rapidly
changing network environment, network public opinion risks have greater po-
tential impact and higher uncertainty. It is impossible for management entities
to address all risks, or the cost would be prohibitively high. Resilient risk
management theory emphasizes “predicting and adapting to changes in highly
uncertain environments, absorbing and recovering from a wide range of risk
events, and seizing opportunities implied in risk events [32],” making it more
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theoretically adaptable for public opinion risk perception and identification in
converged media environments. When the network public opinion ecological
environment changes, the “management resilience” that stays away from high
variability and self-adaptability of public opinion equilibrium events can better
empower the system to bear and manage risks.

Network public opinion risks have dual impacts on the realization of manage-
ment objectives. The control objective of public opinion risk management in-
formation systems is to discover potential risks, bear them appropriately, and
ensure they are reduced to acceptable levels, enabling management entities to
flexibly select appropriate response strategies and action plans after risk identifi-
cation and analysis. Public opinion risk reports must be regularly monitored and
reported to management entities, tracking risk development trends, legitimacy,
and existing problems. Meanwhile, changes in internal and external opinion en-
vironments, technological progress, and evolution of other risk elements require
management entities to dynamically review risk management work, reanalyze
risks, and even revise response plans. Continuous dynamic monitoring and con-
trol, construction of risk correlation databases, effective identification of risk
data, and immediate response during control windows all highlight the advance-
ment of the resilient risk management system conceptual framework, as shown
in Figure 1 [Figure 1: see original paper].

4. Blockchain-Based Network Public Opinion Risk Man-
agement System

From a non-functional requirements perspective, existing risk management in-
formation systems in various fields share three common defects: First, low data
security. Even in risk management cloud platforms, business data security re-
mains problematic, with database hacking potentially causing immeasurable
losses. Second, difficulty ensuring data authenticity. FElectronic data can be
tampered with or deleted without trace, while manual authenticity review con-
sumes manpower and involves subjectivity. Third, vulnerability to data loss and
damage. Risk stakeholders can easily lose or damage data during storage and
utilization. A blockchain-based public opinion risk management system features
tamper-proof, traceable, and decentralized storage data, eliminating database
hacking risks, minimizing business data leakage possibilities, and leaving trace-
able trails even if leakage occurs. Critical data is no longer centrally stored in in-
dividual institutions but through blockchain P2P storage, reducing loss/damage
possibilities and greatly improving security. Blockchain intelligent ledgers and
smart contracts classify, compare, and execute electronic data and management
processes (transactions), improving efficiency and reducing subjectivity. From
a functional perspective, rampant false information in social networks forces
institutions to invest substantial time and economic costs in authenticity veri-
fication, urgently requiring a powerful, secure, and trusted public opinion risk
management system. Moreover, all stages of public opinion risk management—
including perception/identification, analysis, response, and reporting—require
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accountability, monitoring, timely updates, and adequate resources. Blockchain
technology effectively supports the conceptual framework for public opinion risk
management.

Based on this analysis, we propose a network public opinion risk management
architecture comprising two cross-supporting subsystems: the public opinion
risk management system and the blockchain data guarantee system, as shown
in Figure 2 [Figure 2: see original paper].

4.1 Public Opinion Risk Management System

The public opinion risk management system framework follows the public opin-
ion evolution lifecycle. System resilience optimization is the initial stage, involv-
ing setting risk appetite values, establishing zero-risk items, flexibly configuring
and integrating internal/external resource elements, and building effective co-
ordination mechanisms. The framework includes four functional modules: (1)
Public opinion risk perception and identification. This module perceives, iden-
tifies, and records risks based on evolution elements, perception/identification
models, and risk appetite thresholds. It identifies not only the risks themselves
but also organizational risks, external dependencies, and assumptions such as
management resilience, resource availability, and response timeliness. (2) Pub-
lic opinion risk analysis. After risks are identified and recorded in the regis-
ter, the system analyzes risk levels by examining latent, brewing, outbreak,
decline, and extinction time nodes, calculating online/offline influence. The
analysis must consider dependencies between management organizations and
stakeholders, affected derivative opinions, and related users, sometimes even
evaluating organizational credibility, control levels, possibilities of mass destruc-
tive events, and relationships between risk appetite and tolerance. (3) Public
opinion risk response. The key lies in organizational resilience, timely percep-
tion/identification, accurate level assessment, and scientific response planning.
This stage requires proposing effective, reasonable, and scientific decisions at
appropriate time nodes with detailed implementation plans. (4) Public opinion
risk reporting. Based on accurate perception, identification, monitoring, and
analysis, management organizations no longer get lost in low-value-density com-
plex data. Risk control is confined to reasonable, well-planned, and controllable
contexts, where control performance indicators can greatly improve continuous
monitoring efficiency and establish response archives through performance-level
reports.

4.2 Blockchain Data Guarantee System

The blockchain data guarantee system uses blockchain technology to construct
risk registers including risk identification, analysis, and response plans, storing
risk identification, analysis, response, and reporting data in the blockchain to
ensure traceability and tamper-proofing, thereby providing data support for
risk-sharing mechanisms among management entities, netizens, and hardware.
It dynamically tracks different risks based on association trees by risk level
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and establishes intelligent public opinion risk ledgers. Smart contracts and
performance tables are designed to improve accuracy in major risk analysis,
enhance early warning levels, and increase automated response capabilities.

4.2.1 Blockchain-Based Intelligent Public Opinion Risk Ledger In
public opinion risk smart contracts, the risk register is formed during risk iden-
tification and updated according to risk analysis and control processes. The
intelligent ledger is divided into three categories (see Figure 3 [Figure 3: see
original paper]): (1) Comprehensive risk project ledger with complete risk ac-
counts from identification to response; (2) Risk analysis ledger for preserving
evaluation level information of different risk event accounts; (3) Risk response
ledger for preserving response program items of different risk event accounts
under unique identifiers.

The blockchain-based intelligent public opinion risk ledger has ten key at-
tributes: (1) Event ID. Unique identifiers enable managers to quickly locate
specific risks, with brief thematic descriptions and performance annotations on
response success/failure. (2) Event description. Supplementary information
not covered by the ID. (3) Category. Classification according to standards such
as emergencies, sensitive events, social, livelihood, and government affairs. (4)
Trigger threshold. Thresholds that activate or terminate responses. (5) Status.
Records of evolution states including latent, outbreak, decline, and extinction.
(6) Risk level. Records according to the organization’s “extremely high, high,
moderate, low, none” scale. (7) Outbreak probability. Records based on
analysis models. (8) Influence. Numerical influence values from analysis
models, with actual impact recorded if events occur. (9) Response plan. Plans
formulated from dimensions including positive response, verification, one-time
response, dynamic response, monitoring, information analysis, responsibility
division, and credibility restoration. (10) Management organization. Records
of grassroots organizations, senior managers, spokespersons, and stakeholder
groups.

4.2.2 Blockchain-Based Public Opinion Risk Association Tree The
complete risk register includes risk analysis ledgers, risk response ledgers, and
comprehensive risk ledgers. The risk association tree built upon blockchain
Merkle trees establishes correspondence between ledgers through classification
accounts, enabling fast, low-cost, and free location and retrieval of latest register
information, as shown in Figure 4 [Figure 4: see original paper]. The transaction
tree stores specific block transactions, the receipt tree stores detailed data of
multiple transactions, and the risk association tree stores inclusion relationships
among the three ledgers. The first two trees ensure data consistency and reduce
client-side data storage levels, overcoming defects in traditional public opinion
data management.

The risk association tree establishes relationships among the three ledgers that
can be quickly correlated through hash values. In Figure 4 [Figure 4: see orig-
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inal paper], Block 163845 writes risk analysis and response ledgers, while the
comprehensive ledger is written to Block 163846. Risk events, analyses, and re-
sponses correlate based on risk hash values. Risk Event 22 obtains status data
showing risk level 5 and outbreak state. During this process, each blockchain
agent only needs to download corresponding block headers. For example, based
on the comprehensive ledger for Event 22 in Block 163846, one can obtain hash
values corresponding to risk analysis ID and response ID, then quickly locate
Event 22’s risk analysis and response data in Block 163845. Similarly, knowing
the risk ID in the analysis ledger enables locating the comprehensive ledger on
Block 163846 based on hash values.

4.2.3 Blockchain-Based Public Opinion Risk Smart Contracts The
blockchain data guarantee system includes three smart contracts: (1) Smart
Contract 1. Primarily responsible for key performance indicators and auto-
matic KPI calculation; obtains event ID and type; acquires transaction ledgers,
analysis ledgers, and response ledgers; obtains corresponding comprehensive
ledgers; generates comprehensive ledger transaction blocks for consensus con-
firmation. (2) Smart Contract 2. Responsible for response level approval and
dynamic adjustment; obtains event ID and type; acquires corresponding trans-
action ledgers and response ledgers; calculates response values; determines re-
sponse level rules based on influence; for status-changed events, generates new
comprehensive ledgers to terminate responses and calls Smart Contract 3 for
consensus; establishes risk sets in response ledgers based on event IDs; forms
systematic response plans based on changed approval levels; updates approval
levels in comprehensive ledgers and submits for consensus. (3) Smart Contract
3. Responsible for status change confirmation; obtains event IDs; determines
status changes in analysis or response ledgers based on blockchain transaction
ledgers; acquires latest event IDs from comprehensive ledgers; judges whether
to approve modifications to identification, response, and reporting statuses. If
modification is not permitted, it generates pending status and reaches consensus
on new comprehensive ledgers. If permitted, it submits for consensus confirma-
tion.

5. Research Conclusions

Based on network public opinion risk management and resilient management
theory, this study establishes a resilient risk management theoretical framework
for network public opinion, proposes a blockchain-based risk management sys-
tem architecture, and elaborates on the intelligent ledger for risk identification
and perception, risk association trees, and smart contracts.

This research demonstrates innovation in both theoretical and practical aspects.
Theoretically, it combines network public opinion risk management theory with
resilient management theory to propose a resilient risk management framework,
deepening the application of risk management theory in the network public opin-
ion field. In constructing the system architecture, we designed public opinion
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risk management and blockchain data guarantee subsystems, and detailed core
blockchain applications including intelligent ledgers, risk association trees, and
smart contracts. The value of resilient management and risk management the-
ories is further excavated under blockchain support. Practically, the “manage-
ment resilience” of the theoretical framework can effectively address high vari-
ability and self-adaptability in network public opinion equilibrium events, while
blockchain applications overcome traditional system bottlenecks. Throughout
the entire lifecycle of network public opinion risk management, the system makes
management data more secure, traceable, organizationally adaptable, and effi-
cient, effectively guiding relevant departments in developing blockchain-based
systems and enhancing controllability and efficiency.

During the research process, due to the focus on applying blockchain to solve
core public opinion risk management problems and space limitations, the con-
structed management system could not provide deeper design for the resilient
risk management architecture. Future research will further develop the resilient
risk management architecture design, develop a network public opinion risk man-
agement system using blockchain technology, and focus on solving the coordi-
nation of online-offline public opinion information interaction and interweaving,
using typical cases to demonstrate the scientificity, advancement, and operabil-
ity of the constructed system.
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