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Abstract
[Purpose/Significance] With the proliferation of social networks, users exten-
sively download and utilize third-party applications (i.e., social APPs) through
social platforms, thereby generating privacy concerns. The scope of these con-
cerns extends beyond personal privacy to encompass users’friends’privacy,
referred to as interdependent privacy. By quantifying the value of interdepen-
dent privacy, this study substantiates its pervasive existence and provides an
empirical foundation for the formulation of interdependent privacy policies in
social APPs. [Method/Process] Through empirical investigation and literature
review, the widespread existence of interdependent privacy is established, and
corresponding research questions and hypotheses are proposed. Employing con-
joint analysis, individual preferences are examined via questionnaire surveys to
infer the factors influencing users’APP selection decisions and to quantitatively
estimate the value of interdependent privacy. [Results/Conclusion] The findings
indicate that users do consider friends’privacy when selecting APPs, yet assign
relatively low valuation to it. When examining the influence of contextual fac-
tors regarding social APPs’collection of user information on interdependent
privacy value, two scenarios are introduced: whether the collection of users’
friends’information by APPs enhances functional implementation and usage
effectiveness. The results demonstrate that significant differences in interdepen-
dent privacy valuation emerge only when these two scenarios pertain to friends’
complete information. This suggests that protecting friends’basic information
is of limited importance to users, whereas unreasonable requests for sensitive
information (defined as the portion of complete information remaining after
excluding basic information) exert a negative effect on APP evaluations.
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Abstract: [Purpose/Significance] With the widespread popularity of social net-
works, users download and use numerous third-party applications (social APPs)
through social platforms, raising privacy concerns that extend beyond personal
privacy (direct privacy) to include users’friends’privacy, termed linking pri-
vacy. By measuring the value of linking privacy, this study confirms its extensive
existence and provides a basis for formulating linking privacy policies in social
APPs. [Method/Process] Through empirical investigation and literature review,
this paper confirms the pervasive nature of linking privacy and proposes corre-
sponding research questions and hypotheses. Using conjoint analysis, the study
examines individual preferences via questionnaires, deduces factors influencing
users’APP selection, and quantitatively estimates the value of linking privacy.
[Result/Conclusion] The findings reveal that users consider friends’privacy when
choosing APPs, but value it relatively low. When examining how the context of
social APPs collecting user information affects linking privacy value, the study
introduces two scenarios: whether the APP’s collection of users’friends’infor-
mation enhances APP functionality and usage effectiveness. Results show that
only when these two scenarios affect friends’complete information do significant
differences in linking privacy emerge, indicating that protecting friends’basic
information is not particularly important to users, but unreasonable requests
for sensitive information (the portion of complete information excluding basic
information) negatively impact APP evaluation.

Keywords: social network; linking privacy; privacy value; privacy mea-
surement Classification Number: G251 DOI: 10.13266/j.issn.0252-
3116.2020.14.009

1 Problem Statement
The popularity of social networks has led to continuous functional expansion,
including the integration of third-party programs (social APPs) that users down-
load and use through social platforms to meet various needs. Such APPs have
achieved tremendous market success, with global downloads exceeding 204 bil-
lion in 2019, of which China’s market accounted for nearly 50%, making it
the largest application market [1]. However, alongside their popularity, social
APPs generate user privacy concerns relating to both users’own privacy (direct
privacy) and users’friends’privacy (linking privacy).

Linking privacy is prevalent in social APPs. On one hand, social APPs can
request extensive information about users’friends, including birthdays, photos,
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identification documents, addresses, work experience, educational background,
and location data. In China, such information collection is typically bundled
in APP privacy policies, while abroad it is often presented as a list for user
selection. On the other hand, social APPs are frequently installed, and even
though some APPs only request specific types of information, the collection
of users’friends’information across social APPs as a category is substantial.
These APPs often set prerequisites for collecting users’personal information,
requiring authorization before use, yet users cannot judge whether collection
is excessive, raising concerns about passive inducement to over-authorize and
suspicion of information misuse. Simultaneously, these APPs also set thresholds
for collecting users’friends’information, requiring user permission but not friends’
consent, with friends often unaware of such collection.

Domestically, APPs explicitly collect multiple types of user information, some
involving friends’information, such as user contact lists that may contain friends’
names, phone numbers, addresses, and email addresses; call records that include
both users’and friends’conversation content; and dialed/received calls that
record friends’phone numbers. Thus, these APPs implicitly collect users’friends’
information, bundled within privacy policies. According to a May 2019 survey
by the Cyberspace Administration of China [2] of 100 popular Android APPs,
the statistics on major information types collected from users’friends are shown
in .

Internationally, during summer 2019, the authors surveyed 1,500 most-
downloaded Facebook APPs from 2018, counting each APP’s required
permissions to access friends’information. The results, summarized by infor-
mation type and calculated based on 2018 download frequencies, are shown in
.

Based on , although official 2019 Android APP download statistics are unavail-
able in China, the phenomenon of Android APPs collecting users’friends’infor-
mation is widespread. shows that internationally, while the proportion of APPs
collecting any given information type is not high, these APPs have extremely
high download frequencies, making the total volume of collected information
substantial. Therefore, linking privacy is a serious issue in social networks both
domestically and internationally.

2 Literature Review
2.1 Privacy Value Measurement

Privacy value measurement often employs privacy cost-benefit tradeoff theory,
which views privacy as an economic good. When facing information disclosure,
users consciously conduct cost-benefit analysis, weighing perceived costs against
perceived benefits to make optimal choices while also considering factors such
as trust in information recipients. Privacy measurement methods commonly
use experimental economics approaches, including direct surveys, BDM experi-
ments, scenario simulation, field experiments, discrete choice experiments, con-
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joint analysis, and contingent valuation. For example, S. Schudy et al. [3] used
the BDM mechanism to estimate the value of different personal information
items by measuring the minimum amount required to share personal informa-
tion. R. K. Chellappa et al. [4] used scenario simulation to investigate users’
value perceptions of personal information in online environments and explore
the tradeoff mechanism between personalized services and privacy leakage. S.
Spiekermann et al. [5] assessed personal information privacy value by measuring
users’willingness to pay to retain their Facebook information. H. Krasnova et
al. [6] used discrete choice experiments to study users’concerns about personal
information leakage when using Facebook Connect. I. H. Hann et al. [7] em-
ployed conjoint analysis to explore the cost-benefit tradeoff of online personal
information disclosure and measure its monetary value. V. Bennndorf et al. [8]
used contingent valuation to assess the monetary value of personal information
contributed to social networks.

Privacy measurement results depend on survey context, as different contexts al-
low for different experimental methods, and introducing various context-based
experiments is a common approach to addressing challenges in measuring per-
sonal information value. Generally, consumers are willing to purchase privacy-
friendly products, but some contexts exhibit a privacy paradox. For instance,
in online shopping, users willingly disclose sensitive information for better per-
sonalized services [9]. On average, users’willingness to sell personal information
exceeds their willingness to protect it, though some contexts yield different con-
clusions. Hospital patients highly value protecting sensitive medical data (e.g.,
infectious disease data), with almost no willingness to sell (e.g., HIV data). Geo-
graphic and monetary incentive contexts also affect privacy measurement, such
as differences in monetary valuation of location data across EU countries [10],
and moderate monetary incentives leading many users to contribute personal
information [10]. Privacy policy statements and platform reputation are also
important contextual variables, as J. Kim et al. [11] found that privacy state-
ments positively influence willingness to disclose personal information, while E.
B. Andrade et al. [12] found that platform reputation negatively correlates with
privacy concerns.

2.2 Linking Privacy

In linking privacy emergence research, some studies have summarized its occur-
rence based on APP download counts in social networks. For example, in 2013,
B. Gergely et al. [13] surveyed 27,000 popular Facebook APPs for friends’in-
formation collection, while N. Wang et al. [14] examined 9,400 most-used APPs
on the platform. The China Consumers Association [15] tested 100 APPs each
from the App Store and Android markets, finding that 28% requested access
to users’contact lists (friends), with some even requesting call records between
users and friends. Analyzing user data also reveals linking privacy issues, as
P. Shi et al. [16] analyzed Facebook blog comments to examine linking privacy
concerns arising from friends’information leakage due to user behavior, and
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H. Krasnova et al. [6] surveyed 199 Facebook users about 38 types of friends’
information, finding both“privacy egoism”and concern for friends’information
leakage.

Linking privacy theory research remains scarce domestically and limited inter-
nationally. M. E. Johnson [17] analyzed privacy concerns from enterprises’in-
formation leakage regarding negative impacts on employees, customers, agents,
and suppliers. T. L. James et al. [18] treated users and friends aware of their
sensitive medical data as original and co-owners, where leakage affects both
parties and causes privacy concerns from co-owners, developing a measurement
scale. J. Wirth et al. [19] studied concerns from friends aware of individuals’
leaked privacy and analyzed factors influencing their motivation to protect the
individuals’privacy.

The theoretical foundation for linking privacy is “other-regarding preferences,”
where decision-making considers both self-interest and others’welfare. In social
APP contexts, this means users consider friends’interests and privacy when
deciding to download APPs involving friends’information collection. Linking
privacy measurement follows context dependency theory, where data request
context relevance affects information disclosure behavior and privacy percep-
tion. For example, users installing a birthday APP to remind them of friends’
birthdays would have different privacy concerns than when APPs collect context-
irrelevant information.

3 Research Hypotheses and Experimental Settings
Based on context dependency theory, this study sets up two scenarios, randomly
assigning subjects to one without crossover:

S1: The APP’s collection of users’friends’information does not enhance APP
functionality or usage effectiveness.

S2: The APP’s collection of users’friends’information enhances APP func-
tionality or usage effectiveness.

Extensive research [20-21] shows that in many decision contexts, individuals
deviate from pure self-interest, exhibiting other-regarding preferences that self-
lessly care about others’welfare and reciprocate goodwill, especially when choices
directly determine others’interests. Applied to this study, social APP users are
predicted to show other-regarding preferences, caring about friends’privacy.
Research also shows [22] that online interpersonal interaction helps individu-
als develop and maintain online social capital, which refers to non-material
resources accumulated through interpersonal relationships that benefit individ-
uals and increase opportunities for diverse thought and positive information. As
online community components, social APP users accumulate social capital and
must evaluate behaviors that may harm community members, including friends’
information leakage. Therefore:
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H1: Social APP users positively evaluate friends’information value, exhibiting
other-regarding preferences in linking privacy leakage decision contexts.

While users show privacy concerns when disclosing personal information (self-
regarding preferences) [22], APP users also value friends’information (other-
regarding preferences), though the degree varies by person and context [23].
Whether users’concern for their own privacy exceeds concern for friends’pri-
vacy is context-dependent and an empirical question. However, interpersonal
connections vary in strength, with strong ties existing between people with mu-
tual trust and overlapping social circles, while online social capital building
creates relatively weak coupling [24]. Generally, stronger ties correlate with
higher concern. Therefore:

H2: When choosing APPs, social users exhibit higher privacy concern for their
own information than for friends’information.

Context dependency means the reasonableness of information collection depends
on specific contexts, and when information collection is context-irrelevant, pri-
vacy concerns increase [25]. This study defines two contexts: whether APP
collection of friends’information enhances functionality and usage effectiveness.
Therefore:

H3: Users exhibit higher linking privacy concerns when social APPs collect
context-independent friends’information compared to context-dependent infor-
mation.

4 Research Design
4.1 Conjoint Analysis Design

This study employs conjoint analysis, first proposed by P. E. Green et al. [26]
in 1990 for measuring user preferences in cost-benefit tradeoffs and later used to
estimate personal privacy concerns’monetary value. This method quantitatively
estimates linking privacy value by analyzing users’APP evaluation behavior to
deduce influencing factors. Social APPs are viewed as combinations of multi-
ple attributes, where collecting friends’information is one attribute with levels
representing different collection types.

4.1.1 Attribute Determination Focus group interviews determined social
APP attributes for conjoint analysis through the question: “What factors in-
fluence your choice to download and use an APP?”Twenty participants from
Zhengzhou University (5 each of faculty, PhD students, master’s students, and
undergraduates) were interviewed, half with privacy leakage experience and half
without, as this may affect privacy concerns. Major factors are summarized in
, showing that the main factors for choosing APPs are four dimensions: price,
popularity, user personal privacy concern, and user friends’privacy concern.
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4.1.2 Level Determination Semi-structured interviews based on selected
attributes obtained users’level perceptions.

(1) APP Price Levels: Statistics from the top 1,000 paid APPs in Apple’s
App Store were averaged, combined with respondents’willingness to pay, yielding
price levels of “0 yuan”and “15 yuan.”

(2) Popularity Levels: Based on respondents’perception of friends’usage
percentage, where 70% considered an APP used by one-third of friends as pop-
ular, while less than 10% usage was unpopular. Thus, popularity levels are 10%
and 30%.

(3) User Personal Information Levels: Based on the national communica-
tions industry standard “Telecom and Internet User Personal Information Pro-
tection Definitions and Classification”(YD/S2781-2014), the authors’Facebook
survey, and mobile APP permission management, three levels were designed:
none, basic information (name, ID number, age, gender, workplace, education,
address), and complete information (basic plus location, schedule, photos, audio,
video, bank accounts).

(4) User Friends’Privacy Levels: Same as personal privacy levels. APP
attributes and levels are summarized in .

4.1.3 APP Profile Selection Based on , APP profiles consist of 4 attributes
(2 with 2 levels, 2 with 3 levels), yielding 36 possible profiles (2$×2×3×$3).
Ranking 36 profiles is impractical, so SPSS 23.0’s orthogonal design selected 9
representative profiles shown in .

4.2 Survey Design

An online questionnaire using between-subjects design was implemented via
“Question Star”software.

(1) Questionnaire Testing: Five faculty, PhD students, master’s students,
and undergraduates from Zhengzhou University evaluated design rationality and
content validity.

(2) Survey Implementation: From September-October 2019, a 10-person
research team used snowball sampling among Zhengzhou University faculty and
students, who distributed questionnaires to friends. A total of 353 question-
naires were collected. Respondents needed social network accounts and at least
10 installed APPs to ensure quality, receiving 10 yuan compensation for com-
pletion.

(3) Survey Process: The survey included: (a) purpose explanation, (b) de-
mographic information (gender, age, education, occupation), (c) ranking 9 APP
profiles with attribute explanations (separately for scenarios S1 and S2), and
(d) additional questions about social network friend counts for further privacy
preference analysis.
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5 Data Analysis
5.1 Sample Acquisition

Data collection gathered 353 responses (S1: 175, S2: 178). After cleaning
low-quality questionnaires violating common sense (e.g., preferring a paid APP
collecting complete personal information over a free APP collecting none when
other attributes were equal), 103 valid S1 and 102 valid S2 questionnaires re-
mained.

5.2 Component Utility and Importance Analysis

SPSS conjoint analysis module output utility values () and relative importance
(). Utility values reflect preference for attribute levels, while relative importance
reflects each attribute’s decision weight. Results show price is the most impor-
tant factor, with utility decreasing as price increases. Personal privacy ranks sec-
ond in both scenarios, with higher collection decreasing utility. Friends’privacy
ranks third, with higher collection decreasing utility, confirming other-regarding
preferences. Personal privacy importance exceeds friends’privacy, confirming
self-regarding preferences. Popularity is least important, with utility increasing
with popularity.

5.3 Monetary Value Analysis of Level Changes

For each attribute, level change utility differences were calculated, then con-
verted to monetary equivalents reflecting users’economic valuation. Results
are in . The “Utility Change”column shows utility differences from attribute
level changes. Price changes create the largest utility shifts, indicating strongest
user aversion to paid versions. Personal information changes show negative util-
ity, indicating preference for less collection. Friends’information shows similar
patterns. Popularity has positive utility correlation.

Monetary conversion algorithm: First, calculate utility change per price unit
(S1: 3.73/15 = 0.2487; S2: 3.82/15 = 0.2547). Then divide other attributes’
utility changes by this value. For example, preventing collection of friends’basic
information is valued at 0.44 yuan in S1 and 0.35 yuan in S2. Overall, preventing
complete friends’information collection is valued at 6.32 yuan in S1 and 4.47
yuan in S2. One-sample t-tests show all utility changes are significant except
“none→basic information”for friends’information, indicating low valuation of
basic friends’information but high valuation of complete information. Thus, H1
is partially supported.

5.4 Comparison of Monetary Values for Personal and Friends’Privacy

Extracting monetary values for personal and friends’privacy from yields . Users’
valuation of personal privacy significantly exceeds that of friends’privacy, con-
firming individuals care more about themselves, supporting H2. In social net-
works, friends’privacy monetary value refers to valuation of all friends’personal
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information. For comparability, converting to per-friend value (dividing by
friend count) yields very small values. Thus, users are “privacy egoists”with
weak coupling to most online friends, caring only about small portions of friends’
privacy. This further supports H2.

5.5 Comparison of Privacy Level Monetary Values Across Scenarios

Extracting scenario S1 and S2 monetary values from yields . All S1 mone-
tary value absolute amounts exceed S2, indicating higher privacy concern in
S1. However, statistical analysis shows no significant differences for personal
privacy changes between scenarios. For friends’privacy changes, three cases
exist: (1) “none→basic information”shows no significant difference, indicating
low concern for basic information regardless of context. (2) “basic→complete
information”shows significantly higher monetary value in S1, indicating greater
sensitivity when APPs collect more sensitive information (photos, location). (3)
“none→complete information”also shows significant differences, confirming sen-
sitivity to particularly sensitive data. The first case does not support H3, but
the latter two support H3, showing that information collection context signifi-
cantly affects concern for friends’sensitive (not basic) information. Thus, H3
is partially supported.

6 Research Findings
This study proposes a method to quantify linking privacy’s monetary value.
Results show friends’privacy ranks third in importance across both scenarios,
below personal privacy and price. Comparing monetary values reveals users
consider friends’privacy when choosing APPs but value it relatively low. Ac-
counting for friend count, per-friend privacy valuation is far lower than personal
privacy valuation. All three cases indicate users exhibit both privacy egoism and
privacy altruism when deciding on APP usage, with the former dominating.

The study also analyzes how social APP information collection context affects
linking privacy value. S1 shows higher valuations for both personal and friends’
privacy than S2, but significant differences only emerge for friends’complete
information. This suggests protecting friends’basic information is not partic-
ularly important to users, but unreasonable requests for sensitive information
(complete minus basic information) negatively impact APP evaluation.

Theoretical Contributions: Linking privacy has received attention abroad
but limited domestic research. This phenomenon objectively exists widely in
China, where most APPs bundle friends’information collection authorization
in privacy policies, often without friends’knowledge. This study defines linking
privacy, expands personal privacy scope, and constructs a measurement method.

Practical Contributions: Results inform APP privacy policy development.
Users’relatively low valuation of friends’information suggests such sharing
should be more strictly limited or require explicit user consent. Privacy policy-
makers should encourage improved APP privacy statements clearly informing
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users about friends’information collection practices and strengthen process man-
agement, such as embedding technologies to quickly assess relevance between
requested information (especially friends’sensitive data) and APP functional-
ity, enabling transparent decisions. Management and technical interventions
can increase awareness for users and their friends about information collection,
improving decision transparency.

Limitations: First, actual APP usage lacks privacy emphasis mechanisms, but
this study directly asked about privacy as an important attribute, potentially
overestimating privacy concerns and monetary values. Future research could
measure privacy without explicitly asking about it. Second, this study only
considered APP information collection context, not other factors like APP type
or specific usage purposes. Future research should incorporate more dimensions.
Finally, while confirming linking privacy’s existence and value, this study did not
examine user factors like personal experience, trust tendencies, and personality
traits, which future structural equation modeling could address.
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