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Abstract
[Purpose/Significance] The big data environment imposes heightened demands
on collaborative security intelligence operations. Investigating the challenges
and solutions within such collaboration facilitates coordinated efforts among
relevant security intelligence agencies and enhances operational efficacy.
[Method/Process] This study explores potential challenges in collaborative
security intelligence operations within big data environments, using counter-
terrorism intelligence as a case study. By integrating the intelligence workflow,
it analyzes the operational entities and collaborative requirements of security
intelligence work, subsequently proposing a collaborative framework for
counter-terrorism intelligence operations. [Results/Conclusion] The proposed
collaborative framework for counter-terrorism intelligence operations entails:
under the guidance of intelligence requirements issued by the Counter-Terrorism
Leadership Group, specialized agencies such as the Ministry of Public Secu-
rity collaborate with general business departments—including the People’s
Bank of China, Ministry of Transport, Ministry of Industry and Information
Technology, and General Administration of Customs—as well as social forces
from the financial, transportation, telecommunications, healthcare, non-profit
sectors, and the general public, to execute the collection, processing, analysis,
application, and feedback of domain-specific counter-terrorism intelligence.
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Abstract: [Purpose/Significance] The big data environment imposes higher
requirements for collaboration in security intelligence work. Research on the
problems and solutions in security intelligence work collaboration can help rel-
evant departments work together to improve the effectiveness of security intel-
ligence operations. [Method/Process] This paper discusses the potential prob-
lems in security intelligence work collaboration under the big data environment,
takes counter-terrorism intelligence as an example, analyzes the main actors
and collaboration needs in security intelligence work in conjunction with the in-
telligence workflow, and proposes a collaboration scheme for counter-terrorism
intelligence work. [Result/Conclusion] The proposed collaboration scheme for
counter-terrorism intelligence work is as follows: Under the guidance of counter-
terrorism intelligence requirements issued by the Counter-Terrorism Leading
Group, specialized departments such as the Ministry of Public Security collab-
orate with general business departments including the People’s Bank of China,
Ministry of Transportation, Ministry of Industry and Information Technology,
and General Administration of Customs, as well as social forces from the finan-
cial, transportation, telecommunications, medical, and non-profit sectors and
the general public, to carry out the collection, processing, analysis, application,
and feedback of counter-terrorism intelligence in specific fields.
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Security intelligence refers to security information that influences security man-
agement [1]. Security intelligence work helps maintain national security and
social stability. On October 18, 2017, during the 19th National Congress of the
Communist Party of China, General Secretary Xi Jinping stated that“adhering
to the overall national security concept, coordinating development and security,
enhancing awareness of potential dangers, and being prepared for danger in
times of safety constitute a major principle of our Party in governing the coun-
try.”He emphasized that“we must uphold national interests as paramount, take
people’s security as our purpose, political security as our foundation, coordinate
external and internal security, territorial and national security, traditional and
non-traditional security, and individual and collective security, improve our na-
tional security system, strengthen national security capabilities, and resolutely
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safeguard national sovereignty, security, and development interests.”According
to the connotation of the overall national security concept, the national security
intelligence system should be a collaborative organic unity [2]. Under this con-
cept, leveraging scale advantages through intelligence sharing and collaboration
is an implicit requirement [3].

Traditional intelligence work methods are not fully applicable to security intel-
ligence work in the big data environment. Such work relies not only on profes-
sional intelligence personnel to provide security intelligence but also on extract-
ing security intelligence from massive data across various industries. The di-
versification of intelligence sources makes the security intelligence process more
complex. Without effective collaboration, this not only leads to duplicated ef-
forts but may also result in insufficient professional knowledge and skills within
individual business or intelligence departments, affecting the effectiveness of
intelligence work. A collaborative security intelligence process can improve ef-
ficiency, enable knowledge and skill exchange and sharing, and save time and
material costs. The root cause of most collaboration problems lies in the fact
that traditional security, self-security, and common security are not adequately
addressed. Therefore, it is necessary to conduct research on security intelligence
work collaboration from the perspective of the intelligence process to address
the questions of “how to collaborate”[4].

The concept of “security intelligence”encompasses national security, public
safety, and production safety [5]. Intelligence required by organizations related
to counter-terrorism tasks is called counter-terrorism intelligence [6]. Counter-
terrorism is one of the responsibilities of the U.S. Department of Homeland
Security [7], and China has also incorporated counter-terrorism into its national
security strategy [8]. Counter-terrorism intelligence differs from security intelli-
gence in that it involves a narrower scope—security intelligence covers broader
domains, while counter-terrorism intelligence focuses solely on counter-terrorism
work.

Big data is characterized by large volume, diverse types, high velocity, and
low value density. It presents both challenges and opportunities for security
intelligence. On one hand, big data can provide rich intelligence; on the other
hand, traditional intelligence work methods are not entirely suitable. This study
takes counter-terrorism intelligence work as an example to examine security
intelligence work collaboration from the perspective of the intelligence process.
It analyzes specific collaboration problems in each stage of the counter-terrorism
intelligence process and constructs a collaboration scheme for counter-terrorism
intelligence processes.
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2 Related Research
2.1 Security Intelligence

Security intelligence is an interdisciplinary field combining intelligence studies
and security science [9]. Existing research primarily focuses on security intelli-
gence law systems, methods, and institutional frameworks. For instance, Wang
Bing et al. explored the concept and evolution of security intelligence from a
safety science perspective [5] and proposed conceptual and implementation mod-
els for intelligence-led security management [10]. Gao Jinhu [11] emphasized the
need to create an integrated national security intelligence work mechanism and
proposed reform paths for the national security intelligence system. Zhang Yalei
et al. [12] discussed the essential competencies required of security personnel un-
der the overall national security concept, namely security intelligence literacy,
which refers to the ability to acquire, analyze, and utilize security intelligence
[13]. Qin Dianqi et al. [14] noted that in the big data environment, the in-
telligence literacy of security intelligence personnel is crucial for information
security, requiring openness, development, and interactivity. Li Hui et al. [15]
pointed out that in national security intelligence work, intelligence perception
and analysis must consider massive information and complex environments, pos-
ing significant challenges to intelligence personnel’s analytical capabilities and
workload.

Although scholars have explored security intelligence from various perspectives,
few have studied security intelligence work collaboration in conjunction with big
data characteristics, and research on specific collaboration mechanisms from the
intelligence process perspective remains insufficient.

2.2 Intelligence Process

The intelligence process is the fundamental procedure for conducting intelli-
gence work, and its importance is self-evident. It refers to a series of steps or
stages in intelligence work [16] and can also be described as several stages cen-
tered on specific phases [17]. A clear intelligence process helps clarify personnel
composition and work objectives at different stages, thereby enhancing an or-
ganization’s information collection capabilities, decision-making capacity, and
competitiveness [18].

Currently, there is no unified understanding of the intelligence process.
Academia has proposed various models, including linear progression models,
intelligence cycle models, multiple iteration models, network interaction
models, and target-centric models [19]. R. Chakraborty et al. [20] interviewed
Indian police and highlighted the positive role of intelligence processes in crisis
management during terrorist attacks. A. Williot et al. [21] similarly noted that
process strategies can significantly affect police crisis detection capabilities. Li
Jianhui et al. [22] studied public security intelligence processes, dividing them
into four stages: data mining, data management, analysis and prediction, and
intelligence product distribution and feedback. F. Bartes summarized previous
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research and proposed a counter-competitive intelligence cycle divided into five
stages: planning and direction, data collection, analysis, action, and evaluation
[23].

Most existing research examines intelligence processes from the perspective of
intelligence activity stages, using highly generalized models. While such studies
have universal applicability, they lack specificity when applied to particular do-
mains. Currently, few studies focus on counter-terrorism intelligence processes.
Some researchers have examined public security intelligence processes, which are
similar but have unique characteristics. Counter-terrorism intelligence activities
require nationwide participation, making their actor composition more complex
than public security intelligence and involving multiple departments. Counter-
terrorism intelligence user needs are also more diverse. Existing research has
not considered counter-terrorism intelligence work collaboration from the intel-
ligence process perspective. However, collaborative processes can improve effi-
ciency and maximize benefits through functional complementarity, cooperation,
and resource sharing.

2.3 Collaboration Theory

To better accomplish security intelligence work, we need to establish a sensitive,
multi-threat-responsive intelligence organization network with good collabora-
tive effects. T. W. Malone et al. defined collaboration as harmonious cooperation
and noted that reasonable information sharing is one of the most important is-
sues in achieving overall objectives [24]. In organizations, collaboration is a key
factor in enhancing competitiveness [25]. For organizations, collaboration refers
to inter-departmental cooperation that creates total value greater than the sum
of individual parts [26]. Synergetics suggests that without good collaboration,
organizations fall into disorder and chaos [27]. Whole-of-government theory is
an important framework for government department collaboration, emphasizing
integration and coordination to establish cross-organizational cooperation and
optimize government functions. It stresses not only cooperation based on shared
goals but also mutual reinforcement through collaboration [28].

Security intelligence involves multiple domains. For emergency intelligence,
Yang Qiaoyun [29] proposed using holistic governance to promote government
emergency intelligence collaboration. For strategic intelligence, Wang Xin sug-
gested a differentiated collaborative strategic intelligence research model [30].
For think tank intelligence, Zhang Haitao et al. [31] studied service innovation
mechanisms from a collaboration theory perspective.

Although some existing research on security intelligence collaboration touches
upon intelligence processes, these studies do not deeply analyze specific collab-
orative work in each intelligence process stage. Moreover, research on counter-
terrorism intelligence process collaboration is scarce. Analyzing security intel-
ligence process collaboration from the intelligence process perspective can intu-
itively demonstrate specific collaboration models. Therefore, this study exam-
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ines security intelligence work collaboration in the big data environment from
the intelligence process perspective, using counter-terrorism intelligence work as
an example.

3 Demand Analysis and Existing Problems in Security In-
telligence Work Collaboration
3.1 Collaboration Demand Analysis in Security Intelligence Work Un-
der Big Data Environment

In the big data era, security intelligence work faces challenges including large
data volumes, diverse data structures, multiple data sources, and low data value
density. These issues permeate the entire security intelligence workflow and
require joint efforts from all participating organizations. Collaboration is an
effective means to improve security intelligence work efficiency in the big data
environment. Big data collection, storage, processing, and utilization impose
high requirements on hardware and software capabilities. Collaboration helps
better leverage big data information resources. For instance, using big data
resources requires high-performance computer equipment, increasing costs. In-
telligence personnel can access large amounts of data, but verifying authenticity
and tracing sources is difficult. Moreover, different intelligence workers may
draw different conclusions from the same data. Addressing these issues requires
collaborative sharing of experience, capabilities, and wisdom. Additionally, big
data does not represent all data, and different training and test set selections af-
fect final results. Through collaboration, security intelligence workers can more
efficiently utilize big data resources, obtain more accurate analysis results, and
improve intelligence work efficiency through information and capability sharing.

3.2 Shortage of Professionals

Most cross-organizational collaboration designs depend on the experience and
capabilities of specific personnel [32]. However, relying on experienced individ-
uals makes flexible and effective inter-organizational collaboration difficult. Big
data imposes higher requirements on security intelligence work collaboration.
Collaboration can only be achieved when personnel can effectively utilize ex-
ternal information [33]. Intelligence personnel competencies are closely related
to data collection and analysis methods [34]. The large volume and structural
diversity of big data increase the difficulty for organizational members to utilize
external information, demanding higher competencies from intelligence person-
nel.

Counter-terrorism intelligence work also faces professional shortages [35]. The
2015 Counter-Terrorism Law of the People’s Republic of China mandates es-
tablishing a national counter-terrorism intelligence center to coordinate China’
s counter-terrorism intelligence work and strengthen inter-departmental coop-
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eration. Subsequently, provinces and cities established counter-terrorism in-
telligence centers, such as Lanzhou’s transformation of its counter-terrorism
intelligence comprehensive analysis center in 2017 [36] and Anhui’s launch of
a provincial counter-terrorism intelligence center system construction project
in 2018 [37]. Additionally, the Ministry of State Security, Armed Police, and
People’s Liberation Army are involved in counter-terrorism operations, with
databases containing counter-terrorism intelligence. Different databases have
inconsistent storage structures, increasing the cost of intelligence sharing and
making intelligence interpretation dependent on professionals. Therefore, pro-
fessional shortages reduce counter-terrorism intelligence work efficiency, making
it difficult to timely address challenges and meet demands. Professional train-
ing is a long-term endeavor requiring substantial time investment, so counter-
terrorism intelligence work schemes need to reduce dependence on internal pro-
fessionals.

3.3 Insufficient Horizontal Interaction Between Organizations

In the big data era, the nature, time, space, content, and form of security
intelligence elements are being reconstructed [38]. To improve efficiency, re-
search on security intelligence work collaboration from the intelligence process
perspective is necessary. The intelligence process is crucial for collaboration
and should match intelligence requirements. Security intelligence work is not a
single-objective task, and rigid processes hinder collaboration [39-40]. Defining
intelligence requirements is the first step in intelligence work [41]. Horizon-
tal interaction between intelligence departments better meets intelligence needs
[42]. For example, U.S. intelligence agencies fully mobilize national resources
to ensure horizontal and vertical information transfer between intelligence ser-
vice agencies and intelligence requirement entities [43]. Only with sufficient
horizontal interaction between departments can valuable security intelligence
be provided [44]. Currently, China’s security intelligence workflow suffers from
insufficient horizontal interaction [45].

In counter-terrorism intelligence work, although the core purpose is counter-
terrorism, requirements vary across contexts. For instance, pre-event counter-
terrorism intelligence needs focus on prevention, while during-event needs focus
on response. The former represents unclear requirements, while the latter rep-
resents clear requirements. Thus, counter-terrorism intelligence work is not a
single-objective task. The counter-terrorism intelligence process should accom-
modate both early warning needs and task-specific requirements. Therefore, to
achieve collaboration, the counter-terrorism intelligence process must be more
flexible to promote horizontal interaction between departments. Only through
sufficient horizontal interaction can efficiency in obtaining effective intelligence
from big data resources be improved.
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4 Construction of a Counter-Terrorism Intelligence Collab-
oration Scheme
4.1 Counter-Terrorism Intelligence Actors

To address the collaboration problems in counter-terrorism intelligence work
under the big data environment identified in Section 3, this study constructs
a counter-terrorism intelligence collaboration scheme based on whole-of-
government theory [28] and incorporates social forces by drawing on the U.S.
intelligence outsourcing model. The scheme elaborates on counter-terrorism
intelligence actors and their specific collaboration methods.

Under China’s nationwide counter-terrorism context, counter-terrorism intelli-
gence actors should include the Counter-Terrorism Leading Group, specialized
departments, general business departments, and social forces. According to
the Counter-Terrorism Law, the Counter-Terrorism Leading Group provides
unified leadership and command, coordinating counter-terrorism work across
departments. Specialized departments include the Ministry of Public Security,
Ministry of State Security, People’s Armed Police, and People’s Liberation
Army—organizations with professional counter-terrorism intelligence collection
and analysis personnel that have counter-terrorism as their primary mission.
General business departments include the People’s Bank of China, Ministry of
Transportation, Ministry of Industry and Information Technology, and General
Administration of Customs—government agencies that do not primarily focus
on counter-terrorism but provide auxiliary services.

Social forces are important sources of counter-terrorism intelligence, including
enterprises, non-profit organizations, and the public. Enterprises span finance,
transportation, telecommunications, services, manufacturing, and other indus-
tries. Financial institutions (banks, securities firms, mobile payment providers)
can provide information on abnormal financial flows. Transportation (rail, air,
road) can provide data on personnel movement and dangerous goods transport.
Telecommunications (operators, social media platforms, e-commerce) can pro-
vide information on individuals disseminating terrorist content online. Services
(hotels, hostels) can provide suspicious personnel whereabouts. Manufacturing
enterprises using or producing dangerous goods can provide lists of individuals
purchasing such items. Non-profit organizations include public welfare groups,
rights protection associations, religious groups, and cultural-educational organi-
zations, which can provide domain-specific information such as dangerous infec-
tious sources or abnormal business activities.

Actors are divided into leadership and execution layers [46], as shown in Table
1 .

4.2 Counter-Terrorism Intelligence Work Collaboration Scheme

In counter-terrorism intelligence work, “collaboration”means achieving com-
plementary advantages and mutual benefit among actors. Based on the actors
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described in Section 4.1, this section explores the collaboration scheme between
them.

Following the literature [16], the collaboration scheme is constructed according
to intelligence planning, collection, processing, analysis, application, and feed-
back. As shown in Figure 1 [Figure 1: see original paper], based on network
interaction models [47] and target-centric models [48], the core of the intelli-
gence process should be clear intelligence requirements or objectives, making
“clarifying requirements”the starting point. Following multiple iteration models
[16] and network interaction models, intelligence process stages are not fixed
but flexible. When applied to specific counter-terrorism intelligence tasks, this
manifests as collaboration among different actors at different stages, as detailed
in Figure 1.

Numbers represent horizontal interactions: 1—task assignment; 2—submission
of processed intelligence; 3—expert secondment; 4—external expert hiring; 5—
reporting to specialized departments. To address professional shortages, this
scheme incorporates general business departments and social forces as counter-
terrorism intelligence actors, assigning them partial intelligence collection, pro-
cessing, and analysis tasks. Cross-organizational expert secondment also reduces
dependence on internal professionals. For example, when government depart-
ments need financial data analysis, they can collaborate with financial experts
from the People’s Bank of China or academia rather than hiring dedicated
financial analysts.

To address insufficient horizontal interaction, the Counter-Terrorism Leading
Group coordinates departmental work while enabling horizontal information
transfer between actors. When no specific counter-terrorism intelligence task
exists, actors conduct counter-terrorism intelligence work for early warning pur-
poses. In this context, social forces, general business departments, and special-
ized departments must interact horizontally during intelligence collection and
processing, transferring counter-terrorism intelligence. Specialized departments
must interact horizontally with general business departments and social forces
during intelligence analysis to second experts. When specific tasks arise, ac-
tors conduct counter-terrorism intelligence work under the Leading Group’s
leadership. Due to their special nature, specialized departments can conduct
task-oriented intelligence work based on specific assignments.

4.2.1 Collaboration in the Intelligence Planning Stage Intelligence
planning involves planning the entire intelligence workflow based on require-
ments, defining organizational responsibilities and objectives [49]. In the big
data environment, departments face diverse and massive data types. Clear
counter-terrorism intelligence planning helps departments clarify responsibili-
ties and conduct work effectively. For example, the U.S. Director of National
Intelligence can coordinate national intelligence agencies and clarify their
counter-terrorism intelligence tasks [50].
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In Figure 1, after clarifying requirements, the Counter-Terrorism Leading Group
formulates macro-level intelligence plans, issuing counter-terrorism intelligence
tasks through notices, policies, and systems. Specialized and general business
departments develop specific intelligence plans based on macro plans and actual
conditions, also issuing tasks through notices and policies. For instance, if the
Leading Group issues a task for online counter-terrorism intelligence collection,
the Ministry of Industry and Information Technology would adjust its cyber
intelligence plan accordingly, such as collecting accounts posting abnormal in-
formation on social media. Social forces (enterprises and non-profits) with com-
plex structures must also consider internal division of labor, generating internal
collection schemes based on tasks from the Leading Group and supervisory de-
partments. This planning approach clarifies responsibilities, ensures operability,
and improves collaboration efficiency.

4.2.2 Collaboration in the Intelligence Collection Stage Intelligence col-
lection involves obtaining information according to intelligence plans. The big
data context requires multiple information sources, including both non-public
(government confidential information, undisclosed business information, profes-
sional intelligence collection) and public sources (online information, voluntarily
disclosed organizational information).

Counter-terrorism intelligence collection should not be the sole responsibility
of security departments; it requires multi-departmental cooperation. Special-
ized departments can collect from both public and non-public sources, while
general business departments and social forces play crucial roles in open-source
collection. Terrorist activities often require weapons like explosives and firearms
obtained through purchase or theft. Collecting information on dangerous goods
purchases and transport helps identify terrorists early [51]. Incorporating gen-
eral business departments and social forces provides relevant intelligence. For ex-
ample, the Ministry of Industry and Information Technology can aggregate dan-
gerous goods purchase information from telecommunications providers, while
the Ministry of Transportation can aggregate passenger and freight lists to iden-
tify abnormal personnel movement and weapons transport.

In the collection stage, social forces collect and store industry information in
business databases for subsequent processing in real time. Financial institu-
tions collect fund flow information; transportation collects passenger and freight
data; telecommunications collect communication and dangerous goods purchase
information; non-profit hospitals collect infectious source information. General
business departments collect domain-specific information in real time for their
business databases: the People’s Bank of China collects financial information;
the Ministry of Transportation aggregates transportation data; the Ministry of
Industry and Information Technology collects telecommunications and danger-
ous biochemical raw material purchase information; the General Administration
of Customs collects inspection, quarantine, and entry-exit information. Spe-
cialized departments collect multiple information sources in real time for their

chinarxiv.org/items/chinaxiv-202304.00086 Machine Translation

https://chinarxiv.org/items/chinaxiv-202304.00086


counter-terrorism databases, conduct task-oriented professional human intelli-
gence collection, and gather cyber counter-terrorism intelligence in real time.
They also aggregate information from general business departments and social
forces in real time. Real-time collection improves efficiency, enabled by big data
and internet technologies.

Since organizations’daily operations already involve industry data collection,
having them collect domain data ensures professionalism, reduces duplication,
and leverages organizational strengths.

4.2.3 Collaboration in the Intelligence Processing Stage Intelligence
processing involves processing collected data, including verifying authenticity,
assessing value, and integrating and organizing data [16]. In the big data context,
massive data contains much false information that must be filtered out. For
example, the internet contains vast amounts of“junk information”—contradictory
or irrelevant content that must be cleaned to retain valid information and unify
storage formats for subsequent analysis.

In counter-terrorism intelligence processing, processors are not unique but dis-
tributed across multiple departments and regions. Specialized departments bear
primary responsibility, but general business departments and social forces also
conduct simple processing tasks, including preliminary value assessment and
classification. For example, to predict suspect movement trajectories, the trans-
portation industry must preliminarily process passenger and freight information
by removing duplicates, structuring data, and integrating information. The Min-
istry of Transportation further processes this data by assessing value, removing
duplicates, and integrating submissions from different regions and enterprises.
For effective collaboration, actors should use consistent data storage structures.

In the processing stage, social forces process collected intelligence in real time
and submit processed data to general business and specialized departments.
General business departments further process submissions from across their do-
mains and forward processed data to specialized departments in real time. Spe-
cialized departments process multi-source counter-terrorism intelligence in real
time or in a task-oriented manner, using information technology for automated
processing and storing results in relevant databases. After processing, general
business and specialized departments proceed to intelligence analysis, while so-
cial forces proceed to intelligence feedback. If specialized departments require
external experts, social forces can select domain experts for recommendation
during the analysis stage.

4.2.4 Collaboration in the Intelligence Analysis Stage Intelligence anal-
ysis involves using analytical tools to analyze data and produce intelligence
products based on requirements [52]. Analysis should yield intelligence distinct
from raw data [53]. Before the big data era, open-source information was diffi-
cult to apply to statistical analysis due to volume. Technological advances now
enable precise analysis of terrorist activities using open-source information and

chinarxiv.org/items/chinaxiv-202304.00086 Machine Translation

https://chinarxiv.org/items/chinaxiv-202304.00086


government business data. Different data require different analytical methods:
traditional statistical analysis for small data; clustering and classification for
big data to predict terrorist trajectories or identify weapons flows; deep learn-
ing methods like Convolutional Neural Networks (CNN) or Recurrent Neural
Networks (RNN) for analyzing audio, video, and text data to identify terror-
ists by comparing photos and surveillance footage with existing databases. In
practice, the U.S. has developed passenger screening systems using big data to
provide suspicious passenger lists for aviation security [54].

Intelligence product quality depends on analysts’capabilities and is influenced by
their thinking patterns and professional backgrounds—a skilled financial analyst
may not be competent in military intelligence analysis. Expert secondment
improves analytical quality. For example, the U.S. hires experts from academia
and industry for short-term counter-terrorism intelligence analysis [55].

Specialized departments first determine whether to second experts. If not,
they directly produce intelligence products. If needed, they collaborate with
general business departments for cross-departmental secondment or hire exter-
nal experts from social forces. For example, when analyzing financial counter-
terrorism intelligence, specialized departments can collaborate with financial ex-
perts from the People’s Bank of China or academia rather than hiring dedicated
financial analysts. General business departments analyze only domain-specific
intelligence: the People’s Bank of China produces abnormal financial activity
lists; the Ministry of Transportation produces passenger and freight trajectory
information; the Ministry of Industry and Information Technology produces ab-
normal communication, online shopping, social media account, and dangerous
biochemical raw material purchase lists; the General Administration of Customs
produces inspection, quarantine, and abnormal entry-exit lists.

Specialized departments produce intelligence products at task-oriented, real-
time, and daily frequencies. General business departments produce products at
real-time and daily frequencies. Specialized departments conduct task-oriented
work, enabling real-time analysis through artificial intelligence algorithms and
daily manual analysis by experts. After analysis, both general business and
specialized departments proceed to intelligence application.

In the analysis stage, collaboration between specialized departments and general
business departments/social forces through expert secondment reduces depen-
dence on internal experts.

4.2.5 Collaboration in the Intelligence Application Stage Intelligence
application involves using intelligence products to support decision-making.
Counter-terrorism intelligence application supports decisions including counter-
terrorism operation deployment and work planning. Specialized departments
use intelligence products in two ways [56]: (1) using products from demand-
oriented intelligence activities, such as the U.S. pre-deploying personnel
to Afghanistan for intelligence work to combat terrorist organizations [57];
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(2) selecting from existing intelligence products. In the big data context,
specialized departments can query various business databases for intelligence
products, which may be from previous demand-oriented activities or produced
by intelligence producers based on their domains (e.g., abnormal financial
activity lists from the People’s Bank of China).

In the application stage, general business departments first determine whether
they can handle incidents. If beyond their scope, they should actively cooperate
with specialized departments by submitting relevant counter-terrorism intelli-
gence. For example, when the Ministry of Industry and Information Technology
identifies suspects through dangerous biochemical raw material purchase and ab-
normal communication lists, it should proactively communicate with specialized
departments and submit suspect lists.

The Counter-Terrorism Leading Group applies various departmental work re-
ports. Specialized departments first assess whether existing intelligence prod-
ucts meet requirements. If yes, they apply them directly; if not, they provide
feedback to generate or adjust intelligence plans. General business departments
determine whether tasks can be completed internally; if not, they report to spe-
cialized departments. If they can handle tasks, they proceed independently. For
example, the People’s Bank of China can recommend freezing suspect funds;
the Ministry of Transportation can add suspects to passenger and freight black-
lists; the Ministry of Industry and Information Technology can legally conduct
IP tracking; the General Administration of Customs can add infectious sources
to inspection lists or include suspects in abnormal entry-exit lists. Social forces
apply various policies and regulations to adjust intelligence collection and pro-
cessing. After application, general business and specialized departments proceed
to intelligence feedback.

Horizontal interaction between general business and specialized departments
during application enables rational task allocation, improving overall efficiency.

4.2.6 Collaboration in the Intelligence Feedback Stage Intelligence
feedback refers to information generated after intelligence work execution that
further adjusts all process stages. In the big data context, databases can record
specific implementation plans and feedback for each counter-terrorism intelli-
gence operation. Successful operations provide feasible models for similar future
tasks, while feedback information offers references.

In Figure 1, the Counter-Terrorism Leading Group generates or adjusts intel-
ligence plans in a task-oriented manner. Specialized departments generate or
adjust plans when existing products meet or fail to meet requirements, summa-
rizing application situations to adjust future planning. When existing products
meet needs, they produce monthly and annual work reports. General business
departments report to specialized departments if they cannot handle incidents;
if they can, they produce monthly and annual reports. Social forces produce
monthly and annual work reports—monthly reports summarize short-term appli-
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cation situations to adjust medium- and short-term plans, while annual reports
summarize yearly situations to adjust long-term macro plans. Social forces also
adjust collection schemes based on policies and regulations. After feedback,
actors re-enter the intelligence planning stage.

The feedback stage includes both task-oriented and regular feedback, enabling
timely identification of planning deficiencies and adjustment of organizational
tasks to achieve complementary advantages and mutual benefits.

5 Prospects for Security Intelligence Work Collaboration
in the Big Data Environment
Big data is characterized by large volume and diverse types. Constructing a
counter-terrorism intelligence work scheme for the big data environment en-
ables prospects for security intelligence work. To build a collaborative security
intelligence work scheme, future efforts should focus on three aspects:

5.1 Strengthen Information Resource Sharing and Exchange

Because big data involves massive volumes, intelligence work becomes more
burdensome. Strengthening information resource sharing and exchange in se-
curity intelligence work can reduce duplication, improve overall efficiency, and
save costs. The proposed counter-terrorism intelligence collaboration scheme
enhances exchange among the Counter-Terrorism Leading Group, specialized
departments, general business departments, and social forces, integrating secu-
rity intelligence information to avoid “information silos”and saving time on
collection, processing, and analysis.

5.2 Strengthen Intelligence Service Outsourcing

Big data has large volume but low value density, making some collection and
processing tasks low-value. Strengthening intelligence service outsourcing can
avoid internal duplication and reduce low-value work. The proposed scheme
assigns partial collection and processing tasks to general business departments
and social forces, reducing pressure on specialized departments and enabling
them to allocate more resources to higher-value, more professional tasks, thereby
improving overall resource utilization efficiency.

5.3 Standardize Intelligence Work Models

Individual organizations have limited data processing capacity. In the big
data environment, more organizations may participate in security intelligence
work through cooperation or outsourcing. Standardizing intelligence work mod-
els clarifies participant responsibilities and facilitates error correction and self-
improvement. The proposed counter-terrorism intelligence scheme clarifies re-
sponsibilities through the Counter-Terrorism Leading Group and enables error
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correction through feedback, allowing timely problem identification and resolu-
tion. Standardizing models in security intelligence work clarifies responsibilities,
prevents buck-passing, and helps identify and adjust workflow vulnerabilities.
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Abstract (English):
[Purpose/Significance] Big data puts forward higher requirements for the col-
laboration of security intelligence work. Studying the problems and solutions in
the collaboration of security intelligence work is helpful for relevant depart-
ments to work together to improve the effectiveness of security intelligence
work. [Method/Process] This paper discusses the possible problems in the col-
laboration of security intelligence work under the big data environment, takes
counter-terrorism intelligence as an example, analyzes the main body and col-
laboration needs of security intelligence work in combination with the process
of intelligence work, and proposes a collaboration scheme for counter-terrorism
intelligence work. [Result/Conclusion] The proposed collaboration scheme for
counter-terrorism intelligence work is: Under the guidance of counter-terrorism
intelligence needs issued by the counter-terrorism leading group, professional
departments such as the Ministry of Public Security cooperate with general
business departments such as the People’s Bank of China, the Ministry of
Transportation, the Ministry of Industry and Information Technology, and the
General Administration of Customs, as well as social forces such as the finan-
cial, transportation, telecommunications, medical and non-profit sectors and
the masses, to collect, process, analyze, apply and feedback counter-terrorism
intelligence in specific fields.
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Keywords: security intelligence; counter-terrorism intelligence; collaboration;
intelligence processes; big data

Note: Figure translations are in progress. See original paper for figures.

Source: ChinaXiv —Machine translation. Verify with original.
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