ChinaRxiv [$X]

AT translation - View original & related papers at
chinarxiv.org/items/chinaxiv-202304.00044

Comparative Analysis of Data Management and
Data Governance and Its Implications for Sci-
entific Data Open Sharing Policy Development
(Postprint)

Authors: Sheng Xiaoping, Song Dacheng
Date: 2023-04-01T00:00:00-+00:00

Abstract

[Purpose/Significance] This study conducts a comparative analysis of the dif-
ferences and connections between data management and data governance to
provide references for formulating scientific data open sharing policies.

[Method /Process] Employing comparative analysis, this paper examines the sim-
ilarities and differences between data management and data governance across
five aspects: definition and connotation, function, objectives, principles, and fo-
cus areas, thereby deriving implications for the formulation of China’s scientific
data open sharing policies.

[Results/Conclusion] Data management and data governance exhibit significant
differences in definition and connotation, function, objectives, principles, and fo-
cus areas, while also possessing intrinsic connections. Data governance is the key
to successful implementation of data management. Clarifying this relationship
helps identify deficiencies in China’s current scientific data management poli-
cies, provides references for improving scientific data management approaches
in the future, and facilitates the planning and formulation of practical detailed
rules for scientific data open sharing.
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Abstract:

[Purpose/Significance] This paper compares and analyzes the differences and
connections between data management and data governance to provide refer-
ences for formulating scientific data open sharing policies. [Method/Process]
Using comparative analysis, this study examines the similarities and differences
between data management and data governance across five dimensions: defi-
nition and connotation, functions, objectives, principles, and focus areas, and
subsequently analyzes their implications for developing China’s scientific data
open sharing policies. [Result/Conclusion] Data management and data gov-
ernance exhibit significant differences in definition and connotation, functions,
objectives, principles, and focus areas, yet they also share intrinsic connections.
Data governance is the key to successful data management implementation.
Clarifying their relationship helps identify deficiencies in current scientific data
management policies in China, provides references for improving scientific data
management methods, and enables the planning and formulation of practical
scientific data open sharing rules.

Keywords: data management; data governance; comparative analysis; scien-
tific data; open sharing policy

Classification Number: G203

DOTI: 10.13266/j.issn.0252-3116.2020.22.001

Data is critically important to the success of almost all organizations, regard-
less of size, and many have attempted to implement data governance initiatives
[1]. Data governance is also a key domain and important lever for China to
implement its national big data strategy and accelerate the construction of a
digital China [2]. However, data governance and data management are easily
confused concepts, with four distinct viewpoints currently existing: (1) They
represent different levels of activity—data governance focuses on macro-level
evaluation, guidance, and supervision of data management activities, while data
management concentrates on micro-level actions to implement data governance
decisions [3]; data governance sits above data management, representing a re-
distribution of data content and rights [4]. (2) Data management encompasses
data governance—for instance, data governance is considered part of data man-
agement [5], the central activity of data management [6], or an important com-
ponent of corporate data management strategy [7]. (3) Data governance encom-
passes data management—for example, data governance includes three layers:
data services, data management, and data coordination [8]. (4) Data manage-
ment equals data governance—for instance, data governance is a data manage-
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ment concept involving organizational capabilities to ensure high data quality
throughout the data lifecycle [9]. These perspectives reveal considerable confu-
sion and ambiguity in understanding data management and data governance.
Moreover, while some domestic policy documents, such as the Big Data In-
dustry Development Plan (2016-2020), emphasize data governance importance
without mentioning data management, others like the Scientific Data Manage-
ment Measures stress data management while neglecting data governance. This
raises critical questions: What exactly are the differences between data gover-
nance and data management? How can we effectively utilize both to implement
scientific data open sharing in China? Few studies have thoroughly examined
these issues. Therefore, it is essential to clarify the relationship between data
governance and data management, analyze their similarities and differences, and
thereby formulate effective scientific data open sharing policies and promote the
implementation of scientific data open sharing activities.

2. Comparative Analysis of Data Management and Data
Governance

The similarities and differences between data management and data governance
can be compared across five dimensions.

2.1 Comparison of Definitions and Connotations

Simply put, data management involves managing data and information by rep-
resenting it in a formalized manner suitable for communication, interpretation,
or processing [10]. This represents a narrow definition. Broadly speaking, data
management encompasses the development, execution, and supervision of data
plans, policies, procedures, and practices to deliver, control, protect, and en-
hance the value of data and information assets throughout their lifecycle [6]17.
Broad data management includes data governance. However, data management
typically focuses on defining data elements, how to store, structure, and move
them to ensure reliability and usability [11], representing lifecycle management
of data. This paper compares narrow data management with data governance.

Data governance involves exercising authority and control over data asset man-
agement (including planning, monitoring, and implementation) [6]67. In other
words, data governance is the process of establishing standards, rules, policies,
and oversight to ensure compliance with data management best practices [12].
It requires comprehensive management of data availability, relevance, usability,
integrity, and security within an organization [13]. Data governance entails [14]:
(1) establishing and managing public policies and affairs regarding data, includ-
ing data-related laws and policies and data quality control and management
strategies; (2) exercising data decision-making authority, including determining
data meanings, usage locations, accuracy, and applicable rules; (3) controlling
data velocity or volume, including data sharing according to classification rules
(confidential, sensitive, public); (4) controlling data actions, including establish-
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ing and monitoring appropriate processes for managing data definition, produc-
tion, and use at all organizational levels; (5) ensuring data control, including
hierarchical management, protection, and auditing of data access; and (6) influ-
encing data decisions, ensuring the right people make correct data decisions at
the right time.

2.2 Comparison of Functions

Data management and data governance serve different functions. Generally,
data management functions primarily include [15]: (1) data architec-
ture management—defining data architecture and data asset management
blueprints; (2) data development—analyzing, designing, implementing, testing,
deploying, and maintaining data, identifying structured and unstructured
data as valuable organizational resources; (3) data operations management—
providing operational support from data acquisition to disposal; (4) data
security management—protecting data privacy, confidentiality, and security
with appropriate access controls; (5) data quality management—defining,
monitoring, and improving data quality; (6) reference and master data
management—managing various master and reference data; (7) data warehouse
and business intelligence management—providing data storage and business
intelligence through data warehouses or repositories; (8) document and
content management—managing data files and content; and (9) metadata
management—integrating, controlling, and providing metadata.

Effective data governance offers numerous important functions [16-17]: (1) sup-
porting organizational strategic initiatives by clarifying goals for cost reduc-
tion, improved decision-making processes, and enhanced efficiency; (2) help-
ing develop and implement data quality management protocols, guidelines, and
roadmaps to provide unique data and information management capabilities; (3)
providing consistent definitions, methods, and procedures for better data acqui-
sition, improved data quality, security, consistency, and organizational trust in
data, while reducing redundant data storage and risks from inaccurate data; (4)
facilitating standardized data quality processes with clearly defined metrics to
measure and track data quality across the organization, improving coordination
between business units and enabling more effective data management; (5) en-
abling convenient and timely access to data across organizational departments
and external business data, preparing business units for better information shar-
ing; (6) promoting internal network development for effective data transfer,
exchange, and allocation, gaining competitive advantages and enhancing reci-
procity, connectivity, and cohesion between business units; (7) fostering a data
quality culture, promoting broader understanding of data across products and
business units and broader thinking about quality issues; (8) improving compli-
ance with organizational rules, enhancing data accountability, and preventing
negative business impacts from accidental data disclosure; and (9) improving
relationships and communication with customers (data providers and users),
elevating organizational standing in industry and society.
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Despite functional differences, data management and data governance share in-
trinsic connections. Both treat data as the management object. Data manage-
ment functions focus on lifecycle management, including planning, documen-
tation, organization, analysis improvement, sensitive data protection, storage
and backup, post-project care, effective sharing, and reuse discovery—practices
that can lay the foundation for data governance [18]. Data governance focuses
on data strategy, quality, security, compliance, and accountability, represent-
ing both a redistribution of data content and rights [4] and high-level planning
and control of data management [11]841, providing guidance [15]37, decision-
making, and oversight for data management execution.

2.3 Comparison of Objectives

Data management and data governance do not share identical objectives. Data
management objectives include [6]18: (1) understanding organizational and
stakeholder data and information needs; (2) acquiring, storing, protecting, and
ensuring data asset integrity; (3) ensuring data and information quality, includ-
ing accuracy, completeness, integration, timeliness, relevance, and usefulness,
as well as clear and consensus-based data definitions; (4) protecting stakeholder
data privacy and confidentiality; (5) preventing unauthorized and inappropriate
data use; and (6) ensuring effective data use to add organizational value. In sum-
mary, data management objectives should be specific, measurable, achievable
(or executable), realistic, and timely for designated timeframes [15]19.

Unlike data management objectives, data governance’s overarching goal is en-
suring organizations can effectively manage data as assets [6]71. This can be
subdivided into [20]: (1) enabling better decision-making; (2) reducing business
friction; (3) protecting data stakeholder needs; (4) training managers and staff
to adopt common approaches to data issues; (5) establishing standardized, re-
peatable processes; (6) ensuring process transparency; and (7) reducing costs
and improving efficiency through coordinated efforts.

Thus, data management and governance share common objectives in ensuring
stakeholder data needs and using data effectively to improve efficiency or create
value. However, data management emphasizes understanding institutional or
user data needs, organizing and providing relevant data, and maximizing data
value utilization. Data governance focuses on more effective data asset man-
agement, transforming data into actionable knowledge, and reducing data risks
[21].

2.4 Comparison of Principles

Owning data does not equate to knowing how to handle it. Data is an asset with
unique properties—it is not consumed like financial or physical assets during use
and requires an organizational perspective. Data management principles pri-
marily include [6]21-23: (1) Data value quantification—data value should be ex-
pressed in economic terms as it is a valuable organizational asset, requiring con-
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sistent methods to measure qualitative and quantitative value, including costs of
low-quality data and benefits of high-quality data for better decision-making; (2)
Data quality—organizations must understand stakeholder quality requirements
and measure quality accordingly; (3) Metadata management—managing any
asset requires data about that asset, with metadata coming from processes in-
cluding architecture, modeling, management, governance, system development,
IT, business operations, and analytics; (4) Planning management—managing
data requires planning even in small organizations with complex technical and
business processes, as data created in different places must be planned and
managed from architectural and workflow perspectives to ensure consistency;
(5) Team collaboration—data management requires diverse skills and expertise
beyond single teams, necessitating cross-functional collaboration; (6) Dynamic
management—data is fluid and changing, requiring dynamic perspectives; (7)
Lifecycle management—different data types have different lifecycle character-
istics and management needs; (8) Risk management—managing data includes
managing data-related risks, as data represents organizational risk through po-
tential loss, theft, or misuse; (9) Technology relevance—data management is
closely related to IT, requiring approaches that ensure technology serves strate-
gic data needs; and (10) Leadership support—effective data management re-
quires leadership commitment.

Data governance principles differ [20]: (1) Consistency—ensuring alignment
with business needs and common data understanding; (2) Multi-level—
occurring across the entire organization and between departments; (3)
Integrity—participants are honest and forthright in interactions and decisions;
(4) Transparency—governance and management workflows are transparent;
(5) Auditability—decisions, processes, and controls are auditable; (6) Ac-
countability and checks and balances—clearly defining responsibilities with
checks and balances; (7) Standardization—introducing and supporting data
standardization; and (8) Change management—supporting proactive and
reactive change management.

2.5 Comparison of Focus Areas and Related Activities

Data management and data governance have distinct focus areas with different
primary activities. Data management focus areas include data architecture man-
agement, data quality management, data warehouse and business intelligence
management, data storage and operations management, data integration and in-
teroperability management, document and content management, reference and
master data management, data modeling and design management, metadata
management, and data security management [6]45-46.

Data governance focus areas generally include seven aspects [15]16-17, [22-23]:
(1) data governance focused on data management plans; (2) data governance
focused on data structures; (3) data governance focused on data quality; (4)
data governance focused on data warehouses and business intelligence; (5) data
governance focused on data access; (6) data governance focused on data usage;
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(7) data governance focused on privacy, regulations, and security; and (8) data
governance focused on data management controls.

Based on these focus area divisions, further comparative analysis of related
activities reveals differences and similarities.

(1) Comparison of Different Focus Areas and Activities. Most focus ar-
eas and related activities differ between data management and data governance
(see Table 1 ).

(2) Comparison of Same Focus Areas and Activities. Although data
management and data governance share three common focus areas—data qual-
ity management, data architecture management, and data warehouse and busi-
ness intelligence management—they emphasize different activities (see Table 2
). In data quality management, data management focuses on defining, execut-
ing, improving, and monitoring data quality, while data governance centers on
quality, integrity, and availability. In data architecture management, data man-
agement builds architecture frameworks and practices, whereas data governance
focuses on policies, standards, metadata schemes, and authority-responsibility
management. In data warehouse and business intelligence management, data
management involves understanding, defining, developing, and maintaining sys-
tems, while data governance concentrates on usage rules, stakeholder authority-
responsibility clarification, and data asset value determination.

3. Distinctions and Connections Between Data Manage-
ment and Data Governance

In summary, distinctions between data management and data governance pri-
marily manifest in: (1) Data governance involves planning, decision-making,
supervision, and control of data management, while data management man-
ages data lifecycle activities (planning, collection, description, synthesis, anal-
ysis, preservation, evaluation, reuse). (2) Data management’s main objective
is providing high-quality relevant data to maximize value utilization, while
data governance’s primary goal is ensuring effective data asset management
and operations to maximize value and minimize risks. (3) Data management
follows principles of data value quantification, data quality, metadata manage-
ment, data planning, dynamic management, lifecycle management, technology
relevance, and leadership support, focusing on data attributes, processes, and
skill requirements. Data governance emphasizes consistency, transparency, com-
pliance, auditability, standardization, and accountability, focusing on data re-
sponsibility, quality, standards, and compliance. (4) Both share three focus
areas—data architecture, data quality, and data warehouse/business intelli-
gence management—but with different activities. Other data management focus
areas include data storage and operations, data integration and interoperability,
document and content management, reference and master data management,
data modeling and design, metadata, and data security. Other data governance
focus areas include data management planning, monitoring, data access, data
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usage, and data privacy, regulations, and security issues. (5) Data governance
does not involve every detail of data management but focuses on data availabil-
ity, integrity, comsistency, reliability, security, architecture, quality, privacy,
and compliance [25].

Conversely, data governance and data management possess intrinsic close con-
nections: (1) Data governance essentially belongs to the broad category of data
management [26] and is key to successful narrow data management implemen-
tation. (2) Both are indispensable for any organization. Without effective data
management, organizations face numerous issues [10]58-59: information systems
cannot interconnect due to incompatible definitions and development; data can-
not be shared between systems despite technical connectivity; communication
breakdowns and information loss occur; unnecessary data transcription and re-
entry increase R&D time and costs; competitive advantages weaken; user and
employee frustration arises. Without data governance, organizations cannot
effectively handle data, track and supervise utilization, identify trustworthy,
secure, compatible, confidential, and accessible data, or maximize governance
investment while minimizing data breach risks. (3) Both share objectives in
ensuring data quality and security and maximizing data asset value. (4) Both
emphasize leadership support, risk management, collaborative management, and
dynamic management principles.

4. Implications for Formulating China’s Scientific Data
Open Sharing Policies

Understanding the distinctions and connections between data governance and
data management helps examine scientific data management policies domes-
tically and internationally and guides scientific data open sharing practices,
particularly for formulating China’s policies in two key aspects.

First, clarifying deficiencies in scientific data management policies
provides references for future improvements. The Scientific Data Man-
agement Measures issued by the State Council on March 17, 2018, first defined
responsibilities and practices for the State Council’s science and technology
administrative department, relevant departments, provincial science and tech-
nology departments, research institutes, universities, enterprises, and scientific
data centers during scientific data management processes (collection, submis-
sion, preservation, sharing, utilization) and “confidentiality and security” as-
pects [27], significantly promoting scientific data management in China. While
establishing the general principle of “openness as the norm, non-openness as the
exception,” the Measures do not specify implementation details for scientific
data open sharing. Notably, they omit scientific data governance provisions,
failing to address data ownership, open access timeframes, data publication and
citation mechanisms [28], or to regulate critical issues like personal data protec-
tion, privacy governance, data quality, data rights, and data services in scientific
data sharing. Although emphasizing scientific data management, the Measures
neglect scientific data governance measures. In fact, efficient and successful
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scientific data management requires scientific data governance support. A pre-
requisite for successfully implementing nationwide scientific data open sharing
is establishing a sound scientific data open sharing governance system, including
a “national-provincial-institutional-individual” four-level governance structure,
clarifying rights, obligations, and responsibilities of different stakeholders, and
establishing mechanisms for scientific data quality tracking and evaluation, se-
curity and privacy protection, and open sharing based on availability, integrity,
consistency, reliability, security, standardization, and compliance. Only by ef-
fectively integrating scientific data management and governance and adding
scientific data governance measures in future Scientific Data Management Mea-
sures revisions can scientific data open sharing be more effectively implemented.

Second, planning and formulating practical scientific data open shar-
ing rules. Under the guidance of the Scientific Data Management Measures,
the Chinese Academy of Sciences (CAS) pioneered industry-specific scientific
data management rules on February 11, 2019, with the CAS Scientific Data
Management and Open Sharing Measures (Trial) [29]. These trial measures ef-
fectively combine data management concepts with data governance thinking to
regulate scientific data management and open sharing behaviors, including: (1)
integrating data management philosophy and data governance ideology to for-
mulate general principles of “coordinated planning, standardized management,
security and control, and sustainable development for scientific data work, im-
plementing main responsibilities, innovating management mechanisms, strength-
ening capacity building, and promoting open sharing” (Chapter 1, Article 4);
(2) constructing a preliminary CAS scientific data governance system by clar-
ifying responsibilities of the CAS Cybersecurity and Informatization Leading
Group, its office, CAS departments, affiliated legal entities, and CAS scientific
data centers (Chapter 2, “Division of Responsibilities”), assigning scientific data
management to specific units or departments; (3) applying data management
thinking to regulate submission and management of scientific project data and
paper-associated data (Chapters 3 and 4), clarifying practices for affiliated insti-
tutions to openly share scientific data (Chapter 5); and (4) establishing guaran-
tee mechanisms and security confidentiality mechanisms for scientific data man-
agement and open sharing (Chapters 6 and 7), strengthening both management
thinking and flexible governance measures. Overall, these trial measures repre-
sent a pioneering initiative for implementing China’s national big data strategy
and promoting scientific data open sharing. However, they inadequately define
individual (researcher, user) rights, responsibilities, and obligations in scientific
data management and open sharing, resulting in an incomplete scientific data
governance system. Moreover, few domestic institutions have issued scientific
data open sharing rules. This indicates China must strengthen policy research
on scientific data management and governance and practical research on open
sharing, integrating data management and governance concepts to establish
and improve a scientific data open sharing policy system ensuring sustainable
development of scientific data open sharing practices.
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