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Abstract

[Purpose/Significance] This study aims to identify data security issues in sci-
entific data open sharing and propose corresponding governance countermea-
sures to better promote the practice of scientific data open sharing in China.
[Method/Process] Employing normative analysis, this paper systematically re-
views and defines data security issues in scientific data open sharing, and then
explores data security governance measures from three dimensions: confiden-
tiality, integrity, and availability. [Results/Conclusion] Scientific data open
sharing faces numerous security issues regarding data confidentiality, integrity,
and availability. To govern confidentiality issues, three measures are proposed:
strengthening data security legislation, establishing scientific data classification
and grading standards and systems, and fully utilizing privacy-enhancing tech-
nologies. To govern integrity issues, three measures are suggested: establishing
a Data Protection Officer system, implementing Data Protection Impact Assess-
ment, and employing data authentication technologies. To govern availability
issues, three measures are recommended: formulating scientific data availability
policies, improving scientific data quality, and constructing national scientific
data centers based on data alliances.
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Abstract:
[Purpose/Significance] This paper reveals data security issues in the open shar-

chinarxiv.org/items/chinaxiv-202304.00042 Machine Translation


https://chinarxiv.org/items/chinaxiv-202304.00042
https://chinarxiv.org/items/chinaxiv-202304.00042

ChinaRxiv [$X]

ing of scientific data and proposes corresponding governance measures to better
promote the practice of scientific data open sharing in China. [Method/Process]
Using normative analysis, the paper identifies and defines data security prob-
lems in scientific data open sharing, then explores data security governance
measures from three dimensions: confidentiality, integrity, and availability. [Re-
sult/Conclusion] Scientific data open sharing faces numerous security problems
regarding confidentiality, integrity, and availability. Three measures can ad-
dress confidentiality issues: strengthening data security legislation, establishing
scientific data classification standards and systems, and fully utilizing privacy-
enhancing technologies. Three measures can address integrity issues: estab-
lishing a data protection officer system, implementing data protection impact
assessments, and applying data authentication technologies. Three measures
can address availability issues: formulating scientific data availability policies,
improving scientific data quality, and building a national scientific data center
based on data alliances.

Keywords: scientific data; open sharing; data security; security governance
Classification Number: G203
DOTI: 10.13266/j.issn.0252-3116.2020.22.003

1. Introduction

In the era of big data, data serves as a core asset supporting and driving in-
dustrial and innovative development across nations, receiving unprecedented
attention and protection. Data open sharing and data security governance have
become “two sides of the same coin,” representing focal points of policy and legal
attention worldwide. The EU’s General Data Protection Regulation (GDPR),
hailed as the “strictest data protection act in history,” officially took effect on
May 25, 2018, setting a global benchmark for data security protection. Build-
ing upon GDPR, the United Kingdom enacted the Data Protection Act 2018.
China has implemented the National Security Law and the Cybersecurity Law,
while the Personal Information Protection Law and Data Security Law have
been included in the legislative agenda of the 13th National People’s Congress.
The Measures for Data Security Management completed public consultation on
June 28, 2019. Data security has been rapidly elevated to a position of critical
importance from which no individual, enterprise, or industry can remain aloof.

In recent years, scholars have extensively explored topics such as scientific data
open sharing, open data protection, digital data protection, data security man-
agement, data security governance, data protection and governance, data se-
curity risk management, data privacy management, and big data privacy and
security policies. However, few studies have deeply examined data security gov-
ernance issues in scientific data open sharing. In fact, data security governance
and data security management are distinct concepts. Data security management
involves planning, developing, and executing security policies and procedures to
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provide appropriate authentication, authorization, access, and auditing of data
and information assets. Its fundamental objective is ensuring that the right peo-
ple use and update data in the correct manner while restricting all inappropriate
access and updates. Its ultimate goal is protecting data assets in compliance
with privacy and confidentiality regulations and aligning with business require-
ments. Data security governance, by contrast, is a system for maintaining
the confidentiality, integrity, and availability of organizational data assets, en-
compassing management commitment and leadership, organizational structure,
user awareness and commitment, policies, procedures, processes, technologies,
and compliance enforcement mechanisms. It is also a comprehensive governance
process for data security that requires consensus on data security governance
objectives across all levels—from decision-making to technical implementation,
from management systems to tool support—to ensure reasonable and appropri-
ate measures are taken to protect data assets most effectively. The primary
goal of data security governance is ensuring the security of organizational data
assets and achieving their preservation and appreciation.

The main business activities of data security management include understand-
ing organizational data requirements and regulatory obligations; defining data
security policies and standards; defining data security controls and measures;
managing users, passwords, and access permissions; monitoring user identity
authentication and access behavior; classifying data and information; and au-
diting data security. Data security governance’s main business activities in-
clude understanding organizational data security strategic needs; developing
and maintaining organizational data security strategy; establishing data secu-
rity governance institutions and systems; appointing data security management
officers; formulating and reviewing data security policies, standards, and proce-
dures; coordinating data security governance activities; resolving data security
issues; supervising data security management programs and services; evaluating
data asset value; and monitoring compliance. While data security management
and data security governance are intrinsically linked, they show clear differences
in primary objectives and business activities. In summary, data security man-
agement lays the foundation for data security governance, while data security
governance provides safeguards for data security management.

Since resolving data security issues is crucial for implementing scientific data
open sharing in China, and given the current lack of research on data security
governance in this context, this paper will define data security problems in
scientific data open sharing and construct a corresponding governance model
and countermeasures to better promote scientific data open sharing and open
innovation.

chinarxiv.org/items/chinaxiv-202304.00042 Machine Translation


https://chinarxiv.org/items/chinaxiv-202304.00042

ChinaRxiv [$X]

2. Data Security Problems in Scientific Data Open Sharing

The European Commission requires that open research data pilot projects must
preserve data supporting research results published in peer-reviewed publica-
tions and other defined data, preferably in research data repositories, and take
measures to enable third parties to access, mine, utilize, reproduce, and freely
disseminate such research data to any user. On March 17, 2018, the General
Office of the State Council promulgated the Measures for Scientific Data Man-
agement to promote scientific data open sharing. In this process (including
open access, open storage, open publication, and open utilization), data secu-
rity becomes an unavoidable issue requiring deep understanding of both the
data security concept and the main data security problems involved.

2.1 Data Security Concept and Connotation

Data security is a science studying how to protect data in computer and com-
munication systems from unauthorized disclosure and modification, comprising
four control activities—cryptographic control, access control, information flow
control, and inference control—as well as backup and recovery processes. Data
security can be divided into four dimensions: physical, personnel, procedural,
and technical (see Table 1 ).

Classic data security requirements include data confidentiality, integrity, and
availability, aiming to prevent data leakage or destruction during transmission,
storage, and other stages. Data confidentiality means a secure system only
allows individuals to see data they are permitted to see, including ensuring
private and secure storage of sensitive data, verifying legitimate users, and im-
plementing granular access control. Data integrity refers to data consistency,
correctness, validity, and compatibility, meaning data is protected from deletion
and damage when stored in databases or transmitted through networks. Data
availability means authorized users of a secure system can access data without
delay. Since data or information is the core asset of modern organizations, their
confidentiality, integrity, and availability form the foundation for any organiza-
tion’s long-term survival in the 21st century. Organizations that fail to adopt
comprehensive and systematic approaches to protecting these attributes will
remain vulnerable to various threats, including hard drive damage, human er-
ror or operational mistakes, hacking, virus infections, information theft, natural
disasters, power failures, and magnetic interference.

However, data security needs to clarify and correct several security myths: (1)
Hackers cause most security vulnerabilities. In fact, 80% of data loss is caused
by insiders. (2) Encryption makes your data secure. In reality, encryption is
only one method of protecting data; security also requires access control, data
integrity, system availability, and auditing. (3) Firewalls make your data secure.
In fact, 40% of internet intrusions occur despite firewall protection.
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2.2 Data Security Problems in Scientific Data Open Sharing

Data security problems in scientific data open sharing similarly manifest in three
aspects: confidentiality, integrity, and availability.

2.2.1 Confidentiality-Related Security Problems Scientific data open
sharing must guarantee data confidentiality. Current confidentiality-related
issues mainly include: (1) Privacy leakage due to ineffective privacy protec-
tion. For example, much research in public health involves medical records
and histories, making it very difficult to protect patient privacy while openly
sharing research results. (2) Anonymous data is not entirely secure. Open
sharing causes data controllers to lose control over who can access data. Even
anonymous data can reveal private information about data subjects or may still
contain sensitive information related to individuals, allowing re-identification
through linkage with other publicly available information. Thus, anonymous
data is not completely secure. (3) Conflicts between scientific data open shar-
ing and personal data protection. Open sharing requires storing scientific data
containing personal information in open data repositories for unrestricted user
access, mining, copying, dissemination, and utilization, which clearly conflicts
with personal data protection principles. (4) Lack of data classification and
grading standards and norms. China currently lacks top-level design for data
open sharing and has not established government or scientific data classifica-
tion standards, making it impossible to effectively identify important, sensitive,
and private data or provide guidance principles for different data types. (5)
Imperfect intellectual property protection mechanisms, including: difficulty in
defining intellectual property rights for digital scientific data; lack of a legal
framework for scientific data open sharing; and contradictory legal provisions
regarding data sharing and usage rights. (6) Failure to adopt effective data
security protection technologies, such as data encryption or privacy-enhancing
technologies.

2.2.2 Integrity-Related Security Problems Scientific data open sharing
must ensure data integrity but faces key challenges: (1) Non-standard or in-
consistent data formats, incomplete or overly complex data, and incompatible
software. (2) Conflicting scientific data results, where research results produced
using the same data under identical conditions contradict each other, or similar
data stored in different systems produce different outcomes. (3) Data contami-
nation, including data distortion, fabrication, and overload. (4) Data theft and
tampering, where individuals or institutions may steal openly shared scientific
data for commercial gain or other malicious purposes without attribution or
citation, compromising data reliability. (5) Data misuse, where open shared
data may be abused to leak sensitive personal information, commercial secrets,
or national intelligence for commercial reward. (6) Data loss, such as missing
or incomplete auxiliary data, severe loss of historical data, loss of original data
due to discarded research notebooks, data corruption from hard drive crashes,
and degradation of digital media over time.
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2.2.3 Availability-Related Security Problems Scientific data open shar-
ing must guarantee data availability, with security problems mainly including:
(1) Inadequate documentation and processing of scientific data. Many datasets
may not be properly recorded from the outset, rendering them unusable. A
Finnish social science data archive survey found that 54% of respondents con-
sidered concerns about data availability (e.g., incomplete documentation) a ma-
jor reason for non-reuse of data in their field. (2) Strong restrictions on us-
ing personal data for scientific research. Scientific research exemptions cannot
legitimize processing of personal data, only longer storage periods or further
processing. Researchers must obtain data owners’ consent when processing per-
sonal data. (3) Lack of 52&# scientific data open sharing platforms. China’s
scientific data sharing platforms generally suffer from poor website function-
ality, limited browsable, searchable, and accessible data resources. (4) Data
isolation and lack of update guarantees, resulting in poor data availability. (5)
Ambiguous data rights and lack of effective authorization. Rights to data such
as right to know, collection, ownership, preservation, and usage are currently
vague and lack effective legal definition, with unresolved issues of co-ownership
among multiple authors. A Finnish survey found that 47% of respondents con-
sidered lack of ownership agreements an important reason for data non-reuse;
two-thirds (66%) considered “lack of informed consent” a major barrier to open
access research data; and 48% believed open access increased risks related to
confidentiality, research ethics, and data protection.

3. Data Security Governance Model for Scientific Data
Open Sharing

To address these data security problems in scientific data open sharing, strength-
ening data security governance is an imperative choice. Since these problems
involve many major activities of scientific data open sharing (e.g., open access,
open storage, open publication, open utilization such as open citation) and many
key governance links (including data property rights protection, data privacy
protection, data security monitoring, data quality monitoring, data infrastruc-
ture construction, data personnel management, and data security technology
development and application), this paper draws on Michael E. Porter’s value
chain model to construct a scientific data open sharing data security governance
model, as shown in Figure 1 [Figure 1: see original paper].

The model’s main features and value are: (1) It implements value chain thinking.
The model summarizes the main activities of the scientific data open sharing
value chain as open access, open storage, open publication, and open utilization,
and treats various data security governance countermeasures as supporting ac-
tivities, integrating these main and supporting activities from the data security
requirements dimension to fuse data security problems and governance counter-
measures. (2) It emphasizes problem orientation. The model constructs data
security governance countermeasures oriented toward different data security
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requirements—confidentiality, integrity, and availability—so that various data
security problems in scientific data open sharing can find appropriate solutions.
(3) Tt emphasizes correlation, interaction, and integration. The model forms an
interconnected data security governance system covering main scientific data
open sharing activities, applicable to various scientific data open sharing envi-
ronments.

4. Data Security Governance Measures in Scientific Data
Open Sharing

Based on the above governance model, data security governance countermea-
sures can be analyzed from three dimensions—confidentiality, integrity, and
availability—to promote scientific data open sharing.

4.1 Confidentiality-Oriented Governance Measures

Since confidentiality problems in scientific data open sharing involve both inad-
equate management mechanisms (e.g., lack of data protection laws, lack of data
classification standards) and insufficient data protection technologies (e.g., pri-
vacy leakage, failure to adopt privacy-enhancing technologies), three governance
measures are proposed from legislative, management, and technical perspectives.

4.1.1 Strengthen Data Security Legislation to Consolidate the Legal
Foundation To effectively protect data security, the EU enacted GDPR in
2016, Germany passed the new Federal Data Protection Act in 2017, and the
UK passed the new Data Protection Act in 2018. Although China has for-
mulated and implemented the National Security Law, Cybersecurity Law, and
Measures for Scientific Data Management, it has not yet promulgated a dedi-
cated Data Security Law or Data Protection Law. The National Security Law,
effective July 1, 2015, establishes a national security system integrating political,
territorial, military, economic, cultural, social, technological, cyber and informa-
tion, ecological, resource, space, deep sea, polar, and nuclear security, but does
not specify how government, institutions, or individuals should safeguard sci-
entific data security. The Cybersecurity Law, effective June 1, 2017, regulates
network-level security requirements, explicitly requiring maintenance of network
data integrity, confidentiality, and availability; network operators must protect
networks from interference, damage, or unauthorized access, prevent network
data leakage or theft, and must not disclose, alter, or destroy collected personal
information without consent. However, it cannot systematically resolve data
security problems in scientific data open sharing.

The Measures for Scientific Data Management, promulgated March 17, 2018,
clearly stipulate that scientific data involving state secrets, national security,
social public interests, commercial secrets, and personal privacy must not be
opened for sharing; if opening is necessary, review of utilization purpose, user
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qualifications, and confidentiality conditions must be conducted with strict con-
trol over access scope. Competent departments and legal entities must establish
sound management systems for scientific data involving state secrets, strictly
managing creation, review, registration, copying, transmission, and destruction.
They must strengthen full lifecycle security management, develop protection
measures, enhance authentication and authorization management for data down-
loads, prevent malicious use, establish security review systems for data to be
published or provided, build cybersecurity protection systems, and establish
emergency management and disaster recovery backup mechanisms with offsite
backups for important data. However, the Measures do not specify how to im-
plement effective data security management at different lifecycle stages, nor do
they plan data security governance measures for scientific data open sharing
behavior. Consequently, data security problems in scientific data open sharing
still lack adequate legal protection.

This situation has attracted attention from legislative bodies, government de-
partments, and experts. On May 28, 2019, the Cyberspace Administration
of China released the Measures for Data Security Management (Draft for Com-
ment), which mainly regulates network operators’ data collection, storage, trans-
mission, processing, and usage behaviors within China and data security su-
pervision requirements, helping to strengthen and clarify network operators’
responsibilities in ensuring data security. However, it cannot comprehensively
solve data security problems in scientific data open sharing, primarily because
it does not regulate other stakeholders’ (e.g., data producers, organizers, users)
responsibilities and supervision mechanisms for ensuring data security. Fortu-
nately, from June 28-30, 2020, the 20th meeting of the Standing Committee of
the 13th National People’s Congress reviewed the Data Security Law (Draft),
which was published on July 2, 2020 for public comment. The draft contains 7
chapters and 51 articles covering general provisions, data security and develop-
ment, data security systems, data security protection obligations, government
data security and openness, and legal liabilities. Notably, “establishing and
improving the data security governance system to enhance data security protec-
tion capabilities” and “the state establishes and improves a collaborative data
security governance system” are included in Articles 4 and 9. It is hoped that
the Data Security Law will be enacted soon to consolidate the legal foundation
for scientific data security governance in China.

4.1.2 Establish Scientific Data Classification Standards and Systems
for Reasonable Security Control Data classification is significant in data
security governance. It is the process of grouping and organizing data accord-
ing to common characteristics, such as sensitivity levels, risks, and compliance
rules for their protection. The 2015 Outline for Promoting Big Data Develop-
ment issued by the State Council explicitly requires promoting the formulation
and implementation of key common standards for data collection, government
data opening, indicators, classification catalogs, exchange interfaces, access in-
terfaces, data quality, data trading, technical products, and security confiden-
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tiality. China’s Measures for Scientific Data Management stipulate that scien-
tific data centers must be responsible for classification, processing, and analysis
of scientific data; legal entities must classify scientific data, specify confidential-
ity levels and periods, opening conditions, objects, and review procedures, and
publish open catalogs to provide social sharing through online download, offline
sharing, or customized services. In this context, scientific data classification
management has become a key issue requiring urgent resolution.

Recently, the Ministry of Industry and Information Technology issued the Guide-
lines for Industrial Data Classification (Trial), which 2% domestically classifies
industrial data into four levels, encouraging enterprises to appropriately share
first- and second-level data while restricting second-level data to authorized
institutions and personnel, and FEM £ not sharing third-level data. Although
industrial data is not identical to scientific data, as an important type of scien-
tific data, these guidelines can provide reference for formulating scientific data
classification standards.

However, scientific data encompasses numerous types, including but not limited
to: any data generated during research; any recorded data significant to re-
searchers; source or primary materials needed to verify research results; digital
object sets obtained and generated during research; application content (e.g.,
analysis software, simulation software, model inputs/outputs); database content
(video, audio, text, images); research project supervision data; design portfolios
and physical models; research logs; experimental results and lab notes; field
notes and diary content; bibliographies and reading materials; spreadsheets;
metadata; methods and workflows; models, algorithms, scripts; notes, audio
tapes, video tapes; music score drafts; human, animal, geological materials;
images or data visualizations; photos, films; plant materials, cell, bacterial, or
virus samples; clinical records and test results; protein or gene sequences; ques-
tionnaires, transcripts, codebooks; various interview records; survey responses;
test results; spectra; standard operating procedures and protocols; trade secrets,
commercial information, pre-publication materials, or similar information pro-
tected by law. Therefore, dedicated scientific data classification standards are
needed.

In 2017, Washington, D.C. adopted a 5-level data classification model: Level
0 (open data), Level 1 (public data), Level 2 (data for local government use),
Level 3 (confidential data), and Level 4 (restricted confidential data), widely
praised by open data advocates. The University of California, Berkeley classifies
research data into: Level 1 (least sensitive, i.e., public information), Level 2 (low
sensitivity, i.e., non-public, non-sensitive personally identifiable information),
Level 3 (moderately sensitive personally identifiable information), and Level 4
(highly sensitive personally identifiable information). Similarly, the University
of New South Wales classifies data into public, private, sensitive, and highly
sensitive levels. Drawing on these perspectives, scientific data can be classified
into four levels as shown in Table 2 .

To effectively implement scientific data classification, “data tags” can be used
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to build a scientific data classification system. This system essentially uses
data tags to associate data levels, security attributes, and access conditions,
establishing a data tag knowledge base to store and share data files and im-
plement classification management according to different security and access
requirements. Based on the above classification table, a 4-level data tag model
can be constructed (see Table 3 ). This model uses four different colors to rep-
resent different tag categories corresponding to different data levels. As levels
increase, transmission, storage, and access requirements and security attributes
also increase. For example, at the lowest level, blue data tags require no access
credentials. Green data tags require verification of the requester’s email address,
possibly sending a link via email that the requester must respond to, or using
password credentials. Starting from yellow data tags, requesters must sign data
use agreements and use passwords or authentication. Red data tags require
two-factor authorization, such as verifying both email and mobile phone num-
bers. Using computers, data tag processing can be automated, helping achieve
reasonable control of scientific data security.

4.1.3 Fully Utilize Privacy-Enhancing Technologies to Strengthen
Confidentiality Scientific data open sharing makes data more transparent
and reusable by researchers, greatly promoting a favorable research environ-
ment but also exposing hidden privacy threats. Potential privacy violations
inevitably increase. Privacy-enhancing technologies can reduce data privacy
risks and strengthen confidentiality protection. These technologies include dif-
ferential privacy, federated analysis, homomorphic encryption, zero-knowledge
proof, functional encryption, secure multi-party computation, searchable
encryption, private information retrieval, smart contracts, etc. Among them,
differential privacy, homomorphic encryption, zero-knowledge proof, and secure
multi-party computation are particularly noteworthy.

While anonymization can protect sensitive data, it relies on background knowl-
edge assumptions, often only ensuring privacy protection on single datasets and
failing to meet privacy protection needs in massive data environments. Differ-
ential privacy overcomes anonymization’s limitation of requiring external infor-
mation knowledge, applicable to scientific data sharing. It adds random noise
to real data, causing protected data to be distorted while maintaining specific
data or attributes (e.g., statistical characteristics), ensuring data remains usable
after interference to achieve privacy protection.

Homomorphic encryption allows computations on encrypted text, generating
encrypted results identical to those obtained using unencrypted original data.
This avoids data leakage from interception during scientific data transmission
and enables real-time collaboration among researchers who can share data with-
out exposing original data. Zero-knowledge proof, similar to homomorphic en-
cryption, does not reveal any original data. It can verify information validity
without exposing the data proving it, providing a way to determine whether
scientific data use remains consistent with the initial purpose for requesting
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sensitive data, preventing misuse.

Secure multi-party computation is a cryptographic protocol distributing compu-
tation among multiple parties, allowing mutually distrustful parties to collab-
oratively compute on private data. Its implementation involves homomorphic
encryption, garbled circuits, oblivious transfer, etc. For scientific data open
sharing, its greatest benefit is meeting and exceeding GDPR requirements for
cross-border data transmission, as it enables data scientists and researchers to
conduct compliant, secure, and private computations on distributed data with-
out exposing or moving them. In summary, privacy-enhancing technologies have
great potential and have developed rapidly in recent years, providing support
for confidentiality protection in scientific data open sharing.

4.2 Integrity-Oriented Governance Measures

In scientific data open sharing, main threats to data integrity include: (1) Hard-
ware failure: storage devices or other computer hardware failures may cause
corruption. (2) Configuration problems: errors in computing systems (e.g., soft-
ware or security applications) may corrupt data. (3) Human error: people make
mistakes that may accidentally damage data. (4) Corruption in transmission:
data may be corrupted when transmitted to storage devices or through net-
works. (5) Intentional sabotage: people or software may intrude into computers
and alter data. These five threats stem from poor data management, inadequate
data protection, and lack of relevant technologies. Therefore, integrity problems
can be addressed through establishing a data protection officer system, imple-
menting data protection impact assessments, and applying data authentication
technologies.

4.2.1 Establish a Data Protection Officer System To strengthen data
security management and protection, GDPR explicitly requires government de-
partments or public institutions conducting data processing, institutions whose
core business is large-scale data processing (including regular, normal, system-
atic monitoring and processing), and enterprises with 250 or more employees to
establish a Data Protection Officer (DPO) position. The DPO is responsible for
supervising an organization’s data protection strategy and implementation to
ensure compliance with data protection laws and regulations. DPO responsibil-
ities include but are not limited to: (1) drafting, reviewing, and updating data
protection policies; (2) providing focus for decisions affecting personal data use
across multiple departments, including conducting data protection (or privacy)
impact assessments; (3) coordinating with other appropriate personnel respon-
sible for relevant affairs and functions; (4) managing risks that may arise from
personal data processing operations; (5) continuously conducting control assess-
ments to ensure compliance with key data protection procedures; (6) handling
and managing queries and complaints from data subjects regarding personal
data protection; (7) developing, reviewing, and revising policies, processes, and
procedures for processing personal data; (8) promoting a data protection cul-
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ture and accountability among employees; (9) ensuring compliance with data
protection laws and implementing regulatory feedback; (10) reporting directly
to the board and cooperating with data regulatory authorities.

To fulfill these duties, DPOs must possess relevant legal knowledge and profes-
sional skills: (1) familiarity with data protection laws and practices, especially
legal protection requirements for sensitive data; (2) understanding of data con-
trollers’ or processors’ business processes and content; (3) knowledge of data
information systems and security technologies; (4) ability to advocate and cul-
tivate an organizational culture of data protection.

Data controllers or processors may hire internal staff or external institu-
tions/individuals as DPOs, but must sign data protection service contracts.
The same DPO can hold positions in multiple institutions if competent and
easily contactable by regulators, employing units, and data subjects. To enable
DPOs to perform their duties effectively, employing institutions must provide
necessary support: funding and basic working conditions, establishing DPO
teams if needed; guaranteeing non-dismissal during tenure; requiring functional
departments to support DPO work; ensuring adequate time for duty fulfillment;
and authorizing access to organizational or personal databases.

Establishing the DPO system can strengthen internal data supervision, re-
duce data infringement risks, and enhance data security governance. Although
GDPR requires EU members to establish DPOs, this has not yet been writ-
ten into Chinese law. Chinese public institutions, research organizations, and
large/medium enterprises should learn from international experience, align with
international standards, and establish DPO systems to better implement scien-
tific data security governance.

4.2.2 Implement Data Protection Impact Assessment A Data Protec-
tion Impact Assessment (DPIA) is a systematic method for analyzing, identi-
fying, and minimizing data protection risks in projects or plans. It helps de-
termine the most effective ways to comply with data protection law obligations
and meet privacy protection expectations. DPIA targets data processing behav-
iors that pose high risks to natural persons’ rights and freedoms, including data
collection, recording, organization, structuring, storage, modification, recovery,
querying, disclosure, dissemination, distribution, use, clearance, or destruction.
Since these behaviors involve confidentiality, integrity, and availability issues,
implementing DPTA helps achieve data security governance.

The DPIA process includes three phases:

(1) Preparation Phase. Main tasks include: (a) Considering whether DPTA
is necessary. GDPR requires data controllers to implement DPIA when data
processing poses high risks to natural persons’ rights and freedoms. DPIA
should also be implemented for scientific data open sharing, especially when
data leakage, infringement, or security risks exist. (b) Planning DPIA, includ-
ing defining scope and establishing the DPTA team. (c) Identifying data pro-
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cessing requirements and details: processing objectives; covered disciplines and
geographic areas; data types; whether special data or sensitive information is
included; collection methods and sources; data usage; processing methods; data
formats, standards, and applicable software/systems; whether data is anony-
mous or pseudonymous; storage and destruction methods; retention periods;
sharing methods, scope, and objects; user informed consent; relevant industry
standards and guidelines; and prominent security issues. (d) Identifying rel-
evant actors: data controllers, developers, organizers, processors, users, and
other stakeholders. (e) Identifying relevant legal requirements such as GDPR,
China’s Cybersecurity Law, and Measures for Scientific Data Management. (f)
Documenting preparation phase results in standardized procedures.

(2) Assessment Phase. Main tasks include: (a) Establishing evaluation crite-
ria based on data security protection objectives—confidentiality, integrity, and
availability. For confidentiality: unauthorized access must be prevented. For
integrity: processed data must be complete, current, unmodified, authentic, and
correct. For availability: relevant data must be accessible, understandable, and
processable in a timely manner. (b) Identifying data security risk sources and
types from data itself, processing procedures, systems, and methods. (c) De-
termining intervention levels and protection standards: normal, high, and very
high. (d) Assessing security risks to confidentiality, integrity, and availability.
(e) Determining appropriate security measures: encryption, write permission re-
strictions, hash value comparison, regular integrity checks, minimum/maximum
reference values. (f) Implementing determined measures (after confirming com-
pliance with laws like GDPR). (g) Testing and documenting evaluation results.
(h) Producing the DPIA report.

(3) Review Phase. After completing the DPIA report, data regulatory au-
thorities should evaluate and audit it to ensure implemented safeguards. When
processing risks change, DPIA should be reviewed to ensure safeguards adapt
to changes and receive continuous supervision.

4.2.3 Apply Data Authentication Technologies Data authentication
technologies can address integrity issues like distortion, fabrication, damage,
tampering, and loss. Main authentication technologies include traditional
cryptography-based and digital watermarking-based authentication.

Traditional cryptographic methods generate digital signatures using hash func-
tions for authentication. Digital signatures (or electronic signatures) are defined
by ISO 7498-2 as “data attached to a data unit or cryptographic transformation
of a data unit that allows recipients to confirm the data unit’s source and in-
tegrity and protect against forgery.” In scientific data sharing, digital signatures
authenticate identities to ensure original data senders remain unchanged. They
are portable, non-replicable, and can be automatically timestamped, preventing
senders from easily modifying messages afterward. However, when necessary
modifications occur, original signatures must be discarded and recalculated,
consuming considerable time.
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Digital watermarking-based authentication offers greater inclusiveness and anti-
interference capability. Digital watermarking embeds information (e.g., author-
ship, timestamp, product attributes) into carriers in forms such as text, graphics,
or sequences. When suspected infringement occurs, watermark information can
be extracted via algorithms to prove whether digital products have been tam-
pered with or forged. Watermarks are classified as fragile or semi-fragile. Fragile
watermarks are highly sensitive for precise authentication, applicable to sharing
very sensitive multimedia files where authentication fails if even one bit changes.
Semi-fragile watermarks are more applicable, allowing conventional processing
operations as long as content remains authentic and complete, distinguishing
normal signal processing from malicious tampering. Therefore, semi-fragile wa-
termarks can be used for copyright protection and content verification to ensure
data integrity.

4.3 Availability-Oriented Governance Measures

A European study found that measuring health equity across Europe largely
depends on reliable and comparable data availability at the regional level, and
eliminating “data gaps” is a condition for eliminating “health gaps” among and
within EU countries. Scientific data availability is equally crucial for other
industries like aviation and pharmaceuticals. In scientific data open sharing,
data management policies, data quality, and open sharing platforms all affect
availability. Therefore, multiple measures can enhance availability: formulating
scientific data availability policies or publishing data availability statements,
improving scientific data quality, and building unified open sharing platforms.

4.3.1 Formulate Scientific Data Availability Policies or Publish Data
Availability Statements In the open data movement, many government
agencies, research institutions, and publishers have formulated data availabil-
ity policies or published statements to promote scientific data open sharing and
utilization. On December 23, 2019, the U.S. Office of Management and Budget
(OMB) released the Federal Data Strategy and 2020 Action Plan, with “leverag-
ing data as strategic assets” as its core goal. The strategy requires implementing
40 data management practices across three categories based on 10 principles in-
cluding accountability, transparency, and relevance: (1) building a culture that
values data and promotes public use; (2) controlling, managing, and protecting
data; (3) promoting effective and appropriate data use. This strategy provides
national-level guidance for managing and using federal government data, ensures
federal data availability, and promotes data sharing.

Publishing data availability statements has become many publishers’ primary
choice for ensuring availability. Some research funders like UK Research Coun-
cils require data availability statements in publications. Nature encourages state-
ments such as: datasets generated/analyzed in the current study are available
in designated repositories; available from corresponding authors upon reason-
able request; all data included in the article and supplementary documents; or
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available from corresponding authors upon reasonable request due to reasons
preventing public disclosure. Other top journals also provide data availability
statements to support open science and ensure scientific data is discoverable,
verifiable, and reusable. In summary, formulating availability policies or pub-
lishing statements helps enhance scientific data availability and improve security
governance.

4.3.2 Improve Scientific Data Quality Research confirms positive corre-
lation between data quality and availability—improving data quality effectively
enhances availability. Data quality attributes include accuracy, confidentiality,
integrity, availability, consistency, timeliness, relevance, and validity. While
availability is only one attribute, it has intrinsic connections with others. En-
hancing scientific data availability can thus start by improving multiple quality
attributes. Data quality is also closely linked to data production, collection,
organization, storage, and publication. Sharing is an important link in the data
lifecycle, encompassing collection, organization, publication, dissemination, and
utilization. Scientific data open sharing mainly includes open publication, open
access, open storage, and open utilization. Therefore, improving data qual-
ity requires attention to the open sharing process. Moreover, scientific data
is generated from research, production, and management practices, directly re-
lated to producers, organizers, publishers, disseminators, managers, and users.
Improving data quality requires full stakeholder participation. In summary,
implementing Total Data Quality Management (TDQM) is urgently needed to
enhance availability.

TDQM applies total quality management thinking to effectively manage data
or data products to improve their quality and utility. Drawing on existing per-
spectives, a TDQM process can be constructed (see Table 4 ) to improve data
quality. Critical aspects include: (1) defining scientific data quality require-
ments, especially accuracy, confidentiality, integrity, availability, consistency,
timeliness, relevance, and validity; (2) identifying TDQM stakeholders (produc-
ers, suppliers, organizers, disseminators, managers, users) for full management;
(3) executing the TDQM process iteratively to continuously improve quality;
(4) establishing a data governance framework for data quality management.

4.3.3 Build a National Scientific Data Center Based on Data Alliance
Scientific data open sharing platforms play an irreplaceable role in providing
usable data. China has built eight national scientific data sharing platforms
including the National Population and Health Scientific Data Sharing Service
Platform (2017) and proposed 20 national scientific data centers including the
National High Energy Physics Scientific Data Center (2019) as strategic choices
for optimizing national science and technology resource sharing platforms and
improving service systems. However, some platforms suffer from low data ac-
cessibility and citation rates. Current national scientific data centers provide
registered users with access within specific disciplines but have not achieved
true open sharing. More importantly, these centers have not established inter-
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connections or integration to form a unified “National Scientific Data Center,”
resulting in limited data availability.

Unlike domestic centers, the Australian National Data Service (ANDS), led
by Monash University and jointly established with the Australian National
University and Commonwealth Scientific and Industrial Research Organisation
(CSIRO), not only manages Australia’s scientific data but also openly shares re-
search data from over 100 Australian research institutions, government agencies,
and universities through its “Research Data Australia” portal, covering natural
sciences, social sciences, arts, and humanities. This data alliance-based opera-
tion model has set a successful example in improving scientific data availability
and openness. The model essentially involves national scientific data centers
(or platforms) uniting with data producers, providers, organizers, and managers
to form scientific data alliances jointly participating in data sharing and utiliza-
tion. Users can access not only the center’s data but also use the platform’s
alliance member dataset index to access scientific data stored in institutional
repositories elsewhere, greatly promoting open sharing. Therefore, building a
national scientific data center based on data alliance can help solve China’s low
scientific data availability and improve security governance.

Conclusion

Ensuring data security is an unavoidable key issue in implementing scientific
data open sharing. Data security problems in scientific data open sharing con-
centrate in three aspects: confidentiality, integrity, and availability, requiring
multi-dimensional governance measures from legal, policy, institutional, man-
agement, technical, and platform perspectives to construct a scientific data open
sharing data security governance system. However, this paper’s proposals re-
main theoretical and require further validation and refinement in practice to
effectively govern data security problems in China’s scientific data open sharing
and improve data governance levels and national governance capabilities.
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Abstract:

[Purpose/Significance] This paper reveals data security problems in scientific
data open sharing and proposes corresponding governance countermeasures to
better promote China’s scientific data open sharing practice. [Method/Process]
Using normative analysis, the paper identifies and defines data security prob-
lems in scientific data open sharing, then discusses governance measures from
confidentiality, integrity, and availability dimensions. [Result/Conclusion] Sci-
entific data open sharing faces many security problems in confidentiality, in-
tegrity, and availability. Confidentiality problems can be governed by strength-
ening legislation, establishing classification standards and systems, and utilizing
privacy-enhancing technologies. Integrity problems can be governed by estab-
lishing a data protection officer system, implementing data protection impact
assessments, and using data authentication technologies. Availability problems
can be governed by formulating availability policies, improving data quality,
and building a national scientific data center based on data alliance.

Keywords: scientific data; open sharing; data security; security governance
Note: Figure translations are in progress. See original paper for figures.
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