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Abstract

[Purpose/Significance] By analyzing the relevant provisions of the EU’ s General
Data Protection Regulation (GDPR), this study aims to provide reference for
the protection of personal data in the open sharing of scientific data in China.
[Method/Process] Through textual analysis and a review of research on GDPR
and personal data protection, this paper analyzes the applicability and role of
GDPR in personal data protection for scientific data open sharing and its im-
plications for China. [Results/Conclusion] GDPR has many normative effects
on personal data protection in scientific data open sharing, including clarifying
the basic concepts and scope of protected objects, main principles, main rights
of data subjects, and main responsibilities and obligations of data controllers
and processors, and establishing a legal foundation for personal data process-
ing. The implications for China are: we should establish and improve China’ s
personal data protection legal system, strengthen risk management of personal
data in scientific data open sharing, build a dynamically linked and traceable
scientific data open sharing system, thereby achieving personal data protection
in scientific data open sharing in China.
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data in China’ s scientific data open sharing by analyzing relevant provisions
of the EU General Data Protection Regulation (GDPR). [Method/Process] Us-
ing textual analysis, this paper reviews research on GDPR and personal data
protection, then analyzes GDPR’ s applicability and functions in protecting
personal data in scientific data open sharing, and its implications for China.
[Result/Conclusion] GDPR has many normative functions for personal data pro-
tection in scientific data open sharing, including clarifying basic concepts and
scope of protection objects, main principles, primary rights of data subjects, and
main responsibilities and obligations of data controllers and processors, as well
as establishing the legal basis for personal data processing. GDPR’ s enlighten-
ment for China is that we should establish and improve China’ s personal data
protection legal system, strengthen risk management of personal data in scien-
tific data open sharing, and build a dynamically linked and traceable scientific
data open sharing system, thereby achieving personal data protection in China’
s scientific data open sharing.

Keywords: scientific data; open sharing; data protection; personal data;
GDPR

With the development of big data, the Internet, cloud computing, and the In-
ternet of Things, data—especially personal data—are increasingly collected and
transmitted with greater convenience while facing new threats [?]. To address
technological developments and the inadequacy of existing protection frame-
works, the EU officially implemented the General Data Protection Regulation
(GDPR) on May 25, 2018 [?], creating the EU model for personal data protec-
tion. Subsequently, Brazil and California drew on this regulation to formulate
the General Data Protection Law and the California Consumer Privacy Act
[?]. In March 2020, China’ s updated and improved “Information Security
Technology - Personal Information Security Specification” aimed to further curb
illegal collection, misuse, and leakage of personal information, and maximize
protection of legitimate rights and interests of individuals and social public in-
terests [?]. China’ s “Personal Information Protection Law” has also entered
the legislative stage [?]. Meanwhile, people have recognized that scientific data
sharing and reuse have important value in promoting scientific progress and
innovation, saving R&D costs, and reproducing scientific research [?]. Scientific
data often contain personal information, especially in fields such as psychology,
clinical medicine, anthropology, and genetics [?]. How to protect personal data
while opening and sharing scientific data has become an important issue in data
governance.

As the most widely adopted personal data protection model and general rules [?],
is GDPR applicable to personal data protection in scientific data open sharing?
What functions does it have? How can China draw on GDPR to strengthen per-
sonal data protection in scientific data open sharing? Analyzing and answering
these questions will help promote the development of China’ s scientific data
open sharing practice.
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1 Literature Review

In recent years, numerous studies have been conducted on GDPR and personal
data protection both domestically and internationally. In addition to introduc-
ing GDPR’ s background [?], evolution [?], application scope [?], technical and
organizational requirements [?], key business aspects [?], and structural chapters
and content [?], these studies have also addressed the following themes:

First, the impact of GDPR on personal data protection. GDPR aims to use
the distinction between “unambiguous consent” and “explicit consent” as an
important means of protecting personal data, explicitly requiring that personal
data processing needs to obtain the data subject’s “unambiguous consent,” while
sensitive data requires “explicit consent”[?]. One year after GDPR’s implementa-
tion, EU member states’data protection authorities have been striving to enforce
GDPR’ s core principles of responsible and transparent processing and protec-
tion of personal data [?]. Undoubtedly, GDPR has set a good example for other
countries’ personal data protection legislation, with many positive implications:
it affects judicial jurisdiction, expands extraterritorial effect of data protection
laws, provides rule guidance for international consensus on cross-border data
transmission, and promotes sound data protection legislation in other parts of
the world [?]18-30; it expands the scope of personal data protection, increases
data subjects’ rights, imposes heavier obligations on data controllers and pro-
cessors, and strengthens supervision and relief mechanisms for personal data
[?]; it fills some legal loopholes, enabling individuals to better control their
personal data while also benefiting the creation of a good competitive environ-
ment among enterprises; it ensures more efficient cooperation among member
states’ regulatory agencies, facilitates communication between enterprises and
regulatory agencies, and provides individuals with effective ways to protect their
rights when data are infringed upon. However, GDPR, also has problems and
controversies: some systems (such as the informed consent system) have defects,
some issues are not clearly defined, the effectiveness of GDPR’ s implementation
remains questionable, and there are issues about how to balance personal data
protection with other legal interests [?].

Second, key areas or themes of GDPR implementation for personal data pro-
tection. GDPR involves all aspects of personal data protection, but focuses on
strengthening data subjects’ control over data, namely protection of data per-
sonality rights and property rights [?]; advocates establishing a Data Protection
Officer system to implement personal data protection [?]; and regulates core
issues such as cross-border data flow protection [?], data portability right [?],
and right to be forgotten [?].

Third, applied research on GDPR in personal data protection across different
fields. This includes patient privacy protection [?], cross-border data circula-
tion and protection [?], data protection impact assessment [?], data protection
issues in scientific research data publishing [?], smart library user data privacy
protection [?], and IoT data protection for data controllers and processors [?].
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Fourth, GDPR’ s implications for China’ s personal data protection. Main
suggestions include: China should draw on GDPR’ s legislative philosophy to
build a dual-track personal information protection system from legal, social
governance, and information industry dimensions [?]; China should establish a
scenario-based and technological data protection concept based on the principle
of effectiveness, reasonably introduce a “consent withdrawal” model, and give
play to ex-ante supervision and relief functions [?]; China’ s legislation should
build a personal information rights and interests system shared by four parties
—information subjects, other natural persons, state organs, and enterprises—to
properly resolve conflicts of rights and interests among various parties [?]; China
should construct a GDPR-based enterprise self-assessment indicator system for
personal data protection [?]; we should recognize that although GDPR regu-
lates EU personal data protection, sharing personal data between the EU and
China is challenging, currently limited to anonymous data or data with data
subject consent [?]. In summary, GDPR is a legal framework for personal data
protection that specifies key principles and safeguards that must be adopted
when processing personal data within its scope, and has important reference
value for China’ s personal data protection. However, there is currently little
research on GDPR in personal data protection for scientific data open sharing,
although people have found that GDPR has had widespread impact in areas
such as genetic data sharing [?] and clinical medical research [?].

2 Applicability Analysis of GDPR to Personal Data Pro-
tection in Scientific Data Open Sharing

Scientific data open sharing aims to promote unrestricted access to and reuse of
scientific data to maximize scientific data value and facilitate open research and
open innovation. It places scientific data in an open environment, requiring indi-
viduals or institutions to implement data protection according to corresponding
norms and appropriate measures when opening scientific data. Data protection
refers to implementing appropriate administrative, technical, or physical mea-
sures to minimize the risk or damage of unauthorized or accidental data leakage
[?]. Personal data protection aims to protect citizens’ rights, personal data in-
tegrity, and personal privacy [?], involving not only relevant laws, regulations,
and policies, but also technologies and systems for collecting, storing, and pro-
cessing data [?]. Is GDPR applicable to personal data protection in scientific
data open sharing? To answer this question, we need to understand GDPR’ s
structure and content.

2.1 GDPR Structure and Content

GDPR is a massive and complex data protection law, structurally divided into
recitals (173 articles) and main text (11 chapters, 99 articles), totaling 88 pages
and approximately 55,000 words. GDPR provides a comprehensive legal frame-
work for protecting Europeans’ personal data and promoting responsible data
processing for a range of legitimate purposes. It thoroughly rectifies how or-
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ganizations collect, use, and share personal data [?]. The main text includes
the following 11 chapters [?]: 1) General provisions, clarifying GDPR’ s main
matters and objectives, scope of application, territorial jurisdiction, and defini-
tions of relevant concepts; 2) Principles, clarifying seven principles of personal
data protection—lawfulness, fairness and transparency; purpose limitation; data
minimization; accuracy; storage limitation; integrity and confidentiality; and
accountability; 3) Rights of data subjects, stipulating seven rights of data sub-
jects; 4) Controllers and processors, specifying responsibilities of data controllers
and processors; 5) Transfer of personal data to third countries or international
organizations, setting requirements for such transfers; 6) Independent supervi-
sory authorities, specifying their independence, general requirements, powers,
tasks, and authority; 7) Cooperation and consistency, specifying cooperation,
assistance, and joint operations among lead supervisory authorities and other
relevant authorities, and consistency mechanisms; 8) Remedies, liability, and
penalties, stipulating data subjects’ rights to lodge complaints with supervisory
authorities, effective judicial remedy against supervisory authorities, controllers,
or processors, rights to compensation, and general conditions for administrative
fines; 9) Provisions relating to specific processing situations, specifying process-
ing, freedom of expression and information, and safeguards and derogations for
processing for archiving purposes in the public interest, scientific or historical
research purposes, or statistical purposes; 10) Delegated acts and implementing
acts, specifying exercise of delegation and committee procedures; and 11) Final
provisions, clarifying repeal of Directive 95/46/EC, relationship with previously
concluded agreements, reporting obligations of the Commission, entry into force,
and application.

2.2 GDPR’ s Applicability to Personal Data Protection in Scientific
Data Open Sharing

GDPR involves all aspects of personal data protection, strengthening data sub-
jects’ control over data, clarifying concepts, principles, rights, responsibilities,
and regulatory requirements for personal data protection, which are equally
applicable to personal data protection in scientific data open sharing. This is
mainly reflected in four aspects:

First, personal data in scientific data open sharing falls within the scope of
protection objects defined by GDPR. Article 2(1) of GDPR stipulates: “This
Regulation applies to the processing of personal data wholly or partly by auto-
mated means and to the processing other than by automated means of personal
data which form part of a filing system or are intended to form part of a filing
system”[?]. Here, “personal data”means any information relating to an identified
or identifiable natural person ( “data subject” ); an identifiable natural person
is one who can be identified, directly or indirectly, in particular by reference to
an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person [?]. Accord-
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ing to GDPR’ s definition of personal data, it includes not only information
that can directly identify data subjects (such as names), but also information
that can indirectly identify data subjects when combined with other information
(such as phone numbers, passport numbers, biometric characteristics, etc.) [?].
Personal data in scientific data open sharing falls within the scope of personal
data defined by GDPR, typically appearing in forms such as experiments, mea-
surements, field observations, survey results, interview records, and images [?].
Therefore, GDPR can be used to regulate and protect personal data in open
sharing.

Second, scientific data open sharing is a special data “processing” activity that
can be included in the “processing” activity category defined by GDPR, thus
receiving GDPR protection. Article 4(2) of GDPR defines “processing” as “any
operation or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as collection, record-
ing, organisation, structuring, storage, adaptation or alteration, retrieval, con-
sultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction” [?]. Sci-
entific data open sharing is a special type of data processing activity. In scientific
data open sharing, whether it is data collection, recording, storage, submission,
and uploading by researchers, or access, acquisition, transmission, and reuse by
users, all constitute processing of personal data. In other words, personal data
processing runs through the entire value chain of scientific data open sharing.
Therefore, GDPR applies to personal data protection in scientific data open
sharing.

Third, GDPR’ s “territorial scope” has exceeded the geographical boundaries
of EU member states and applies to open sharing environments. Article 3 of
GDPR on “Territorial scope” stipulates [?]: “1. This Regulation applies to the
processing of personal data in the context of the activities of an establishment
of a controller or a processor in the Union, regardless of whether the processing
takes place in the Union or not. 2. This Regulation applies to the processing of
personal data of data subjects who are in the Union by a controller or processor
not established in the Union, where the processing activities are related to: (a)
the offering of goods or services, irrespective of whether a payment of the data
subject is required, to such data subjects in the Union; or (b) the monitoring
of their behaviour as far as their behaviour takes place within the Union. 3.
This Regulation applies to the processing of personal data by a controller not
established in the Union, but in a place where Member State law applies by
virtue of public international law.” These three provisions, especially Article
3(3), essentially bring open shared personal data into the scope of protection,
regardless of whether the data controller is within the EU.

Fourth, GDPR can provide personal data protection for scientific research, and
in essence can also provide personal data protection for scientific data open
sharing. GDPR does not contain a formal definition of scientific research, but
from a broad research concept, states that “the processing of personal data
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for scientific research purposes should be interpreted in a broad manner includ-
ing, for example, technological development and demonstration, fundamental
research, applied research, and privately funded research” [?]. GDPR mentions
regulations related to “research” in 14 places in the recitals (such as Articles 26
and 33) and 6 places in the main text (such as Articles 5 and 89). For exam-
ple, Recital 156 stipulates [?]: “The processing of personal data for archiving
purposes in the public interest, scientific or historical research purposes or sta-
tistical purposes should be subject to appropriate safeguards for the rights and
freedoms of the data subject in accordance with this Regulation. Member States
should provide for appropriate safeguards for the processing of personal data
for archiving purposes in the public interest, scientific or historical research pur-
poses or statistical purposes.” This means that when processing personal data
for scientific or historical research purposes, data subjects’ rights and freedoms
should be protected, and EU member states should provide appropriate safe-
guards. Similarly, Article 89(1) of the main text stipulates [?]: “Processing
for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes, shall be subject to appropriate safeguards, in
accordance with this Regulation, for the rights and freedoms of the data subject.
Such safeguards shall ensure that technical and organisational measures are in
place in particular in order to ensure respect for the principle of data minimisa-
tion. Those measures may include pseudonymisation.” Article 89(2) stipulates
[?]:  “Where personal data are processed for scientific or historical research
purposes or statistical purposes, Union or Member State law may provide for
derogations from the rights referred to in Articles 15, 16, 18 and 21 subject to
the conditions and safeguards referred to in paragraph 1 of this Article in so far
as such rights are likely to render impossible or seriously impair the achievement
of the specific purposes, and such derogations are necessary for the fulfilment
of those purposes.” These provisions essentially require appropriate safeguards
for data processing for scientific or historical research purposes, and allow for
derogations from data subjects’ rights of access, rectification, restriction of pro-
cessing, and objection, thereby facilitating the sharing and use of such personal
data. Since scientific research broadly includes scientific data open sharing ac-
tivities, and scientific data open sharing can better promote scientific research,
GDPR’ s personal data protection provisions for scientific or historical research
purposes also apply to scientific data open sharing activities.

3 Analysis of GDPR’ s Functions in Personal Data Protec-
tion for Scientific Data Open Sharing

As an EU member state law, GDPR applies directly to all enterprises and citi-
zens within the EU and has strong extraterritorial effect. Regardless of whether
data processing occurs within the EU, as long as the data involve data sub-
jects within the EU, they are subject to GDPR regulation. GDPR constructs
a complete personal data protection framework covering scope of application,
data protection principles, data subject rights, responsibilities and obligations
of data controllers and processors, cross-border data transfer mechanisms, data
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regulatory agencies, and administrative penalties. For personal data protection
in scientific data open sharing, GDPR’ s functions are mainly reflected in the
following aspects:

3.1 Clarifying Basic Concepts and Scope of Protection Objects

Article 4 “Definitions” of GDPR defines 26 core concepts, including personal
data, processing, restriction of processing, profiling, pseudonymisation, filing sys-
tem, controller, processor, recipient, third party, consent, personal data breach,
genetic data, biometric data, data concerning health, main establishment, rep-
resentative, enterprise, group of undertakings, binding corporate rules, supervi-
sory authority, relevant supervisory authority, cross-border processing, relevant
and reasoned objection, information society service, and international organi-
zation. These definitions establish core concepts and basic ideas for personal
data protection in scientific data open sharing. For example, applying GDPR’
s defined concept of “personal data” to scientific data open sharing means that
personal data protection is not just protection of personal property rights data
or personality rights data, let alone narrow personal privacy data protection,
but broad protection of “any information relating to an identified or identifi-
able natural person ( ‘data subject’ ).” A clear definition of “personal data”
can help people understand what personal-related data needs to be protected
in scientific data open sharing.

As a personal data protection law, GDPR distinguishes four different types of
personal data: personal data, special categories of personal data, pseudonymised
data, and anonymous data. In GDPR, the concept of personal data has a broad
scope. Special categories of personal data, also called “sensitive personal data,”
include: (1) data revealing racial or ethnic origin; (2) political opinions; (3) reli-
gious or philosophical beliefs; (4) trade union membership; (5) genetic data; (6)
biometric data; (7) data concerning health; and (8) data concerning a natural
person’ s sex life or sexual orientation. These sensitive personal data pose a
higher degree of risk to data subjects and are generally prohibited from process-
ing, only allowed when there is a lawful basis and the processing meets one of
the 10 special conditions listed in Article 9(2) of GDPR [?]. Pseudonymisation
of personal data means processing personal data in such a manner that the per-
sonal data can no longer be attributed to a specific data subject without the
use of additional information, provided that such additional information is kept
separately and is subject to technical and organisational measures to ensure
that the personal data are not attributed to an identified or identifiable natural
person [?]. Pseudonymised personal data still falls within the scope of personal
data defined by GDPR and is considered a security safeguard under the con-
cept of technical and organisational measures, but these technologies cannot be
used to circumvent compliance obligations under GDPR [?]. GDPR does not
define anonymous data, but Recital 26 explicitly states: “The principles of data
protection should therefore not apply to anonymous information, namely infor-
mation which does not relate to an identified or identifiable natural person or
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to personal data rendered anonymous in such a manner that the data subject is
not or is no longer identifiable. This Regulation does not therefore concern the
processing of such anonymous information, including for statistical or research
purposes” [?]. Thus, GDPR applies to pseudonymised data but not to anony-
mous data. This means that pseudonymised data in scientific data open sharing
should be processed according to GDPR, while processing anonymous data does
not trigger personal data protection law [?]. This distinction has great guiding
significance for implementing personal data protection in scientific data open
sharing.

3.2 Clarifying Main Principles of Personal Data Protection

Article 5 of GDPR defines the following principles for personal data processing
[?]: (1) Lawfulness, fairness and transparency (personal data relating to data
subjects shall be processed lawfully, fairly and in a transparent manner). (2)
Purpose limitation (collected for specified, explicit and legitimate purposes and
not further processed in a manner that is incompatible with those purposes;
further processing for archiving purposes in the public interest, scientific or his-
torical research purposes or statistical purposes shall not be considered to be
incompatible with the initial purposes). (3) Data minimisation (personal data
shall be adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed). (4) Accuracy (personal data shall be
accurate and, where necessary, kept up to date; every reasonable step must
be taken to ensure that personal data that are inaccurate, having regard to the
purposes for which they are processed, are erased or rectified without delay). (5)
Storage limitation (kept in a form which permits identification of data subjects
for no longer than is necessary for the purposes for which the personal data are
processed; personal data may be stored for longer periods insofar as the per-
sonal data will be processed solely for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes, subject to im-
plementation of the appropriate technical and organisational measures required
by this Regulation in order to safeguard the rights and freedoms of the data
subject). (6) Integrity and confidentiality (processed in a manner that ensures
appropriate security of the personal data, including protection against unautho-
rised or unlawful processing and against accidental loss, destruction or damage,
using appropriate technical or organisational measures). (7) Accountability (the
controller shall be responsible for, and be able to demonstrate compliance with,
the above principles). These seven principles are also the main principles that
must be followed for personal data protection in scientific data open sharing, be-
cause according to GDPR’s broad definition of processing, transferring personal
data for scientific purposes (including scientific data open sharing) is considered
a form of processing and therefore should comply with GDPR’ s substantive
norms [?]. In other words, GDPR establishes the main principles that should
be followed for personal data protection in scientific data open sharing.
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3.3 Establishing the Legal Basis for Personal Data Processing

The existence of a legal basis for data processing is both an important prerequi-
site for personal data processing and an important guarantee for personal data
protection. Article 6(1) of GDPR stipulates six legal bases for data processing,
including consent of the data subject, necessity for contract performance, ne-
cessity for legal obligation compliance, necessity for protecting vital interests
of the data subject or another natural person, necessity for performing a task
carried out in the public interest or in the exercise of official authority, and
necessity for legitimate interests pursued. Articles 6(2) to 6(4) more detailedly
regulate the conditions that must be met for data processing under Article 6(1).
These legal bases also provide legitimate and reasonable grounds for personal
data processing in scientific data open sharing.

First, for scientific data open sharing, obtaining consent from data subjects is the
most secure and basic way to process personal data legally. In GDPR, “consent”
of the data subject means any freely given, specific, informed and unambiguous
indication of the data subject’ s wishes by which he or she, by a statement or by
a clear affirmative action, signifies agreement to the processing of personal data
relating to him or her [?]. This definition indicates that validly obtaining data

” «

subject consent must simultaneously meet the conditions of “freely given,” “spe-
cific,” “informed,” and “unambiguous,” meaning that data subject “consent”is not
“broad consent.” Article 6(1)(a) stipulates that personal data can be processed
legally if “the data subject has given consent to the processing of his or her per-
sonal data for one or more specific purposes” ; while Article 9(2)(a) stipulates
that special categories of personal data can be processed legally if “the data
subject has given explicit consent to the processing of those personal data for
one or more specified purposes.” In other words, GDPR requires “unambiguous
consent” for processing general personal data and “explicit consent” for process-
ing sensitive personal data [?]. In 2019, Google was fined €50 million by the
French National Commission on Informatics and Liberties for violating GDPR,
with the main reasons being Google’ s violation of the controller’ s information
disclosure obligations and failure to effectively obtain user consent [?].

Second, in addition to data subjects’ “unambiguous consent” and “explicit
consent” as the legal basis for personal data processing, public interest and legit-
imate interests are also legal bases for processing personal data in scientific data
open sharing. However, public authorities such as (non-private) universities and
public research institutions performing public tasks cannot rely on “legitimate
interests” as their legal basis for personal data processing, but must do so under
legal authorization or rely on “necessity for the performance of a task carried
out in the public interest or in the exercise of official authority” [?].

Third, GDPR provides legal basis for secondary data use and cross-border data
transfer closely associated with scientific data open sharing. Normally, the strict
“purpose limitation” principle applies to personal data that “shall not be further
processed in a manner that is incompatible with the specific and legitimate pur-
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poses for which they were initially collected and processed.” However, Article
5(1)(b) stipulates that further processing for scientific research purposes shall
not be considered incompatible with the initial purposes in accordance with
Article 89(1). This means that if the same organization or another organiza-
tion is conducting further processing (i.e., secondary use) of data, there is a
rebuttable presumption that further processing for scientific research purposes
is compatible with the initially stated processing purpose (e.g., for medical diag-
nosis). Where permitted by applicable member state law, the scientific research
exception allowing exemptions from data subject rights under Article 89(2) will
apply to such situations. This essentially establishes a legal basis for secondary
data use and its open sharing.

Fourth, scientific data open sharing involves international (or cross-border) data
transfer issues, where GDPR’ s provisions on international data transfer can be
referenced. According to GDPR, there are five ways to legally transfer personal
data outside the EU: (1) transfer based on an adequacy decision (Article 45); (2)
transfer with appropriate safeguards (Article 46); (3) transfer based on binding
corporate rules (Article 47); (4) transfer or disclosure not authorized by Union
law (Article 48); and (5) transfer based on derogations for specific situations
(Article 49). Since open sharing itself includes cross-border data transfer or
international transfer, according to GDPR, data controllers must inform data
subjects when collecting personal data about the controller’s intention to openly
publish these personal data and decide which appropriate pathway to adopt. In
the absence of an adequacy decision, if the data controller or processor has
appropriate safeguards and enforceable data subject rights and effective legal
remedies, data can still be openly published or transferred to third countries or
international organizations [?].

Fifth, Article 89 of GDPR provides specific “safeguards and derogations” for per-
sonal data processing for archiving purposes in the public interest, scientific or
historical research purposes, or statistical purposes—under the premise of adopt-
ing technical and organizational measures (such as anonymization) that ensure
compliance with the data minimization principle and safeguard data subjects’
rights and freedoms, when the data subjects’ rights of access, rectification, re-
striction of processing, and objection may render impossible or seriously impair
the achievement of these special purposes, the above data subject rights may be
exempted, but only when such exemption is necessary for achieving these pur-
poses [?]. In other words, when processing personal data for scientific research
purposes, there are some exceptions: for example, data subject consent is not
always required, but other legal bases such as contract, legal obligation compli-
ance, public interest, or legitimate interests pursued by the controller or third
party; personal data may be stored for longer than necessary for processing [?].

In summary, GDPR provides extensive legal basis for personal data protection
in scientific data open sharing by offering six legal bases for data processing,
particularly clarifying “consent,” secondary data use, cross-border data transfer,
and exceptions (exemptions) for scientific research.
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3.4 Clarifying Main Rights of Data Subjects

Data subjects refer to anyone whose personal data are being collected, stored,
or processed [?]. GDPR grants data subjects the following eight basic data
rights [?]: (1) Right to be informed: data controllers shall inform data subjects
when collecting personal data relating to them, including the identity and con-
tact details of the controller, the purposes of the processing, and the legal basis
for processing personal data. (2) Right of access: data subjects have the right
to obtain from the controller confirmation as to whether or not personal data
concerning them are being processed, and, where that is the case, access to the
personal data and certain information. (3) Right to rectification: data subjects
have the right to have inaccurate personal data concerning them rectified with-
out undue delay. (4) Right to withdraw consent: data subjects have the right to
withdraw consent previously given for processing their personal data for certain
purposes and require processors to stop processing based on previously provided
consent. (5) Right to restriction of processing: data subjects have the right to
restrict processing by controllers under specific circumstances. (6) Right to ob-
ject: data subjects have the right to object to processing of their personal data
by controllers based on legitimate or reasonable grounds, such as objecting to
processing for direct marketing purposes or processing for scientific or historical
research purposes or statistical purposes not necessary for performing a task in
the public interest. (7) Right to erasure (right to be forgotten): data subjects
have the right to have their personal data erased or deleted without undue de-
lay. (8) Right to data portability: data subjects have the right to receive the
personal data concerning them, which they have provided to a controller, in a
structured, commonly used and machine-readable format and have the right to
transmit those data to another controller without hindrance from the controller
to which the personal data have been provided.

In scientific data open sharing activities, data subjects also have the above
rights. In other words, personal data protection in scientific data open sharing
must be implemented by respecting and protecting these data subject rights.
For example, the right to data portability aims to balance the freedom and
regulation of data flow, enabling data subjects to migrate data in a concise
manner and better control personal data. It consists of two independent claims:
the right of data subjects to obtain copies of their personal data, and the right to
require controllers and processors to provide personal data to other parties [?].
Implementing this right of data subjects is key to implementing scientific data
open sharing. Conversely, denying the right to data portability would create
many difficulties and obstacles for scientific data open sharing.

3.5 Clarifying Main Responsibilities and Obligations of Data Con-
trollers and Processors

GDPR not only clarifies main rights of data subjects, but also defines main
obligations of data controllers and processors. In GDPR, “controller” means
the natural or legal person, public authority, agency or other body which, alone
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or jointly with others, determines the purposes and means of the processing of
personal data; where the purposes and means of such processing are determined
by Union or Member State law, the controller or the specific criteria for its
nomination may be provided for by Union or Member State law. “Processor”
means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller [?].

According to GDPR provisions, controllers and processors need to undertake
some common obligations, including: (1) controllers and processors shall coop-
erate with supervisory authorities (Article 31); (2) controllers and processors
shall implement appropriate technical and organisational measures to ensure a
level of security appropriate to the risk (Article 32(1)); (3) controllers and pro-
cessors shall designate a data protection officer when processing is carried out
by a public authority or requires large-scale, regular and systematic monitoring
of data subjects, or involves large-scale processing of special categories of data
and data relating to criminal convictions and offences (Article 37(1)); (4) con-
trollers and processors shall support data protection officers in performing their
duties and provide necessary resources (Article 38(2)).

In addition, data controllers must fulfill the following obligations: (1) controllers
shall facilitate the exercise of data subject rights (Article 12(2)); (2) when col-
lecting personal data relating to data subjects, controllers shall provide data
subjects with relevant information such as the identity and contact details of
the controller, contact details of the data protection officer, purposes of the
processing, and recipients of personal data (Article 13(1)); (3) except in spe-
cial circumstances, controllers are responsible for erasing personal data without
undue delay upon reasonable request from data subjects (Article 17(1)); (4)
controllers shall implement appropriate technical and organisational measures
to ensure compliance with GDPR (Article 24(1)); (5) controllers shall implement
appropriate technical and organisational measures for ensuring that, by default,
only personal data which are necessary for each specific purpose of the process-
ing are processed (Article 25(2)); (6) each controller shall maintain a record
of processing activities under its responsibility (Article 30(1)); (7) controllers
shall notify the relevant supervisory authority of a personal data breach without
undue delay and, where feasible, not later than 72 hours after having become
aware of it (Article 33(1)); (8) when the personal data breach is likely to result
in a high risk to the rights and freedoms of natural persons, controllers shall
communicate the personal data breach to the data subject without undue delay
(Article 34(1)); (9) where a type of processing is likely to result in a high risk to
the rights and freedoms of natural persons, controllers shall assess the impact of
the envisaged processing operations on the protection of personal data prior to
the processing (Article 35(1)); (10) where a data protection impact assessment
indicates that the processing would result in a high risk if the controller does
not take measures, the controller shall consult the supervisory authority prior
to processing (Article 36(1)).

Additionally, data processors must fulfill obligations including: (1) each proces-
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sor shall maintain a record of all categories of processing activities carried out
on behalf of a controller (Article 30(2)); (2) processors shall notify the controller
without undue delay after becoming aware of a personal data breach (Article

33(2)).

In summary, data controllers and processors have obligations to comply with
GDPR principles and provisions, including protecting data subject rights, imple-
menting technical and organisational measures, maintaining processing records,
notifying data breaches, and conducting data protection impact assessments.
In scientific data open sharing, scientific data producers (such as researchers,
research institutions, libraries, data centers, publishers, other enterprises, and
governments), organizers (such as libraries, data centers, and governments),
publishers (such as researchers, research institutions, libraries, industry associ-
ations, publishers, other enterprises, and governments), disseminators (such as
libraries, data centers, industry associations, publishers, other enterprises, and
governments), and managers (such as libraries, data centers, publishers, other
enterprises, and governments) [?] may all become data controllers or processors.
Therefore, GDPR helps clarify the responsibilities and obligations of stakehold-
ers in personal data protection for scientific data open sharing and provides
legal guarantees.

4 GDPR’ s Implications for Personal Data Protection in
China’ s Scientific Data Open Sharing

In summary, GDPR mainly establishes a unified data protection legal frame-
work across the EU from the aspects of scope of application, data protection
principles, legal basis for data processing, data subject rights, and obligations
of controllers and processors. It not only provides legal protection for personal
data protection within and outside the EU, but also better maintains the bal-
ance between personal data protection and scientific data open sharing. It can
provide the following reference and enlightenment for personal data protection
in China’ s scientific data open sharing:

4.1 Establishing and Improving China’ s Personal Data Protection
Legal System

The key to effectively implementing personal data protection in China’ s sci-
entific data open sharing lies in establishing and improving China’ s personal
data protection legal system. Currently, China has not enacted specialized
personal data protection laws. The main laws, regulations, and documents re-
lated to personal data protection include: “Information Security Technology -
Guidelines for Personal Information Protection in Public and Commercial Ser-
vice Information Systems,” “Criminal Law Amendment (IX),” “Tort Liability
Law,” “Consumer Rights Protection Law,” “Decision on Strengthening Network
Information Protection,” “Several Provisions on Regulating Internet Informa-
tion Service Market Order,” “Provisions on Protecting Personal Information of
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Telecommunication and Internet Users,” “Cybersecurity Law,” “General Prin-
ciples of Civil Law,” “Information Security Technology - Personal Information
Security Specification,” “Administrative Measures for Scientific Data,” and the
“Civil Code” to be implemented on January 1, 2021. Although the latest “Civil
Code” establishes the clause that “personal information of natural persons is
protected by law,” requiring that “processing of personal information shall fol-
low the principles of legality, legitimacy, and necessity, shall not be excessive,
and shall meet the following conditions: (1) obtaining consent from the natural
person or his/her guardian, unless otherwise provided by laws and adminis-
trative regulations; (2) publicly disclosing the rules for processing information;
(3) clearly indicating the purpose, method, and scope of processing informa-
tion; and (4) not violating provisions of laws and administrative regulations
and agreements between parties” [?], compared with GDPR, China’ s existing
provisions have the following deficiencies [?]: (1) Different legal texts use incon-
sistent terminology and provisions for the same or similar content, with unclear
boundaries and overlapping repetitions, which is not conducive to mutual con-
nection and coordinated exercise of rights and obligations. (2) The scope of
regulated obligation subjects is not comprehensive, without special emphasis
on behavior subjects prone to leakage. (3) Obligation items and content are
too general, not specific, clear, and concise enough; provisions on leakage are
not targeted and detailed enough. (4) There is no formal distinction between
privacy rights and data protection rights. (5) No formal and usable judicial
remedies are provided for individuals. Therefore, China should establish and
improve its personal data protection legal system, including: (1) promptly en-
acting the “Personal Information Protection Law” and “Data Security Law,”
which will not only comprehensively protect the storage and use of personal data,
but also provide individuals with rights of access, rectification, and erasure, and
introduce accountability models [?], establishing a legal framework for personal
data protection from the aspects of scope of application, data protection prin-
ciples, legal basis for data processing, data subject rights, and obligations of
controllers and processors. (2) Formulating specialized administrative measures
for scientific data management and open sharing, clarifying data subjects’ rights
over their personal data, such as the right to be informed, right of access, right
to rectification, right to erasure, right to restriction of processing, right to data
portability, and right to object, and specifying detailed norms for processing and
open sharing of personal data. On February 11, 2019, the Chinese Academy of
Sciences (CAS) took the lead in formulating a normative document within its
system—the “CAS Scientific Data Management and Open Sharing Measures
(Trial).” This measure clarifies the responsibilities of scientific data open shar-
ing subjects, data submission requirements for research projects, establishes a
paper-related data submission mechanism, and plans CAS scientific data cen-
ters [?], but does not regulate data rights related to personal data protection,
making it difficult to effectively guide and implement personal data protection
in scientific data open sharing. Therefore, other domestic institutions should
incorporate personal data protection into their scientific data management and
open sharing measures to achieve the dual goals of promoting scientific data
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open sharing and effectively protecting personal data.

4.2 Strengthening Risk Management of Personal Data in Scientific
Data Open Sharing

GDPR is risk-oriented, shifting personal data protection obligations and respon-
sibilities to data controllers and processors, and setting multiple obligations
for them, including implementing data breach notification and data protection
impact assessment, and establishing a Data Protection Officer system. This
can not only actively anticipate, identify, and respond to risks, but also bet-
ter protect data subject rights [?]. Therefore, in the process of personal data
protection in China’ s scientific data open sharing, especially when data pro-
cessing methods may pose high risks to natural persons’ rights and freedoms,
data controllers should conduct personal data protection impact assessments
for envisaged processing operations. Such assessments can be conducted fol-
lowing the process of data processing, high-risk identification, consulting data
protection officers or data subjects, creating data processing operation invento-
ries, and post-implementation review [?]. However, the data protection impact
assessment process is not a one-time activity, but a continuous activity that
data controllers need to perform when processing conditions and circumstances
change, especially when data subjects’ rights and freedoms face risks [?]. In this
case, institutions conducting scientific data open sharing (such as government
departments, research institutions, libraries, data centers, publishers, and other
enterprises) need to establish and appoint Data Protection Officers to super-
vise compliance with personal data protection policies by data controllers or
processors, participate in data protection impact assessments, and provide con-
sultation and advice, thereby providing security guarantees for personal data
protection.

4.3 Building a Dynamically Linked and Traceable Scientific Data
Open Sharing System

GDPR grants data subjects an extremely systematic and complete set of data
rights, requiring data controllers to take active measures to protect these rights
to the greatest extent possible. However, due to differences in risk management
capabilities and cognitive abilities among data controllers and processors, it is
difficult to achieve consistent and high-level data protection. Moreover, because
data controllers and recipients often have different purposes and methods of use,
GDPR cannot solve the problem of personal data getting out of control after
scientific data open sharing. For example, when data subjects exercise their
right to erasure, although controllers will take certain measures to notify data
recipients, they cannot guarantee the actual realization of the right to erasure.
Currently, China’ s scientific data open sharing infrastructure is not yet sound,
making it difficult to maintain personal data protection in scientific data open
sharing at a high level. Consideration should be given to building a dynamically
linked and traceable scientific data open sharing system, including a dedicated
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open and linked scientific data sharing platform, a dynamic scientific data open
sharing registration system, and mechanisms to prohibit data recipients from
re-identifying data and to track data users, thereby achieving the perfect com-
bination of scientific data open sharing and personal data protection.
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