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Abstract

Embedded and wearable devices are proliferating among the general public, and
various sensors are now capable of collecting users’sensitive data. The ubiquitous
Internet, together with widespread cloud computing and storage facilities, has
also made the transmission and management of this data increasingly convenient.
Models such as deep learning have begun to fully exploit the value of this data.
However, from initially serving as raw material to ultimately becoming a product
delivered to users, data must undergo a series of processing and value-added
processes, during which economic factors will become the greatest driving force.
This article discusses the issue of data capitalization. In this process, to promote
the value chain from data to data products, many key economic issues need to
be considered, among which core issues include the pricing of data as an asset,
as well as privacy protection.

Full Text

From Raw Materials to Assets: Challenges and Reflections
on Data Capitalization

Abstract: Embedded and wearable devices are becoming pervasive, with vari-
ous sensors capable of collecting users’ sensitive data. Ubiquitous Internet and
widespread cloud computing and storage infrastructure have made transferring
and managing this data increasingly convenient, while deep learning models can
now fully mine the value within this data. Nevertheless, data must undergo a se-
ries of processing and value-added steps from its initial state as raw material to
its final delivery as a product to users, with economic factors serving as the pri-
mary driving force throughout this process. This article discusses issues in data
capitalization, examining the value chain from data to data products. Many
key economic considerations must be addressed, with core challenges including
data pricing as an asset and privacy protection.
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Computing technology and capabilities have become fully pervasive. The ob-
servation, integration, analysis, and interpretation of data continuously create
new knowledge, driving scientific and technological progress and social develop-
ment. Embedded and wearable devices are now widespread among the public,
with various portable sensors capable of collecting users’ sensitive data—for in-
stance, smartphones contain GPS, accelerometers, proximity and light sensors,
cameras, gyroscopes, fingerprint sensors, and even heart rate monitors as data
collection and perception devices. Ubiquitous Internet and widespread cloud
computing and storage infrastructure have also made transferring and manag-
ing this collected data increasingly easy. This collected data can be utilized
in two ways: (1) establishing statistical models to help public and private sec-
tors understand various aspects of societal operations, such as early detection
of epidemics; and (2) providing personalized services at the micro level, such as
product and service recommendations for individual users.

Before the emergence of deep networks, machine learning models did not require
large amounts of training data; even with more data, models could not be
trained to perform better (they entered a saturation state) [1]. In contrast, deep
networks are data-hungry—because they are sufficiently deep and have enough
parameters to train, the more data available, the deeper the network that can
be constructed, and the better its performance. This is the role of big data.
Today, this artificial intelligence technology, represented by the combination of
big data and deep neural networks, is profoundly influencing all aspects of social
life. As a raw material, data can generate new value through processing and
mining via data analysis and modeling, becoming a new source of productivity
and an asset.

Numerous cases have demonstrated the application value of data [2,3]. However,
for a technology to profoundly advance social development, it must evolve from
having mere application value to possessing dual value—both application and
economic. Viewing big data from an economic perspective, we can see that
so-called “data” occupies the starting position in the entire value chain. From
its initial state as raw material to its final delivery as a product to users, data
undergoes a series of processing and value-added steps, including cleaning [4],
semanticization [5], fusion [6], analysis [7], modeling [8], knowledge extraction
[9], application [10], and distribution [11]. Like an industrial product moving
from raw material to final form to market, this constitutes a complex value
chain requiring sophisticated coordination. In most current big data research,
the focus remains solely on the technical foundations of these specific processes.
We believe that as the entire ecosystem becomes established, economic factors
behind each step will become the most significant driving force.
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Privacy Protection in Data Capitalization

Privacy protection has become a critical issue in the process of data capitaliza-
tion. Data ownership and privacy rights have long been core concerns in the
information industry [12]. Privacy can be viewed as users’ control over the ex-
tent and manner of information flow. Traditional privacy protection research
has focused primarily on access control and the removal of personal information
before data publication, preventing the recovery of removed information after
fusion of multiple data sources. However, with the development of big data,
mobile collection devices, and machine learning technologies, privacy protection
during the data collection phase presents a new challenge. As data becomes
increasingly important for building effective models, privacy protection in data
collection should exist in a state of trade-off. Solving privacy protection issues
cannot be viewed in isolation; rather, it should be placed within a larger frame-
work that balances users’ privacy rights with the services and resources obtained
from their data, achieving optimality in the current context. Therefore, a pri-
vacy protection mechanism that supports multi-party win-win outcomes needs
to be established: on one hand, ensuring user privacy is controllable to facili-
tate data transaction and circulation; on the other hand, promoting the healthy
development of data-driven business models and ecosystems.

Data collection, as a key link in developing innovative and personalized, context-
aware applications, exists in a “legal gray area” from a privacy perspective.
Currently, most applications only indicate their market price without explicit
agreements on the scope and granularity of data collection. For example, a nav-
igation software application can continuously collect large amounts of user data
in the background without the user’ s knowledge. Taking mobile applications as
an example, 91% of i0S apps and 83% of Android apps exhibit at least one type
of risky behavior that leaks user privacy [13]. Companies such as Facebook, Ap-
ple, Twitter, Yelp, and Path have all become the focus of litigation for allegedly
releasing privacy-violating mobile applications [14]. Applications (particularly
mobile apps) often ambiguously describe data collection information (such as
types and quantities). Although data collection is usually mentioned in end-
user agreements (as in the Apple App Store), users typically do not read these
lengthy documents and simply choose to accept the terms. Moreover, licens-
ing statements in end-user agreements are often vague and misleading, while
in practice, large amounts of sensitive user data are collected. Furthermore,
privacy protection in data collection is not a binary problem [15], but rather a
matter of degree. Although some application stores (such as Google Play Store)
provide certain control mechanisms for application access to user data, they still
lack support for granularity of data access. While Google Play Store indicates
the types of data an app needs to access, it does not specify the quantity and
frequency of data collection, which are often critical [16].

A compromise and balance between privacy protection and data utility is re-
quired [17-19], and an ecological environment must be constructed at the tech-
nical solution level. In this context, governments worldwide have introduced a
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series of policies and regulations. For example, Europe’ s General Data Pro-
tection Regulation (GDPR) was implemented in May 2018. Determann [20]
discussed the differences between GDPR and privacy protection norms in other
countries. Post [21] analyzed Google’ s privacy violation investigation in the
EU (Spain), its profound impact, and the subsequent changes in the EU’ s le-
gal environment. China’ s Cybersecurity Law, officially implemented on June
1, 2017, emphasizes the protection responsibilities and penalty measures that
network operators within China must undertake for the personal information
they collect.

Data Pricing and Trading in Data Capitalization

To promote the value chain from data to data products, many key economic
issues must be considered, with one core problem being the pricing of data
as an asset. Data differs from other raw materials in four significant aspects:
(1) Data usage does not result in data consumption; data development is not
exclusive but can even be altruistic; (2) Aggregated data is more valuable than
individual data and should command higher prices; (3) For the same type of
data, different sources yield different values, which is particularly prominent in
medical data; (4) The same data holds different value for different users. Under
these special conditions, pricing data assets is a difficult problem. We believe
that adopting a market-negotiated price may be more realistic and feasible.

Pricing alone is insufficient; trading is also necessary. For data assets to gener-
ate value, they must be circulated. Early research on data circulation focused
on data accessibility and distributed system reliability [31]. However, “informa-
tion asymmetry” persists throughout data collection and trading: users currently
lack awareness of data collection and thus remain in a disadvantaged position.
Although some studies propose systemic solutions based on law and transaction
frameworks, they lack practical technical implementations. Public surveys we
conducted at the Imperial Festival and the UK Digital Economy Conference
revealed that most users are unaware of how much data is being collected by
applications. Illegal data trading impacts the security of high-value information
such as personal data [22], and both buyers and accomplices in illegal data trad-
ing should be penalized. Particularly for pricing, traditional utility-based or
cost-based pricing models are not applicable [23]. While financial asset pricing
theories offer valuable insights, data provided by suppliers is difficult to pre-
cisely match with the application directions of demanders, making it impossible
to resolve the problem of supply-demand mismatch. Additionally, demanders
find it difficult to offer high prices when uncertain whether a data resource can
truly generate revenue for their organization. Liu et al. [24] argue that in big
data trading, the lack of sufficient historical references makes it difficult to deter-
mine transaction prices for data resources, thus proposing a Rubinstein model
based on a bidding mechanism for bargaining between trading parties to reach
an equilibrium price. Li and Miklau [25] proposed three principles for data mar-
ket pricing and the basic structure of pricing functions. Valz [26] dynamically
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adjusts pricing based on data content. Zhai et al. [27] evaluated the value of big
data resources from the perspective of option value of assets, noting that data
is constantly changing and updating, and that the non-exclusive nature of data
may lead to value depreciation, ultimately constructing an evaluation model to
calculate data asset value by synthesizing these factors. Markets help enable
reasonable data pricing [28], and Iyilade and Vassileva [29] proposed a privacy-
preserving data trading algorithm whose basic idea is to optimize data sharing
among applications through market mechanisms. However, these pricing meth-
ods share a common problem: significant concerns about security issues and
privacy leakage in data trading have left large amounts of data sources unacti-
vated [30]. Although data exhibits clear commodity characteristics, it possesses
strong non-traditional commodity attributes, such as near-zero replication costs,
non-exclusivity, and time sensitivity. Consequently, despite the establishment
of some data exchanges (such as the closed Microsoft Azure DataMarket in
2017), data trading has struggled to achieve scale, and data remains difficult to
circulate and realize its value.

Currently, most applications are transitioning from advertising-based business
models to models centered on personal data collection. However, under the cur-
rent data collection paradigm, users cannot receive rewards for their contributed
data. While this model may appear to benefit application services on the sur-
face, it actually hinders the sustainable development of their business models
when potential legal consequences are considered. The unclear ownership of
user data leads to difficulties in effective data circulation.

The PBD Model

We propose a new mobile privacy protection model—the PBD model [32] (Pay-
by-Data). PBD explicitly treats data as a means of payment for application ef-
fectiveness, establishing an agreement between users and data collectors regard-
ing collection and feedback, thereby achieving reasonable data pricing through
privacy protection.

(1) Introduce a Data Pricing Agreement (DPA) between data consumers and
data providers. The DPA uses data (privacy) as a pricing instrument,
defining a new type of payment method for application services that allows
users to trade their data (privacy) to obtain services or other incentives.
The DPA details the types of data accessed by applications, the frequency
of data collection, and the rewards users receive; it also establishes dif-
ferent pricing mechanisms for different data qualities. Consequently, the
collection of micro-level user data is explicitly regulated by the data pric-
ing agreement, reducing arbitrary violations of user privacy.

(2) Improve the communication between applications and underlying mobile
services, as well as the methods for requesting user data, through cus-
tomized platforms such as Android. User data access is controlled by a
data pricing authentication service, providing finer-grained support. The
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data pricing agreement is implemented on blockchain-based smart con-
tracts, thereby ensuring fair execution and traceability. Additionally, new
data access development APIs are provided for application development.

(3) Investigate market mechanisms to find a balance between privacy protec-
tion and data collection. Transparent and trustworthy data collection ex-
plicitly defines the compensation (i.e., resources and services) correspond-
ing to users’ data collection, generating incentives; and thus constructs
a data pricing and trading method where data is used as a currency to
purchase services and resources provided by applications (including real
currency), enabling these applications and users to reach pricing equilib-
rium through effective market mechanisms.
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