ChinaRxiv [$X]

AT translation - View original & related papers at
chinarxiv.org/items/chinaxiv-202302.00220

Anti-theft and Anti-vandalism Design and
Prospects for Solar-Powered Insecticidal Lamp
IoT Nodes (Postprint)

Authors: Huang Kai, Shu Lei, Li Kailiang, Yang Xing, Zhu Yan, Wang Xiao-
han, Su Qin

Date: 2023-02-17T00:00:004-00:00

Abstract

Solar insecticidal lamps can reduce pesticide application while effectively con-
trolling pest populations. However, as deployment numbers increase, reports of
theft and vandalism have become more frequent, seriously compromising pest
control efficacy and causing substantial economic losses. To effectively address
the issue of theft and vandalism of solar insecticidal lamp IoT nodes, this study
takes the solar insecticidal lamp IoT as its application scenario and modifies
the hardware design to obtain richer sensor information; it also proposes an
auxiliary device—the drone-mounted insecticidal lamp—for emergency applica-
tions such as deployment, tracking, and inspection following theft or vandalism
incidents. While these hardware-level modifications and auxiliary devices en-
able more comprehensive information gathering to determine the status of node
theft and vandalism, the short duration of such incidents means that hardware
modifications alone are insufficient for rapid and accurate detection. Therefore,
this study further investigates six key research issues across three levels—inter-
nal hardware, software algorithms, and structural design: optimization design
for anti-theft and anti-vandalism, establishment of judgment rules for anti-theft
and anti-vandalism, rapid and accurate judgment of device theft and vandalism,
emergency measures for device theft and vandalism, prediction and prevention
of device theft and vandalism, and optimized calculation to reduce network data
transmission load. Finally, it provides an outlook on the application of anti-theft
and anti-vandalism technologies in the solar insecticidal lamp IoT scenario.
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Abstract: Solar insecticidal lamps (SILs) effectively control pests while reduc-
ing pesticide application. However, as deployment numbers increase, reports of
theft and vandalism have grown substantially, severely impacting pest control
efficacy and causing significant economic losses. To address this problem in the
Solar Insecticidal Lamps Internet of Things (SIL-IoTs) context, this study pro-
poses two complementary approaches. First, SIL hardware was retrofitted to
acquire richer sensor information, incorporating a gated switch, voltage/current
sensors, an emergency power module, and an accelerometer to detect tamper-
ing. Second, an auxiliary device—the unmanned aerial vehicle insecticidal lamp
(UAV-IL)—was introduced for emergency deployment, tracking, and inspection
after theft or destruction occurs. These hardware modifications provide com-
prehensive data for assessing SIL-IoT node status. However, given the rapid
nature of theft and vandalism events, hardware improvements alone are insuf-
ficient for fast, accurate detection. Therefore, this study identifies six critical
research issues spanning internal hardware, software algorithms, and structural
design: (1) optimal anti-theft/anti-destruction device design; (2) establishment
of judgment rules for theft and destruction; (3) rapid and accurate detection of
theft and destruction events; (4) emergency response measures; (5) prediction
and prevention of theft and destruction; and (6) optimized computation to re-
duce network data transmission load. The paper concludes with an outlook on
anti-theft and anti-destruction technologies for SIL-IoT nodes.

Keywords: solar insecticidal lamp; anti-theft and anti-destruction; unmanned
aerial vehicle insecticidal lamp; agricultural Internet of Things; node

1 Current Status of Theft and Destruction of Solar Insec-
ticidal Lamps

Solar insecticidal lamps are widely used in agriculture, effectively reducing egg-
laying by adult pests during field growth stages and decreasing subsequent fertil-
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izer and pesticide usage while enabling pest monitoring to ensure food security
[1]. However, mounting research and reports indicate that theft and vandalism
of solar insecticidal lamps are severe problems (as shown in Figure 1 [Figure 1:
see original paper]).

Figure 1 shows theft and destruction scenarios [2]. Table 1 summarizes rele-
vant literature and reports on SIL theft and destruction. Analysis reveals the
following primary causes:

(1) High equipment value. Analysis of 255 SIL products available online
shows an average price of 2,039.5 RMB (range: 220.0-20,000.0 RMB) [23].
According to Li et al. [1], networked SIL products with anti-theft functions
[25-29] face several scenarios when theft or destruction occurs: (a) entire
lamp theft—if the complete, functional lamp is stolen, location tracking
can identify the theft and enable recovery; (b) component theft—when
components are stolen, the system only shows module faults without dis-
tinguishing theft from failure, and if the battery is stolen without backup
power, the status cannot be determined; (c) entire lamp destruction—if
all components (including battery) are destroyed without backup power,
the status cannot be determined; and (d) component destruction—when
components are destroyed, the system only shows module faults without
distinguishing destruction from failure, and if the battery is destroyed
without backup power, the status cannot be determined.

(2) High surveillance costs. SILs are often deployed in sparsely populated
areas. Adding cameras and other monitoring equipment significantly in-
creases hardware investment and costs, hindering widespread adoption,
while the monitoring devices themselves face theft and vandalism risks
[24].

(3) Incomplete surveillance communication. Existing SIL anti-theft
functions primarily rely on GPRS modules [1], which only detect entire-
lamp theft as shown in Figure 1(a) when the stolen lamp remains func-
tional [2]. This approach cannot detect component theft or destruction
and incurs ongoing data traffic costs.

(4) Inadequate SIL management. After node theft or destruction, lack
of emergency response measures delays restoration, potentially leading to
further losses.

Currently, SIL theft, destruction, and component failures all display as “fault”
status in systems, making it difficult for maintenance personnel to determine
the actual operational state. Table 1 documents numerous cases from literature
and reports where SIL components were lost, damaged, or stolen, highlighting
the severity of the problem.

If theft and destruction status could be accurately identified, maintenance per-
sonnel could respond quickly to minimize losses. However, current anti-theft
functions require the precondition of a complete, functional lamp, indicating
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that SIL anti-theft capabilities need substantial improvement.

Additionally, the authors reviewed the current state of IoT device security re-
search (Table 2 ). The SIL-TIoT scenario shares characteristics with three other
device types but also has distinct differences. Existing countermeasures have
limitations that can be addressed by combining approaches from these three
scenarios to improve SIL theft and destruction responses.

Therefore, retrofitting current SIL-IoT nodes can achieve more comprehensive
anti-theft and anti-destruction functionality. Based on the SIL-IoT proposed
by the research team [1], this study considers two aspects of SIL anti-theft/anti-
destruction design: (1) internal improvements—adding anti-theft sensors while
considering cost and power consumption to provide data support for assess-
ing component theft/destruction, with on-site alarms to minimize losses; and
(2) external support—designing a highly mobile auxiliary device (UAV-IL) for
emergency deployment to ensure normal network communication and provide
effective evidence for theft/destruction cases.

2 Retrofit Design Requirements and Feasibility
2.1 Retrofit Design Requirements

SILs face theft and vandalism risks at all times, requiring monitoring solutions
that address different time periods. Main SIL-IoT node components include: so-
lar panels, batteries, insecticidal lamps, communication modules (antennas and
wireless devices), control circuits, sensor modules, and mounting brackets. As
shown in Figure 2 [Figure 2: see original paper], the retrofit adds voltage/current
sensors to monitor solar panels, locks the battery cabinet with a door switch
sensor to detect unauthorized opening, routes wiring inside brackets to prevent
external damage, and integrates anti-theft hardware (backup power modules for
communication, accelerometers) inside metal brackets for protection.

Different components require tailored anti-theft designs based on their opera-
tional characteristics:

(1) Solar panels: Current flows only during daylight, enabling daytime fault
detection via current monitoring. At night, current cannot indicate status.
However, theft or destruction typically involves violent shaking, falling,
or movement of mounting brackets, making accelerometers effective for
detection.

(2) Batteries: Batteries charge from solar panels during the day while power-
ing communication modules, then power both lamps and communication
modules at night. Current changes occur continuously. However, if stolen
or destroyed, the entire node fails, necessitating emergency backup power
to maintain communication. Battery cabinets are typically locked, requir-
ing door switch monitoring.

(3) Insecticidal lamps: Powered by batteries, lamps operate at night with
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current flow but are inactive during the day. Accelerometers can detect
theft or destruction through bracket movement.

Current GPRS-based anti-theft only detects entire-lamp theft and cannot mon-
itor all components continuously. Therefore, adding diverse sensors is essential
for comprehensive information collection and accurate theft/destruction assess-
ment.

2.2 Feasibility Analysis of Retrofit Schemes

Beyond sensors, video acquisition devices could provide richer information. Ta-
ble 3 compares GPRS modules, video acquisition modules, and various sensors
across multiple dimensions for SIL-IoT applications.

Cost includes initial investment and ongoing expenses. GPRS and video mod-
ules are more expensive than other sensors and incur continuous data traffic fees,
significantly increasing application costs. Both modules also have high contin-
uous power consumption, burdening battery output. Except for video modules
requiring additional brackets, other sensors can be integrated into circuit boards,
making video modules more exposed and vulnerable to theft/destruction.

In conclusion, GPRS and video modules entail continuously increasing costs,
and video modules are prone to theft/destruction. Integrating other sensor mod-
ules (voltage/current, accelerometer, door switch) offers lower cost without ad-
ditional fees and ensures security. Therefore, this study selects voltage/current
sensors, accelerometers, and door switch sensors.

2.3 Overall System Design

The anti-theft /anti-destruction system retrofit is illustrated in Figures 3 [Figure
3: see original paper] and 4 [Figure 4: see original paper]. The system uses an
Arduino module (model ARMEGA328P) to receive signals from voltage/current
modules, accelerometer, door switch, and power modules, interfacing with Rasp-
berry Pi Zero and CC2538 communication modules:

(1) Four voltage/current modules monitor battery, solar panel, lamp tube,
and metal mesh, returning digital signals to Arduino.

(2) The power module supplies all components; the backup power module
provides emergency power if the main battery is cut off.

(3) The accelerometer module returns digital signals when SIL shaking occurs.
(4) The door switch module returns 0/1 signals.

(5) The CC2538 communication module receives Arduino signals and issues
control commands.

(6) Raspberry Pi Zero receives Arduino data and issues control commands.
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2.4 Functional Feasibility Verification

Sensor functionality must be verified before SIL installation. Tests confirm all
four sensors operate normally:

(1) Door switch: System receives corresponding high/low level signals when
opened /closed.

(2) Voltage/current sensors: Real-time voltage/current changes for differ-
ent components (e.g., “12.01 V, 3.9 mA” ).

(3) Backup power: Wireless communication modules continue operating
after battery disconnection, with duration depending on battery capacity
without restart.

(4) Accelerometer: Captures signals when SIL shakes and uploads them to
the system.

These modules provide data supporting SIL status assessment.

3 UAV-Based Anti-theft and Anti-destruction Auxiliary
Equipment

While sensors provide richer information for theft/destruction detection, limita-
tions remain: (1) insufficient detail for investigation and recovery after incidents;
(2) lack of rapid node replacement measures, potentially causing network com-
munication paralysis; (3) inability to perform insecticidal functions when nodes
are destroyed. Therefore, auxiliary equipment is needed.

3.1 Target Requirements

After SIL retrofitting, the anti-theft system can collect richer information for
more accurate theft/destruction detection. Users need: (1) risk reduction be-
fore incidents; (2) recovery of stolen components or entire lamps or valuable
investigation clues after incidents; (3) rapid-response auxiliary equipment for
emergency pest control due to the time-consuming and costly nature of SIL re-
deployment. UAVs, as highly mobile devices, effectively meet emergency needs.

UAVs are widely used in agriculture for soil monitoring [55,56], mapping [57,58],
artificial pollination [58,59], crop phenotyping [60,61], precision agriculture [62-
64], irrigation [65,66], pesticide spraying, pest monitoring and control [67-69],
crop monitoring, and plant identification [70,71]. Safety applications include
police UAVs [72] and power line inspection UAVs [73]. However, no research
has applied UAVs for agricultural equipment anti-theft/anti-destruction.

Thus, UAVs can be adapted for the SIL-IoT scenario to enhance effectiveness.
This study proposes the unmanned aerial vehicle insecticidal lamp (UAV-IL) for
both pest control and anti-theft/anti-destruction support.

chinarxiv.org/items/chinaxiv-202302.00220 Machine Translation


https://chinarxiv.org/items/chinaxiv-202302.00220

ChinaRxiv [$X]

3.2.1 Structural Composition

The UAV-IL consists of a UAV with its power supply and an insecticidal lamp
with its own power source (Figure 5 [Figure 5: see original paper]).

(1) UAV: A customized UAV (brand: datonhooya) [74] with 5.0 kg payload
capacity, equipped with GPS, image transmission system, and 2.4 GHz
wireless communication. The bottom bracket is customized for lamp in-
stallation. Based on findings that insecticidal discharge interferes with
nearby wireless communication [75], the bracket maintains separation be-
tween UAV and lamp communication modules to avoid interference.

(2) Insecticidal lamp: The Shenbu solar insecticidal lamp [76,77] weighs 3.5
kg. Considering UAV payload, a small lithium battery powers the lamp,
making UAV-IL operating duration differ from SIL.

The two systems have independent communication systems and power sources:
UAV uses high-density lithium polymer battery (16,000 mAh), while the lamp
uses standard lithium battery (12V, 8400 mAh). Communication protocols
between UAV-IL and SIL-IoT nodes can be configured based on application
requirements.

3.2.2 Flight Tests with Lamp and Simulated Insecticide Tests

Feasibility tests evaluated lamp-carrying flight capability and operating dura-
tion.

(1) Lamp-carrying flight test: A custom bracket secured the lamp to the
UAV. Tests confirmed the UAV could carry the lamp (Figure 6 [Figure
6: see original paper]), though bracket design requires optimization for
improved takeoff/landing stability.

(2) Operating duration test: The Shenbu lamp normally operates 5 hours
nightly when fully powered. This test verified whether the lithium battery
could sustain 5 hours of continuous discharge. Instead of field testing, a
simulated discharge module [78] was used at 4 discharges/second. Dis-
charge effectiveness was determined by detecting level jumps in nearby
components, as high-voltage pulses cause level changes associated with
actual insecticidal discharge. Monitoring these jumps during 5 hours of
continuous operation confirmed the battery meets nightly requirements.

3.3 Comparison between UAV-IL and SIL

Table 4 compares UAV-IL and SIL across multiple dimensions. UAV-IL offers
high mobility for rapid deployment but has shorter duration due to battery
limitations. SIL provides longer operation via solar charging but is fixed and
time-consuming to install. UAV-IL can temporarily replace stolen nodes and
assist in tracking, while SIL provides stable, long-term pest control.
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3.4 Potential Applications of UAV-IL

As SIL-TIoT auxiliary equipment, UAV-IL has six potential applications:

(1)

(2)

Green pest control: As a new agricultural device, UAV-IL can attract
and kill migratory pests when deployed, reducing pesticide use.

Deployment testing: UAV-IL enables rapid pre-deployment testing of
multiple configuration schemes in SIL-IoT networks, reducing deployment
workload and optimizing communication and pest control effectiveness
compared to fixed SIL testing.

Emergency use: For sudden pest outbreaks beyond SIL-IoT capacity
or when conditions prevent pesticide spraying (e.g., high winds), UAV-IL
can provide emergency pest control in critical areas, reducing pesticide
application. If an entire SIL is stolen, UAV-IL can temporarily replace
it to maintain pest control and communication functions while tracking
the stolen device. For component theft, UAV-IL deployment depends on
specific circumstances (e.g., solar panel theft at night requires no deploy-
ment).

Pest attraction: In SIL-IoT networks, if one node faces high pest pres-
sure while neighboring nodes have lower pressure, UAV-IL can fly at night
without killing to gradually attract pests to lower-density areas for elim-
ination, reducing regional pesticide use and preventing excessive energy
consumption at high-pressure nodes. In areas without SIL deployment
but with migratory pests, UAV-IL can attract pests to SIL-equipped re-
gions.

Security warning: If SIL or UAV-IL is stolen or destroyed, intelligent
decisions from coordinated devices enable early warning and tracking. Pe-
riodic targeted patrols by UAV-IL can deter theft and enable traceability.

Network monitoring: In pest monitoring, integrated radar networks
(large-scale) and ground-based lamps, aerial lamps, and pheromone traps
(small-scale) enable precise tracking of pest migration dynamics with real-
time network publication [79]. With high mobility and integrated monitor-
ing/control, UAV-IL can reduce manpower requirements, coordinate with
ground lamps (intelligent SIL-IoT nodes, aerial lamps, pest monitoring
lamps) to collect pest information, and support production and research.

4 Key Research Issues and Prospects

4.1 Key Research Issues

SIL-IoT node retrofitting and UAV-IL auxiliary equipment provide important
hardware support for anti-theft/anti-destruction. However, sensor data alone
is insufficient for rapid, accurate detection. For example, when door switch
opeuns, accelerometer responds, and voltage/current sensors show normal read-
ings, single-node data cannot definitively indicate theft versus component fail-
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ure. Better anti-theft/anti-destruction functionality requires consideration of
software, hardware, and structural design across six key issues:

(1) Optimize device anti-theft/anti-destruction design: Considering
cost constraints, current SIL-ToT nodes only have basic sensors (door
switch, accelerometer, backup power). Enhanced security could add GPS
sensors (tracking), redundant safety designs, and voltage/current sensors
at more critical locations. Structural improvements could include higher-
security electrical cabinets and anti-theft mounting holes on solar panel
support beams [80].

(2) Establish judgment rules: Current SIL anti-theft relies primarily on
location changes. Multi-sensor, information-fusion-based solutions for SIL
anti-theft /anti-destruction are lacking. Unlike industrial equipment, SILs
feature wide deployment ranges, low density (2-4 hm?/lamp), and diffi-
cult real-time maintenance. Their operating mechanisms must also be
considered. Therefore, selecting appropriate sensors and establishing a
multi-source information fusion rule base for theft/destruction detection
is critical. Researching causal relationships between theft, destruction,
and different faults is also essential.

(3) Rapid and accurate theft/destruction detection: Based on current
SIL-IoT information, rapid and accurate detection remains challenging.
Fault diagnosis techniques [75] can only identify possible scenarios, not
definitive conclusions. Waiting for manual inspection or extended moni-
toring may enable accurate judgment but can cause significant losses (e.g.,
unrecoverable stolen equipment). Therefore, rapid and accurate detection
is paramount.

(4) Emergency response measures: If critical nodes are stolen or de-
stroyed and backup power cannot support full functions (discharge, pest
monitoring), the entire SIL-IoT network fails. Nodes cannot operate lamps
or monitor pests, preventing real-time pest assessment. Backup power
may also be unable to monitor some components, leaving them vulnera-
ble. Therefore, rapid emergency deployment is essential. SIL installation
workload makes quick node replacement difficult, requiring UAV-IL for
emergency deployment. Research on deploying limited UAV-ILs across
multiple failed nodes to maintain basic pest monitoring and communica-
tion is crucial.

(5) Theft/destruction prediction and prevention: SIL-IoT nodes in re-
mote locations face high theft/vandalism risks. Historical data analysis of
theft patterns (components stolen, node location, post-theft movement di-
rection, final location) can build predictive models. Combined with UAV-
I’ s all-weather, automated, intelligent operation, this enables targeted
patrols of high-risk nodes and rapid tracking after incidents, improving
prevention.

(6) Optimize computation to reduce network load: First, theft/destruction

chinarxiv.org/items/chinaxiv-202302.00220 Machine Translation


https://chinarxiv.org/items/chinaxiv-202302.00220

ChinaRxiv [$X]

is rare, making daily monitoring data repetitive; real-time transmission
increases network load. Second, SIL deployment in harsh environments
can cause accelerometer false positives. Testing is needed to determine
optimal communication frequency and improve detection accuracy.

4.2 Prospects

Anti-theft /anti-destruction design for SILs and UAV-IL auxiliary equipment can
effectively reduce theft/vandalism risks, ensure node functionality, minimize
economic losses, and promote technology adoption. Figure 7 [Figure 7: see
original paper] illustrates future applications at network and node levels.

(1) Network level: After hardware retrofitting, SIL-IoT enables rapid and
accurate detection of theft, destruction, and faults when SIL functions
fail. Highly integrated UAV-IL and SIL systems support collaborative
operation, providing a “safety net” for network nodes and ensuring oper-
ational security—encompassing both agricultural information security [81]
and equipment safety.

(2) Node level: Network-level task allocation enables UAV-IL as backup
nodes for emergency deployment and insecticidal operation. UAV-IL can
also perform patrol and tracking tasks. As anti-theft/anti-destruction
technology advances, UAV-IL nodes—whether ground-deployed or air-
borne—will receive appropriate protection, reducing theft/vandalism risks
for all nodes.

Future agriculture will increasingly adopt IoT technology, showing trends to-
ward unmanned, intelligent smart agriculture [82]. This requires deploying ex-
tensive agricultural equipment. The anti-theft/anti-destruction technology for
SIL-ToT nodes can be extended to other agricultural IoT scenarios, safeguarding
agricultural production equipment through software, hardware, and structural
design.
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