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Abstract

A differential power analysis method is proposed for the structure of the
lightweight authenticated encryption algorithm ASCON. This method lever-
ages the implementation characteristics of the algorithm’ s S-box, employs
the Hamming weight model as the power distinguisher function, groups power
traces, and recovers the encryption master key. Furthermore, to address the
“ochost peaks” that appear in DPA attacks, a power trace preprocessing method
is presented, which first groups traces according to plaintext and computes
their mean values before launching a DPA attack on the preprocessed traces.
By collecting 1,500 power traces leaked from the sa permutation, 44 bits of
the master key can be rapidly recovered. Moreover, the time required for a
direct attack on raw traces is 21,849.8889 ms, whereas after introducing the
preprocessing technique, the time required to attack preprocessed traces is
198.9113 ms, approximately 1/109 of the time needed for direct attack on raw
traces.

Full Text
Abstract

This paper proposes a differential power analysis (DPA) method targeting the
lightweight authenticated encryption algorithm ASCON. The method combines
algorithmic characteristics with the Hamming weight model as the power con-
sumption discrimination function to group power traces and recover the master
encryption key. A power trace preprocessing technique is introduced that first
groups traces by plaintext and computes their averages before launching the
attack. Experimental results demonstrate that using 10,000 power traces, the
master key can be rapidly recovered. Direct attack on original traces requires ap-
proximately 109 seconds, while attacking preprocessed traces needs only about
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1 second—roughly 1/109 of the direct attack time.

Keywords: ASCON; lightweight authenticated encryption algorithm; differen-
tial power analysis; Hamming weight model; preprocessing

1 Introduction

In emerging domains such as distributed control systems and resource-
constrained devices—including sensor networks and cyber-physical systems—
devices require interconnection to collaboratively perform tasks [1-3]. Since
most encryption algorithms are designed for desktop and server environments,
they prove unsuitable for resource-constrained devices. In 2014, experts from
Graz University of Technology and Infineon Technologies jointly designed the
ASCON lightweight encryption algorithm [4]. ASCON achieves high security
while facilitating rapid hardware and software implementation. In 2019, NIST
initiated a global competition for lightweight cryptographic algorithms, and
ASCON was selected as a finalist. In 2021, ASCON became one of the winning
algorithms in the CAESAR competition [5].

While traditional mathematical analysis and fault injection attacks on ASCON
have advanced [6-15], research on side-channel attacks—particularly against soft-
ware implementations—remains limited. This paper investigates ASCON’ s vul-
nerability to DPA attacks and proposes a preprocessing technique to signifi-
cantly accelerate the attack process.

2 ASCON Algorithm Description

ASCON is a lightweight authenticated encryption algorithm based on sponge
construction [4]. The algorithm operates in two modes: authenticated en-
cryption and hashing. Three variants were submitted to NIST: ASCON-128,
ASCON-128a, and ASCON-80pq. ASCON-80pq increases key length to enhance
resistance against quantum key search. This paper focuses on ASCON-128 and
ASCON-128a.

The 320-bit internal state s is organized as five 64-bit register words. The
encryption process comprises four phases: initialization, associated data absorp-
tion, plaintext processing, and tag generation. During initialization, key K and
nonce v enter the s permutation. The initial state is constructed as init = K || v
|| ¢, where ¢ is the initial vector. Data processing employs the s b permutation
(with fewer rounds than s ), while tag generation uses s for enhanced security.

ASCON utilizes two permutations: s (12 rounds) and s b (6 or 8 rounds). The
S-box is implemented using a slicing technique with five parallel S-boxes. Each
round consists of constant addition, S-box substitution, and a linear diffusion
layer derived from SHA-2 [16].
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3 DPA Attack Methodology
3.1 Power Consumption Model

Kocher et al. [7] first exploited the dependency between cryptographic chip
power consumption and processed intermediate values. For software implemen-
tations, the Hamming weight model effectively characterizes dynamic energy
consumption [7]. When using a pre-charged bus, all lines are set to 0 before
operand transmission. The linear relationship between power consumption at
time j (7T (j)) and data Hamming weight is:

T,(j) = p- HW(D;(j)) + e +n

where is a scaling factor, HW(+) is the Hamming weight function, is a constant
offset, and represents noise.

3.2 Attack Point Selection

To reduce computational complexity, the attack targets the first round of the
initialization phase. Before the diffusion layer propagates values, intermediate
data remains localized, creating an optimal attack point. The power discrimi-
nation function uses Hamming weight to reduce dependency on device-specific
leakage characteristics and improve success rates.

3.3 Trace Preprocessing Technique

A novel preprocessing technique accelerates DPA attacks by exploiting the ob-
servation that power consumption (excluding random noise) remains constant
when encrypting identical plaintexts. The method groups power traces by plain-
text and computes mean traces for each group.

Algorithm 1: Trace Preprocessing

Input: n original power traces T, n plaintexts P (each with k bytes)
Output: 1 preprocessed traces T', 1 plaintext groups

1. Group traces by plaintext values

2. For each group, compute the mean trace

3. Return 1 mean traces T' and corresponding plaintext indices

After preprocessing, trace count reduces from n to ! (the number of distinct
plaintext values), with each trace index directly representing a plaintext value.

3.4 Key Recovery Process

Single Plaintext Attack: 1. For each key guess g, compute the Hamming
weight of the targeted intermediate value 2. Partition traces into two groups
based on a threshold (e.g., HW < k/2 + 0.5) 3. Calculate within-group mean
traces 4. Compute absolute difference between group means 5. The key guess
producing the maximum difference is the recovered key
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Multiple Plaintext Attack: The procedure iterates over each key byte posi-
tion, processing [ preprocessed traces to recover k key bytes.

4 Experimental Results
4.1 Experimental Setup

The experimental environment is summarized in . The target is an STM32F407
microcontroller (Cortex-M4F) at 168 MHz. Power traces were captured using
a PicoScope 3206D oscilloscope at 500 MS/s. ASCON was implemented in
software using the slicing technique.

Fixed Parameters: - Key K: 0x000102030405060708090a0b0c0d0e0f - Associ-
ated data A: 0x00---00 - Plaintext P: 0x00---00 - Nonce v: Varied per encryption

Dataset: 10,000 traces, each with 50,000 sample points

4.2 Attack Results

The attack successfully recovered the complete 128-bit master key: r =
0x00000000001000080819bc1c196a1950

Targeting parallel S-box operations, preprocessing reduced effective traces from
10,000 to 256 (distinct plaintext byte values), decreasing analysis time by two
orders of magnitude.

4.3 Complexity Analysis

[Figure 1: see original paper]| compares time complexity between direct and
preprocessed attacks:

e Direct attack: Time scales linearly with trace count, requiring ~109
seconds for 10,000 traces

e Preprocessed attack: Time remains constant at ~1 second, as prepro-
cessed trace count is fixed at 256

The preprocessing technique achieves a 109x speedup while maintaining equiv-
alent success rates.

5 Comparison with Related Work
Comparison with prior ASCON DPA research [6,8] is shown in :

Work Platform Implementation Traces Required Attack Time

Samwel SAKURA- Hardware 100,000 Not reported
et G
al. [6]
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Work Platform Implementation Traces Required Attack Time

Gross  Simulated  Hardware 50,000 Not reported
et

al. [§]

This STM32F407 Software (sliced) 10,000 ~1s

work (preprocessed)

Our approach requires significantly fewer traces and provides concrete timing re-
sults. While hardware implementations offer clean leakage profiles, this software-
based attack demonstrates practical threats to real-world ASCON deployments.

6 Conclusion

This paper demonstrates a practical DPA attack against ASCON’ s software
implementation. By targeting the first s permutation round and employing
trace preprocessing, we recovered the master key using 10,000 traces in ~1 second
—improving upon direct attacks by two orders of magnitude. Experimental
results confirm that ASCON’ s sliced S-box implementation leaks exploitable
information.

Future work will investigate efficient masking countermeasures that maintain
ASCON’ s lightweight properties while resisting DPA attacks.
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