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Abstract
In wireless sensor networks (WSNs), data dissemination constitutes a critical
transmission paradigm that must satisfy three fundamental requirements: re-
liability, energy efficiency, and scalability. Nevertheless, existing research has
devoted limited attention to attacks targeting data dissemination, substantially
undermining its reliability. To detect node clone attacks in WSNs data dissem-
ination and ensure high reliability, we propose a node clone attack detection
scheme based on single-round zero-knowledge proof. Our scheme constructs
disjunctive-superimposed codes to generate unique digital fingerprints for each
node, and verifies these fingerprints within a single-round zero-knowledge proof
protocol to detect cloned nodes lacking valid digital fingerprints. Simulation
results demonstrate that the proposed scheme can guarantee high reliability for
WSNs during the data dissemination process.
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Abstract: In wireless sensor networks (WSNs), data dissemination is an es-
sential transmission mode that must meet three key requirements: reliability,
energy efficiency, and scalability. However, existing research pays little atten-
tion to attacks targeting data dissemination, resulting in significant degradation
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of reliability. To detect node clone attacks in WSNs data dissemination and en-
sure high reliability, this paper proposes a node clone attack detection scheme
based on single-round zero-knowledge proof. The scheme generates unique digi-
tal fingerprints for each node by constructing superimposed disjunct codes, then
verifies these fingerprints through a single-round zero-knowledge proof protocol
to detect cloned nodes lacking correct digital fingerprints. Simulation results
demonstrate that the proposed scheme can ensure high reliability of WSNs dur-
ing the data dissemination process.

Keywords: data dissemination; node clone attack; superimposed disjunct code;
zero knowledge proof; reliability

Introduction
In wireless sensor networks (WSNs), the most common operation involves base
stations or sink nodes collecting sensed data from nodes scattered throughout
the monitoring area [1]. In contrast to this many-to-one data collection pattern,
one-to-many data transmission represents another critical aspect of WSNs op-
erations [2]. This transmission mode is referred to as data dissemination, where
base stations or sink nodes send configuration parameters to sensor nodes during
network updates to maintain consistency, or transmit commands and warning
messages to control sensor nodes [3]. A crucial metric in data dissemination is
reliability—all nodes in the WSN must receive the disseminated data to maintain
network uniformity. The presence of captured nodes during data dissemination
severely compromises this reliability. Therefore, considering node capture at-
tacks in data dissemination protocol research constitutes meaningful work.

WSNs data dissemination must satisfy three requirements: reliability, energy
efficiency, and scalability [4]. Typical data dissemination methods fall into two
categories: structure-based schemes and unstructured schemes. Structure-based
approaches include CORD [5], CoCo [6], and CDS [7]. These schemes leverage
network structural information (such as location and topology) to construct
efficient dissemination-specific structures [8]. Consequently, structure-based
schemes meet reliability and energy efficiency requirements but suffer from poor
scalability. Unstructured schemes, by contrast, do not utilize network structural
information nor form dedicated dissemination structures, offering excellent scal-
ability. Unstructured schemes can be further divided into: (1) non-negotiation
schemes (e.g., flooding [9], Gossip [10], Trickle [11]); and (2) negotiation-based
schemes (e.g., SPIN [12], MOAP [13], Deluge [14]). Non-negotiation schemes
without control information enable relatively fast dissemination but struggle to
provide high reliability and may cause broadcast storm problems. Negotiation-
based schemes aim to control redundant transmissions and guarantee high relia-
bility [15], but the control information introduces additional communication and
time overhead, making them less energy-efficient than non-negotiation schemes.

Node cloning attacks represent a highly destructive attack form in WSNs data
dissemination: attackers capture legitimate nodes to obtain sensitive network
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information, replicate this information onto cloned nodes, and redeploy these
clones into the network [16]. Such cloned nodes can easily participate in WSNs
data dissemination and other operations as legitimate nodes, enabling more
destructive insider attacks. This paper investigates detection schemes for node
cloning attacks, with existing approaches detailed below.

The first commonly used technique in node cloning attack detection compares in-
formation held by neighboring nodes: each node compares its stored information
with all neighbors’information, detecting cloning attacks by identifying inconsis-
tencies [17]. Reference [18] proposed a clone attack detection protocol for IPv6
over Low-Power Wireless Personal Area Networks (6LoWPAN), where a map-
ping function assigns identity (ID) and rank information to all nodes, enabling
parent nodes to identify anomalies between node IDs and rank information us-
ing mapper characteristics. However, this approach fails when attackers capture
and clone parent nodes. Reference [19] presented a clone node detection scheme
for the Internet of Things using a fingerprint-based zero-knowledge proof mech-
anism for two-level authentication of sensor devices. The base station computes
fingerprints for each node and sends them to cluster heads, detecting cloned
nodes by comparing device fingerprints with base station records. This incurs
substantial computational overhead at the base station when verifying numer-
ous sensor nodes simultaneously and only applies to static networks, increasing
communication overhead between cluster heads and the base station.

The second common technique employs witness discovery: witness nodes de-
tect cloned nodes during communication, with detection efficiency achieved by
strategically modifying witness node selection [20]. Reference [21] proposed four
clone attack detection methods: node-to-network broadcast, deterministic mul-
ticast, random multicast, and line-selected multicast. Node-to-network broad-
cast floods location information throughout the network, effectively selecting
all nodes as witnesses to detect identity conflicts. Deterministic multicast se-
lects specific node subsets as witnesses to reduce communication costs. Random
multicast distributes node location information to randomly chosen witnesses,
preventing attackers from obtaining fixed witness node information and leverag-
ing the birthday paradox [22] to detect replicated nodes. Line-selected multicast
utilizes network topology to detect replicated nodes at intersection points of wit-
ness node paths, though detection performance is limited by the number and
distribution of these intersection points.

The proposed detection scheme belongs to the first category, deriving detec-
tion results by comparing information held by original and cloned nodes. The
innovation lies in applying a single-round zero-knowledge proof scheme based
on elliptic curve discrete logarithms, which minimizes communication overhead
and thus energy consumption compared to multi-round zero-knowledge proof
schemes.
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1.1 Sensor Network Model

As shown in Figure 1 [Figure 1: see original paper], this paper considers static
WSNs deploying one sink node and numerous ordinary nodes. The sink node is
positioned at the monitoring area’s center, intermittently disseminating data to
or collecting data from ordinary nodes via multi-hop transmission. Serving as a
gateway between the WSN and the Internet, the sink node manages the entire
WSN. Compared with ordinary sensors, the sink node’s energy and memory can
be considered unlimited. Ordinary nodes are responsible for sensing monitoring
area information, processing sensed data, and transmitting data.

1.2 Data Dissemination Model

This paper adopts the Sensor Protocol for Information via Negotiation (SPIN) as
the data dissemination routing protocol, an unstructured, flat routing scheme
illustrated in Figure 2 [Figure 2: see original paper]. Nodes broadcast ADV
messages to inform neighbors about forthcoming data dissemination; neighbors
requiring the data reply with REQ messages, and nodes already possessing
the disseminated data send DATA messages to those without it. This routing
scheme reduces redundant packet transmission during dissemination. ADV and
REQ messages are small packets consuming minimal energy resources while en-
suring data dissemination reliability. The connections established through ADV
and REQ message exchanges satisfy reliability requirements while maintaining
scalability.

1.3 Node Clone Attack Detection Model

A key reason for WSNs’widespread application is the use of low-cost micro-
sensors. Consequently, all sensor nodes lack tamper-proof hardware, and when a
node suffers a capture attack, its memory contents become available to attackers.
Attackers may deploy multiple nodes with identical identity IDs into the network
to cooperate in evading detection. As in most research models, cloned nodes
cannot create new IDs without base station or sink node approval; thus, this
paper assumes cloned nodes can only participate in the network using original
node IDs.

2 Algorithm Description
To address node cloning attacks in data dissemination, this paper proposes
a Single-Round Zero-Knowledge Proof detection scheme (SR-ZKP). The algo-
rithm constructs superimposed-disjunct codes using node deployment location
information and identity proof codes assigned by the sink node to generate
unique digital fingerprints for legitimate nodes. These digital fingerprints then
serve as the basis for distinguishing legitimate nodes from clones, with proof con-
ducted via a single-round zero-knowledge proof scheme based on elliptic curve
discrete logarithms. Relevant theoretical foundations are presented below.
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2.1.1 Superimposed Codes

Superimposed codes have been extensively studied and applied across various
fields, including multiple-access communication, cryptography, pattern match-
ing, circuit complexity, and many computer science domains. Their crypto-
graphic applications offer low complexity and high resistance to cracking. We
first introduce fundamental definitions and properties of superimposed codes.

For matrix X, the following definitions apply:

Definition 1 (Covering). Given two binary codewords y = (y1, y2, ⋯, y�)�
and z = (z1, z2, ⋯, z�)�, if the Boolean sum (logical OR) of y and z equals y,
then y covers z, denoted as y � z = y.

Definition 2 ((s, L, M) Superimposed Code). If any s columns of an
M×N binary matrix X have a Boolean sum that covers at most L−1 columns
outside these s columns, then X defines a superimposed code of length M, size
N, and strength s (1 < s ≤ N) with list size l (1 ≤ l ≤ N), denoted as an (s, l,
M) superimposed code of size N.

Definition 3 (Disjunct Property). If the Boolean sum of any s columns in X
cannot cover any column outside this set of s columns, X is called an s-disjunct
code.

Based on these definitions, an (s, 1, N) superimposed code is also an s-disjunct
code, referred to as a superimposed-disjunct code. Matrix X in equation (3)
represents a (3, 1, 13) superimposed-disjunct code. According to the disjunct
property of superimposed-disjunct codes, the following property holds:

Given an (s, 1, N) superimposed-disjunct code X, for any subset of s columns
in X, there exists at least one row where all elements are zero.

2.1.2 Zero-Knowledge Proof

Zero-knowledge proof enables one party (the prover, denoted as P) to demon-
strate knowledge of certain information to another party (the verifier, denoted
as V) without revealing any useful information. This approach prevents third-
party eavesdroppers from obtaining the knowledge, protecting its integrity and
confidentiality. This characteristic suits verifying secret information of nodes
over open wireless channels. The zero-knowledge proof procedure involves:

Step 1: P sends commitment information (Commit) related to the proven
knowledge to V, enabling V to determine whether P violates this commitment
in subsequent proofs.

Step 2: After receiving the commitment, V randomly selects a question from
the question set (problems solvable only with secret knowledge) and sends it to
P.

Step 3: P solves the problem using secret knowledge and sends the solution to
V for verification.

chinarxiv.org/items/chinaxiv-202206.00073 Machine Translation

https://chinarxiv.org/items/chinaxiv-202206.00073


Step 4: V makes an identity judgment about P based on the verification infor-
mation.

Due to random question selection in Step 2, zero-knowledge schemes require
multiple repetitions of these four steps to ensure correctness. In contrast, the
single-round zero-knowledge scheme based on elliptic curves requires only one
round to achieve the required correctness, substantially reducing communication
costs [23].

2.2 Digital Fingerprint Generation

This phase constructs superimposed-disjunct codes using environmental infor-
mation and unique identity proof codes to generate node digital fingerprints
(DID). Using DID during data dissemination enables clone detection. Com-
pared with conventional public-key protocols, this superimposed-disjunct code
construction algorithm involves smaller computational overhead, requiring only
simple binary operations.

Some schemes digitize node deployment location neighborhood information
into binary code strings, filling them into the matrix’s first row, then using
cyclic right-shift operations to fill subsequent rows until achieving equal column
weights. However, most sensor networks deploy numerous nodes, resulting
in redundant nodes. This matrix construction may cause redundant nodes
with identical neighborhood information and neighbors to compute identical
superimposed-disjunct codes, creating conflicts.

Therefore, this scheme uses binary code strings representing neighborhood infor-
mation as part of the matrix. The sink node assigns each node a unique identity
proof code (also represented as a binary code string), which is appended to the
last column of the current partial matrix, followed by the complement of the
identity proof code string. This satisfies the constant weight property of the
matrix. This approach yields a unique matrix containing both node deploy-
ment environment characteristics and a numerical string symbolizing the node’
s unique identity, known only to the sink node and the individual node.

The digital fingerprint is then constructed using superimposed-disjunct code
properties. The fingerprint computation method has been introduced in existing
work, with the process illustrated in Figure 3 [Figure 3: see original paper].

2.3 Single-Round Zero-Knowledge Proof Detection

This phase employs a single-round zero-knowledge scheme based on elliptic curve
discrete logarithms for clone detection, verifying node identity without directly
exposing identity credentials.

We first describe the elliptic curve discrete logarithm problem: Given a finite
field F� and an elliptic curve E over F�, for a base point G on E, the operation m・
G = M defines the problem of solving for m given G, M, and the elliptic curve
prime p (typically a large prime). The single-round zero-knowledge scheme

chinarxiv.org/items/chinaxiv-202206.00073 Machine Translation

https://chinarxiv.org/items/chinaxiv-202206.00073


based on elliptic discrete logarithms operates with both prover and verifier shar-
ing G, M, and p, where prover P demonstrates knowledge of the solution m to
verifier V. Solving elliptic curve discrete logarithm problems requires exponential
time, making it computationally infeasible for provers lacking secret knowledge
to pass verification, thus ensuring clones almost never evade detection.

During network initialization, each node generates commitment message Com-
mit and exchanges it with one-hop neighbors along with its digital fingerprint.
Neighbor nodes store these messages in memory. The commitment message
takes the form Commit = {G, M}, where G is a randomly selected base point
on the elliptic curve, p is the large prime of the elliptic curve, and M is computed
via equation (5):

𝑀 = DID ⋅ 𝐺

In zero-knowledge proof, upstream nodes (including the sink node) during data
dissemination serve as verifier V, while downstream nodes serve as prover P.
After exchanging commitment information, both parties share p, G, and M.

During data dissemination, verifier V initiates verification of downstream nodes:
V computes B using G selected in the commitment message and a randomly
chosen r (r � F�), where“・”denotes elliptic curve multiplication, and sends it to
P:

𝐵 = 𝑟 ⋅ 𝐺

Upon receiving the verification message, prover P generates K using the DID
known only to legitimate nodes and sends it to V:

𝐾 = DID ⋅ 𝐵

After receiving K, verifier V checks the condition using equation (8):

flag𝑁 = 𝐾 − 𝑟 ⋅ 𝑀

2.4.1 Security Analysis

We first analyze the completeness, soundness, and zero-knowledge property of
the zero-knowledge proof scheme.

1. Completeness: The scheme clearly satisfies completeness—if the prover
genuinely knows DID and follows the protocol instructions, the verifier
will always accept the proof.
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2. Soundness: Assuming a cloned node lacks knowledge of DID and at-
tempts to deceive the upstream verifier, it must guess the value of DID in
the elliptic curve domain. The probability of correct guessing is only 1/p,
an extremely small value, thus satisfying soundness.

3. Zero-Knowledge Property: During the proof process, V can only ob-
tain information about whether P possesses the secret DID, acquiring no
additional knowledge, thereby satisfying the zero-knowledge property.

We next analyze the scheme’s resistance to two common attacks:

1. Man-in-the-Middle Attack: This prevalent wireless network attack in-
volves the attacker masquerading as an intermediary between communicat-
ing parties—posing as the receiver to legitimate senders and as the sender
to legitimate receivers to control communication. In the proposed detec-
tion scheme, attackers attempting to establish independent connections
with WSN nodes will fail to masquerade successfully without legitimate
nodes’digital fingerprints. Node digital fingerprints possess zero-knowledge
properties in this scheme, preventing illegal attackers from obtaining le-
gitimate fingerprints. Even if attackers guess a fingerprint with minimal
probability, they cannot pass zero-knowledge proof because each iteration
generates new random challenge questions.

2. Replay Attack: In this attack, adversaries attempt to replay previous
communications to consume network resources and authenticate them-
selves to verifiers. However, since verifiers send different challenge values
for each communication, replaying previous communications will fail veri-
fication.

2.4.2 Complexity Analysis

Digital fingerprint computation using superimposed-disjunct codes involves only
simple binary operations.

In zero-knowledge proof, prover P performs one elliptic curve multiplication,
while verifier V performs two elliptic curve multiplications and one comparison.
During each data dissemination round, every node participates once as prover;
correspondingly, its upstream node on the dissemination path participates once
as verifier. Therefore, in a WSN with N nodes, N zero-knowledge proofs are con-
ducted to determine whether nodes are redeployed clones. Each zero-knowledge
proof requires three elliptic curve multiplications, yielding overall computational
complexity of O(N).

For attackers, solving the elliptic curve discrete logarithm problem has time
complexity O(√p) [24], requiring exponential time, thus providing high security
for the scheme.
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2.4.3 Scalability Analysis

The proposed scheme performs clone detection based on SPIN data dissemi-
nation, belonging to the unstructured category. As analyzed above, unstruc-
tured schemes do not depend on network topology and exhibit good scalability,
manifested as slowly increasing completion time and energy consumption with
network scale.

3.1 Experimental Simulation Setup
This experiment configures a 100 m × 100 m square monitoring area with the
sink node placed at the center and nodes deployed randomly. To demonstrate
node cloning attacks’impact on data dissemination, simulations were conducted
for scenarios with no clone attacks and with 5 and 10 clone nodes affecting
the SPIN dissemination protocol. The proposed Single-Round Zero-Knowledge
Proof node clone attack detection scheme (SR-ZKP) was applied to SPIN (de-
noted as ZKP-SPIN) by adding three data items related to node digital finger-
prints to the three messages in data dissemination, with performance compared
across scenarios. Twenty WSNs were randomly generated, each undergoing 400
rounds of data dissemination, with average network performance metrics shown
in subsequent figures. Experimental parameters and values are listed in Table
1 .

Table 1: Simulation Parameter Settings

Parameter Value
Monitoring Area (Length × Width) 100 m × 100 m
ADV Message Size 100 bit
REQ Message Size 100 bit
DATA Message Size 30–35 kbit
ZKP Data Size 128 bit
Initial Node Number 400
Clone Node Number 5, 10
E_{elec} 50 nJ/bit
�_{fs} 12 pJ/(bit・m2)
�_{mp} 0.0012 pJ/(bit・m4)

3.2 Simulation Analysis
Figure 4 [Figure 4: see original paper] shows average residual energy variation.
Since the SPIN dissemination protocol in this simulation fixes dissemination
routes, energy consumption per round remains relatively consistent. The four
curves appear approximately linear before round 160. Compared with the no-
clone scenario (SPIN curve), networks with more clone nodes exhibit smaller
slopes, indicating that more clone nodes result in more nodes failing to com-
plete data dissemination and poorer reliability. After approximately round 240,
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coverage holes emerge as some nodes exhaust their energy, causing the descent
rate to slow. Because zero-knowledge proof data is extremely small compared
to disseminated data, even with single-round zero-knowledge proof detection ap-
plied to SPIN, energy consumption remains nearly equal to SPIN without clone
detection, making the average residual energy curves almost identical. This is
reflected in other simulation figures, demonstrating that applying single-round
zero-knowledge proof detection does not degrade SPIN data dissemination pro-
tocol performance. In scenarios with 5 and 10 clone nodes, SPIN dissemination
protocol success rates decline severely, while ZKP-SPIN can detect clone nodes
immediately during dissemination, preventing performance degradation from
clone attacks.

Figure 5 [Figure 5: see original paper] shows the increase in dead nodes with
dissemination rounds, where nodes under clone attacks are marked as dead. The
four curves begin rising around round 80 because nodes near the sink bear heavy
forwarding loads and gradually exhaust energy; around round 240, the ascent
slows as the sink’s neighboring nodes are nearly depleted, forming coverage
holes that allow only a few nodes with surviving neighbors to receive data.

Figures 6 [Figure 6: see original paper] and 7 [Figure 7: see original paper] re-
spectively show the increase in nodes failing to complete data dissemination and
the decrease in dissemination success rate with rounds. Nodes failing dissemina-
tion include three types: clone nodes, dead nodes, and nodes unable to connect
with the sink due to coverage holes. In no-clone-attack scenarios, energy-limited
nodes inevitably fail dissemination as energy depletes over time. In clone-node
scenarios, since clone attacks occur randomly in simulation, clone deployment
positions are also random. When clones are randomly deployed between legiti-
mate nodes and the sink, legitimate nodes may use clones as intermediate nodes
to the sink while actually disconnecting from the sink, preventing data reception.
In practice, intelligent attackers could strategically place clone nodes to affect
more legitimate nodes, causing greater damage to dissemination reliability. Al-
though random clone deployment in simulation results in random impacts on
legitimate nodes, the figures clearly show that scenarios with more clone nodes
cause stronger disruption to dissemination completion.

4 Conclusion
This paper proposes a node clone attack detection scheme based on single-round
zero-knowledge proof (SR-ZKP) and applies it to the SPIN data dissemination
protocol. The scheme detects node cloning attacks by requiring downstream
nodes to prove information possession to upstream nodes in the dissemina-
tion model. Superimposed-disjunct codes generate digital fingerprints, enabling
complex encryption through simple binary operations. For fingerprint verifica-
tion, the scheme employs a single-round zero-knowledge proof protocol based
on elliptic curves to ensure that knowledge representing node identity is not
transmitted over wireless channels between provers and verifiers, guaranteeing
zero-knowledge property against illegal third parties in WSNs while resisting
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man-in-the-middle and replay attacks. Simulation results demonstrate that the
algorithm not only detects clone nodes and ensures dissemination reliability but
also incurs minimal energy overhead that does not affect other dissemination
performance metrics.
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