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Abstract
The increasingly frequent illegal transaction activities undermine secure trans-
actions on Ethereum, and the anonymity inherent to cryptocurrencies makes
such illegal activities difficult to track and analyze. Using Ethereum platform
transaction data as the data source, employing datasets of labeled illegal ac-
counts and unlabeled legitimate accounts as the training set, and utilizing the
characteristic attributes of transaction data as the foundation for construction,
the CatBoost algorithm is employed to perform holistic prediction of the var-
ious types of illegal accounts contained therein. In this process, the T-SNE
algorithm is employed to achieve dimensionality reduction and visualization of
transaction features, multiple-fold cross-validation is adopted, and SHAP Value
factors are introduced to determine the positive or negative influence attributes
of features. The prediction accuracy of the established model reaches 94.29%,
and the evaluation metric of the Area Under the Receiver Operating Characteris-
tic Curve (AUC) reaches 0.9846. The proposed scheme can relatively accurately
predict illegal activities existing on the Ethereum transaction platform, thereby
effectively improving the blockchain-based transaction environment.
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Abstract

The increasing frequency of illegal transactions undermines secure trading on
Ethereum, and the anonymity of electronic currency makes such activities dif-
ficult to track and analyze. This study utilizes Ethereum platform transaction
data as its data source, employing both labeled illegal accounts and unlabeled
normal accounts as the training set. Based on the characteristic attributes of
transaction data, we construct a predictive framework using the CatBoost al-
gorithm to forecast multiple types of illegal accounts collectively. The process
employs T-SNE for dimensionality reduction and visualization of transaction
features, utilizes multi-fold cross-validation, and introduces SHAP Value fac-
tors to determine the positive and negative impacts of features. The established
model achieves a prediction accuracy of 94.29%, with an AUC evaluation metric
reaching 0.9846. The proposed scheme accurately predicts illegal behavior on
the Ethereum trading platform and effectively improves the blockchain-based
trading environment.

Keywords: blockchain; machine learning; ethereum; illegal account; transac-
tion features

Introduction
Blockchain technology was proposed by Nakamoto in 2008, subsequently giv-
ing rise to electronic virtual currencies based on blockchain, such as Bitcoin,
Ethereum, and Ripple, which have been applied in electronic transactions. How-
ever, the anonymity of blockchain technology makes illegal transactions difficult
to track and analyze, attracting criminals and triggering more illicit activities
including dark web transactions, prohibited item trading, and financial fraud.
The first network crime cases utilizing blockchain smart contract technology,
“BigGame”and“MDF Project,”involved over 1.3 million digital currencies with
a market value of approximately 26 million RMB. Blockchain-based crime has
become a new form of high-tech crime that seriously undermines the security
and stability of electronic virtual currency transactions.

Analyzing illegal transactions on blockchain represents a challenging problem.
Currently, detection of illegal transaction behavior primarily relies on on-chain
data analysis. Research methods and objectives can be divided into three cate-
gories: (a) Machine learning-based data analysis approaches. Fan et al. proposed
a privacy-preserving DML model for permissioned blockchains to address secu-
rity performance issues, though deployment and implementation remain inade-
quate. Subsequently, a typical fraud activity—smart Ponzi schemes—emerged
in both Bitcoin and Ethereum, prompting in-depth research using different
machine learning algorithms to predict illegal accounts. However, these ap-
proaches still suffer from insufficient accuracy and incomplete problem explo-
ration. CHUN WEI et al. used metaheuristic algorithms to identify appro-
priate deep learning hyperparameters in blockchain environments to explore
inter-blockchain communication issues, yet challenges remain regarding addi-
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tional communication costs and synchronization waiting. (b) Analysis based on
complex networks and transaction logic structures. Chen, Weili analyzed smart
Ponzi scheme contracts on Ethereum to identify a healthy blockchain trading
environment, though the study was limited in terms of quantity, data, and types
of illegal accounts examined. Dan Lin, Jiajing Wu et al. modeled and under-
stood transaction information on Ethereum through complex network methods
to mine potential value transaction analysis, but their method was not a holistic
inductive approach and could not incorporate the latest node representations.
(c) Feature value-based analysis. Early research analyzed Bitcoin wallets to
parse challenges facing Bitcoin in large-scale crime and fraud activities in the
Bitcoin environment, yet these studies had shortcomings in feature extraction
and supervised methods.

Bartoletti et al. conducted a more detailed comprehensive analysis of numerous
Ponzi schemes on Ethereum to summarize the impact of various perspectives,
though their work lacked application-level implementation and broader investi-
gation of illegal account types. In summary, existing methods either fall short
of practical accuracy requirements, have room for performance optimization, or
focus only on specific types of illegal accounts such as Ponzi schemes, phish-
ing nodes, or illegal money laundering. Therefore, research on illegal account
behavior on blockchain remains insufficient.

Addressing these limitations in methodology, performance, and prediction scope,
this paper innovates feature construction based on original transaction charac-
teristics and employs the K-Means clustering algorithm in machine learning to
first cluster attribute features in the dataset, followed by CatBoost for illegal
account prediction.

Methodology
Data Collection and Feature Construction

The dataset primarily originates from two sources: publicly labeled illegal
account datasets from the Ethereum platform and normal account datasets
crawled from the platform. The illegal account dataset provided by the
Ethereum community mainly includes addresses that attempt to imitate other
contracts to provide tokens, scam lotteries, fake initial coin offerings, imitation
of other transaction users, smart Ponzi contract scams, and phishing nodes.
The selected illegal accounts in our dataset contain multiple types of the above
categories in an irregular arrangement.

For normal account selection, we randomly chose 4,024 normal accounts between
Ethereum blocks 1,209,500 and 12,010,000. Illegal accounts were selected from
Ethereum’s publicly labeled dataset, comprising 4,300 accounts. After compar-
ing and screening the collected addresses to ensure no duplication between the
two categories, we obtained a total of 4,024 normal accounts and 4,300 illegal
accounts. We crawled transaction data using Ethereum’s API by passing the
combined data to obtain relevant transaction records for each account.
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After examining the 43 feature attributes identified by Steven Farrugia et al., we
innovatively constructed a new attribute by integrating“min_{val}{sent}”and
”max{val}{sent}”to create ”Sent{Diff}{betweent}{max}{and}{min},”resulting
in 44 transaction features for model construction, as shown in [Figure 1: see
original paper].

Data Cleaning

Since the dataset is derived from real-time Ethereum transaction data, complex
transaction data requires checking for missing values, invalid values, and null
values to ensure model accuracy and applicability. Using Python for prepro-
cessing, we identified missing and invalid values in certain attribute features, as
shown in .

The cleaning principle involves calculating the mean of the overall data for prob-
lematic attribute features and using this value to fill in missing or invalid entries.
To ensure comprehensive data cleaning, we observed the specific distribution of
the dataset. Based on the characteristics of noisy data—where over 90% of
values are “0,”measurements show significant errors compared to true values,
or the feature burden affects model performance—we removed features such as
“total_{ether}{sent}{contracts}”and “ERC20_{avg}{val}{sent}_{contract}”
that were deemed performance-burdening, excluding them from final model con-
struction.

CatBoost Algorithm

As the latest research algorithm among gradient boosting trees, CatBoost has
not been previously applied to predicting illegal accounts on blockchain trading
platforms. It effectively handles categorical features and reduces overfitting
problems. According to equation (1), categorical feature values are converted
to numerical results:

𝜎𝑝,𝑗 = ∑𝐾
𝑘=1[𝑥𝑝,𝑘 = 𝑗] ⋅ 𝑌𝑘 + 𝑎 ⋅ 𝑃

∑𝐾
𝑘=1[𝑥𝑝,𝑘 = 𝑗] + 𝑎

where 𝑃 is the added prior term, 𝑎 is a weight coefficient greater than 0, 𝑗
represents the coefficient of categorical feature values, 𝑘 is the training sample
coefficient, and 𝑖 counts the number of times the categorical feature value equals
the label value.

As a gradient boosting tree algorithm, CatBoost employs symmetric trees as
base learners, forming a strong learner through serial iteration of a set of classi-
fiers. The objective of the 𝑘-th iteration is to find ℎ𝑘, that is:

ℎ𝑘 = arg min
ℎ∈𝐻

𝑚
∑
𝑖=1

𝐿(𝑦𝑖, 𝐹𝑘−1(𝑥𝑖) + ℎ(𝑥𝑖))
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where 𝐿 is the loss function and 𝐹𝑘−1 is the current learner formed after 𝑘 − 1
iteration steps. To obtain an unbiased gradient estimate, CatBoost’s specific
modeling process for our dataset is as follows: (a) For each sample 𝑥𝑖 in the
illegal account dataset 𝑋, CatBoost uses all training samples except 𝑥𝑖 to obtain
model 𝑀𝑖; (b) It employs ordered boosting to calculate gradient estimates using
𝑀𝑖; (c) The new model re-evaluates sample 𝑥𝑖 and forms a base learner; (d)
The base learner is further processed to ultimately form a strong learner. This
process continuously reduces prediction errors on the training set, ultimately
forming the CatBoost model.

T-SNE Visualization

The experimental dataset’s feature space is multi-dimensional. We use the
T-SNE algorithm for non-linear transformation to visualize dataset account la-
bel types in a 2D plane. T-SNE is a statistical method that visualizes high-
dimensional data by assigning each data point a position in a two- or three-
dimensional map. Its two main advantages are: (a) For dissimilar points, a
small distance produces a large gradient to repel these points; (b) The repulsion
is not excessive, avoiding placing dissimilar points too far apart.

The algorithm logic is as follows:
Algorithm 1 T-SNE Algorithm Pseudocode
Input: Experimental dataset and Python third-party libraries
Output: T-SNE visualization graph
a) Import the experimental dataset
b) Remove irrelevant columns (“address”) and separate the “FLAG”label
column as y
c) Standardize target features using StandardScaler and set n_{components}=2
for 2D visualization
d) Use scatterplot function for final visualization

[Figure 2: see original paper] shows that: (a) labeled and unlabeled data form
several distinguishable clusters scattered in a point-like distribution; (b) clusters
of labeled and unlabeled data types still have substantial overlap; (c) a small
cluster of “illegal”account labels is clearly present in the lower right corner.
These results emphasize the importance of using machine learning to distinguish
between the two binary types.

Experiments
Parameter Tuning

Through K-Means clustering algorithm classification, we further cluster and an-
alyze attribute feature categories to observe whether different account categories
have the same practical effects. To determine the optimal K value for K-Means,
we use the Elbow Rule, which clearly shows that the optimal centroid K for
our dataset is 2—when K=2, the decline curve significantly slows, as shown in
[Figure 3: see original paper].
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The clustering results in [Figure 4: see original paper] indicate that except
for a small portion showing different category features, most selected account
categories share the same features, further emphasizing the importance of our
machine learning approach.

All modeling experiments were implemented in Python 3.9. When building mod-
els with CatBoost, we considered three critical factors: learning rate, number of
estimators (n_{estimators}), and maximum depth (max_{depth}). Since opti-
mal parameters cannot be determined during training, we used grid search opti-
mization to adjust CatBoost parameters. In addition to these three factors, pa-
rameters include iterations, border_{count}, leaf_{estimation}{method}, and
l2{leaf}_{reg}, as defined in .

During tuning, we kept other parameters constant, first optimizing bor-
der_{count}, then iterations and learning_{rate}, followed by tree depth,
ultimately determining the model parameter structure. The optimized results
are shown in .

Based on these tuning results, we evaluated CatBoost under different cross-
validation folds, with results shown in . The 10-fold cross-validation signifi-
cantly outperformed 3, 4, 5, 11, and 12-fold validations, effectively enhancing
model construction and improving prediction accuracy for illegal accounts on
Ethereum.

Model Evaluation

Using grid search optimization, we identified three crucial elements: learning
rate, tree depth, and number of estimators. We further refined the experiment
based on AUC values and Logloss. Under 10-fold cross-validation, we evaluated
model prediction capability across different tree depths and estimator quantities,
with results shown as trend lines in [Figure 5: see original paper].

When tree depth is 2, AUC values are significantly lower than other depths as
the number of estimators increases, though showing a typical growth trend. As
depth increases, AUC evaluation metrics gradually rise. The optimal parame-
ter adjustment results show that when depth=5 and n_{estimators}=300, the
model’s AUC value is slightly higher than other parameter combinations.

Based on Logloss, CatBoost executes iterations on training and test sets. [Figure
6: see original paper] shows that after 100 iterations, both datasets begin to
converge, proving the model’s strong predictive adaptability. To verify reliability,
we expanded the random sampling range, as shown in [Figure 7: see original
paper].

To evaluate prediction capability, we randomly extracted 20 samples from the
test set. shows that only one prediction differed from the actual label, demon-
strating strong predictive ability. As the random sample size expands, predic-
tion capability gradually stabilizes, with final overall dataset prediction accu-
racy reaching 0.9407, further confirming the model’s strong adaptability and
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accuracy for predicting illegal accounts on Ethereum.

Feature Importance

We ranked attribute feature importance for Ethereum illegal account pre-
diction, identifying the top ten influential features shown in [Figure 8: see
original paper]. The results indicate that“total_{ether}{balance},””sent{tnx},”
and“Unique_{Received}{from}{Address}”are significantly important variables,
while“Time_{Diff}{between}{first}{and}{last}(Mins),”“Avg_{min}{between}{sent}{tnx},””
min{value}{received},””Unique{Sent}{To}{Addresses},”“avg_{val}{sent},”“max{val}{sent},”
and“min{val}_{sent}”are moderately important. The remaining 33 predictor
variables have importance ratios approaching or equal to zero, with complete
rankings shown in [Figure 9: see original paper].

To further investigate feature impacts, we introduced SHAP Value variables to
show positive and negative influences, as visualized in [Figure 10: see original
paper]. Combined with feature importance results, the top ten features are
displayed where color represents feature value magnitude and width represents
feature distribution. SHAP Value less than zero negatively impacts label fea-
tures; otherwise, it has positive impact.“Unique_{Received}{from}{Address}”
shows significantly higher positive than negative influence, while “sent_{tnx}”
and“Time_{Diff}{between}{first}{and}{last}(Mins)”show higher negative influ-
ence. SHAP Value variables thus intuitively determine the positive and negative
impacts of different attributes on model construction.

Model Comparison

By creating new transaction features and combining other algorithms with Cat-
Boost, we compared our approach with other algorithm models under 10-fold
cross-validation to verify effectiveness, as shown in .

The improved CatBoost algorithm, through feature creation and K-Means clus-
tering integration before model construction, outperforms other algorithms in
both accuracy and AUC. LightGBM, another gradient boosting tree algorithm,
shows good AUC but lower accuracy than CatBoost. Compared with standard
CatBoost, our improved version shows slight improvements in both metrics, fur-
ther proving CatBoost’s excellent predictive capability for Ethereum illegal
account datasets and making our algorithm model more convincing.

Conclusion
Based on collecting and organizing publicly available Ethereum account datasets,
we constructed a model using the CatBoost algorithm in a Python development
environment. The model demonstrates strong capability in predicting future
illegal accounts on Ethereum, showing high standards in accuracy and AUC
values while revealing predictor importance rankings and positive/negative in-
fluence capabilities. The proposed algorithm model has strong adaptability
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and the methodology is foundational, making it applicable to other domains.
Further optimization and improvement can explore deeper illegal behaviors on
blockchain trading platforms.

Our work contributes to detecting illegal accounts based on transaction histories
among massive Ethereum accounts, with the proposed algorithm model being
usable by relevant economic institutions and departments. Future work will
apply this architecture to other domains to ensure model applicability and prac-
ticality, analyzing and exploring illegal account prediction not only on Ethereum
but also on other blockchain-based trading platforms. We will further attempt
to extract novel features from blockchain transactions to improve prediction ca-
pabilities. While CatBoost has certain limitations, we will optimize algorithms
to enhance prediction accuracy and efficiency.
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