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Abstract

Existing identity authentication schemes for smart grids mostly suffer from high
computational costs and complex authentication processes, making them un-
suitable for resource-constrained smart devices in smart grids. However, some
lightweight schemes have various security vulnerabilities, and these schemes can-
not achieve the required trade-off between efficiency and security. To address
the aforementioned issues, an enhanced provably secure lightweight anonymous
authentication scheme for smart grids is designed based on elliptic curve cryp-
tographic algorithms. By introducing auxiliary verifiers, the scheme eliminates
reliance on electricity suppliers during the authentication phase, and achieves
mutual authentication between gateways and smart meters while protecting
the real identities of smart meters. Meanwhile, malicious smart meters can be
traced and revoked through their pseudo-identities. Security analysis under the
random oracle model and simulation tool ProVerif demonstrate that the scheme
possesses strong security properties. Performance analysis shows that the pro-
posed scheme can meet the requirements for security and efficiency in smart
grid environments.
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Abstract: Most existing smart grid authentication schemes suffer from high
computational costs and complex authentication processes, making them un-
suitable for resource-constrained smart devices in smart grids. Meanwhile,
some lightweight schemes exhibit various security vulnerabilities, and none can
achieve the required trade-off between efficiency and security. To address these
issues, this paper designs an enhanced provably secure lightweight anonymous
authentication scheme for smart grids based on elliptic curve cryptography. By
introducing an auxiliary validator, the scheme eliminates dependency on the
power supplier during the authentication phase and achieves mutual authenti-
cation between the gateway and smart meters while protecting their real iden-
tities. Additionally, malicious smart meters can be traced and revoked through
pseudo-identities. Security analysis under the random oracle model and simu-
lation using the ProVerif tool demonstrate that the proposed scheme possesses
high security properties. Performance analysis shows that the scheme meets the
security and efficiency requirements of smart grid environments.

Keywords: smart grid; identity authentication; elliptic curve; random oracle
model; ProVerif

0 Introduction

Traditional power systems are no longer sufficient to address the challenges
posed by emerging industrial production and socio-economic development due
to their inherent limitations. As the next-generation power system, smart grids
embed advanced technologies such as sensing, computing, and communication
into the grid infrastructure to provide feasible, efficient, sustainable, economi-
cally viable, and secure power supply, significantly improving the efficiency of
existing grids [?]. At the generation side, smart grids enable more accurate mon-
itoring, power flow optimization, and greener energy production by integrating
renewable energy sources [?]. At the user side, smart meters and other intelli-
gent metering infrastructure are deployed to enable real-time monitoring of user
power consumption. Each user is equipped with a smart meter that periodically
collects consumption data, while gateways aggregate data from groups of users
within their regions. Power suppliers analyze the aggregated consumption data
and dynamically update pricing to implement demand-side management [?].

Despite these advantages, the interconnectivity, dynamic nature, and heavy re-
liance on information communication technologies make smart metering infras-
tructure vulnerable to numerous security threats, including man-in-the-middle
attacks, impersonation attacks, and replay attacks [?]. Since communication
between power suppliers, gateways, and smart meters is bidirectional, attackers
can infiltrate the smart grid system from multiple entry points to steal user
consumption data and further invade the power supplier’ s databases. Con-
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sequently, cybersecurity has become the most critical issue in smart grids [?].
However, traditional cybersecurity technologies such as password protection,
anti-malware, and firewalls have their own limitations [?]. To address these
challenges, secure and efficient authentication mechanisms must be integrated
into smart grid communication systems to support secure information exchange
among communication entities while protecting their privacy. Identity authen-
tication and key agreement schemes serve as such mechanisms, enabling secure
remote communication among smart grid parties, ensuring data confidentiality,
user privacy, and message integrity, thereby providing reliable power services.

To tackle security issues in smart grids, researchers have proposed numerous
identity authentication and key agreement schemes in recent years. However,
two major problems persist: (a) Most existing schemes have been shown to con-
tain various security vulnerabilities, making them susceptible to known attacks,
and they fail to provide session key security or smart meter anonymity, thus can-
not meet security requirements in smart grid environments. (b) Some existing
schemes incur high computational and communication costs due to expensive op-
erations such as exponentiation or bilinear pairing, which resource-constrained
smart meters cannot accommodate.

Recently, Gope et al. [?] proposed a spatial data aggregation scheme for securely
obtaining power demand in smart grids. The scheme consists of two phases: au-
thentication and data aggregation. The authors claim their scheme is secure,
achieves secure authentication and key agreement during the authentication
phase, and resists known attacks, making it optimal for smart grid environ-
ments. However, this paper demonstrates that their scheme cannot resist key
compromise impersonation attacks and that its session keys are insecure, which
seriously compromises the security of smart grid communication systems.

To address these issues, this paper proposes a new provably secure lightweight
anonymous authentication scheme for smart grids based on elliptic curve cryp-
tography that meets security requirements while offering superior performance.
The main contributions are: (a) Security analysis of the authentication phase
in Gope et al.” s scheme, proving it cannot resist key compromise impersonation
attacks and lacks session key security. (b) Design of an identity authentication
and key agreement scheme for smart grids that introduces an auxiliary valida-
tor, eliminating the power supplier’ s involvement in the authentication phase.
(¢) The proposed scheme protects smart meter identity information during mes-
sage authentication, ensuring anonymity and untraceability. It uses symmetric
encryption for lightweight pseudo-identity updates and enables tracing and re-
vocation of malicious smart meters through pseudo-identities when necessary.
(d) Proof of session key security and resistance to various known attacks using
the random oracle model and ProVerif simulation tool. Comparative analysis
with related schemes shows advantages in security, computational cost, and
communication overhead.
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1 Related Work

Numerous cryptographic protocols have been proposed as solutions to protect
smart grid security in academia and industry, including digital signatures, en-
cryption, data aggregation, secure data storage, and identity authentication
schemes [?]. Among these, identity authentication schemes constitute the first
line of defense for ensuring data security and privacy protection in smart grids
and represent an important requirement for smart grid deployment. In 2015,
Tsai and Lo [?] proposed identity-based signature and encryption schemes us-
ing bilinear pairing to achieve mutual authentication between service providers
and smart meters. In 2016, Odelu et al. [?] pointed out that Tsai and Lo’ s
scheme [?] could not guarantee the privacy of smart meter secret credentials
or session key security, and proposed a secure and efficient authenticated key
agreement scheme that successfully addressed potential privacy leakage issues.
In 2017, Chen et al. [?] demonstrated that Odelu et al.” s scheme [?] was vul-
nerable to impersonation attacks and allowed smart meter tracing through the
key generation center. To solve these problems, Chen et al. modified the smart
meter registration process at the key generation center by encrypting smart me-
ter identities before transmission and preventing private key leakage to the key
generation center, thus making it immune to various potential attacks from the
key generation center. However, these schemes [?, 7, ?] used bilinear pairing
and exponentiation, and suffered from key escrow problems, resulting in high
computational costs.

To meet lightweight requirements, increasing numbers of researchers have
adopted elliptic curve cryptography (ECC) to construct smart grid authen-
tication schemes. In 2016, He et al. [?] proposed a lightweight anonymous
key agreement scheme based on ECC to reduce the high computational costs
caused by bilinear pairing and exponentiation in Tsai and Lo’ s scheme [?],
achieving mutual authentication between smart meters and service providers
without a trusted third party. In 2018, Abbasinezhad et al. [?] pointed out
that He’ s scheme [?] could not resist known-session temporary information
attacks or temporary secret value leakage attacks, and proposed an ECC-based
key agreement scheme that provided session key security and solved key escrow
issues, though it was later noted to lack smart meter anonymity [?]. In 2020,
Garg et al. [?] proposed a secure authentication scheme combining the Fully
Hashed Menezes-Qu-Vanstone (FHMQV) key exchange mechanism with ECC,
which could resist various known attacks at low computational cost, but was
proven unable to achieve smart meter anonymity and untraceability [?]. In 2021,
Srinivas et al. [?] designed a new anonymous signature-based authenticated
key exchange scheme combining ECC with Schnorr’ s signature scheme that
supported dynamic addition of new smart meters after initial deployment, but
was shown to be vulnerable to man-in-the-middle and impersonation attacks
and did not provide anonymity [?].

To protect smart meter anonymity, pseudo-identity generation techniques
have continuously evolved. In 2021, Azeem et al. [?] proposed a lightweight
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authenticated key scheme for smart grid demand response management that
used hash functions to generate pseudo-identities to ensure anonymity and
supported pseudo-identity updates. However, due to the one-way irreversibility
of hash functions, their scheme did not support pseudo-identity tracing. In
2022, Safkhani et al. [?] proposed an authentication and key agreement
scheme for smart grids that used physically unclonable functions (PUF) and
symmetric encryption to construct user pseudo-identities, ensuring anonymity,
but their scheme did not support pseudo-identity updates or tracing. Gope
et al.” s scheme [?] performed identity authentication among power suppliers,
smart meters, and third-party aggregators before smart meters uploaded
user consumption data, ensuring communication entity legitimacy. The
scheme used symmetric encryption to construct pseudo-identities for smart
meter anonymity, resisted common known attacks, and achieved lightweight
authentication among communication entities using low-cost cryptographic
primitives. However, this paper’ s security analysis reveals that Gope et al.’
s scheme cannot resist key compromise impersonation attacks and has weak
session key security.

2 Preliminaries

This section introduces the computational hardness assumptions and system
model required to understand the proposed scheme.

2.1 Computational Hardness Assumptions

Elliptic Curve Discrete Logarithm Problem (ECDLP): Let p be a large
prime and G be an additive cyclic group of order gq. For given P,aP € G,
computing a € Z; is hard.

Elliptic Curve Diffie-Hellman Problem (ECDHP): For given P,aP,bP €
G, computing abP € G is hard, where a,b € Z.

2.2 System Model

As shown in Figure 1, based on existing models [?, ?], this paper proposes a
system model containing four communication entities: Power Supplier (PS),
Gateway (GW), Smart Meter (SM;) in the corresponding home local area net-
work, and Auxiliary Validator (AV).

[Figure 1: see original paper| System model

a) Power Supplier (PS). As the administrator of the entire smart grid,
PS is primarily responsible for generating and distributing security pa-
rameters, monitoring and analyzing aggregated consumption data from
gateways, and adjusting electricity prices. Compared with [?, ?], PS in
this scheme only provides registration services and does not participate
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in identity authentication and key agreement between smart meters and
gateways.

Gateway (GW). With large storage space and excellent computing ca-
pabilities, GW collects and aggregates encrypted consumption data from
smart meters in its responsible area and sends the processed data to PS.
This is a semi-trusted third-party entity that is honest but curious about
encrypted consumption data from smart meters. After receiving aggrega-
tion requests from AV, GW authenticates AV’ s identity and initiates
mutual authentication with smart meters to establish session keys.

Smart Meter (SM;). As terminal devices in smart grids, smart me-
ters periodically collect and encrypt user consumption data. These are
resource-constrained intelligent devices with limited storage space and
computing capabilities.

Auxiliary Validator (AV). This is a third-party tamper-resistant in-
telligent device that registers with PS to obtain relevant security param-
eters. After receiving consumption data collection instructions from PS,
AV sends aggregation requests to GW. GW must authenticate AV before
negotiating session keys with smart meters.

2.3 Security Goals

A secure and efficient smart grid identity authentication and key agreement
scheme should provide robust security for communication entities and achieve
the following security objectives:

a)

Mutual Authentication: To ensure that smart meter data is uploaded
to authorized gateways and that gateways receive encrypted consumption
data from legitimate smart meters, mutual authentication should be pro-
vided between smart meters and gateways.

Smart Meter Anonymity and Untraceability: Ensure that attackers
cannot trace the real identity of smart meters or any activities of smart
meters in the communication network.

Session Key Forward Secrecy: Ensure the security of previously es-
tablished session keys even if attackers obtain long-term secret parameters
of gateways and smart meters.

Resistance to Key Compromise Impersonation Attacks: Even if
the private key of either the gateway or smart meter is compromised,
attackers cannot impersonate the compromised party to communicate with
the other party.

Resistance to Various Known Attacks: The scheme should resist im-
personation attacks, replay attacks, man-in-the-middle attacks, and smart
meter temporary secret value leakage attacks.
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2.4 Attacker Model

This paper combines the Dolev-Yao threat model and CK attacker model to
construct a powerful attacker with the following capabilities within probabilistic
polynomial time:

a) Can arbitrarily eavesdrop, intercept, modify, delete, and inject messages
on communication channels.

b) Can obtain previous session keys of the system.

¢) When evaluating resistance to key compromise impersonation attacks, can
obtain private keys of communication entities.

3 Security Analysis of Gope et al.” s Scheme

This section reviews the authentication phase of Gope et al.’ s scheme and
analyzes its security vulnerabilities.

3.1 Review of Gope et al.” s Authentication Phase

The Power Supplier (PS) generates pseudo-identities PID, and private keys
k, for each smart meter (SM;) in the home local area network, and shares
private key K, with the Third-Party Aggregator (T'PA). Before collecting
user consumption data, PS, TPA, and SM,; perform mutual authentication
among the three parties through the following process:

a) SM; generates random number 7;, computes TID; = h(T;[|IDgyy ||r;),
Vi = h(T1D,||s;||k;), and sends message M, = {TID,,V;,T,} to TPA.

b) TPA generates random number r,, computes TID, = h(T,||IDrpallr,),
Vo = W(TID,||s,||K,s), V5 = h(TID,;||TID,||K,,), and sends message
M, = {TID, TID,,V,,V,,T,} to PS.

¢) PS locates the real identity I Dgyy, corresponding to pseudo-identity
PID, in its database, verifies the correctness of V, and V;, and upon
successful verification, authenticates TPA’ s identity. PS gener-
ates a new pseudo-identity PID}*" for SM;, computes session key
SK = h(TID,||TID,||K,,), Vo = h(TID,||SK), encrypts SM; s
temporary identity using SK to obtain Egy[PID?"], and sends message
My = {V,, Eqx[PID?*"]} to TPA.

d) TPA verifies the correctness of V,, and upon successful verifica-
tion, authenticates PS’ s identity, computes session key SK =
WTID,||TID,||K,,), generates a set Q; = g; - P, uses SK to encrypt
SM; s temporary identity PID}*" and stores it, then sends message
M, ={Q,;,TID,T,} to SM,.
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e) SM, verifies the correctness of V;, and upon successful verification,
authenticates TPA s aggregator identity, computes session key
SK = hTID,;||TID,||k;), and finally uses SK to decrypt Egy[PID}*"]
and stores the parameters.

3.2 Security Vulnerabilities in Gope et al.’” s Scheme

This section demonstrates that Gope et al.” s authentication phase cannot resist
key compromise impersonation attacks launched by the attacker A constructed
in Section 2.4, nor can it provide session key security.

The attacker A eavesdrops on communication channels between SM; and TPA

and between TP A and PSS, and obtains parameters {T'1D,,V,,T,,TID,, V,,V5,T,,V,, Eq[PID}*"],Q;}.
Assuming [?] that A4 can obtain the shared private key K, between PS and

TPA, A can impersonate TPA to communicate with SM, and PS. The

specific attack process is as follows:

a) A eavesdrops and intercepts message M,, generates random number 77,
computes TID; = h(Ti||[IDypallrs), Vi = h(TIDls,||K,.), Vi —
WMTID,||TID:||K,,), and sends message M3 = {TID,, TID: V5 Vi T}
to PS.

b) Based on pseudo-identity PID,, PS locates the real identity IDg,,
and verifies the correctness of V5 and V3.  Successful verification
indicates that PS authenticates TPA’ s aggregator identity. PS
generates a new pseudo-identity PID}*" for SM,;, computes session
key SK* = h(TID,||ITID}||K,,), Vi = h(TID,||SK*), encrypts SM,’
s temporary identity using SK* to obtain Egg.[PID}"], and sends
message M3 = {V}, Eqx.[PIDI*"]} to A.

c¢) A verifies the correctness of V', and upon successful verification, authen-
ticates PS” s identity, computes session key SK* = h(TID,||TID:||K ),
forges a temporary identity set {Q}, TID;,T;} for SM;, encrypts PID}*Y
using SK* and stores it, then sends message M} = {Q}, TID,, T} to SM,.

7

d) SM, verifies the correctness of V;, and upon successful verification, au-
thenticates A’ s identity, computes session key SK = h(TID,||T1D,||k;),
and finally uses SK to decrypt Egy[PID?*"] and stores the parameters.

In summary, A successfully impersonates TPA to communicate with PS and
SM;, demonstrating that Gope et al.” s scheme cannot resist key compromise
impersonation attacks. Moreover, when the shared private key K,, between
PS and TPA is compromised, A can successfully compute the session key SK,
proving that Gope et al.” s scheme cannot provide session key security.
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4 Proposed Scheme and Correctness Proof

To resist the security vulnerabilities in [?] and ensure communication security
in smart grids, this paper proposes an enhanced provably secure identity au-
thentication and key agreement scheme. The scheme consists of four phases:
initialization, registration, identity authentication and key agreement, and ma-
licious smart meter revocation.

4.1 Initialization

In this phase, the Power Supplier PS initializes and generates the following
parameters:

a) Select large primes p and g, choose an elliptic curve E over finite field F),
based on p, and select point P as the base point of order ¢ on elliptic curve
E.

b) Select random number skpg € Z, as PS’ s private key and compute
pkpg = skpg - P as PS’ s public key.

c) Select secure one-way hash function A(-) and symmetric encryp-
tion/decryption algorithm (Ency(+), Decy(:)), where k is the encryp-
tion/decryption key.

Finally, PS publishes parameters {p, q, E, P,pkpg, h(-), Ency(-), Decy(-)}.

4.2 Registration

In this phase, the Auxiliary Validator (AV), Gateway (GW), and the i-th Smart
Meter (SM,) register with PS to obtain parameters for the next phase, trans-
mitted through secret channels.

4.2.1 AV Registration

a) AV selects identity identifier I.D 4y, and sends registration request {I.D 4}
to PS.

b) PS selects random number 7,y € Z; as AV’ s private key, computes
R,y =14y - P, and sends {74y, Ry} to AV through a secret channel.

c¢) After registration, AV stores parameters {ID 4y, 7 4y, Ry }-

4.2.2 GW Registration

a) GW selects identity identifier IDgy, and sends registration request

b) PS computes By = h(IDgy ||pkpg), selects random number sqy, € Z; as
GW’ s private key, computes skqy, = sqw + Pkpg - B; as GW’ s private
key and pkgy = skqw - P as GW’ s public key, and sends {skqyw . pkaw }
to GW through a secret channel.
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After registration, GW stores parameters {IDqy, skaw, Phaw -

4.2.3 SM,; Registration

a)

b)

c)

SM; selects identity identifier IDg,, and sends registration request
{IDgpy, } to PS.

PS selects random number s; € Z; as SM;’ s authentication token, se-
lects random number r; € Z7 as SM;” s private key, computes skgy, =
7, + pkpg - s; as SM;’ s private key and pkg,, = skgy, - P as SM;" s
public key, encrypts SM;’ s real identity identifier IDg,, using skg,; to
obtain PID; = Ency, . (IDgy ||r;) as SM;’ s pseudo-identity, and sends
{84, 8ksng, » ks, PID;} to SM; through a secret channel.

After registration, SM; generates its own private and public keys, and
finally stores parameters {IDgy; , s;, kg, Phgas,» PID;}

4.3 Identity Authentication and Key Agreement

In this phase, the Auxiliary Validator AV sends a user consumption data aggre-
gation request to Gateway GW. GW authenticates AV’ s identity, and upon
successful verification, initiates mutual authentication with Smart Meter SM;
and negotiates a session key.

2)

b)

AV generates random number N, € Z7, computes @,y
Nyy - P, Vyy = h(IDyy||Rav||Qay), and sends message M, =

{ID 4y, Q 4y, Vay ) to GW.

GW verifies whether Vyy, = h(ID 4y ||Rsv||Qay) holds. If valid, AV’
s identity is authenticated. GW generates random number Ngy, € Z7,

COmputeS QGW = NGW . P, VGW = h(IDGW”kaWHQGW)’ and sends
message My = {IDcyw, Qcaw, Vaw  to SM,;.

SM; verifies whether Vg = h(IDgw||pkaw!|Qaw) holds. If valid,
GW’ s identity is authenticated. SM, performs pseudo-identity
update, uses its private key skg;; to decrypt PID, and obtain
its real identity identifier IDg,, , lgenerates a new pseudo-identity
PIDPY = EncskSMi (IDgy, ||r?ew)lf0r the next session, computes session
key SK = h(Qaw||Q@sn, lIsksn, - Qaw ), generates authentication token
Van, = MPID}?|[SK), and sends message Mz = {PID}*", Vg } to
GW.

GW generates session key SK = h(Qawl|Qs, |Iskaw - Qsar,), verifies
whether V), = h(PID}*"||SK) holds. If valid, SM," s identity is au-
thenticated, and GW updates its pseudo-identity to PID}*" for the next
authentication.

GW and SM, store session key SK for further interactions between them.
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4.4 Malicious Smart Meter Revocation

When GW detects malicious behavior from a smart meter in its jurisdiction,
such as sending incorrect authentication information or abnormal power con-
sumption data, it sends a traceability request to P.S. After reviewing the smart
meter’ s data and behavior, GW sends the malicious smart meter’ s pseudo-
identity PID, to PS for tracing. Since smart meter pseudo-identities are gen-
erated by PS, only PS can trace them.

PS decrypts the malicious smart meter’ s pseudo-identity PID, to reveal its
real identity and transmits this information through a secret channel to GW.
GW adds the malicious smart meter’ s real identity and pseudo-identity to a
revocation list, which can be queried by all members of the communication
system to avoid interaction with listed malicious smart meters.

4.5 Correctness Proof

To prove that the session key SKy generated by GW equals the session key
SK gy, generated by SM;, we need to prove that h(Qaw [|Qsnr, lIskaw Qsnr,) =
MQew Qs ks, - @aw)- The proof is shown by the following equations:

skaw - QS]\/I,i = skaw - (NSM,i P) = N, - (skgw - P) = Nsr, pkaw
SkSMi Qow = SkSMi “(New - P) = Naw - (SkSMi - P) = Ngw 'kaMj

Since pkgy = skqw - P and pkgy, = skgy,, - P, we have:

skaw - QSMi = NSM,i ‘Pkaw = NSMi (skgw - P) = skqw - (NSMi - P) =
skaw - QSM,i
SkSMi ‘Qew = Naw - Pksn, = New - (SkSMi - P) = SkSM,, “(Negw - P) =
sksn, - Qaw

Therefore, SKqy = SKg),, and the correctness is proven.

5 Formal Security Analysis in Random Oracle Model

Using security models for formal analysis has become one of the most power-
ful security proofs in modern cryptography. Among existing security models,
this paper employs the random oracle model to conduct formal analysis of the
proposed scheme.

5.1 Security Model

In the identity authentication and key agreement phase of this scheme, GW and
S M, are the two main participants. Assume each GW and SM; can run multiple
sessions. Let II%,;, denote GW’s i-th session instance and I15 g, denote SM;s j-
th session instance. Each session instance is called an oracle. When an attacker
queries an oracle, the oracle must return corresponding response parameters.
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Define instance II};, where U € {GW,SM,}. In the random oracle model, I},
represents one of the two session instances II5, and HéMZ_. A probabilistic
polynomial-time attacker .4 can arbitrarily eavesdrop, intercept, modify, delete,
and inject messages on communication channels. Its attack capabilities are
demonstrated through the following oracle queries:

. Execute(Héj): This query simulates A’ s passive attacks, allowing A to
obtain all messages from communication parties on public channels.

o Send(Il};, M): This query simulates A’ s active attacks. A sends mes-
sage M obtained from communication channels to IIj;, which returns cor-
responding messages.

. Corrupt(HZi]): This query enables .4 to obtain instance Hli]’ s long-term
secret parameters.

o Test(Il};): This query simulates the semantic security of instance II¢, s
session key. After the Test query, IT{; flips a coin b. If b = 1 (heads), I},
returns the real session key to A; if b = 0 (tails), it returns a random
string of equal length.

Security Definition: This scheme’ s security is evaluated through game G,
(i=0,1,2,3,4,5). In the game, A can launch multiple queries to II},. A4 flips a
coin b (resulting in 0 or 1). If A correctly guesses the b value, it wins the game.
The advantage of attacker .4 in breaking this scheme’ s security is defined as
Adv%, = |2- Pr[Succ 4] —1|, where Pr[Succ 4] is the probability that A4 correctly
guesses the coin value b in game G,, and ¢ is a negligible value.

5.2 Security Analysis

Theorem 1. The probability that attacker A wins game G, within probabilistic
polynomial time is negligible. If A can execute at most g;, hash queries and q,,,,4
Send queries, the maximum advantage of A in breaking scheme S* s security is

2 2
Adv, < aHen + ok +2- AdvECPLY where |Hash| is the hash query size

and AdvflCDLP represents A’ s advantage in solving ECDLP.

Proof. Let Pr[Succfl"] denote the probability that A correctly guesses the coin
value b in game G, and Adqu denote A’ s advantage in breaking scheme S.

Game G(: This game simulates a real attack scenario, yielding Pr[Succio} =
Pr[Succ.4].

Game G: This game simulates A’ s passive attacks through Execute queries.
A obtains messages My = {ID 4y, Q sy, Vav }s My = {IDcw, Qaw, Vow }» and
M, = {PID}*" Vg, } through eavesdropping, but cannot compute session key
SK from these messazges. Therefore, compared with the real attack scenario, A
gains no additional advantage in this game, so Pr[Succgl] = Pr[SuccflO].
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Game G5: This game removes two collision scenarios present in G; and simu-
lates A’ s active attacks.

e Scenario 1: According to the birthday paradox [?], the probability of
2
hash query output collisions is less than or equal to %

e Scenario 2: The probability of collisions in selected random numbers is

2
. send
less than or equal to 2-|Hash|*

Unless the above collisions occur, G, and G, are indistinguishable. Therefore:

G G 2 2
|PrSucc,?] — PriSuce || < spha + oiiedy

Game G;: This game removes from G, the scenario where .4 guesses authen-
tication tokens Vg, or Vgy, without hash queries. The probability of this

scenario is less than or equal to ‘lsend
|Hash|

Game G,: This game removes from Gj the scenario where A successfully
decrypts to obtain IDg, . Therefore:

|P7’[Succ§l4] — Pr[SuccfﬁH < Advfl’“

Game G5: This game modifies G, to simulate A" s key compromise imperson-
ation attacks. A executes Corrupt queries to obtain long-term secret parame-
ters of GW and SM;. Under the condition that .4 obtains skqy and skg,, ,
to obtain SM, s session key, A must compute skqgy - Qgpr from Qg , which
requires solving the Elliptic Curve Discrete Logarithm Problem (ECDLT’). The
same applies to GW. Therefore, comparing this game with G,, we need to
compute:

|Pr[Succ§ls] — Pr[Succfl“H < AdvECPLP

In this game, A gains no advantage in guessing the b value, so:
Pr[S’uccff] =1
From equations (3) and (4), we obtain:

Pr[Succi“] < % + AdvECDLP

From equations (5) to (8) and the triangle inequality, we obtain:

2 2
Advy = |2 - Pr(Succg] = 1| < grppbgn + ofifady +2 - AdvfCPEP

Thus, Theorem 1 is proved. The above proof process means that A’s probability
of winning the game is negligible. Therefore, this scheme is secure under the
random oracle model.
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6 ProVerif Simulation Analysis

ProVerif is a widely used automated cryptographic protocol verification tool
that supports various cryptographic primitives such as encryption, decryption,
digital signatures, and hash functions, along with specified rewriting rules and
equations. The tool can prove reachability, authentication, and observational
equivalence. It consists of three components: protocol input, system processing,
and result output. The system input uses Pi calculus or Horn logic to encode pro-
tocols, the system processing uses first-order logic to derive security properties
of encoded protocols, and the result output can provide corresponding attack
sequences when the encoded protocol fails to satisfy specific security properties.
Additionally, ProVerif includes an attacker model capable of eavesdropping, in-
tercepting, modifying, or retransmitting messages, with these actions limited
only by encryption methods.

This paper models the proposed scheme in ProVerif across four different scenar-
ios to prove its resistance to known attacks and further verify its smart meter
anonymity and session key forward secrecy.

Scenario 1: Without leaking any secret parameters, the scheme is modeled in
ProVerif and queried for common attacks. This proves smart meter anonymity
and scheme reachability. The simulation results are shown in Figure 2 [Figure
2: see original paper|. Result queries scheme reachability, proving session key
security; Result proves smart meter anonymity; Results and demonstrate
that smart meters and gateways can achieve mutual authentication and resist
common attacks such as impersonation, replay, and man-in-the-middle attacks.

Scenario 2: This scenario verifies that the scheme provides session key forward
secrecy. Using the command to leak long-term secret parameters of the session
key to the attacker, the query results are shown in Figure 3 [Figure 3: see
original paper]. The attacker fails to obtain the session key.

Scenario 3: This scenario verifies the scheme’ s resistance to key compromise
impersonation attacks. Using the command to leak the private keys of smart
meters and gateways to the attacker, the query results are shown in Figure 4
[Figure 4: see original paper]. The attacker fails to obtain the session key.

Scenario 4: This scenario verifies the scheme’ s resistance to smart meter
temporary secret value leakage. Using the command to leak temporary secret
values of smart meters to the attacker, the query results are shown in Figure 5
[Figure 5: see original paper]. The attacker fails to obtain the session key.

7 Performance Analysis

This section analyzes the proposed scheme’ s performance in terms of security,
computational cost, and communication overhead, comparing it with schemes
from [?,2,2,7,7, 2, 7.
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As shown in Table 1 , in terms of security, the proposed scheme provides mutual
authentication, smart meter anonymity and untraceability, session key security,
and resistance to various known attacks. Gope et al.’s scheme [?] cannot provide
mutual authentication or session key security and cannot resist key compromise
impersonation attacks. Other schemes [?, 7, 7, 7, 7, ?] also have various security
flaws. Therefore, the proposed scheme is superior to existing schemes in terms
of security.

Computational costs are compared using experimental results from [?] obtained
on Ubuntu 12.04.1 LTS 32-bit operating system. The computational costs
are: hash operation T, ~ 0.0023ms; symmetric encryption/decryption T, =
0.0046ms; ECC point multiplication 7, ~ 2.226ms; ECC point addition 7, ~
0.0288ms; exponentiation T,,,, ~ 3.85ms; bilinear pairing 7, ~ 5.811ms. Some
operations with negligible costs are ignored [?]. Communication overhead is the
total number of bits transmitted during protocol execution. Lower communica-
tion overhead enables faster data transmission and reduced latency. To calculate
communication overhead, we assume identity identifiers, random numbers, hash
outputs, timestamps, and symmetric encryption/decryption blocks are 160 bits;
points on elliptic curves are 320 bits; and bilinear mapping group generators
are 1024 bits. Table 2 shows the comparison results for computational cost and
communication overhead.

In terms of computational cost, the proposed scheme primarily uses lightweight
operations such as hash functions and binary operations, supplemented by ECC
point multiplication and symmetric encryption/decryption, achieving a compu-
tational cost of 8.9523ms. Schemes [?, ?] adopt bilinear pairing and exponen-
tiation operations, significantly increasing computational overhead. Schemes
[?, ?, ?] mainly use ECC point multiplication, but the number of ECC point
multiplication operations exceeds that of the proposed scheme. The proposed
scheme reduces computational cost by 74.4%, 70.8%, 60.0%, 33.4%, and 42.7%
compared with [?, 7, ?, 7, ?], respectively. Although Gope et al.” s scheme
[?] primarily uses hash functions without additional high-cost operations, re-
sulting in lower computational cost, Table 1 shows that their scheme’ s use
of lightweight cryptographic primitives leads to insufficient security, making it
vulnerable to attacks. Moreover, Gope et al.” s scheme does not support pseudo-
identity updates and tracing, whereas the proposed scheme can generate new
smart meter pseudo-identities during sessions and distribute them to GW for
use in the next session. Additionally, the proposed scheme can trace the real
identity of malicious smart meters through pseudo-identities and revoke them.

In terms of communication overhead, the proposed scheme reduces message
transmission rounds during authentication to 3, achieving streamlined commu-
nication with only 1760 bits. In contrast, Gope et al.” s scheme [?] requires 4
message transmissions during authentication, resulting in 3040 bits of commu-
nication overhead. The proposed scheme reduces communication overhead by
42.1%, 50.5%, 52.6%, 21.4%, 15.4%, and 9.0% compared with [?, 7, 7, ? 7, 7],
respectively, significantly reducing communication latency.
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8 Conclusion

This paper addresses the problems of insufficient security and low efficiency
in existing smart grid communication authentication schemes. It analyzes and
proves security vulnerabilities in Gope et al.” s scheme and proposes an iden-
tity authentication and key agreement scheme for smart grids based on elliptic
curve cryptography. The proposed scheme’ s security is verified through the
ProVerif simulation tool and theoretical analysis. Comparison with similar au-
thentication schemes demonstrates advantages in security, computational cost,
and communication overhead, meeting smart grid requirements for security and
efficiency in communication processes.

The proposed scheme only supports one-to-one single-point authentication from
gateway to smart meter, where the gateway’ s computational cost grows linearly
with the number of smart meters in its jurisdiction. As smart meter deployment
becomes more comprehensive, gateways may need to provide large numbers of
authentication services simultaneously, resulting in high network latency and
posing a significant challenge to gateway computing capabilities. Future work
will investigate batch authentication where a single gateway authenticates mul-
tiple smart meters simultaneously to reduce gateway computational burden.
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