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Abstract

To reduce data storage requirements and transmission overhead in wireless In-
ternet of Things (IoT), a local directed acyclic graph blockchain scheme (LDB)
based on directed acyclic graph (DAG) is proposed. This scheme addresses node
storage constraints and transmission overhead by enabling wireless IoT nodes to
store only their own data blocks and the block hash values of neighboring nodes,
reduces the data verification process while ensuring data security, and enhances
overall network utilization. Additionally, a malicious node detection mechanism
is proposed to effectively identify malicious nodes within the network. In simula-
tion experiments, by comparing with IOTA across different network models, the
storage requirements, transmission overhead, and link load of LDB and IOTA
are evaluated. Experimental results demonstrate that at a network scale of 500
nodes, LDB reduces node storage space by 99.8%, decreases average transmis-
sion overhead by 66.2%, and reduces maximum load by approximately 28-fold
compared to IOTA.
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Abstract: To reduce data storage requirements and transmission overhead in
wireless Internet of Things (WIoT), this paper proposes a local directed acyclic
graph blockchain scheme (LDB) based on DAG. The scheme addresses node stor-
age limitations and transmission consumption by enabling WIoT nodes to store
only their own data blocks and hash values of neighboring nodes’ blocks, thereby
reducing data verification processes while ensuring data security and improving
overall network utilization. Additionally, a malicious node detection mechanism
is proposed to effectively identify malicious nodes in the network. Through simu-
lation experiments comparing LDB with IOTA across different network models,
we evaluate storage requirements, transmission consumption, and link load. Ex-
perimental results demonstrate that with a network of 500 nodes, LDB reduces
node storage space by 99.8%, average transmission consumption by 66.2%, and
maximum link load by approximately 28 times compared to IOTA.

Keywords: local directed acyclic graph blockchain; wireless Internet of Things;
data integrity

0 Introduction

The Internet of Things (IoT) encompasses all things connected to the Inter-
net [1]. With continuous upgrades of IoT devices and advancements in wire-
less communication technologies, wireless IoT (WIoT) has found widespread
applications in healthcare, energy, automotive, environmental protection, and
transportation [2]. According to Juniper Research, globally connected WIoT
devices will grow from 38.5 billion in 2020 to 50 billion in 2023 [3]. While the
proliferation of WIoT devices brings great convenience, it also introduces var-
ious security challenges. WIoT devices generate, process, and exchange large
volumes of privacy-sensitive data [4] that are closely related to people’ s daily
lives. Moreover, WIoT devices connect via wireless links with inherently low
security, and their limited power, storage, and computational capabilities make
them vulnerable to attackers who may steal, misappropriate, or forge identities
to tamper with devices, posing significant threats.

Blockchain, as a distributed computing and storage system integrating multiple
technologies, has been widely applied in WIoT security due to its decentraliza-
tion, immutability, and traceability [5]. Blockchain also provides robust privacy
protection for transactions through cryptographic hash algorithms. However,
blockchain security relies on its highly redundant nature, requiring each node
to store complete transaction histories to ensure data security [6]. WIoT de-
vices are typically simple in design with limited memory, making it difficult to
store entire blockchains. For example, the Bitcoin blockchain [7] required nearly
380GB per node by early 2022 [8], presenting a massive challenge for WIoT node
storage.

To address blockchain storage requirements, current widely adopted solutions
include light nodes, compressed blockchains, sharded blockchains, and coded
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blockchains [9]. Light nodes [7] store no block data and must rely on full nodes
when verifying specific transactions, reducing system distribution and creating
security vulnerabilities [10]. Compressed blockchains reduce storage by deleting
partial blockchain information, with nodes storing only transaction information
needed for new block verification [7], user balances [11], or block summaries [12],
but this permanently loses some block data, compromising blockchain integrity.
Sharded blockchains [13] partition the blockchain into multiple sub-chains, re-
ducing storage proportionally with shard count, but cross-chain transactions
and shard merging require high node functional complexity. Additionally, fewer
nodes in sub-chains reduce security [14]. Coded blockchains [15] use error cor-
rection coding to distribute blockchain data across nodes, but require powerful
encoding/decoding capabilities, increasing operational costs.

Compared with traditional blockchains, directed acyclic graph (DAG)
blockchain’ s high concurrency is considered the most promising research
direction for solving blockchain scalability issues, gaining increasing attention
from academia and industry [16]. DAG also brings new solutions to WIoT
storage problems, exemplified by IOTA (Internet of Things Application cryp-
tocurrency) [17], Byteball [18], and Hashgraph [19]. Specifically, literature [6]
proposes a lightweight DAG blockchain for resource-constrained vehicular social
networks, where each node stores only data of interest within topic groups,
and further proposes intra-group historical data pruning to reduce duplicate
storage. Literature [20] presents a DAG-based IIoT architecture combining
differential privacy to ensure data privacy and integrity, along with a load
balancing algorithm to balance node energy consumption and network lifetime.
Literature [21] proposes a Lightweight and Scalable Distributed Ledger for
IoT (LSDI), dividing large P2P networks into smaller ones to reduce compu-
tational overhead and deleting old transactions to reduce storage overhead,
demonstrating high transaction throughput while managing WIoT storage
and computational costs. Literature [22] analyzes and compares DAG-based
blockchains, concluding TOTA is most suitable for WIoT as it achieves zero
transaction fees, ensures data integrity, and avoids double-spending attacks.
However, IOTA is transaction-oriented, requiring transaction verification and
complex weight calculation during block generation. Moreover, IOTA exhibits
extremely rapid storage expansion and requires network-wide broadcasting for
new blocks, making it unsuitable for direct deployment on resource-constrained
WIoT nodes.

In current WIoT applications, nodes do not need to verify or judge data collected
by other nodes [23], such as temperature or humidity measurements. When
such data is sent to users, they make final decisions based on the data, such as
initiating fire alarms [24] or artificial rainfall [25]. Therefore, integrating WIoT
with blockchain requires ensuring data immutability while preventing network
administrators from making incorrect decisions based on attacker-modified data.

To reduce storage requirements and transmission consumption in WIoT while
ensuring data security, this paper proposes a Local DAG Blockchain (LDB)
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scheme that provides secure data storage for resource-constrained WIoT with
low storage and transmission demands. In essence, LDB uses DAG blockchain
as the underlying data structure for WIoT, operating at the data level rather
than block level for greater efficiency and scalability compared to traditional
blockchains. Unlike IOTA, LDB nodes only send data summaries to physically
close neighbors without network-wide broadcasting, reducing transmission over-
head. Simultaneously, nodes store only their own generated data blocks and
summaries of a few neighboring blocks, dramatically reducing network storage
requirements.

1 System Model

This paper’ s proposed LDB integrates optimizations in block structure, op-
eration mode, complexity, and security to meet WIoT nodes’ low-energy, low-
storage requirements while ensuring data security, making the system secure
and resource-efficient.

In traditional blockchains, nodes must independently store all blocks, establish-
ing a unidirectional link from genesis to latest blocks. For resource-constrained
WIoT, this is impractical. To address this, LDB is divided into physical and
logical layers: WIoT and DAG blockchain. At the physical layer, WIoT consists
of sensor nodes and users, with sensor nodes storing only locally generated data
blocks and minimal neighbor summary information to reduce storage. At the
logical layer, the DAG blockchain links sensor node-collected data to achieve
immutability. Table 1 summarizes the notation used.

Table 1. System Symbols

Symbol Description

P Data or transaction information

F(.) Function to compute data digest and block
hash

d Parent block hash byte length

S Sensor node i

tZ Timestamp when node ¢ generates block Z

b Address of block Z from node %

o? Signature of block Z from node ¢

R Sensor node transmission radius

d;; Euclidean distance between sensor nodes ¢ and
J

0 Block size and field length

N; Neighbor set of sensor node ¢

n; Number of blocks generated by sensor node i

Caug Average network transmission consumption
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Symbol Description

Sz Storage space occupied by block Z on WIoT
node ¢

h;; Current state block hash value of sensor node

ij
7, neighbor of node ¢

At the physical layer, WIoT is represented as G = (V, E), where V is the set
of sensor nodes and FE is the set of links between them. Assuming each node
has identical transmission range R, two nodes are neighbors if their Euclidean
distance is less than R, defined as N; = {j | d;; < R,Vj € V}. The node set V'
and link set E constitute the WIoT.

At the logical layer, D = (B, L) represents the DAG distributed ledger structure,
where B is the set of data blocks and L is the set of links between blocks. Each
element in L is an ordered pair of elements in B (i.e., (b,,bs)), denoted as I,
representing a link between data blocks. For any block b, € B, no path exists
from b, back to itself, establishing a directed acyclic graph among data blocks.

Let bZ = (i, Z,tZ) denote the block generated by sensor node i at time tZ, where
Z is the latest block sequence number generated by that node. Set hZ = F(bZ)
as the block hash value. Each node i’s current state block is b7, and hfj = F(bJZ)
represents the hash of neighbor node j s current state block. Thus, hZZ] = F(b]Z ).
Assuming node ¢ generates data at rate r;, when it generates 6 bytes of data,
it packages them into a block with data portion size §, where timestamp tZ is
calculated by:

T

t7

Figure 1 illustrates an LDB blockchain example. The upper portion shows a
DAG blockchain with 9 blocks generated by three nodes (1, 2, 3), each producing
3 blocks. This can be converted to a traditional DAG blockchain, such as IOTA’
s consensus mechanism Tangle [17], shown in the lower portion.

2 Local Directed Acyclic Graph Blockchain (LDB)

This section first analyzes IOTA’ s block structure, then discusses storage and
transmission consumption in IOTA-based WIoT systems, proposes LDB’ s block
structure and operation mode, analyzes sensor node storage and transmission
consumption, and finally examines LDB’ s security.

2.1 IOTA Block Structure

In IOTA, transactions are the basic data units, with each block containing one
transaction. The complete block set contains all transaction-related informa-
tion. Figure 2 shows IOTA’ s DAG blockchain block structure, which primarily
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consists of block address, Tag, two parent block hashes, timestamp, nonce, Bun-
dle, signature, and information list. The information list varies by application:
transaction information in cryptocurrency, or data to be stored in WIoT de-
vices. Unlike single-chain blockchains, each IOTA block contains two parent
block hashes.

The size of an IOTA block bI9T4 is:

6T 4] = [F(A)[+]F(d)|+|F(Tag)|+| F(t7)|+|F (z)|+| F (Bundle)|+| F(nonce) |+ F (M) |+| F(P)]
In IOTA-based sensor networks, the storage space occupied by blocks on sensor

nodes is calculated as: N
ST = 30 3

bZeB i=1

Each sensor node broadcasts new blocks to all nodes during generation, so IOTA’
s average transmission consumption is:

n
CIOTA = 3" > b7 x 0
1

bZeB i=

2.2 LDB Block Structure

Considering that WIoT nodes do not need to verify other nodes’ historical data
in practical applications [23], LDB redefines its block structure for better WIoT
suitability. Unlike IOTA, LDB stores and transmits data information, so it
removes IOTA’s Tag and Bundle fields while changing transaction information to
data information. Since nodes must store neighbor node summary information,
LDB extends IOTA’ s two parent block hashes to P, parent block hashes, where
P, depends on the number of neighbor sensor nodes of block 7’ s originating
sensor node.

Thus, LDB block structure includes block address, P; parent block hash values,
timestamp, nonce, signature, and data information, as shown in Figure 3. This
structure ensures data security and resists Sybil, replay, and DDoS attacks.

The size of an LDB block b*P5 is:

b7 PE| = [F(A)|+ Py x [F(d)] +|F(t7) + [F(f)] + |F (nonce)| + [F(M)| +|F(P)]

2.3 LDB Operation Mode

In LDB, when sensor nodes collect sufficient data, they broadcast only to neigh-
bor nodes rather than network-wide, and each node stores only its own blocks
and neighbor-broadcasted block hashes. The operation mode proceeds as fol-
lows:

1. Sensor node ¢ collects data f; within a time period;
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2. Obtains block signature using the data address’ s private key;

3. Uses stored neighbor nodes’ latest state block hashes as parent hashes hij,
then performs proof-of-work to find an appropriate nonce value;

4. Sensor node i composes new block b7 = (i, Z,t#) with f;, block address,
h;;, nonce, signature, and timestamp, computes hZ = F(bZ), broadcasts
to neighbor nodes j € N;, and stores link information locally;

5. Neighbor nodes j store received hZZ in local storage and update neighbor
state blocks.

Figure 4 illustrates the LDB workflow. For simplified notation, blocks are rep-
resented as b7 and hashes as hZ. When sensor node E collects data fp, it signs
the block using its private key, uses neighbor node D’ s current state block hash
h,% as parent hash, performs proof-of-work to find nonce, packages fg, block
address, h%, nonce, and signature into block bg, computes h%, and broadcasts
to node D. Similarly, when node A collects data f,, it uses neighbor nodes
B and C’' s current state block hashes h% and hg as parent hashes, performs
proof-of-work, packages f,, block address, h%, hZ, nonce, and signature into
block bi, computes hf‘, and forwards to nodes B and C. Upon receiving hi,
nodes B and C update their storage.

Thus, each sensor node only sends blocks to neighbors, forming a localized
blockchain system, while all node block data collectively form a complete DAG
blockchain, ensuring data security.

In LDB-based sensor networks, block storage space is calculated as:

SEPB = 30 3 w7+ 3

bZeB i=1 JEN,

In LDB, each new block only sends its hash to neighbor nodes, so average
transmission consumption is:

D D DI

bZeB i=1

2.4 Storage and Transmission Complexity Analysis

To evaluate LDB performance, we compare storage and transmission consump-
tion between the two approaches. Assuming n sensor nodes in the network, each
block comprises a header and body. In Bitcoin, for example, the block header
contains metadata linking to the previous block, while the block body contains
all transaction information. Since the block body is much larger than the header
[17], let storage and transmission complexity for block bodies be O(6) and for
headers be O(1).

IOTA’s storage and transmission complexity is O(nf). In LDB, each node stores
all block headers and only its own generated data (a minimal portion of block
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bodies). Additionally, LDB nodes only send block headers and bodies to neigh-
bors, not network-wide. Therefore, LDB’ s storage complexity is O(n + 6) and
transmission complexity is O(6). In the worst case where all nodes are mutual
neighbors, LDB’ s storage complexity remains far smaller than IOTA’ s, with
identical transmission complexity. However, in practical WIoT networks, the
probability of all nodes being neighbors is extremely low, with | V,| < n, making
LDB’ s actual transmission complexity lower than IOTA’ s (see experiments 3.5
and 3.6).

2.5 Security Analysis
This section analyzes LDB’ s security in WIoT and discusses three attack modes:

1) Sybil Attack Resistance: In P2P networks, a malicious node can assume
multiple identities to refuse block reception or transmission, effectively prevent-
ing other users from accessing the network. If attackers control 51% of nodes,
they can easily alter transaction order and prevent confirmation. In LDB, when
at least one honest node exists, hash digest links in the honest node’ s logical
DAG reveal disconnections, enabling attack detection. If sensor node i is at-
tacked, creating numerous malicious nodes sending false data hashes hiZj7 the
network administrator obtaining node i° s data can verify neighbor node 5 s
blocks and detect logical DAG link errors. Furthermore, LDB’ s quantitative
proof-of-work during block creation ensures block validity, enabling Sybil attack
resistance.

2) Replay Attack Resistance: Replay attacks involve sending previously re-
ceived packets to deceive systems, primarily targeting authentication processes.
Attackers steal authentication credentials via network sniffing and resend them
to authentication servers. In LDB, each block bZ contains a timestamp tZ, en-
abling precise time synchronization with minimal transmission delay, even in
large networks. In Figure 4, if sensor node A is attacked and resends previous
block hashes hZ; to nodes B and C, the first transmission timestamp ¢ ; differs
from the resent timestamp ¢4 5. Since t4; # t4 5, nodes B and C can reject
duplicate transmissions, effectively resisting replay attacks.

3) DDoS Attack Resistance: DDoS attacks involve multiple attackers simul-
taneously targeting one or more victims, or a single attacker controlling multiple
machines. In LDB, each block has its own timestamp tZ. If attackers send nu-
merous blocks from a single sensor node simultaneously, the attack is easily
detected. Since sensor networks typically use inexpensive devices, compromised
nodes can be replaced. Thus, DDoS attacks have minimal impact.
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3 Experiments
3.1 Experimental Environment

Simulation experiments were coded in PyCharm using Python 3.7 and run on a
Windows 10 system with an Intel Core i7-7500U CPU and 8GB RAM. To ensure
accuracy, each data point represents the mean of 100 independent simulation
runs.

3.2 Main Parameter Settings

To thoroughly evaluate LDB performance in WIoT, we implemented the pro-
posed LDB scheme based on DAG blockchain and validated its feasibility against
IOTA. For representative results, network models were randomly generated with
sensor nodes placed randomly within a 50m radius circle. Key parameters in-
clude: sensor node transmission range R = 20m, average data generation rate
r; = 50 bit/s, block data portion size § = 1024 bit (based on IOTA’ s small
size [27]), block hash length F(-) = 256 bit, fixed-size blocks P = 500 bit, and
average block generation time t7 = 10 s. In IOTA, sensor nodes broadcast
blocks using gossip protocol, where nodes send updated ledger states to neigh-
bors, compare requested versions, check for conflicts, update their ledger states,
and forward updates. In LDB-based WIoT, nodes only send blocks to neighbors,
simplifying broadcasting.

Since LDB block headers store P, more hash values than IOTA’s 2 parent hashes,
experiment 3.3 demonstrates minimal block header impact on node storage. Ex-
periment 3.4 compares block header impact on storage between LDB and IOTA,
showing storage ratios. Experiment 3.5 evaluates storage and transmission con-
sumption differences in random WIoT networks, clearly showing LDB’ s signif-
icantly lower storage. Finally, experiment 3.6 compares link load between the
two approaches.

3.3 Impact of Block Headers on Storage Space

For realistic data distribution, we assume Poisson-distributed data generation
rates. The network initially contains Z = 1000 blocks. Figure 5 shows sensor
node data distribution. Since LDB blocks contain more parent hashes than
IOTA’ s 2, we analyze block header storage impact. Based on equations (5) and
(8), we record the ratio of sensor nodes using LDB versus IOTA and display
frequency distributions in Figure 6. Results show that with n = 500 nodes,
the block header ratio increases storage by only 0.1% compared to no headers,
decreasing further as network scale grows. Thus, block headers have minimal
impact on overall node storage.

3.4 Node Storage Comparison and Analysis

Figure 7 compares overall node storage trends between LDB and IOTA in WIoT.
The experiment assumes n = 500 sensor nodes, each generating Z = 40 blocks.
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Based on equations (4) and (7), node storage increases as nodes continuously
collect data and receive blocks from others. Both methods show increasing
trends, but at timestamp tZ = 50s, LDB-based WIoT node storage is ap-
proximately SEFPB = 4.39 x 10 bit, while IOTA-based WIoT node storage
is SiIOTA = 2.0 x 107 bit—approximately 500 times larger. As node count in-
creases, LDB storage scales down proportionally with network size. This occurs
because IOTA requires every node to store all blocks network-wide, while LDB
only stores neighbor node hashes. Results demonstrate that LDB reduces WloT
node storage space by 99.8% compared to IOTA, with greater reductions as net-
work size increases.

3.5 Transmission Consumption Comparison and Analysis

Figure 8 shows overall transmission consumption trends between LDB and IOTA
in WIoT, analyzing block size impact. In equations (5) and (8), LDB links refer
to neighbor connections, while IOTA links refer to network-wide connections.
Both methods’ consumption increases over time, but LDB’ s is substantially
lower. At tZ = 50s, LDB average transmission consumption is CLPB = 6.1 x 105

avg

bit, while IOTA” s is CIQT4 = 1.96 x 10° bit—a 66.2% reduction. This is
because IOTA nodes forward blocks to neighbors’ neighbors iteratively until
all nodes receive them, whereas LDB only sends block hashes to immediate
neighbors. Results show LDB reduces average transmission consumption by

66.2% compared to IOTA.

3.6 Link Load Comparison and Analysis

Figure 9 depicts link traffic variation between the two methods, measured as
block count per link. The experiment assumes a network of n = 500 sensor
nodes generating Z = 2000 blocks across 1500 links. In IOTA-based WIoT, link
1 transmits approximately 2000 blocks with irregular, high-volume distribution.
In LDB-based WIoT, link traffic is more balanced, preventing excessive network
link load. Results demonstrate that LDB reduces maximum link load by approx-
imately 28 times compared to IOTA, effectively alleviating link congestion and
reducing network link load.

4 Conclusion

This paper investigated a WIoT data security transmission scheme based on
DAG blockchain. We proposed a secure WIoT data transmission model (LDB)
that leverages blockchain technology to achieve data immutability. LDB in-
troduces DAG blockchain technology distributed to local nodes, eliminating
network-wide data verification. This reduces node storage requirements and
inter-node transmission consumption while improving overall network through-
put. Compared with IOTA, LDB demonstrates superior link traffic distribution.
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Future work will continue exploring blockchain data security in IoT, particularly
WIoT. To address DAG blockchain storage bottlenecks, we will investigate en-
hanced storage techniques. While this paper provides security and performance
analysis of IOTA and LDB, subsequent research will examine LDB’ s concrete
implementation in WIoT. Considering WIoT characteristics, future work may
incorporate a credit scoring mechanism for each node to detect potential attacks.
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