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Abstract

To address the problems of high content transmission delay, high packet loss
rate, and low request hit rate in NDN satellite networks, we propose a multi-
constraint routing algorithm for satellite networks based on SDN and NDN,
named SNMcRA (Satellite Networks Multi-constraint Routing Algorithm). By
leveraging SDN’s centralized control and global view, a multi-constraint routing
model is established that integrates link multi-constraint information with an
ant colony algorithm to solve for the minimum-cost path satisfying constraints
on delay, bandwidth, and packet loss rate. Nodes dynamically construct the
Forwarding Information Base (FIB) and Pending Interest Table (PIT) during
packet forwarding. Experimental results demonstrate that, compared with the
DSP algorithm, the proposed algorithm reduces delay by 35%, improves band-
width utilization by 29%, decreases packet loss rate by 17%, and also exhibits
significant advantages in request hit rate.
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Abstract: To address the problems of high content transmission delay, high
packet loss rate, and low request hit rate in NDN satellite networks, this paper
proposes a multi-constraint routing algorithm for satellite networks based on
SDN and NDN, named SNMcRA (Satellite Networks Multi-constraint Routing
Algorithm). Leveraging SDN’s centralized control and global view, the algo-
rithm establishes a multi-constraint routing model that integrates link multi-
constraint information with an ant colony algorithm to solve for the least-cost
path satisfying constraints on delay, bandwidth, and packet loss rate. Nodes
dynamically construct the Forwarding Information Base (FIB) and Pending In-
terest Table (PIT) during packet forwarding. Experimental results demonstrate
that compared with the DSP algorithm, SNMcRA reduces delay by 35%, im-
proves bandwidth utilization by 29%, reduces packet loss rate by 17%, and offers
significant advantages in request hit rate.
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0 Introduction

With the rapid development of space technology, satellite networks have become
a critical component of global communications. As the core of satellite network
communication protocols, routing protocols play a significant role in improving
data transmission efficiency and reliability. Meanwhile, user demand for mul-
timedia content such as video and voice is growing exponentially. However,
IP-based satellite networks suffer from inherent limitations in content trans-
mission: the binding of identity and location causes repeated transmission of
identical content within the network, wasting substantial on-board bandwidth
resources. Therefore, a new network architecture is needed to overcome these
challenges in satellite network environments.

Named Data Networking (NDN), a data-centric future network architecture,
decouples content from location and supports in-network caching, alleviating
the low transmission efficiency issues of traditional TCP/IP networks. NDN
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employs a receiver-driven communication model with two packet types: Inter-
est packets and Data packets. Packet forwarding is managed through three
data structures: the Content Store (CS), Pending Interest Table (PIT), and
Forwarding Information Base (FIB).

Existing NDN forwarding methods offer certain advantages in stable topologies.
For instance, Wang L et al. proposed an OSPF-based NDN routing protocol
that distributes routing messages through flooding to achieve content delivery.
Zhang L created network topology through periodic broadcast of link-state infor-
mation and used hop-by-hop forwarding instead of OSPF-based periodic prefix
announcement flooding. However, in satellite networks with highly dynamic
topology, existing static mapping and flooding routing or link-state broadcast-
based routing mechanisms are unsuitable due to two key problems: (1) frequent
broadcasting or multicasting of Interest packets causes multiple data sources
to respond to requests simultaneously, resulting in redundant data transmis-
sion; and (2) frequent satellite link disruptions may prevent Data packets from
returning via the reverse path of Interest packet transmission.

To address these issues, Hasan M A Islam et al. combined NDN with DTN to
solve the problem of Data packets failing to receive timely replies due to frequent
disruptions. Liu Di et al. modeled the predictable satellite link switching sta-
tus using time-varying graphs to dynamically calculate time-dependent fastest
paths for packet transmission, but this approach only considered single-objective
optimization and suffered from low routing efficiency due to high topology vari-
ability. Zhou Y et al. employed a connection graph routing method based on
satellite connection plans to determine packet forwarding paths, using optimal
and suboptimal paths simultaneously, but this method lacked dynamic adapt-
ability and imposed high requirements on satellite nodes.

Given these limitations, this paper proposes SNMcRA (Satellite Networks Multi-
constraint Routing Algorithm), a multi-constraint routing algorithm based on
SDN and NDN for satellite networks. Compared with traditional flooding rout-
ing and single-objective optimization methods based on connection graphs, SN-
McRA leverages SDN’s centralized control and uses an improved ant colony
algorithm to obtain the least-cost path satisfying multiple constraints on delay,
bandwidth, and packet loss rate, enabling efficient packet transmission.

1 SDN-Based Satellite Network System Architecture

The SDN (Software Defined Network) architecture separates the network control
plane from the forwarding plane, effectively improving network management,
control, and data processing. This paper designs a multi-layer satellite network
architecture based on SDN called MsnSDN (multi-layer satellite network based
on SDN), as shown in [Figure 1: see original paper]. Three GEO satellites serve
as local controllers, responsible for obtaining real-time status information of
LEO satellites and performing routing calculations and network management.
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The forwarding layer consists of LEO satellite nodes that forward data according
to flow tables issued by GEO satellites. The ground control center acts as a
global controller for centralized control and management of the entire satellite
network.

Based on the periodicity and predictability of satellite network topology, this
paper adopts a virtual node strategy to “shield” the high dynamics of satellites.
According to the regional positions divided by ground stations on the Earth’s
surface, the virtual satellite node above a region remains unchanged, while ac-
tual satellites continuously move and change their logical addresses based on
regional positions, thereby forming a globally covered virtual fixed topology.

3 SNMcRA-Based Routing Calculation

In NDN, Interest packets and Data packets are forwarded through FIB and PIT
tables. Therefore, to achieve efficient routing in NDN-based satellite networks,
FIB and PIT tables must first be constructed. This paper establishes a multi-
constraint routing model where GEO satellite controllers obtain global network
status information and execute the SNMcRA algorithm to find the least-cost
path satisfying constraints on delay, bandwidth, and packet loss rate, thereby
enabling dynamic construction of FIB and PIT during packet forwarding.

2.1 SNMcRA-Based FIB Construction Process

In satellite network scenarios, broadcast-based forwarding of Interest packets
causes multiple data sources to respond to requests simultaneously, resulting
in redundant data transmission and wasting on-board bandwidth resources.
Therefore, this paper forwards Interest packets to the GEO satellite controller
to obtain the content source satellite node and executes multi-constraint
routing calculations to determine the optimal forwarding path, thereby
updating/modifying the FIB table, as shown in [Figure 2: see original paper].

When a satellite node receives an Interest packet, it first checks the CS. If the
content is found in CS, the Data packet containing the content returns along
the original path, satisfying the user request. Otherwise, the node checks the
PIT. If a PIT entry for this content exists, the incoming interface information
is added to the corresponding entry. If no PIT entry exists, the node continues
to check the FIB. If forwarding interface information for this content is found in
FIB, the packet is forwarded according to the interface information. If no FIB
entry exists, the Interest packet is forwarded to the GEO satellite controller.
The controller obtains the content source satellite node based on the parsed
content name and executes multi-constraint routing calculations to determine
the optimal forwarding path for the Interest packet. It then issues flow tables
to the corresponding LEO satellites to complete forwarding. If calculation fails,
the Interest packet is traced back or discarded.
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2.2 SNMcRA-Based PIT Construction Process

In stable network topologies, Data packets return along the reverse path of
Interest packet transmission. However, satellite network topology changes dy-
namically, and the reverse path of the Interest packet may no longer exist by
the time the Data packet returns. Therefore, PIT tables must be constructed
dynamically. Since NDN natively supports content-level rerouting, when PIT
tables need updating, the GEO satellite controller simply executes SNMcRA
routing calculations, as shown in [Figure 3: see original paper].

When a satellite node receives a Data packet, it first checks whether the packet
exists in CS. If present, the Data packet is discarded. Otherwise, the node
checks the PIT. If the recorded Interest packet transmission link in the PIT still
exists, the Data packet is forwarded and cached according to the PIT. If the
link no longer exists, the node requests the GEO satellite controller to execute
multi-constraint routing calculations for the optimal Data packet forwarding
path. If the calculation succeeds, the LEO satellite node forwards the Data
packet according to the flow table and caches it following the appropriate caching
strategy. If calculation fails, the node returns a NACK.

3.1 Multi-Constraint Model

The LEO satellite system is modeled as a graph G(V, E), where V' is the set
of satellite nodes and F is the set of inter-satellite links. Let P(s,d) denote a
path from source node s to destination node d, and [, ; denote the link between
node k and node [. This paper selects the most important path constraints as
follows:

1) Communication Delay: The sum of transmission delay and node queu-
ing delay along the path, calculated as:

delay(P(s,d)) = delay,, (P (s,d))+delay,,(P(s,d)) = Z delay,,.(I;.;)+ Z delay,, (v)
Ik, 1 EP(s,d) veP(s,d)

where delay,,.(I), ;) is the transmission delay of link [, ; and delay,, (v) is
the queuing delay of node v.

2) Remaining Available Bandwidth: The difference between total link
bandwidth and used bandwidth, belonging to concave parameters:

band(lk,l) = B(lk,l> - Bused(lk,z>

where B(l;, ;) is the total bandwidth of link [, ; and B, 4(l5 ;) is the used
bandwidth.

3) Packet Loss Rate: The ratio of lost packets to total transmitted packets,
belonging to multiplicative parameters:

loss(P(s,d)) =1— H (1 —loss(ly;))

lp,1€EP(s,d)
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where loss(ly, ;) is the packet loss rate of link [} ;.

This paper defines the path cost cost(P(s,d)) as the weighted sum of commu-
nication delay, available bandwidth, and packet loss rate:

delay(P(s,d)) " B,.in oy loss(P(s,d))
! D 2band(P(s,d)) 5L

max

cost(P(s,d)) =w
mn

where D is the minimum communication delay in the current satellite net-
work, B,,;, is the maximum available bandwidth among current satellite net-
work links, L, ;.. is the minimum packet loss rate in the current satellite network,
and w;,w,,w; are relative weights for delay, available bandwidth, and packet

max

loss rate, respectively, with Z?;l w; = 1.

The algorithm’s objective is to find a path with minimum cost for each content
request while satisfying delay, bandwidth, and packet loss rate constraints. The
multi-constraint routing model is established as follows:

(P(s,d))
s.t. delay(P(s,d)) < D, 0
band(P(s,d)) > B,,.n,
loss(P(s,d)) <L

— max

min cost(P

where D, ..., Bnin, a0d L, .. represent the constraint thresholds for communi-
cation delay, available bandwidth, and packet loss rate, respectively.

3.2 Model Solving Based on Improved Ant Colony Algorithm

The ant colony algorithm simulates ants releasing pheromones along their paths
during foraging. Shorter paths attract more ants, resulting in higher pheromone
concentrations and more ants selecting those paths, ultimately finding the short-
est path. However, the basic ant colony algorithm aims only to find the shortest
path and easily falls into local optima. This paper combines multi-constraint
conditions with the ant colony algorithm, fully considering link multi-constraint
information during pathfinding to efficiently solve for optimal paths satisfying
delay, bandwidth, and packet loss rate constraints.

3.2.1 State Transition Rule Based on Prior Knowledge and Probabil-
ity Drive The basic ant state transition formula is:

[Tt (O] [0 (£)])°
P (k1) = { Seopecalre 0l o L€ prectd)
0, I ¢ prec(q)

where P, (k, ) is the probability of ant g transferring from satellite & to satellite [,
prec(q) is the set of nodes waiting to be visited by ant ¢, 7, ;(¢) is the pheromone
concentration on link [, ; at time ¢, o is the pheromone heuristic factor reflecting
the influence of pheromone concentration on the transition rule, 7, ,(t) is the
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heuristic information on the link from node k to node [ at time ¢, and 3 is the
heuristic function factor reflecting the influence of heuristic information on the
transition rule.

The basic ant state transition rule only selects the next hop based on probabil-
ity, resulting in high randomness and slow convergence. Therefore, this paper
employs prior knowledge selection combined with probability drive to determine
the ant’s next movement direction, better utilizing the positive feedback mecha-
nism of ants than the basic ant colony algorithm. The improved state transition
rule is:
_ {arg MaX;eprec(q{ [T (0] - [0 (1%}, p < g
random selection based on Pq(k, D, p>pg

where p is a random number uniformly distributed in [0, 1], p, is the state
transition factor calculated as:

NC
N,

max

po=1-
where N, ... is the maximum number of iterations and NV, is the current iteration
number. When p < p,, the algorithm uses prior knowledge for non-random
search, transferring to the node with the maximum product of pheromone and
heuristic function. When p > p,, it calculates random transition probabilities
for all nodes satisfying constraints and selects the node with higher probability.

In the early iterations, p, is larger, making nodes more likely to select determin-
istic transfers and accelerating local optimal path search. In later iterations, p,
becomes smaller to increase random transition probability and prevent falling
into local optima. Thus, the improved state transition rule dynamically adjusts
the state transition factor, enriching the selectability of next-hop nodes and
preventing the algorithm from getting trapped in local optima.

3.2.2 Pheromone Update Rule Based on Multi-Constraint Link Cost
The basic pheromone update method is:

T (t+1) = (1—p) -7, (t) + A1y, (1)

where p is the pheromone volatilization factor (0 < p < 1), 7;,(t) is the
pheromone amount on link [, ; at time ¢, and A7, () is the pheromone in-
crement left by ants on link [, ;:

ATy (t) = Z AT ()
g=1

where @) is a constant representing pheromone intensity and L, is the path
length traveled by ant ¢ in the current cycle.

The basic pheromone update method only considers single path length factor
and is unsuitable for solving multi-constraint routing paths. Therefore, this
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paper combines multi-constraint conditions with pheromone update, enabling
the ant colony to perceive path parameters such as delay, bandwidth, and packet
loss rate in real-time and adjust path search strategies promptly. The improved
pheromone update rule is:

T (t+1) = (1—p) -7, (t) + A1y 1 (2)

where A7, ,(t) is calculated as:

1
At () = 4 Gy i € Pls,d)
’ Oa lk,l ¢ P(‘Svd)

and cost(P(s,d)) is the path cost value of the current optimal solution ant, as
defined in Equation (4). The smaller the cost of the selected path, the more
pheromone is added to that path, guiding more ants to choose it.

To avoid excessively high or low pheromone concentrations causing premature
local optima or search stagnation, this paper restricts pheromone amounts on
all optimized paths to the range [7,,;, Tmaz)- When exceeding this range, the
pheromone amount is forcibly limited to 7,,;,, Or 7,42

Trins Tk,l(t + 1) < Tmin
Tt +1) =9 (1 —=p) - 75 ,(t) + A7y 1 (1), Topin < Ty (E+1) < T
Tmazs Tk,l(t + 1) > Tmaz

The steps for solving the optimal multi-constraint path in satellite networks
using the improved ant colony algorithm are described as follows:

Step 1: Initialize multi-constraint condition parameters for network nodes and
links, as well as basic parameters in the ant colony algorithm.

Step 2: Remove links that do not satisfy constraints from the network based
on multi-constraint conditions to obtain a new network topology. Then, based
on the new network topology, set the iteration count N, = 1.

Step 3: Set the source node s as the ant’s current node and add it to the tabu
table.

Step 4: The ant selects the next-hop node based on the state transition rule
(Equation (8)) and multi-constraint conditions, adding the selected node to the
tabu table.

Step 5: The ant checks whether the current node is the destination node. If
yes, the pathfinding is declared successful and the algorithm jumps to Step 7;
otherwise, it proceeds to Step 6.

Step 6: The ant checks whether the set of unvisited nodes for the current
node is empty. If empty, pathfinding is declared failed; otherwise, the algorithm
returns to Step 4.
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Step 7: The destination node d selects an optimal path based on path cost
cost(P(s,d)). The ant returns along the original path and updates pheromones
according to Equation (13).

Step 8: If N, < N,,,.., set N, = N, + 1 and return to Step 3; otherwise, the

algorithm loop ends and outputs the optimal solution.

4 Performance Evaluation
4.1 Simulation Scenario and Parameter Settings

In the simulation, three GEO satellites serve as controllers to manage the entire
network in real-time, while LEO satellites simulate the forwarding layer using
the Iridium constellation. The GEO satellite controllers collect node and link
information from the LEO network, with specific parameters shown in .

Table 1 Satellite Network Orbit Parameters

Parameter GEO Layer LEO Layer
Satellites per orbit 3 66

Orbit altitude (km) 35786 780

Orbit inclination (°) 0 86.4
Minimum elevation (°) - 8.2

In the simulation, considering constraints on communication delay, remaining
bandwidth, and packet loss rate for transmission services, this paper sets the
thresholds for delay, bandwidth, and packet loss rate as D, ., = 100 ms, B,,;,, =
10 ~ 30 Mbps, and L,,,.. = 3%, respectively. Using the eigenvector method, the
weights for delay, available bandwidth, and packet loss rate in the cost function
are calculated as w = (0.55,0.25,0.2), with a consistency ratio CR = 0.04 < 0.1,

indicating the weight vector is acceptable.

The parameter values in the ant colony algorithm significantly affect perfor-
mance. Regarding the ant quantity parameter, while a large number of ants
(approaching problem scale) improves search stability and globality, it slows
convergence. Generally, the optimal number of ants is chosen as two-thirds
of the number of nodes, so this paper selects m = 45. Referencing literature
[22], considering that excessively low initial pheromone concentration increases
algorithm loop count, this paper sets 7, = 20. To prevent premature search
termination due to excessively low pheromone concentration, 7,,;, = 10 is set.
When pheromone values are within 100, problem scale has minimal impact on
pheromone value selection, so 7,,,, = 100 is chosen. To ensure optimal algo-

rithm performance, the maximum iteration count is set to N,,,, = 50.

The values of o, 3, and p are determined experimentally by measuring their
impact on the number of iterations required to converge to the optimal solution
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while fixing other parameters. The experimental results are shown in [Figure 4:
see original paper] and [Figure 5: see original paper].

Figure 4 The influence of o and 3 on the number of iterations

The experiments show that as a and 8 values increase, the number of algorithm
iterations gradually increases. Therefore, this paper selects « = 1 and § = 2,
which yield the fewest iterations to converge to the optimal solution. After
determining o and £, the experimental results for p are shown in [Figure 5: see
original paper].

Figure 5 The influence of parameter p on the number of iterations

The results indicate that when p = 0.5, the algorithm requires the fewest itera-
tions to converge to the optimal solution, so p = 0.5 is selected.

4.2 Simulation Results Analysis

This section compares the convergence performance of the proposed SNMcRA
algorithm with the basic Ant Colony Optimization (ACO) algorithm.

[Figure 6: see original paper] shows the algorithm convergence comparison. As
the number of ants increases, the iteration count required for the proposed algo-
rithm to reach the optimal solution is consistently lower than that of the ACO
algorithm. When the number of ants is 45, the proposed algorithm converges
to the optimal solution in approximately 6 iterations. This is because SNMcRA
improves upon the basic ant colony optimization algorithm by selecting next-
hop nodes through a combination of prior knowledge and probability selection,
accelerating local optimal path search. Additionally, it optimizes pheromone
update by incorporating link multi-constraint information and sets upper and
lower bounds for pheromone concentration to prevent the algorithm from falling
into local optima or stopping search prematurely. Consequently, the algorithm
achieves faster convergence.

Figure 6 Algorithm convergence

Simulations were also conducted to compare ACO, DSP (Dijkstra Shortest
Path), and SDN-SPA (SDN-based Shortest Path Algorithm) under the same
scenario, with detailed analysis and comparison of network transmission delay,
link bandwidth utilization, and packet loss rate.

Combining the virtual topology strategy, this paper simulates transmission de-
lays of different routing algorithms across 100 static network topologies, as
shown in [Figure 7: see original paper]. The results demonstrate that the pro-
posed algorithm consistently achieves lower transmission delay than the other
four algorithms. Specifically, the average transmission delays of ACO, DSP,
and SDN-SPA algorithms are 0.10s, 0.12s, and 0.11s, respectively, while the
proposed algorithm’s average transmission delay is 0.076s, representing a max-
imum reduction of 35% compared to other algorithms. When network load
increases, other algorithms that select paths based solely on distance &% S35

chinarxiv.org/items/chinaxiv-202204.00076 Machine Translation


https://chinarxiv.org/items/chinaxiv-202204.00076

ChinaRxiv [$X]

BRIAZE, FIRIERA, MAXEEGHREFARLETR, BHATEFIRRIENER, Fit
RESHEIEREARYT

Figure 7 Network transmission delay comparison

[Figure 8: see original paper| shows the bandwidth utilization comparison simu-
lation. When the number of service requests is less than 250, the bandwidth uti-
lization of the four algorithms is similar. When the number of requests exceeds
250, the bandwidth utilization growth trends of SDN-SPA and DSP algorithms
slow down because both are based on shortest path algorithms that prioritize
routing data flows to a single shortest path. In contrast, ACO and SNMcRA
comprehensively consider link bandwidth factors, bypassing congested links dur-
ing path calculation and utilizing more links for path selection, thus achieving
better bandwidth utilization performance. However, the traditional ACO algo-
rithm is prone to local optima, resulting in slightly worse solution quality. The
proposed algorithm improves the ant colony algorithm by incorporating link in-
formation, enabling faster optimal solution finding. When the number of service
requests reaches the maximum, the proposed algorithm’s bandwidth utilization
improves by up to 29% compared to other algorithms.

Figure 8 Bandwidth utilization comparison

[Figure 9: see original paper] shows the trend of average packet loss rate varying
with network load. As network load increases, the packet loss rates of all four
routing algorithms gradually increase. Under light network load, the packet loss
rates are similar across algorithms. As load increases, the proposed SNMcRA
algorithm achieves the lowest packet loss rate, with a maximum reduction of
26% compared to other algorithms. This is because ACO, DSP, and SDN-SPA
algorithms do not consider link packet loss rate conditions when searching for
shortest paths, selecting only the shortest distance path, which easily leads to
network congestion and increased packet loss. The proposed algorithm com-
prehensively considers link packet loss rate, preferring non-blocking paths with
lower packet loss rates during path selection, thus achieving lower packet loss
rates.

Figure 9 Comparison of network average packet loss rate

[Figure 10: see original paper| compares request hit rates under stable network
conditions across the MsnSDN architecture, SWIMNDN architecture, and SDN
satellite network architecture. In the SDN satellite network architecture, for-
warding nodes lack caching functionality and content providers are designated
by source nodes, resulting in relatively low request hit probability. Under the
SWIMNDN architecture, introducing caching functionality at forwarding nodes
fully utilizes in-network node caches, effectively improving request hit rates in
satellite networks. However, the MsnSDN architecture’s global view and cen-
tralized control via controllers enable better utilization of content caching for
content lookup and retrieval, thus achieving higher request hit rates.

Figure 10 Request hit rate comparison
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To analyze the time complexity of the SNMcRA algorithm, this paper breaks
down the algorithm’s execution steps and analyzes their time complexity pro-
gressively, as shown in , where n is the number of LEO satellite nodes and m
is the number of ants.

Table 2 SNMcRA Algorithm Time Complexity

Step Time Complexity
Initialize parameters O(n?)

Set ant tabu table O(m)

Each ant constructs solution individually O(m - n?)

All ants complete cycle and calculate path cost  O(m - n)

Update link pheromone concentration O(n?)

Save optimal solution setting 0O(1)

From the table, when the ant traversal loop count is IV, at algorithm termina-
tion, the overall time complexity is O(c - N, -n - m). According to theoretical
and practical requirements, after improving the state transition probability rules
and pheromone update method of the traditional ant colony algorithm, the time
complexity of SNMcRA is acceptable.

5 Conclusion

This paper proposes SNMcRA, a satellite network multi-constraint routing al-
gorithm based on SDN and NDN. By establishing a multi-constraint routing
model that integrates multi-constraint information with the ant colony algo-
rithm, the algorithm optimizes the ant state transition rules and pheromone
update method in the basic ant colony algorithm, improving convergence speed
and optimization capability to efficiently solve for the least-cost path satisfying
constraints on delay, bandwidth, and packet loss rate. Simulation experiments
demonstrate that the proposed algorithm achieves faster convergence and offers
significant advantages over ACO and DSP algorithms in terms of transmission
delay, bandwidth utilization, packet loss rate, and request hit rate.

Future work will focus on research into content request aggregation to better
leverage the advantages of NDN content distribution.
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