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Abstract
To address issues such as key abuse and digital certificate management in exist-
ing lattice-based proxy re-encryption schemes, we introduce an accountability
mechanism and propose a novel identity-based accountable proxy re-encryption
scheme. This scheme employs user identity ID to compute and generate a matrix
as the public key, and utilizes the preimage sampling algorithm to extract the
private key, thereby resolving the problem of digital certificate management. It
leverages both users’public keys to compute and generate the re-encryption key,
which enhances computational efficiency during encryption and decryption. Fur-
thermore, it incorporates the proxy’s public-private key pair in the re-encryption
operation to implement the accountability algorithm, effectively mitigating col-
lusion between the proxy and the delegatee. Security analysis demonstrates
that the scheme achieves security against chosen-plaintext attacks; regarding
efficiency, the scheme exhibits relatively low computational complexity and ci-
phertext overhead.
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Abstract: To address key abuse and digital certificate management issues in
existing lattice-based proxy re-encryption schemes, this paper introduces an ac-
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countability mechanism and proposes a novel identity-based accountable proxy
re-encryption scheme. The scheme computes a matrix from the user’s identity
ID to serve as the public key and employs a preimage sampling algorithm to
extract private keys, thereby solving the digital certificate management problem.
It uses both users’public keys to compute and generate re-encryption keys, im-
proving computational efficiency during encryption and decryption. The proxy’
s public and private keys participate in re-encryption operations to complete
the accountability algorithm, effectively curbing collusion between the proxy
and the delegatee. Security analysis demonstrates that the scheme satisfies
chosen-plaintext attack security, while efficiency analysis shows low computa-
tional complexity and ciphertext overhead.

Keywords: proxy re-encryption; lattice; learning with error; accountability

0 Introduction
Cloud storage and data sharing currently occupy a central position in network
data storage and computation. Users store large amounts of data in network
cloud drives to reduce the burden on their own storage devices while facilitating
data sharing among users. In complex network environments, users need to
encrypt data before uploading it to cloud servers for storage or sharing to protect
data privacy. However, data senders must constantly monitor whether users are
accessing the data and download the requested data before forwarding it to
recipients. Proxy re-encryption solves the problem of data owners needing to
be continuously online in traditional cloud computing environments, reduces
the burden of frequently accessing cloud ciphertext data, and enhances data
reliability and confidentiality.

In 1998, Blaze et al. [1] first introduced the concept of Proxy Re-encryption
(PRE), adding a proxy role to public key encryption systems where the proxy
uses re-encryption keys to perform ciphertext transformation. In 2007, Green et
al. [2] proposed the first Identity-Based Proxy Re-encryption (IB-PRE) scheme,
where user identity ID serves directly as the public key, solving the certificate
management problem in public key infrastructure. This scheme satisfies multi-
hop and non-interactive properties. However, with the development of quan-
tum computers, the security of traditional number-theoretic hard problems is
threatened. In 2010, Xagawa et al. [3] first proposed a lattice-based proxy
re-encryption scheme that not only resists quantum attacks but also reduces
computational complexity. In 2014, Singh et al. [4] integrated identity-based
encryption with proxy re-encryption, proposing a PRE scheme that can encrypt
multi-bit information and improve operational efficiency. Their scheme satis-
fies anonymity and multi-hop properties. In 2021, Tang et al. [5] constructed a
PRE scheme using the RLWE (Ring Learning With Errors) problem, effectively
reducing ciphertext and key sizes while improving encryption and decryption
efficiency. However, all these schemes are bidirectional, cannot resist collusion
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attacks, and suffer from key leakage and other security issues.

In 2016, Kim et al. [6] proposed the first unidirectional proxy re-encryption
scheme based on worst-case lattice hard problems, where the delegatee cannot
perceive the proxy’s existence—ciphertexts re-encrypted using the re-encryption
key are indistinguishable from those encrypted directly with the delegatee’s
public key. In 2020, Wang et al. [7] identified issues in Kim’s scheme where
re-encrypted ciphertexts could not be decrypted or had high error rates, propos-
ing a new unidirectional proxy re-encryption scheme proven to satisfy chosen-
plaintext attack (CPA) security. In 2021, Dutta et al. [8] presented the first
concrete construction of a collusion-resistant unidirectional IB-PRE for selec-
tive and adaptive identities. Their construction is non-interactive and non-
transferable but does not satisfy multi-hop properties.

In 2013, Wang et al. [9] proposed a new primitive called PRE+, which differs
from traditional PRE in terms of who delegates decryption rights. In traditional
PRE, the delegator is the ciphertext recipient, whereas in PRE+, the delegator
is the ciphertext sender—i.e., the encryptor delegates decryption rights to the
delegatee. Additionally, the input elements in the re-encryption key generation
algorithm differ: traditional PRE generates re-encryption keys using the recipi-
ent’s private key and the delegatee’s private or public key, while PRE+ uses
only the public keys of both parties. In 2020, Singh et al. [10] proposed unidi-
rectional PRE and PRE+ schemes. PRE+ improves computational efficiency
during encryption and decryption, making it suitable for fine-grained and non-
transferable authorization, with broad applications in secure cloud computing
and multicasting. Although collusion attacks between the delegatee and proxy
do not expose the delegator’s long-term key, they may collude to generate new
re-encryption keys for malicious users not trusted by the delegator. Moreover,
the inherent functionality of proxy re-encryption may lead to re-encryption key
abuse issues, where the proxy and delegatee collude to obtain the delegator’s
decryption capability and store it on any carrier, such as a decryption device.

To mitigate this problem, Ateniese et al. [11] introduced the concept of non-
transferability in 2005: when Bob and the proxy collude to distribute Alice’s
decryption capability, Bob must publicly expose his own decryption capability
as a penalty. In 2019, Guo et al. [12] constructed a non-transferable proxy
re-encryption scheme using indistinguishability obfuscation and K-unforgeable
authentication. While non-transferability deters malicious users to some extent,
when Bob’s key is far less valuable than the data owner’s key, Bob might
expose his decryption capability for greater benefit. In this case, the proxy can
distribute Alice’s decryption capability without any cost and even deny its
malicious behavior.

In 2021, Guo et al. [13] addressed these issues by proposing an Accountable
Proxy Re-encryption (APRE) scheme that introduces a judgment algorithm to
determine whether the proxy is denying its behavior of distributing the dele-
gator’s decryption capability. The accountable proxy re-encryption model is
illustrated in Figure 1.
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1 Preliminaries
1.1 Lattices

Let 𝐵 = {b1, b2, ..., b𝑛} be a matrix composed of 𝑛 linearly independent vectors
in ℝ𝑚. The set of all integer linear combinations of these 𝑛 vectors forms an
𝑚-dimensional lattice ℒ, i.e.:

ℒ = {y =
𝑛

∑
𝑖=1

𝑠𝑖b𝑖 ∣ 𝑠𝑖 ∈ ℤ}

We call 𝐵 a basis of lattice ℒ. When 𝑛 = 𝑚, the lattice ℒ is called a full-rank
lattice.

Let 𝑞 be a prime number and 𝐴 ∈ ℤ𝑛×𝑚
𝑞 . Define two 𝑚-dimensional full-rank

lattices:

Λ⟂
𝑞 (𝐴) = {e ∈ ℤ𝑚 ∣ 𝐴e = 0 (mod 𝑞)}

Λ𝑞(𝐴) = {y ∈ ℤ𝑚 ∣ ∃s ∈ ℤ𝑛
𝑞 , y = 𝐴𝑇 s (mod 𝑞)}

Trapdoor functions are widely used in lattice-based cryptography. A trapdoor
basis 𝑇 is a short basis of a lattice, and the scheme uses a trapdoor generation
algorithm to produce the trapdoor basis as the master secret key.

Definition 1. Let 𝑞 be a prime number and 𝐴 ∈ ℤ𝑛×𝑚
𝑞 . When 𝑛 ≥ 1, the

lattice Λ⟂
𝑞 (𝐴) is a full-rank lattice.

Definition 2. Let 𝑞 be a prime number and matrix 𝐴 ∈ ℤ𝑛×𝑚
𝑞 . Define the

𝑚-dimensional lattice:

Λ⟂
𝑞 (𝐴) = {e ∈ ℤ𝑚 ∣ 𝐴e = 0 (mod 𝑞)}

1.2 Discrete Gaussian Distribution

Gaussian distributions are commonly used in lattice hard problem research.
This section provides a detailed introduction to discrete Gaussian distributions
and related lemmas.

For any vector c ∈ ℝ𝑚 and real number 𝜎 > 0, define the 𝑚-dimensional lattice
Λ with discrete Gaussian distribution:

𝐷Λ,𝜎,c(x) = 𝜌𝜎,c(x)
𝜌𝜎,c(Λ) = 𝑒−𝜋‖x−c‖2/𝜎2

∑x∈Λ 𝑒−𝜋‖x−c‖2/𝜎2
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where x ∈ Λ.

Literature [14] introduced the preimage sampling algorithm, which includes the
SamplePre algorithm that uses a trapdoor basis 𝑇 to solve for the preimage x
corresponding to a given image value u.

Lemma 1 [14]. Trapdoor generation algorithm: For integer 𝑛 ≥ 1 and 𝑞 ≥
3, there exists a PPT algorithm TrapGen(𝑞, 𝑛) that outputs a matrix 𝐴 ∈
ℤ𝑛×𝑚

𝑞 and a trapdoor basis 𝑇 ∈ ℤ𝑚×𝑚 of Λ⟂
𝑞 (𝐴), where 𝑚 = ⌈6𝑛 log 𝑞⌉, ‖ ̃𝑇 ‖ ≤

𝑂(√𝑛 log 𝑞), and the distribution of 𝐴 is statistically close to uniform over ℤ𝑛×𝑚
𝑞 .

Lemma 2 [14]. Let 𝑞 ≥ 3 be an integer, 𝐴 ∈ ℤ𝑛×𝑚
𝑞 with a trapdoor basis

𝑇 ∈ ℤ𝑚×𝑚 of Λ⟂
𝑞 (𝐴), and real number 𝜎 ≥ ‖ ̃𝑇 ‖ ⋅ 𝜔(√log 𝑛). There exists a PPT

algorithm SamplePre(𝐴, 𝑇 , u, 𝜎) that, for any vector u ∈ ℤ𝑛
𝑞 , samples a vector

e ∈ 𝐷Λ⟂𝑞 (𝐴),𝜎 such that 𝐴e = u (mod 𝑞).

Lemma 3 [15]. Let positive integers 𝑛, 𝑚, prime 𝑞, and real 𝜎 ≥ 𝜔(√log 𝑚).
For 𝐴 ∈ ℤ𝑛×𝑚

𝑞 and u ∈ ℤ𝑛
𝑞 , the distribution of e output by SamplePre(𝐴, 𝑇 , u, 𝜎)

is statistically close to 𝐷ℤ𝑚,𝜎.

1.3 Lattice Hard Problems

Definition 2 [16]. Small Integer Solution Problem (SIS). Given a prime 𝑞,
matrix 𝐴 ∈ ℤ𝑛×𝑚

𝑞 , and constant 𝛽, find a non-zero vector z ∈ ℤ𝑚 such that
𝐴z = 0 (mod 𝑞) and ‖z‖∞ ≤ 𝛽.

Literature [17] provides a reduction from worst-case hardness to SIS, proving
that the SIS problem is sufficiently hard for certain parameters.

Theorem 1 [17]. Let integer 𝑛 ≥ 1, 𝑞 ≥ 2, 𝑚 = poly(𝑛), and
𝛽 ≥ max{1, √𝑛 log 𝑞} ⋅ 𝜔(√log 𝑚). Then solving the SIS problem with
solution set {z ∈ ℤ𝑚 ∣ ‖z‖∞ ≤ 𝛽} is at least as hard as solving the worst-case
lattice problem in 𝑛-dimensional lattices.

Definition 3 [18]. Learning With Errors Problem (LWE). Given positive inte-
gers 𝑛 and 𝑞, a uniformly random matrix 𝐴 ∈ ℤ𝑛×𝑚

𝑞 , and an error distribution
𝜒 over ℤ𝑞, the LWE problem is to find s with non-negligible probability given
(𝐴, 𝐴𝑇 s + e) where e ← 𝜒.

Definition 4 [4]. Decisional LWE Problem (DLWE). Let positive integers 𝑛, 𝑚,
prime 𝑞, and 𝛼 ∈ (0, 1) with 2√𝑛 ≤ 𝑞𝛼. Let 𝜒 be a Gaussian distribution over
ℤ𝑞. The decisional LWE problem is to distinguish, given polynomially many
independent samples, whether they are from distribution (𝐴, 𝐴𝑇 s + e) or from
the uniform random distribution over ℤ𝑛×𝑚

𝑞 × ℤ𝑚
𝑞 .

Literature [18] establishes the relationship between LWE and DLWE and pro-
vides a reduction from the Shortest Vector Problem (SVP) to LWE, proving
that LWE is sufficiently hard for certain parameters.
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Theorem 2 [18]. Let 𝑛, 𝑞 be positive integers and 𝛼 ∈ (0, 1) with 2√𝑛 ≤ 𝑞𝛼.
If the LWE problem can be solved by an efficient algorithm, then the worst-case
Gap-SVP and SIVP problems in 𝑛-dimensional lattices can also be solved by a
quantum algorithm with time complexity 𝑂̃(𝑛/𝛼).

2 Definitions
2.1 Definition of Identity-Based Accountable Proxy Re-encryption

This section introduces the definition of identity-based accountable proxy re-
encryption. Let 𝜆 be the security parameter. The scheme consists of the follow-
ing algorithms:

1. Setup(𝜆): Takes security parameter 𝜆 as input and outputs public pa-
rameters 𝑝𝑎𝑟𝑎𝑚𝑠 and master secret key 𝑚𝑠𝑘.

2. Extract(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑚𝑠𝑘, 𝑖𝑑): Takes public parameters 𝑝𝑎𝑟𝑎𝑚𝑠, master se-
cret key 𝑚𝑠𝑘, and user identity 𝑖𝑑 as input, and outputs user secret key
𝑆𝐾𝑖𝑑.

3. Enc(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑖𝑑𝑖, 𝑚): Takes public parameters 𝑝𝑎𝑟𝑎𝑚𝑠, user identity 𝑖𝑑𝑖,
and plaintext 𝑚 as input, and outputs second-level ciphertext 𝐶𝑖.

4. ReKeyGen(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑖𝑑𝑖, 𝑖𝑑𝑗, 𝑖𝑑𝑝): Takes public parameters 𝑝𝑎𝑟𝑎𝑚𝑠,
identities of both users and the proxy as input, and outputs re-encryption
key 𝑟𝑘𝑖→𝑗.

5. ReEnc(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑟𝑘𝑖→𝑗, 𝑆𝐾𝑝, 𝐶𝑖): Takes public parameters 𝑝𝑎𝑟𝑎𝑚𝑠, re-
encryption key 𝑟𝑘𝑖→𝑗, proxy secret key 𝑆𝐾𝑝, and second-level ciphertext
𝐶𝑖 as input, and outputs first-level ciphertext 𝐶𝑗.

6. Dec2(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑆𝐾𝑖, 𝐶𝑖): Takes public parameters 𝑝𝑎𝑟𝑎𝑚𝑠, secret key
𝑆𝐾𝑖, and second-level ciphertext 𝐶𝑖 as input, and decrypts to recover
plaintext 𝑚.

7. Dec1(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑆𝐾𝑗, 𝐶𝑗): Takes public parameters 𝑝𝑎𝑟𝑎𝑚𝑠, secret key
𝑆𝐾𝑗, and first-level ciphertext 𝐶𝑗 as input, and outputs plaintext 𝑚.

8. Judge(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑖𝑑𝑖, 𝑖𝑑𝑝, 𝜇, 𝐷): Takes public parameters 𝑝𝑎𝑟𝑎𝑚𝑠, identi-
ties 𝑖𝑑𝑖 and 𝑖𝑑𝑝, probability parameter 𝜇, and a decryption device 𝐷 as
input. Through black-box access to the decryption device, this algorithm
outputs either “Proxy”or “Delegator”, identifying the creator of the
malicious decryption device.

Definition 5. IND-CPA Security. The advantage of adversary 𝒜 is defined
as:

ADVIND-CPA
PRE,𝒜 = ∣Pr[ExpIND-CPA

PRE,𝒜 = 1] − 1
2∣
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When the advantage of all PPT adversaries 𝒜 is negligible, the scheme is said
to be IND-CPA secure.

Definition 6. Malicious Proxy Security. The advantage of adversary 𝒜 is
defined as:

ADVmp
PRE,𝒜 = ∣Pr[Expmp

PRE,𝒜 = 1]∣

When the advantage of all PPT adversaries 𝒜 is negligible, the scheme satisfies
malicious proxy security.

Definition 7. Malicious Delegator Security. The advantage of adversary
𝒜 is defined as:

ADVmd
PRE,𝒜 = ∣Pr[Expmd

PRE,𝒜 = 1]∣

When the advantage of all PPT adversaries 𝒜 is negligible, the scheme is said
to be malicious delegator secure.

Correctness: The scheme correctly recovers the plaintext if it satisfies the
following two conditions:

1. If 𝐶𝑖 ← Enc(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑖𝑑𝑖, 𝑚), then Dec2(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑆𝐾𝑖, 𝐶𝑖) = 𝑚.
2. If 𝐶𝑗 ← ReEnc(𝑝𝑎𝑟𝑎𝑚𝑠, ReKeyGen(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑖𝑑𝑖, 𝑖𝑑𝑗, 𝑖𝑑𝑝), 𝑆𝐾𝑝, Enc(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑖𝑑𝑖, 𝑚)),

then Dec1(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑆𝐾𝑗, 𝐶𝑗) = 𝑚.

If a PRE scheme simultaneously satisfies malicious proxy security and malicious
delegator security, it is said to satisfy accountability.

3 Construction
3.1 Scheme Construction

This section presents the accountable proxy re-encryption security model based
on the IND-aID-CPA game [19]. Let 𝜆 be the security parameter. The game
consists of adversary 𝒜 and the following oracles:

Initialization Phase: Challenger 𝒞 runs Setup(𝜆) and sends the public pa-
rameters 𝑝𝑎𝑟𝑎𝑚𝑠 to adversary 𝒜.

Phase 1: Adversary 𝒜 issues queries, and challenger 𝒞 responds:

• Secret key generation oracle 𝒪Extract: When adversary 𝒜 inputs 𝑖𝑑𝑖,
if user 𝑖 is malicious, challenger 𝒞 sends 𝑆𝐾𝑖 to 𝒜; otherwise, it sends ⟂.

• Re-encryption key generation oracle 𝒪ReKeyGen: Adversary 𝒜 in-
puts (𝑖𝑑𝑖, 𝑖𝑑𝑗, 𝑖𝑑𝑝). Challenger 𝒞 computes and sends the re-encryption
key 𝑟𝑘𝑖→𝑗 to 𝒜.
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• Re-encryption oracle 𝒪ReEnc: If user 𝑗 is dishonest, adversary 𝒜 inputs
(𝑖𝑑𝑖, 𝑖𝑑𝑗, 𝑖𝑑𝑝, 𝐶𝑖) and challenger 𝒞 outputs ⟂; otherwise, it outputs the re-
encrypted ciphertext 𝐶𝑗.

• Challenge oracle 𝒪Challenge: Adversary 𝒜 inputs a target user and two
messages 𝑚0, 𝑚1. The oracle randomly selects 𝑏 ∈ {0, 1} and returns the
challenge ciphertext 𝐶∗ = Enc(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑖𝑑∗, 𝑚𝑏) to 𝒜.

Guess: Adversary 𝒜 inputs a guess 𝑏′ ∈ {0, 1}. If 𝑏′ = 𝑏, challenger 𝒞 outputs
1; otherwise, it outputs 0.

Based on the accountability algorithm and LWE hard problem, this paper com-
bines proxy re-encryption with identity-based encryption to propose an identity-
based accountable proxy re-encryption scheme from lattices. The concrete con-
struction is as follows:

(1) Setup(𝜆): Let 𝜆 be the security parameter. Generate a random matrix 𝐴 ∈
ℤ𝑛×𝑚

𝑞 and a trapdoor basis 𝑇 ∈ ℤ𝑚×𝑚
𝑞 using the trapdoor generation algorithm

TrapGen(𝑞, 𝑛). Randomly select 𝑚 + 1 matrices 𝑈0, 𝑈1, ..., 𝑈𝑚 ∈ ℤ𝑛×𝑚
𝑞 that

are linearly independent. The master public key is 𝑚𝑝𝑘 = (𝐴, 𝑈0, 𝑈1, ..., 𝑈𝑚),
the master secret key is 𝑚𝑠𝑘 = 𝑇 , and the public parameters are 𝑝𝑎𝑟𝑎𝑚𝑠 =
(𝑚, 𝑛, 𝑞, 𝑚𝑝𝑘).
(2) Extract(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑚𝑠𝑘, 𝑖𝑑): Input public parameters 𝑝𝑎𝑟𝑎𝑚𝑠, master secret
key 𝑚𝑠𝑘, and user/proxy identity 𝑖𝑑. Compute u𝑖 = ∑𝑚

𝑘=0 𝑖𝑑𝑘
𝑖 𝑈𝑘 (mod 𝑞). Use

the preimage sampling algorithm to generate a vector x𝑖 such that 𝐴x𝑖 = u𝑖
(mod 𝑞) and ‖x𝑖‖ ≤ 𝜎. The user/proxy secret key is 𝑆𝐾𝑖𝑑 = x𝑖.

(3) Enc(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑖𝑑𝑖, 𝑚): Input user 𝑖’s identity 𝑖𝑑𝑖 and plaintext 𝑚 ∈ {0, 1}.
Randomly select vector s ∈ ℤ𝑛

𝑞 and error vector e ← 𝜒𝑚. Compute:

𝐶1 = 𝑈𝑇
𝑖𝑑𝑖

s + e ∈ ℤ𝑚
𝑞

𝐶2 = t𝑇 s + 𝑒′ + 𝑚⌊𝑞/2⌋ ∈ ℤ𝑞

where 𝑈𝑖𝑑𝑖
= ∑𝑚

𝑘=0 𝑖𝑑𝑘
𝑖 𝑈𝑘. Output second-level ciphertext 𝐶 = (𝐶1, 𝐶2).

(4) ReKeyGen(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑚𝑝𝑘, 𝑖𝑑𝑖, 𝑖𝑑𝑗, 𝑖𝑑𝑝): Input user identities 𝑖𝑑𝑖, 𝑖𝑑𝑗 and
proxy identity 𝑖𝑑𝑝. Select random vector s′ ∈ ℤ𝑛

𝑞 and error vector e1 ← 𝜒𝑚.
Compute:

𝑟𝑘𝑖→𝑗 = −x𝑇
𝑖 𝑈𝑖𝑑𝑗

+ x𝑇
𝑝 𝑈𝑖𝑑𝑖

+ e1 ∈ ℤ𝑚
𝑞

where x𝑖, x𝑝 are the secret keys of user 𝑖 and proxy 𝑝, respectively.

(5) ReEnc(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑟𝑘𝑖→𝑗, 𝑆𝐾𝑝, 𝐶𝑖): Input re-encryption key 𝑟𝑘𝑖→𝑗, proxy se-
cret key 𝑆𝐾𝑝, and second-level ciphertext 𝐶𝑖 = (𝐶𝑖,1, 𝐶𝑖,2). Select random error
vector e2 ← 𝜒𝑚 and compute:
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𝐶𝑗,1 = 𝐶𝑖,1 + 𝑟𝑘𝑇
𝑖→𝑗 + e2 ∈ ℤ𝑚

𝑞

𝐶𝑗,2 = 𝐶𝑖,2 ∈ ℤ𝑞

Output first-level ciphertext 𝐶𝑗 = (𝐶𝑗,1, 𝐶𝑗,2).
(6) Dec2(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑆𝐾𝑖, 𝐶𝑖): Input secret key 𝑆𝐾𝑖 = x𝑖 and second-level ci-
phertext 𝐶𝑖 = (𝐶𝑖,1, 𝐶𝑖,2). Compute:

𝜇 = 𝐶𝑖,2 − x𝑇
𝑖 𝐶𝑖,1 (mod 𝑞)

If 𝜇 is closer to 0, output 𝑚 = 0; otherwise, output 𝑚 = 1.

(7) Dec1(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑆𝐾𝑗, 𝐶𝑗): Input secret key 𝑆𝐾𝑗 = x𝑗 and first-level cipher-
text 𝐶𝑗 = (𝐶𝑗,1, 𝐶𝑗,2). Compute:

𝜇′ = 𝐶𝑗,2 − x𝑇
𝑗 𝐶𝑗,1 (mod 𝑞)

If 𝜇′ is closer to 0, output 𝑚 = 0; otherwise, output 𝑚 = 1.

(8) Judge(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑖𝑑𝑖, 𝑖𝑑𝑝, 𝜇, 𝐷): Provide a decryption device 𝐷 as an oracle:

1. Repeat the following experiment 𝑛/𝜆𝜇 times: Uniformly randomly select
vector s ∈ ℤ𝑛

𝑞 and plaintext 𝑚, compute 𝐶 ← Enc(𝑝𝑎𝑟𝑎𝑚𝑠, 𝑖𝑑𝑖, 𝑚); run
decryption device 𝐷 with input 𝐶 and output 𝑚′.

2. If the majority of outputs are correct, output“Proxy”and exit; otherwise
output “Delegator”.

3.2 Correctness

(1) Second-level ciphertext decryption: Since e and e′ are selected from
the Gaussian distribution set 𝜒, when ‖e‖∞ < 𝑞/4, the plaintext 𝑚 can be
successfully recovered.

(2) First-level ciphertext decryption: Because e1, e2, e, e′ are selected from
the Gaussian distribution set 𝜒, when ‖e1 + e2 + e‖∞ < 𝑞/4, the plaintext 𝑚
can be successfully recovered.

3.3 Multi-hop Property

The proxy performs the first re-encryption:

𝐶𝑗,1 = y𝑇 𝑈𝑖𝑑𝑖
+ e + 𝑟𝑘𝑇

𝑖→𝑗 + e2
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= y𝑇 𝑈𝑖𝑑𝑗
+ (x𝑇

𝑝 𝑈𝑖𝑑𝑖
+ e1 + e2 + e)

The proxy performs the second re-encryption:

𝐶𝑘,1 = 𝐶𝑗,1 + 𝑟𝑘𝑇
𝑗→𝑘 + e3

= y𝑇 𝑈𝑖𝑑𝑘
+ (x𝑇

𝑝 𝑈𝑖𝑑𝑖
+ x𝑇

𝑝 𝑈𝑖𝑑𝑗
+ e1 + e2 + e3 + e)

After 𝑁 − 1 re-encryptions, using user 𝑁’s secret key to decrypt:

𝐶𝑁,1 = y𝑇 𝑈𝑖𝑑𝑁
+ (

𝑁−1
∑
𝑖=1

x𝑇
𝑝 𝑈𝑖𝑑𝑖

+
𝑁

∑
𝑖=1

e𝑖 + e)

The accumulated error term satisfies ‖ ∑𝑁
𝑖=1 e𝑖 + e‖∞ < 𝑞/4, allowing successful

decryption.

4 Security and Efficiency Analysis
4.1 CPA Security

Theorem 4.1. Let 𝜆 be the security parameter. For any plaintext 𝑚 ∈ {0, 1},
if the LWE problem is unsolvable in polynomial time, then the scheme satisfies
IND-aID-CPA security. That is, the advantage of adversary 𝒜 in breaking the
scheme within polynomial time 𝑡 is negligible.

Proof: We prove that the advantage of PPT adversary 𝒜 in successfully at-
tacking the scheme is negligible by demonstrating the indistinguishability of the
following games.

Game 1: The original IND-aID-CPA scheme. In the challenge phase, when
challenger 𝒞 receives the challenge identity 𝑖𝑑∗ and messages 𝑚0, 𝑚1, it randomly
selects one plaintext 𝑚𝑏 and computes the challenge ciphertext 𝐶∗ = (𝐶∗

1, 𝐶∗
2)

where:

𝐶∗
1 = 𝑈𝑇

𝑖𝑑∗s + e, 𝐶∗
2 = t𝑇 s + 𝑒′ + 𝑚𝑏⌊𝑞/2⌋

Finally, adversary 𝒜 guesses 𝑏′. If successful, 𝒞 outputs 1; otherwise, it outputs
0.

Game 2: In Game 2, matrix 𝐴 is generated differently. Challenger 𝒞 sim-
ulates the real scheme and answers adversary 𝒜’s queries. Initially, 𝒞 se-
lects a random matrix 𝐴 ∈ ℤ𝑛×𝑚

𝑞 and 𝑚 + 1 matrices 𝑈0, 𝑈1, ..., 𝑈𝑚 ∈ ℤ𝑛×𝑚
𝑞
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drawn from Gaussian distribution 𝐷ℤ,𝜎. If the generated matrices are lin-
early dependent, they are regenerated. Challenger 𝒞 sends public parameters
𝑝𝑎𝑟𝑎𝑚𝑠 = (𝐴, 𝑈0, 𝑈1, ..., 𝑈𝑚) to 𝒜.

Phase 1: Adversary 𝒜 can make the following queries:

• Proxy key query: Challenger 𝒞 computes the proxy’s secret key 𝑆𝐾𝑝
using the trapdoor 𝑇 and sends it to 𝒜.

• Key extraction query: Adversary 𝒜 sends user identity 𝑖𝑑 to challenger
𝒞, which computes 𝑆𝐾𝑖𝑑 using the trapdoor and sends it to 𝒜.

• Re-encryption key query: Adversary 𝒜 sends identity set (𝑖𝑑𝑖, 𝑖𝑑𝑗, 𝑖𝑑𝑝)
to challenger 𝒞, which computes 𝑈𝑖𝑑𝑖

, 𝑈𝑖𝑑𝑗
, 𝑈𝑖𝑑𝑝

and generates the re-
encryption key 𝑟𝑘𝑖→𝑗 using the computed public keys.

Phase 2 (Challenge): When challenger 𝒞 receives the challenge identity 𝑖𝑑∗

and messages 𝑚0, 𝑚1 from adversary 𝒜, it randomly selects 𝑏 ∈ {0, 1} and
sends the challenge ciphertext 𝐶∗ = (𝐶∗

1, 𝐶∗
2) to 𝒜, where 𝐶∗

1 = 𝑈𝑇
𝑖𝑑∗s + e and

𝐶∗
2 = t𝑇 s + 𝑒′ + 𝑚𝑏⌊𝑞/2⌋. Finally, adversary 𝒜 guesses 𝑏′. If 𝑏′ = 𝑏, challenger

𝒞 outputs 1; otherwise, it outputs 0.

Game 3: In Game 2, the challenge ciphertext is computed through the encryp-
tion algorithm. In Game 3, 𝐶∗

1 and 𝐶∗
2 are directly chosen uniformly at random

from ℤ𝑚
𝑞 × ℤ𝑞. Clearly, adversary 𝒜 obtains advantage 0 in Game 3.

We prove the indistinguishability of the two games by reducing to the LWE hard
problem. If adversary 𝒜 can distinguish the two games with advantage 𝜀, then
algorithm ℬ can break the LWE hard problem [12].

Algorithm ℬ: Upon receiving random instance (𝐴, y) ∈ ℤ𝑛×𝑚
𝑞 ×ℤ𝑚

𝑞 , algorithm
ℬ sets 𝐶∗

1 = y and 𝐶∗
2 = t𝑇 s+𝑒′ +𝑚𝑏⌊𝑞/2⌋. If adversary 𝒜 successfully guesses

𝑚, algorithm ℬ outputs 1; otherwise, it outputs 0.

If y is uniformly random, then 𝐶∗
1 is also uniformly random, and adversary 𝒜

succeeds with probability at most 1/2. If y is generated as 𝐴𝑇 s + e, then 𝐶∗
1

follows the correct distribution, and algorithm ℬ solves the LWE problem with
advantage 𝜀/2. However, since LWE is a lattice hard problem, algorithm ℬ
cannot solve it, making 𝜀 negligible.

Thus, Games 2 and 3 are indistinguishable, and adversary 𝒜 obtains advantage
0 in Game 2. Similarly, Games 1 and 2 are indistinguishable because matrix 𝐴
is random and 𝑈𝑖 follow Gaussian distributions. By Theorem 3, the distribution
of 𝑈𝑖𝑑 is statistically close to uniform, making Games 1 and 2 indistinguishable.
Therefore, adversary 𝒜 also obtains advantage 0 in Game 1.

In conclusion, the APRE scheme satisfies IND-aID-CPA security in the standard
model.

chinarxiv.org/items/chinaxiv-202204.00075 Machine Translation

https://chinarxiv.org/items/chinaxiv-202204.00075


4.2 Accountability

To prove the scheme’s accountability, we demonstrate that it satisfies both
malicious proxy security and malicious delegator security.

4.2.1 Malicious Proxy Security Theorem 4.2. Under the LWE hard
problem, if adversary 𝒜’s advantage in successfully framing the delegator within
polynomial time 𝑡 is negligible, then the scheme satisfies malicious proxy security.
That is, the advantage of adversary 𝒜 in outputting a decryption device that
causes the judge algorithm to output “Delegator”is negligible.

Proof: We prove malicious proxy security through two experiments, showing
their computational indistinguishability and that the adversary’s advantage in
the experiment is negligible.

Experiment Expmp
0 (Original malicious proxy security experiment):

Adversary 𝒜 outputs a decryption device 𝐷 that can obtain plaintext with non-
negligible probability 𝜇. Challenger 𝒞 runs decryption device 𝐷 with 𝑛 irregular
plaintexts as input. Irregular ciphertexts are generated as 𝐶 = (𝐶1, 𝐶2) where
𝐶1 = 𝑈𝑇

𝑖𝑑𝑖
s + e and 𝐶2 = t𝑇 s + 𝑒′ + 𝑚⌊𝑞/2⌋.

Experiment Expmp
1 (Modified malicious proxy security experiment):

Differs from Expmp
0 only in that the ciphertexts are generated as 𝐶1 = r𝑇 𝑈𝑖𝑑𝑖

+e
where r is uniformly random. Since r is uniform, the distribution of 𝐶1 is
statistically close to uniform over ℤ𝑚

𝑞 , making the experiments indistinguishable.

Lemma 4.1. Under the LWE hard problem assumption, Expmp
0 and Expmp

1
are computationally indistinguishable.

Lemma 4.2. In Expmp
1 , the advantage of adversary 𝒜 in outputting a decryp-

tion device that causes the judge algorithm to output “Delegator”is negligible.
In one trial, since the input ciphertext is a regular ciphertext, 𝐷 returns cor-
rect plaintext 𝑚 with probability 𝜇. The adversary’s advantage in Expmp

1 is
(1/𝜆)(1 − 𝜇)𝑛/𝜆𝜇 ≤ 𝑒−𝑛/𝜆, which is negligible.

4.2.2 Malicious Delegator Security Theorem 4.3. Under the LWE hard
assumption, if adversary 𝒜’s advantage in successfully framing the proxy within
polynomial time 𝑡 is negligible, then the scheme satisfies malicious delegator
security. That is, the advantage of adversary 𝒜 in outputting a decryption
device that causes the judge algorithm to output “Proxy”is negligible.

Proof: We prove malicious delegator security through two experiments.

Experiment Expmd
0 (Original malicious delegator security experi-

ment): When adversary 𝒜 outputs a decryption device 𝐷 that can obtain
plaintext with non-negligible probability 𝜇, challenger 𝒞 runs 𝐷 with 𝑛 irregular
plaintexts as input. Irregular ciphertexts are generated as in the real scheme.
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Experiment Expmd
1 (Modified malicious delegator security experi-

ment): Differs from Expmd
0 only in that the ciphertexts are generated using

uniformly random matrix 𝑅 ∈ ℤ𝑛×𝑚
𝑞 . Since 𝑅 is uniform, the distribution is

statistically close to uniform, making the experiments indistinguishable.

Lemma 4.3. Under the LWE hard problem assumption, Expmd
0 and Expmd

1
are computationally indistinguishable.

Lemma 4.4. In Expmd
1 , the advantage of adversary 𝒜 in outputting a decryp-

tion device that causes the judge algorithm to output“Proxy”is negligible. The
decryption device’s input ciphertext is 𝐶 = (𝐶1, 𝐶2) where 𝐶1 = 𝑅𝑇 s+e. Since
𝑅 is uniform, the adversary cannot recover plaintext 𝑚, making the advantage
negligible.

4.3 Efficiency Analysis

Literature [13] proposes an accountable proxy re-encryption scheme based on
the DBDH hard assumption, which has high computational complexity and
certificate management issues. Literature [20] presents a lattice-based identity-
based PRE scheme that can encrypt multi-bit information, but it is interactive
and requires the delegatee to provide their private key for re-encryption key gen-
eration, leading to potential key leakage. Literature [21] proposes a single-hop
lattice-based PRE scheme using trapdoors for secret key generation. Our scheme
achieves accountability and collusion resistance, provides unidirectionality and
multi-hop properties with good ciphertext expansion, and resists quantum at-
tacks.

Table 1 compares storage space and performance among literature [13], [20],
and our scheme, where |𝐺| is the number of elements in group 𝐺, |𝑝| denotes
the bit length of elements in ℤ𝑝, and 𝑀 = 2𝑚.

Table 2 compares computational and communication complexity among three
lattice-based proxy re-encryption schemes: literature [20], [21], and our scheme.
Ciphertext overhead refers to the ciphertext size per 1-bit plaintext. MMM de-
notes matrix-matrix multiplication, MMA matrix-matrix addition, VMM vector-
matrix multiplication, VCM constant-vector multiplication, VVM vector-vector
addition, EGT exponentiation in group 𝐺𝑇 , and EG exponentiation in group
𝐺.

Table 1. Comparison of Storage Space and Performance

Scheme Hard Problem Unidirectionality IBE Accountability
[13] DBDH No No Yes
[20] LWE No Yes No
[21] LWE Yes No No
Ours LWE Yes Yes Yes
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Table 2. Comparison of Computational and Communication Com-
plexity

Scheme Encryption Re-encryption Decryption Ciphertext Overhead
[13] 2EGT+2EG 2EGT+2EG 2EG 2|𝐺𝑇 | + 2|𝐺|
[20] 2VMM+2VCM+3VVA2VMM+2VCM+3VVAVMM+VCM+2VVA(𝑛 + 𝑚) log 𝑞
[21] 2MMM+2MMA+1VMM2MMM+2MMA+1VMM2VMM+1VCM+3VVA2𝑛 log 𝑞
Ours 2VMM+1VCM+3VVA2VMM+1VCM+3VVAVMM+VCM+2VVA(𝑛 + 1) log 𝑞

The comparison results show that our scheme has smaller secret key sizes than
literature [21], satisfies unidirectionality and accountability compared to other
schemes, has lower computational complexity than literature [20], and maintains
lower key overhead compared to literature [13] and [21]. Therefore, our scheme
offers good security and high efficiency.

5 Conclusion
This paper proposes an identity-based accountable proxy re-encryption scheme
from lattices. In the scheme, user identities are computed as matrices serv-
ing as public keys, improving secret key extraction efficiency. Re-encryption
keys are generated from user public keys, providing non-interactivity. A public
accountability algorithm is used to curb malicious proxy behavior in abusing
re-encryption keys. The scheme possesses unidirectionality and multi-hop prop-
erties. Security analysis demonstrates that the scheme satisfies IND-aID-CPA
security in the standard model, while efficiency analysis shows advantages in
storage space and performance. However, there remains room for optimiza-
tion in computational efficiency, and constructing more efficient lattice-based
accountable proxy re-encryption schemes represents a future research direction.
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