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Abstract
In recent years, image classification technology based on deep neural networks
has achieved tremendous success; however, recent studies have demonstrated
that deep neural networks are susceptible to adversarial example attacks. To
address this issue, some approaches have trained networks by adding Gaussian
noise to images, thereby enhancing the network’s capability to defend against
adversarial examples. Nevertheless, this method fails to consider that neural
networks exhibit varying sensitivities to different regions of an image when in-
troducing noise. To tackle this problem, we propose an adversarial training
algorithm with gradient-guided noise addition. During network training, this
algorithm adds adaptive noise to images based on the sensitivity of different
regions: larger noise is added to regions of higher sensitivity to suppress the
network’s sensitivity to image variations, while smaller noise is added to re-
gions of lower sensitivity to improve classification accuracy. Comparative ex-
periments on the CIFAR-10 dataset with existing algorithms demonstrate that
the proposed method effectively enhances the accuracy of neural networks in
classifying adversarial examples.
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Abstract: In recent years, image classification techniques based on deep neural
networks have achieved remarkable success. However, recent studies have shown
that deep neural networks are vulnerable to adversarial attacks. To address this
issue, some approaches train networks by adding Gaussian noise to images to
improve their defense capabilities against adversarial examples. However, these
methods do not consider that neural networks exhibit varying sensitivity to dif-
ferent regions of an image. To overcome this limitation, this paper proposes
an adversarial training algorithm based on gradient-guided noise addition. Dur-
ing network training, this algorithm adds adaptive noise to different regions
according to their sensitivity—larger noise is added to more sensitive regions to
suppress the network’s sensitivity to image variations, while smaller noise is
added to less sensitive regions to improve classification accuracy. Experimental
results on the CIFAR-10 dataset demonstrate that the proposed method effec-
tively improves the accuracy of neural networks when classifying adversarial
examples compared to existing algorithms.

Keywords: deep neural networks; image classification; adversarial examples;
adaptive noise

0 Introduction
In recent years, deep neural networks (DNNs) have achieved tremendous success
across various applications, including image classification [1], speech recognition
[2], machine translation [3], autonomous driving [4], image captioning [5], and
object recognition [6]. However, in 2014, Christian Szegedy et al. discovered that
DNNs are highly susceptible to adversarial attacks. In image classification tasks,
given a correctly classified image, adding carefully crafted tiny perturbations can
cause deep neural networks to misclassify with high confidence. Such perturbed
images are called adversarial examples [7]. Beyond image classification, other
DNN applications have also been targeted by adversarial examples, including
visual question answering [8, 9], image captioning [10], semantic segmentation
[11], and others [26, 27], posing significant threats to the deployment of deep
neural networks.

Image classification serves as a fundamental task for DNNs in computer vision
applications, with extremely broad utility, yet it remains one of the domains
most severely affected by adversarial attacks. To enhance the ability of neu-
ral networks to correctly classify adversarial examples (i.e., to defend against
them), recent work [12, 13] has approached the problem from the perspective
of model regularization. The core idea is to train neural networks by adding
Gaussian noise to input images during the training phase, thereby achieving
network regularization and improving classification accuracy on adversarial ex-
amples. However, these methods sample noise from the same Gaussian distribu-
tion (identical mean and standard deviation) for all images, failing to consider
that networks exhibit different sensitivity to different pixels in an image [14]
—that is, changing different pixels in the input image has varying impacts on
the classification result. Other approaches have proposed adversarial training
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methods [15, 16], which generate adversarial examples using projected gradient
descent [15] during training and incorporate these examples into the training
set to improve defense capabilities. However, due to the label leaking problem
[17], achieving robust defense requires multiple gradient computations for each
input image during adversarial example generation, resulting in training time
costs exceeding ten times that of normal training.

This paper combines the ideas of adversarial training and training with noisy im-
ages to propose a Gradient-Guided Noise Addition (GGNA) adversarial training
algorithm. The fundamental concept is that since adversarial examples alter the
pixels of the original image, to reduce the network’s sensitivity to pixel changes
in the input image, training with noisy images should add more noise to pixels
with higher sensitivity (gradient values) to more effectively reduce the network’
s sensitivity to changes in those pixels, thereby improving defense capabilities.
Conversely, less noise should be added to pixels with lower sensitivity to main-
tain classification accuracy. Specifically, during training, the algorithm first
computes the gradient values for each pixel in the input image, then normalizes
these gradient magnitudes to obtain the standard deviation of a Gaussian dis-
tribution (with fixed mean 0). Noise added to different pixels is independently
sampled from Gaussian distributions with corresponding standard deviations.
These noisy images are then added to the training set to train the network.
During adversarial example testing, noise is also added to the test examples.

Figure 1 shows the difference between an image and its corresponding adaptive
noise map versus a standard noise map. Figure 1(a) displays an image from
the CIFAR-10 dataset, Figure 1(b) shows the image with adaptive noise added
according to the model’s sensitivity to different pixels, and Figure 1(c) shows
the image with standard Gaussian noise.

The main contributions of this paper are: a) To improve the ability of mod-
els to correctly classify adversarial examples, we combine noise-based training
with adversarial training to propose a novel defense algorithm. b) The proposed
GGNA method considers network sensitivity to different pixels during noisy im-
age training, achieving adaptive noise addition. c) The GGNA method employs
adversarial training principles but requires only a single gradient computation
per image during training, significantly reducing computational overhead com-
pared to standard adversarial training.

1.1 Adversarial Attacks
Recent research has produced numerous results in adversarial example genera-
tion (i.e., adversarial attacks). Generally, based on the amount of information
exposed to the attacker, adversarial attacks can be categorized as white-box at-
tacks (PGD [15], FGSM [7], and DeepFool [18]) or black-box attacks. In white-
box attacks, the attacker has complete access to the neural network, including
its architecture and weights, enabling gradient computation via backpropaga-
tion. Gradients are valuable to attackers as they represent the sensitivity of the
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output to the input image; attackers can modify pixels according to the gradi-
ent direction to generate adversarial examples. In black-box attacks [19], the
attacker only knows external information (e.g., inputs and outputs) and relies
on the transferability of adversarial examples. Since white-box attacks provide
richer information, they typically achieve higher attack success rates [20].

Common attack methods include:

The Fast Gradient Sign Method (FGSM) [7] is an effective single-step adversarial
attack. Its basic idea is: given an input vector and a target, FGSM changes
each element along the gradient direction of the test loss with respect to each
element. Adversarial example generation can be described as follows:

where represents the total perturbation constraint determining attack strength,
denotes the output of a DNN with parameters on input , is the sign function.
Note that if , the generated adversarial sample requires clipping to . The itera-
tive process can be described as:

where is the projection space with upper and lower bounds, is the total pertur-
bation constraint, is the step size per iteration, and is the number of iterations.
PGD is a very powerful attack method in white-box scenarios. Compared to
FGSM, PGD-generated adversarial examples are more likely to cause model
misclassification.

The DeepFool attack method [18] was proposed by Moosavi-Dezfooli et al. to
improve FGSM’s requirement for manual perturbation size selection. This
method solves the following optimization problem through multiple iterations
until obtaining a perturbation that satisfies the condition:

where is the classifier, is the clean image, and is the generated adversarial exam-
ple. DeepFool attacks the decision boundary and produces smaller perturbations
compared to FGSM.

1.2 Adversarial Defense
In response to adversarial attacks, numerous defense methods have been pro-
posed for image classification, including adversarial example detection, adver-
sarial training, and regularization-based methods. Pang et al. [22] proposed a
detection method that encourages neural networks to learn latent representa-
tions of images by minimizing reverse cross-entropy, thereby separating adver-
sarial examples from clean samples. Although detection algorithms are easy
to implement and achieve high detection rates, they only identify whether an
input is adversarial; correct classification of detected adversarial examples still
requires combination with other defense methods.

Madry et al. [15] improved defense through adversarial training, which theoret-
ically solves the following min-max problem:

where represents adversarial examples, is the space bounded by and , is the cor-
responding label, is the loss function, is the clean sample, is the neural network
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classifier, and represents classifier parameters. The inner maximization problem
is approximated by generating adversarial examples via PGD attacks, while the
outer minimization problem updates network parameters to minimize adversar-
ial loss caused by inner adversarial examples. The recent TRADES method [16]
improves adversarial training by framing it as approximately solving:

where is a regularization term. This method balances accuracy on clean and
adversarial examples, achieving better defense effects. For the inner maximiza-
tion problem, TRADES also uses PGD with multiple iterations to generate
adversarial examples.

Zantedeschi et al. [12] trained networks with Gaussian noise added to input
images for data augmentation, achieving network regularization to reduce sensi-
tivity to input variations. Noise is also added during adversarial example testing.
However, this method uses standard Gaussian noise without considering gradi-
ent information. Liu et al. [13] proposed adding Gaussian noise to inputs and
networks for defense. Wang et al. [25] proposed MART, which distinguishes mis-
classified and correctly classified samples during training and applies different
maximization methods to train robust models.

2 Gradient-Guided Noise Addition (GGNA) Adversarial
Training Algorithm
Projected Gradient Descent (PGD) [15] is a multi-step variant of FGSM. Its
basic idea is to initialize with and iteratively compute gradients of the input to
update adversarial examples.

2.1 Relationship Analysis Between Gradient and Noise Ad-
dition
In neural networks for image classification, the gradient values of the output
with respect to each pixel in the input image vary, meaning each pixel has
a different impact on the output. For pixels with large gradient values, even
small changes can easily cause a correctly classified image to be misclassified.
For pixels with gradient values near zero, large perturbations have minimal
impact on classification results. Figure 2 [Figure 2: see original paper] shows
the absolute gradient values in an 8$×$8 region of a single channel of an input
image for a neural network classifier, demonstrating significant variation across
pixels.

Since adversarial examples are images with altered pixels, to more effectively re-
duce the impact of pixel changes on the output, noise-based training should add
more noise to pixels with large gradients to suppress network sensitivity, while
adding less noise to pixels with near-zero gradients to maintain classification ac-
curacy. As added noise is independently sampled from Gaussian distributions,
when the mean is set to 0, larger standard deviations yield higher probabilities
of sampling larger noise values. Based on this analysis, during noisy image train-
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ing, input image gradients can be converted to standard deviations of Gaussian
distributions, with noise for each pixel sampled independently from a Gaussian
distribution with that pixel’s gradient-derived standard deviation. Pixels with
large gradients receive noise from distributions with large standard deviations,
while pixels with small gradients receive noise from distributions with small
standard deviations.

2.2 Algorithm Theoretical Analysis
In image classification tasks with neural networks, training a standard classifi-
cation model requires minimizing the loss to achieve high accuracy. However,
due to adversarial examples, we want models to maintain high accuracy on both
clean and adversarial samples, minimizing the loss:

This is typically approximated by generating adversarial examples that maxi-
mize the loss, commonly implemented as:

where represents sampling from a Gaussian distribution with mean 0 and stan-
dard deviation , i.e., Equation (8) adds identically distributed Gaussian noise
to images. Equation (9) modifies images along the gradient direction through
multiple iterations to generate adversarial examples, where represents the input
image gradient. Combining these formulas with the gradient-noise relationship
analysis from Section 2.1 yields the following adversarial example generation
method:

where represents the number of iterations and the modification magnitude per
iteration. Larger gradients should correspond to larger Gaussian standard devi-
ations . The standard deviation is obtained by first taking the absolute value
of the gradient, i.e., , then applying min-max normalization: , where 0.0001 is
added to the denominator to prevent division by zero, normalizing to [0,1].

However, after normalization, pixel gradient magnitudes may still differ by over
1000×. To stabilize the standard deviations derived from gradients, the nor-
malized gradients are divided by their mean and clipped to [0,1]. To control
the maximum standard deviation of the Gaussian distribution, multiply by a
hyperparameter in [0,1], finally using the computed gradient as the Gaussian
standard deviation .

2.3 Algorithm Description
This section details the proposed gradient-guided noise addition adversarial
training algorithm. During network training, the algorithm first computes gra-
dients for each pixel in the original input image, then converts these gradients
to Gaussian standard deviations. Noise added to each pixel is independently
sampled from Gaussian distributions with corresponding standard deviations,
and these noisy images are added to the training set until convergence. During
adversarial example testing, noise is also added to test examples, with multiple
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predictions made and final results determined by voting. The detailed steps are
as follows:

2.3.1 Training Phase

a) Compute pixel gradients in image : Using adversarial training principles,
compute the gradient of input image according to Equation (5). The loss
consists of two parts: the first is the cross-entropy between the output and
label to maintain accuracy on clean samples. The second is the relative
entropy between the noisy image and clean image , which minimizes the
difference so the network classifies noisy and clean samples identically.
Parameters are then updated as , where represents network parameters
and the learning rate, until convergence.

b) Convert gradient to Gaussian standard deviation : Since larger gradient
values should correspond to larger standard deviations , first take the ab-
solute value . To prevent division by zero, add 0.0001 to the denominator,
normalize to [0,1], then divide by the mean and clip to [0,1]. Multiply by
hyperparameter to control the maximum standard deviation, yielding .

c) Add adaptive noise to obtain noisy image : Since different pixels in in-
put image have different gradients, noise for each pixel is sampled from
different Gaussian distributions (with different standard deviations), i.e.,
.

d) Compute loss and update network parameters : Calculate loss using Equa-
tion (5), then update parameters until convergence.

2.3.2 Testing Adversarial Examples Phase

During testing, since gradient information is unavailable, only standard Gaus-
sian noise is added to adversarial examples. When the perturbation magnitude
of adversarial examples is known, the Gaussian noise magnitude can be adjusted
accordingly. For simplicity, the standard deviation of test noise can be set to
the mean of the actual noise standard deviations added during training. Multi-
ple test results are integrated via voting to obtain the final prediction. No noise
is added when testing clean samples.

The pseudo-code for the Gradient-Guided Noise Addition (GGNA) adversarial
training method is shown in Algorithm 1. Figure 3 illustrates the difference be-
tween GGNA and previous noise addition methods when the maximumGaussian
standard deviation is 0.15. Figure 3(a) shows a clean image from CIFAR-10, (b)
shows the adaptive noise map generated by GGNA during training, (c) shows
the noise map from standard Gaussian noise addition, (d) shows the gradient
map of one channel of image (a), (e) shows the actual noise added by GGNA,
(f) shows the actual noise added by previous methods, (g) shows the noise stan-
dard deviation for GGNA, and (h) shows the standard deviation for standard
Gaussian noise. The figure demonstrates that GGNA achieves adaptive noise
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addition during training—adding larger noise to pixels with large gradients and
smaller noise to pixels with small gradients—whereas previous methods sample
noise from identical distributions without considering gradient magnitude.

Algorithm 1: Gradient-Guided Noise Addition Adversarial Training
Algorithm

Input: Gaussian noise standard deviation , learning rate , batch size , network
parameters .

Output: Trained network .

a) Read samples from dataset
b) for do /* Compute gradient of input image / / Convert gradient to stan-

dard deviation / / Add noise and clip to [0,1] / / Compute loss / / Update
parameters using computed loss */

c) Repeat steps a) through i) until convergence

3 Experiments
3.2 Differences Between GGNA and Previous Methods in Noise Ad-
dition

Figure 3 shows the differences between the proposed GGNA method and previ-
ous noise-based training methods during the training phase when the maximum
Gaussian standard deviation is 0.15. Figure 3(a) is a clean image from CIFAR-
10, (b) is the adaptive noise map produced by GGNA, (c) is the noise map from
standard Gaussian noise addition, (d) is the gradient map of one channel of
image (a), (e) is the actual noise added by GGNA, (f) is the actual noise added
by previous methods, (g) shows the noise standard deviation for GGNA, and
(h) shows the standard deviation for Gaussian noise. The figure demonstrates
that to reduce network sensitivity to input variations, GGNA achieves adaptive
noise addition during training—adding larger noise to high-gradient pixels and
smaller noise to low-gradient pixels—while previous methods sample noise from
identical distributions without considering gradient magnitude.

3.3 Effect of Noise Standard Deviation During GGNA Training on
Accuracy

Table 1 presents the actual noise standard deviation added, accuracy on clean
samples, and accuracy on adversarial examples when GGNA’s maximum noise
standard deviation is set to [0.25, 0.35]. Adversarial examples are generated
using PGD attack with perturbation size 8/255, iteration count 8, and step size
1/255. For simplicity, the test noise standard deviation is set to the mean of the
actual training noise standard deviations, and no Gaussian noise is added when
testing clean samples. Table 1 shows that within a certain range, as the train-
ing noise standard deviation increases, adversarial example accuracy improves,
while clean sample accuracy decreases. To balance these trade-offs, subsequent
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experiments use a maximum standard deviation of 0.30, corresponding to an
actual added noise standard deviation of 0.18.

Table 1: Effect of Adding Noise with Different Standard Deviations
During Training on Accuracy

Maximum Std
Dev Actual Std Dev Adversarial Accuracy Clean Accuracy
⋯ ⋯ ⋯ ⋯

3.4 Training Time Comparison Between GGNA and Standard Adver-
sarial Training

Table 2 compares the training time per epoch between GGNA and TRADES(10)
on CIFAR-10. TRADES(10) denotes adversarial training with 10 iterations of
gradient computation for adversarial example generation. Since GGNA requires
only a single gradient computation during adversarial training, its training time
is only 30% of TRADES(10), effectively reducing training time.

Table 2: Training Time Comparison Between GGNA and TRADES
Method

Method Training Time per Epoch
TRADES(10) ⋯
GGNA ⋯

3.5 Accuracy Comparison of Different Defense Methods on Clean and
Adversarial Examples

Since defense methods exhibit trade-offs between adversarial and clean accuracy
[24], this experiment compares these accuracies under identical conditions using
PGD attack with perturbation size 8/255, iteration count 8, and step size 3/255.
The compared methods include Normal, MART, Gaussian noise, TRADES(10),
and the proposed GGNA. For GGNA with maximum noise standard deviation
0.30, the actual noise standard deviation is 0.18. For fair comparison, the stan-
dard Gaussian noise method uses a standard deviation of 0.18 (labeled Gaussian
noise). Table 3 shows that GGNA achieves better accuracy on both adversarial
and clean examples.

Table 3: Accuracy of Different Methods on Normal and Adversarial
Examples

Method Adversarial Accuracy Clean Accuracy
Normal ⋯ ⋯
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Method Adversarial Accuracy Clean Accuracy
MART ⋯ ⋯
Gaussian noise ⋯ ⋯
TRADES(10) ⋯ ⋯
GGNA ⋯ ⋯

3.6.1 PGD Attack

For comprehensive comparison, extensive testing was conducted under
PGD attack, varying step size , iteration count , and maximum per-
turbation . Based on perturbation calculation methods, attacks are
categorized as and types. In attacks, perturbation size is calculated
as the maximum absolute difference: . In attacks, it’s calculated
as the Euclidean norm: , where is the number of pixels per channel
(32$×32𝑖𝑛𝑡ℎ𝑖𝑠𝑒𝑥𝑝𝑒𝑟𝑖𝑚𝑒𝑛𝑡).𝐹𝑜𝑟𝑎𝑡𝑡𝑎𝑐𝑘𝑠𝑤𝑖𝑡ℎ𝑚𝑎𝑥𝑖𝑚𝑢𝑚𝑝𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑖𝑜𝑛8/255, 𝑡ℎ𝑒𝑐𝑜𝑟𝑟𝑒𝑠𝑝𝑜𝑛𝑑𝑖𝑛𝑔𝑎𝑡𝑡𝑎𝑐𝑘𝑝𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑖𝑜𝑛𝑖𝑠(8/255)×32.𝑈𝑛𝑙𝑒𝑠𝑠𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑒𝑑, 𝑎𝑡𝑡𝑎𝑐𝑘𝑝𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑖𝑜𝑛𝑖𝑠𝑠𝑒𝑡𝑡𝑜8/255𝑎𝑛𝑑𝑎𝑡𝑡𝑎𝑐𝑘𝑝𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑖𝑜𝑛𝑡𝑜(4/255)×$32.
For GGNA, training uses maximum noise standard deviation 0.3, and testing
adds Gaussian noise with standard deviation 0.18. Gaussian noise methods use
standard deviation 0.18 for both training and testing.

a) Effect of attack step size on adversarial accuracy: Figure 4 [Figure
4: see original paper] shows adversarial accuracy of four defense methods
under PGD attack with iteration count 8 and increasing step size . Figures
4(a) and 4(b) show accuracy under and attacks, respectively. As step size
increases, all methods’accuracy decreases, but GGNA maintains higher
accuracy than the other three methods under both attack types.

b) Effect of attack iteration count on adversarial accuracy: Figure
5 [Figure 5: see original paper] compares adversarial accuracy as PGD
iteration count increases, with step size set to . Figures 5(a) and 5(b)
show results under and attacks. As iterations increase, GGNA achieves
comparable accuracy to MART under attacks and outperforms the other
two methods. Under attacks, GGNA demonstrates superior accuracy com-
pared to all three comparison methods.

c) Effect of maximum perturbation on adversarial accuracy: Figure
6 [Figure 6: see original paper] shows adversarial accuracy under PGD
attack with increasing maximum perturbation . For attacks, ranges from
[8/255, 26/255]; for attacks, ranges from [3/255, 15/255]$×$32, with iter-
ation count 8 and step size . Under attacks, GGNA achieves competitive
accuracy with MART and outperforms the other two methods. Under
attacks, GGNA maintains higher accuracy than all comparison methods
as perturbation increases.

3.6.2 FGSM and DeepFool Attacks

This section presents adversarial accuracy under DeepFool and FGSM attacks.
For DeepFool, maximum iterations are 50 and maximum perturbation is
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(4/255)$×32.𝐹𝑜𝑟𝐹𝐺𝑆𝑀, 𝑚𝑎𝑥𝑖𝑚𝑢𝑚𝑝𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑖𝑜𝑛𝑖𝑠(4/255)×$32 for attacks
and 8/255 for attacks. Due to minimal perturbations in DeepFool attacks,
GGNA and Gaussian noise methods use test noise standard deviation 0.1.
Table 4 shows that GGNA achieves higher adversarial accuracy than the other
three methods against both FGSM and DeepFool attacks.

Table 4: Adversarial Examples Accuracy Under FGSM and DeepFool
Attacks

Attack Type TRADES(10) Gaussian noise MART GGNA
DeepFool ⋯ ⋯ ⋯ ⋯
FGSM ⋯ ⋯ ⋯ ⋯

3.7 Discussion

Experiments on CIFAR-10 using multiple attack methods (PGD, FGSM, Deep-
Fool) compared GGNA against MART, TRADES, and Gaussian noise. Since
PGD-generated adversarial examples are more effective at causing misclassifi-
cation, comprehensive tests were conducted varying step size, iteration count,
and maximum perturbation. Results show that under attacks, GGNA outper-
forms the other three methods in adversarial accuracy. Under attacks, GGNA
achieves accuracy comparable to the state-of-the-art MART method and higher
than TRADES and Gaussian noise. Overall, GGNA provides better or compet-
itive defense performance while significantly reducing training time compared
to standard adversarial training.

4 Conclusion
To improve the defense capabilities of deep neural network-based image classi-
fication models against adversarial examples, this paper proposes the Gradient-
Guided Noise Addition (GGNA) adversarial training method. Extensive ex-
perimental results demonstrate that GGNA achieves comparable or superior
performance to TRADES, MART, and Gaussian noise methods across multiple
adversarial attack scenarios, effectively enhancing the ability of image classifica-
tion models to correctly classify adversarial examples.
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