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Abstract

To address the inherent contradiction between increasing embedding capacity
and enhancing robustness in information hiding algorithms, a multi-carrier in-
formation hiding algorithm is proposed. This approach employs multiple facial
expression images as carriers, utilizing Local Binary Pattern (LBP) texture fea-
tures to identify facial expression regions for embedding encrypted information.
The adjacent pixel difference matrix of the carrier region is computed, and em-
bedding space is constructed by shifting the histogram of corresponding elements
in the difference matrix, thereby achieving reversible hiding of encrypted infor-
mation and lossless recovery of the carrier image. Algorithmic analysis demon-
strates that the proposed method offers superior embedding capacity compared
to existing algorithms while maintaining high robustness, achieving a maximum
embedding capacity of 0.561 with a Peak Signal-to-Noise Ratio (PSNR) of 38.421
dB, with the PSNR value in the identified embedding region reaching 46.286.
Robustness experiments reveal that under filtering attacks, the algorithm main-
tains a similarity greater than 99% with the original information image; when
subjected to cropping and translation attacks, the Normalized Correlation (NC)
coefficient of the secret image reaches minimum values of 0.743 and 0.728, re-
spectively, which substantially exceeds that of other algorithms. Comparative
experimental results with alternative methods validate the effectiveness of the
proposed algorithm.
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Abstract: To address the trade-off between embedding capacity and robustness
in information hiding algorithms, this paper proposes a multi-carrier informa-
tion hiding algorithm. Multiple facial expression images are used as carriers,
with Local Binary Pattern (LBP) texture features employed to identify facial
expression regions for embedding encrypted information. The algorithm calcu-
lates the adjacent pixel difference matrix of the carrier region and constructs
embedding space by shifting the histogram of corresponding elements in the
difference matrix, thereby achieving reversible concealment of encrypted infor-
mation and lossless recovery of carrier images. Algorithm analysis demonstrates
superior performance over existing methods, with a maximum embedding capac-
ity of 0.561 while maintaining a Peak Signal-to-Noise Ratio (PSNR) of 38.421
dB, and the PSNR in identified embedding regions reaches 46.286. Robustness
experiments show that under filtering attacks, the similarity to the original in-
formation image exceeds 99%; when facing cropping and translation attacks,
the Normalized Coefficient (NC) of the secret image reaches minimum values
of 0.743 and 0.728 respectively, significantly outperforming other algorithms.
Comparative experimental results validate the effectiveness of the proposed al-
gorithm.

Keywords: lossless information hiding; multi-carrier; local binary pattern; dif-
ference matrix; histogram shift

0 Introduction

With the development of IoT, big data, social networks, and virtual reality
technologies, techniques for transmitting confidential information using human
behavior and objective E#{#R{EE as carriers have grown rapidly. Resolving
the contradiction between large-capacity secret information and embedding al-
gorithm robustness has become a mainstream research direction. The inevitable
problem of using multiple carriers for information hiding is categorized as multi-
carrier information hiding and joint analysis. Ker investigated three strategies:
carrier counting analysis, average joint analysis, and generalized likelihood ra-
tio testing [1], studied game equilibrium regarding threshold selection in carrier
counting analysis [2], proved that multi-carrier secure embedding capacity is
proportional to the square root of carrier quantity rather than carrier quantity
itself [3], and that single-carrier secure embedding capacity is proportional to
the square root of carrier size [4], subsequently proposing multi-carrier hiding
strategies that minimize KL divergence [5].

Addressing the problems of small hiding capacity and low security in single-
carrier information hiding algorithms, recent multi-carrier based schemes in-
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clude: 3@k [6] proposed a multi-carrier sharing steganography algorithm based
on Bernstein polynomials, providing larger embedding space for secret infor-
mation, but the shared carrier images exhibited strong correlations, resulting
in robustness only against specific attacks; @ [7,8] proposed a multi-image
hiding scheme based on error diffusion, using uncorrelated images as carriers
and dispersing quantization errors to neighboring pixels, achieving good visual
effects, but the extracted information differed from the original image, and loss
of any shared image prevented secret information extraction; 32#k [9] proposed
a fixed blocking based multi-carrier dispersed information hiding algorithm.

While mainstream embedding algorithms still employ single-carrier hiding meth-
ods, multi-carrier information hiding effectively resolves the contradiction be-
tween carrier embedding capacity and algorithm robustness. This paper pro-
poses a novel multi-carrier information hiding algorithm based on Local Binary
Pattern (LBP) facial expression recognition [10] regions. In multiple facial ex-
pression images, block matching determines the motion vectors of facial ex-
pression features, and Principal Component Analysis (PCA) generates a low-
dimensional subspace from these vectors, termed the feature motion space [11].
Using automatically recognized expression motion feature spaces, differential
histogram shifting adjusts pixel values in the feature space to embed prepro-
cessed encrypted information [12]. Experiments demonstrate that after embed-
ding encrypted information, the stego expression images maintain original facial
expressions due to large embedding space, and exhibit good robustness against
cropping, Gaussian noise, and rotation attacks. Using inverse differential his-
togram shifting to extract encrypted information yields expression images and
information images identical to the original carriers, thereby achieving lossless
information hiding with large embedding capacity across multiple carriers.

1 Facial Expression Feature Region Recognition

Multi-carrier information hiding technology has increased computational com-
plexity compared to single-carrier algorithms but effectively solves the difficulty
of improving embedding capacity [13]. This paper selects four different expres-
sion images from the JAFFE (Japanese Female Facial Expression) database.
The expression feature region extraction steps are:

(a) Valley-peak image (b) General feature block (c) Main feature block (d)
Information embedding region

[Figure 3: see original paper] Encrypted information embedding area selection

e) Repeat steps a)~d) to extract encrypted information embedding regions
for the other three facial expression images.

2 Secret Information Preprocessing

In this algorithm, a 128x128 binary fingerprint image S is selected as secret
information and segmented into four sub-images S1, S2, S3, and S4 of equal
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size.
[Figure 4: see original paper] Original secret image and segmented sub-image

a) Adjust the facial region in the original expression images to 512x512 size,
with four expression carriers represented as C1, C2, C3, C4.

[Figure 1: see original paper| Image of the emoticon after resizing

b) Extract expression texture features through LBP. Select a 3x 3 matrix, and
according to the LBP transformation formula (1), traverse the entire image
using the center pixel value as threshold to perform matrix transformation
as shown in [Figure 2: see original paper], obtaining LBP feature textures
that clearly reflect local expression details.

Scrambling encryption disrupts image pixel order, effectively removing pixel cor-
relations to enhance secret information security during transmission. The seg-
mented secret information sub-images undergo Logistic map chaotic scrambling.
While one-dimensional Logistic map and super Logistic map exist, a quantum
Logistic map has been proposed [14] with complex nonlinear dynamics charac-
teristics. To simplify computational complexity, in the one-dimensional Logistic
map iteration formula (3), setting parameters =3.99 and initial value x =0.5
yields a non-periodic, non-convergent chaotic sequence after n iterations, with
larger n values producing higher scrambling effectiveness.

where: [0,4], x (0,1). [Figure 5: see original paper| shows the secret information
sub-images S11, S21, S31, S41 after Logistic map scrambling, demonstrating that
the secret information has lost its original texture features.

where: (x_c, y_c) is the center pixel of the 3x3 matrix, i_p, i c are neighbor-
hood pixels, s(x) is the sign function defined as:

[Figure 5: see original paper]| Secret information Logistic map scrambling

3 Embedding Algorithm

(a) Local region (b) Region pixel matrix (c¢) LBP transformation matrix (d)
Facial texture features

[Figure 2: see original paper] LBP facial expression texture feature extraction

c) Based on the feature texture images from step b), perform binarization
to obtain valley-peak images (Figure 3: see original paper). Use block
matching to determine motion vectors of the expression face, and apply
Principal Component Analysis (PCA) to generate low-dimensional sub-
spaces from these vectors, obtaining general feature regions R1, R2, R3,
RA4.

d) Select important feature regions from R1, R2, R3, R4 as embedding space
for encrypted information, choosing the largest region R4 as the embed-
ding area.
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This paper adopts a multi-carrier approach. Kittawi et al. [15] proposed con-
structing redundant space using histogram shifting of carrier images to embed
hidden information, but direct histogram shifting creates limited redundant
space, preventing higher information embedding capacity. Xt [16,17] proposed
reversible data hiding using median difference histograms, achieving blind ex-
traction of hidden information by modifying two selected regions and preserv-
ing histogram midpoints, with good visual results. Based on the algorithm in
[16], this paper proposes an information embedding algorithm using differen-
tial histogram shifting, which constructs redundant space using the histogram
of adjacent pixel differences, increasing embedding space and enabling lossless
extraction of both carrier images and secret information.

3.1 Calculating Adjacent Pixel Differences

Define carrier image C{C1, C2, C3, C4} as an MxN 8-bit grayscale image, with
C(i,j) representing the pixel value at position (i,j). Calculate adjacent pixel
differences in the column direction row by row, expressed as:

where: 11 M, 1jN-1. Row-direction adjacent pixel differences are:

where: 11 M-1, 1j N. [Figure 6: see original paper] shows grayscale histograms
and pixel difference histograms for carrier images C1 and C3:

C1 grayscale histogram C1 adjacent pixel difference histogram C3 grayscale
histogram C3 adjacent pixel difference histogram

[Figure 6: see original paper] C1, C3 gray histogram and pixel difference his-
togram

In [Figure 6: see original paper]|, the adjacent pixel difference histograms of car-
rier images C1 and C3 exhibit Laplacian distribution. C1’ s grayscale histogram
peak is 9762, while the adjacent pixel difference value at “0” is 42592; C3’ s
histogram peak is 12063, with the pixel difference at “0” being 55776. The
adjacent pixel difference peaks are significantly larger than grayscale histogram
peaks, indicating that larger redundant space for information embedding can
only be constructed between adjacent pixels with identical values.

3.2 Secret Information Embedding

Either column-direction pixel differences can be calculated row by row or row-
direction differences column by column. To simplify algorithm complexity,
column-direction pixel differences are selected to construct redundant space,
denoted as D=DI being the difference matrix. Perform row adjustment on differ-
ence matrix D as shown in [Figure 7: see original paper] to construct redundant
space, where is the absolute pixel difference value.

a) When =0, information is embedded between adjacent pixels with identical
values. Scan the difference matrix D in raster order, applying transforma-
tion (6) to each element, which eliminates elements with value 1 from the
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difference matrix.

b) When >0, information is embedded in pixels with adjacent differences
of £ . Scan difference matrix D in raster order, keeping elements outside
[, ] unchanged while modifying only elements within [, ] according to
the following rules. During this histogram shifting process, the histogram
of pixel difference values greater than shifts right (or left) by 1 position,
resulting in no elements with value +1 in matrix D .

Based on the above steps, obtain the adjusted adjacent pixel difference matrix
D and embed encrypted information b. Scan D in raster order, embedding
b in all elements with values - -1 and +1. The pixel difference matrix after
information embedding is D |, with embedding rules as follows:

The stego image after embedding encrypted information is:

where: 11 M, 1jN-1. Since the difference matrix size is Mx(N-1) while the
carrier image size is MxN, the extra last column serves as reference pixels for
secret information extraction and remains unchanged before and after embed-
ding. The secret information embedding program implementation flow is shown
in [Figure 8: see original paper].

(a) =0 (b) >0
[Figure 7: see original paper] Pixel difference histogram adjustment

[Figure 8: see original paper] Data embedding program flow chart

3.3 Secret Information Extraction

Data extraction and image recovery are inverse processes of data embedding.
First, calculate the column-direction adjacent pixel difference matrix from the
stego carrier image from right to left. Since the last column elements remain
unchanged before and after extraction, C(i,N)=CS(i,N) for i [1,M], calculate the
adjacent pixel difference matrix based on C(i,N). As the encrypted information
to be embedded is a binary bitstream, denote the embedded information bit
value as b. Scan matrix D in raster order, using 0 elements in the matrix
according to formula (7).

where: 1i M, 1jN-1. Recover the carrier image difference matrix D based on
the absolute value of adjacent pixel differences, divided into two cases: =0
and >0.

a) When =0, for information embedded where adjacent pixel differences are
0. Scan D in raster order: if the scanned element value is 0, extract
hidden information value “0” ; when the scanned element is 1, extract
hidden information value “1” and set the element value to 0; when the
scanned element is greater than 1, decrease the element value by 1. The
carrier image pixel difference matrix is recovered as follows:
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b) When >0, extract information embedded using pixels with difference val-
ues - and . Scan D : if matrix elements have values - or , extract
embedded information “0” ; if matrix elements have values - -1 or +1,
extract embedded information “1” and adjust corresponding element val-
ues by adding 1 or subtracting 1; if element values are greater than +1
or less than - -1, adjust corresponding element values by subtracting 1 or
adding 1. The extraction rules are as follows:

Recover the carrier image C based on the obtained adjacent pixel difference
matrix:

where: 11 M, 1j N-1.

The secret information embedding process performs C(i,j)+1 or C(i,j)-1 oper-
ations on partial pixel values, inevitably causing underflow (C(i,j)<0) or over-
flow (C(i,j)>255). Therefore, pixels with C(i,j)<0 are set to 0, and pixels with
C(i,j)>255 are set to 255 to resolve overflow/underflow issues. The secret in-
formation extraction program implementation flow is shown in [Figure 9: see
original paper].

[Figure 9: see original paper] Data extraction program flow chart

3.4 Embedding Algorithm Experiments

For facial expression carrier images C{C1, C2, C3, C4}, the mouth region of
225x 144 size extracted through LBP texture features is used to embed Logistic
map scrambled encrypted information S1{S1l, S21, S31, S41}, obtaining stego
carriers CS{CS1, CS2, CS3, CS4}. Apply the recovery procedure from Section
3.3 to extract secret information S {S1, S2, S3, S4 } and recover carrier im-
ages C {C1, C2, C3, C4 }. Comparison shows that the differential histogram
shifting embedding algorithm does not alter carrier image texture features after
information embedding, and since the embedding region is where expression fea-
ture motion energy is high, facial expressions remain unchanged. Using inverse
differential histogram shifting to extract encrypted information yields lossless
carrier expression images, and inverse scrambling recovers recognizable secret
information.

Peak Signal-to-Noise Ratio (PSNR) is a quantitative metric measuring distor-
tion between original and stego images. PSNR values reflect secret image embed-
ding quality. [Figure 11: see original paper| examines the relationship between
embedding capacity and PSNR for carrier images C1, C2, C3, C4.

[Figure 10: see original paper| Secret information embedding and recovery

Table 1 Carrier image distortion detection

Max capacity (dpp) Min capacity (dpp) PSNR(max)/dB PSNR(min)/dB
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The differential histogram shifting embedding algorithm constructs large em-
bedding space. In the designated expression region, when carrier C3 reaches
maximum embedding capacity of 0.563, PSNR/(C3)max=46.286, demonstrating
excellent embedding performance and imperceptibility. However, maximum
embedding capacity inevitably reduces robustness. In [Figure 11: see origi-
nal paper], as effective embedding capacity increases, PSNR, decreases, with
PSNR(C1)min=36.485. Table 1 data shows average maximum embedding ca-
pacity and corresponding PSNR, values of 0.557/37.403, and average minimum
embedding capacity and corresponding PSNR values of 0.122/45.823. Data anal-
ysis reveals that when embedding capacity reaches 0.55, peak signal-to-noise
ratio still achieves 37, indicating high similarity between stego carrier images
and original expression images.

Comparing algorithm performance with reference algorithms using 512x512 car-
rier images, Yang et al.’s algorithm employs median difference histogram shifting
to construct high embedding space, with maximum embedding capacity of 0.214
and PSNRmax=49.532. The proposed algorithm also uses differential histogram
shifting for secret information embedding, achieving higher PSNR values than
other algorithms when embedding capacity exceeds 0.318, with slower distortion
variation as embedding capacity increases, demonstrating superior robustness.
Wu et al.’s image sharing algorithm suffers from large correlation between carrier
images, causing significant distortion after embedding with PSNRmax=24.719.

Table 2 Algorithm performance comparison

Algorithm PSNR/dB Embedding capacity

Cheng et al.

Wu et al.

Kittawi algorithm
Yang et al.

4 Robustness Experiments

Robustness is primarily evaluated through unauthorized embedding attacks
such as spatial filtering, lossy compression, and geometric deformation [18], ex-
amining the recovery degree of extracted secret information. The normalized
correlation coefficient between extracted and original secret information serves
as the robustness evaluation standard:

where w_i and Ww_i are pixel points of original and extracted secret informa-
tion, T is a predetermined threshold. Experiments show that when T=0.6, the
extracted secret information:--

4.1 Spatial Filtering Robustness Experiments

Perform mean filtering, Gaussian filtering, Laplacian filtering, Gaussian-
Laplacian filtering, median filtering, and Gaussian noise attacks on stego
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carrier images CS{CS1, CS2, CS3, CS4}, extracting and recovering encrypted
information. NC values for carrier CS1 under filtering attacks are shown in
Table 3.

Table 3 The NC value of carrier CS1 under spatial filtering attack

Attack Encrypted Encrypted Encrypted Encrypted Average
type info S1 info S2 info S3 info S4 NC

Mean 0.9987 0.9985 0.9986 0.9987 0.9986
filter

Gaussian  0.9988 0.9989 0.9993 0.9987 0.9989
filter

Laplace  0.9992 - - - -

filter

Gaussian- 0.9993 - - - -
Laplace

filter

Median  0.9986 - - - -

filter

Add 0.9985 - - - -
Gaus-

sian

noise

[Figure 12: see original paper] CS1 Spatial filtering attack

Table 3 data shows that after preprocessing secret information, NC values
remain above 0.99 under spatial filtering attacks, far exceeding the NC threshold
of 0.6. Maximum NC values of 0.9990 are achieved under Laplacian filtering
and Gaussian noise attacks, demonstrating 99% similarity between recovered
encrypted information and original information after spatial filtering attacks,
thus exhibiting excellent resistance to spatial filtering attacks.

4.2 Geometric Attack Robustness Experiments

Perform translation, cropping, and scaling attacks on stego carrier images CS,
extract encrypted information to calculate NC values, and compute the average
NCS value:

Table 4 NC mean of translational attack

NC value Translation amount NC value Translation amount

Table 5 NC mean of shear attack
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Cropping Cropping Cropping
% NC value % NC value % NC value

Table 6 NC Mean of Scaling Attacks

NC value Scaling ratio

[Figure 13: see original paper| Translational attack algorithm performance ex-
periment

[Figure 14: see original paper] Shear attack algorithm performance experiment
[Figure 15: see original paper] Scaling attack algorithm performance experiment

Robustness experiments against geometric deformation attacks show: in Table
4, when translation amount=500, the extracted secret information NC value
is 0.698; in Table 5, when cropping degree=50%, extracted secret information
NC=0.728; in Table 6, when carrier image scaling ratio is 0.2, NCmin=0.691,
with NCmin>0.6, thus extracted secret information maintains high recognizabil-
ity with minimal geometric attack damage. Algorithm performance comparison
shows: in [Figure 13: see original paper], Kittawi et al.” s algorithm demon-
strates high robustness against translation attacks, but the proposed algorithm
surpasses Kittawi’ s algorithm when translation amount>405; in [Figure 14:
see original paper] cropping attack comparison, the proposed algorithm outper-
forms Kittawi’ s algorithm when cropping degree<28.5%, though it is weaker
than Cheng et al.” s algorithm, but superior to other algorithms when crop-
ping degree>40%. Data analysis confirms that the proposed algorithm exhibits
advantageous robustness against geometric attacks, maintaining high recogniz-
ability of extracted information.

5 Conclusion

This paper proposes a multi-carrier lossless information hiding algorithm based
on differential histogram shifting in the LBP facial texture feature domain. LBP
texture features extract and identify mouth expression regions of the face. Secret
information consists of a original secret image segmented into four equally-sized
sub-images, encrypted through Logistic map chaotic scrambling. In fixed-size
expression regions, adjacent pixel differences of carrier images are calculated
to obtain difference matrices, and matrix histograms are adjusted according
to algorithm rules to construct embedding space for binary encrypted informa-
tion, with secret information losslessly extracted and carrier images recovered
through the inverse process. Experiments demonstrate that the multi-carrier
embedding algorithm achieves embedding capacity of 0.561 while maintaining
PSNR of 38.421, addressing the limited embedding capacity of single images.
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Robustness experiments show that the differential histogram shifting embed-
ding algorithm effectively resists spatial filtering and geometric deformation at-
tacks, with performance comparisons revealing significant advantages in attack
resistance and robustness over other algorithms.
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