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Abstract
GIFT is a lightweight block cipher featuring high implementation efficiency and
low power consumption, for which security evaluation research remains scarce.
By utilizing the Biclique attack method and combining it with the algorithm’s
key schedule and the information leakage patterns of the round function struc-
ture, we present results for both balanced Biclique attacks and Star attacks
on GIFT-64. The balanced Biclique attack on GIFT-64 requires a data com-
plexity of 2^32 and a computational complexity of 2^127.36; the Star attack
on GIFT-64 requires a data complexity of 2 and a computational complexity
of 2^127.48. This represents the first security analysis result for the full-round
GIFT-64 algorithm.
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Abstract: GIFT is a lightweight block cipher with high implementation effi-
ciency and low power consumption, yet there are few research results evaluating
its security. Using the Biclique attack method and combining it with the infor-
mation leakage patterns of the algorithm’s key scheduling and round function
structure, we present balanced Biclique attack and Star attack results for GIFT-
64. The balanced Biclique attack on GIFT-64 requires a data complexity of 232

and a computational complexity of 2127.36; the Star attack requires a data com-
plexity of 2 and a computational complexity of 2127.48. These are the first
security analysis results for the full-round GIFT-64 algorithm.
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0 Introduction
GIFT is a lightweight block cipher with an SPN structure proposed by Banik et
al. at CHES 2017, designed for resource-constrained environments such as IoT
and wireless sensor networks. Based on the design philosophy of the PRESENT
algorithm, GIFT achieves even lower power consumption and superior imple-
mentation efficiency compared to PRESENT. The algorithm employs a 128-bit
key and is available in two variants: GIFT-64 and GIFT-128, differing in block
size.

Biclique analysis, introduced by Bogdanov et al. at Asiacrypt 2011, is a novel
attack method against block ciphers and hash functions. Essentially a meet-in-
the-middle attack that leverages differential cryptanalysis techniques, it exploits
information leakage from the cipher’s structure and key scheduling to achieve key
recovery. This method generally enables security analysis of full-round block ci-
phers. Initially applied to the full AES with complexity below exhaustive search,
Biclique analysis has subsequently been used to evaluate other lightweight ci-
phers including LBlock, PRESENT, and Piccolo.

Existing security analyses of GIFT are limited. However, due to its structural
similarity to PRESENT, many analysis techniques applicable to PRESENT can
be adapted to GIFT. The designers briefly analyzed GIFT’s resistance against
differential cryptanalysis, linear cryptanalysis, invariant subspace attacks, and
algebraic attacks. Zhao et al. found a 10-round differential distinguisher for
GIFT-64 and presented differential cryptanalysis results for 16-round and 17-
round versions. This paper employs Biclique analysis to provide the first security
evaluation of full-round GIFT-64 under both balanced Biclique and Star attacks.

1.1 GIFT Algorithm Description
GIFT adopts an SPN structure with a design philosophy similar to PRESENT,
commemorating the tenth anniversary of PRESENT’s introduction. Unlike
PRESENT, GIFT’s S-boxes are not constrained by a branch number of 3,
offering better implementation efficiency.

The algorithm is available in two variants: GIFT-64 with 28 rounds and GIFT-
128 with 40 rounds, both using a 128-bit key. This analysis focuses on GIFT-64’
s security against Biclique attacks, so we detail only GIFT-64’s structure.

Each round of GIFT-64 consists of three operations in sequence: S-box trans-
formation, bit permutation, and key addition. The round function structure is
illustrated in [Figure 1: see original paper].

a) S-box Transformation. The S-box is the sole nonlinear component of
GIFT, composed of 16 parallel 4-bit invertible S-boxes that operate on each
nibble of the state to provide confusion. The specific 4-bit S-box used in GIFT-
64 is shown in .

b) Bit Permutation. The permutation layer operates at the bit level, moving
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the state value at position 𝑖 to position 𝑃(𝑖). The algorithm’s input state is
numbered from right to left as bits 0 through 63. The specific permutation table
for GIFT-64 is given in .

c) Key Addition. This step consists of round key addition and round constant
addition. For the key addition, the key schedule generates a 32-bit round key
𝑅𝐾𝑟 = 𝑈||𝑉 , where 𝑈 and 𝑉 are each 16 bits. These are XORed with state
values: 𝑏4𝑖 ← 𝑏4𝑖 ⊕𝑢𝑖 for 𝑖 ∈ {0, … , 15} and 𝑏4𝑖+1 ← 𝑏4𝑖+1 ⊕𝑣𝑖 for 𝑖 ∈ {0, … , 15}.
For the constant addition, a single bit“1”and a 6-bit constant 𝐶 = 𝑐5𝑐4𝑐3𝑐2𝑐1𝑐0
are XORed with state bits at positions 63, 23, 19, 15, 11, 7, and 3: 𝑏63 ← 𝑏63 ⊕1,
𝑏23 ← 𝑏23 ⊕ 𝑐5, 𝑏19 ← 𝑏19 ⊕ 𝑐4, 𝑏15 ← 𝑏15 ⊕ 𝑐3, 𝑏11 ← 𝑏11 ⊕ 𝑐2, 𝑏7 ← 𝑏7 ⊕ 𝑐1,
𝑏3 ← 𝑏3 ⊕ 𝑐0.

Key Schedule. For GIFT-64, the round key 𝑅𝐾𝑟 consists of two 16-bit words
extracted from the key state 𝐾 before state update: 𝑅𝐾𝑟 = 𝑈||𝑉 . The key
state is updated as follows: 𝐾 ← (𝑘76|| … ||𝑘0) ≫ 2, where ≫ denotes right
rotation. The round constants are defined via an LFSR updating a 6-bit state
initialized to 0: (𝑐5, 𝑐4, 𝑐3, 𝑐2, 𝑐1, 𝑐0) ← (𝑐4, 𝑐3, 𝑐2, 𝑐1, 𝑐0, 𝑐5 ⊕ 𝑐4). lists the round
constants for each round. Further design details are available in [1].

1.2 Basic Principles of Biclique Analysis
Biclique analysis requires constructing a Biclique structure. Bogdanov et al. [3]
proposed two construction methods for AES: Independent Biclique and Long
Biclique. Since Independent Biclique is simpler to construct and enables longer
attack rounds, it is commonly adopted in subsequent research, including this
work. Based on the dimension of the constructed structure, attacks can be
categorized as balanced Biclique, unbalanced Biclique, or Star attacks. We now
describe the Biclique structure and attack procedure.

1) Biclique Structure. A Biclique structure is essentially a bipartite graph,
typically represented as a triple. Let 𝑓 be an 𝑟-round sub-cipher that maps 2𝑑1

ciphertext elements 𝐶𝑖 to 2𝑑2 intermediate state elements 𝑆𝑗 under key 𝐾[𝑖, 𝑗],
i.e., 𝑆𝑗 ← 𝑓−1

𝐾[𝑖,𝑗](𝐶𝑖) for all 𝑖 ∈ {0, 1, … , 2𝑑1 − 1} and 𝑗 ∈ {0, 1, … , 2𝑑2 − 1}.
The structure ({𝐶𝑖}, {𝑆𝑗}, 𝐾[𝑖, 𝑗]) is called a 𝑑-dimensional Biclique structure
where 𝑑 = 𝑑1 = 𝑑2. When 𝑑1 = 𝑑2 ≠ 0, it is a balanced Biclique; when
𝑑1 ≠ 𝑑2 and both are non-zero, it is an unbalanced Biclique; when 𝑑1 = 0 or
𝑑2 = 0, it is called a Star structure. [Figure 2: see original paper] shows a
general ciphertext-direction Biclique; plaintext-direction Bicliques can also be
constructed depending on the algorithm.

2) Biclique Attack Procedure. A block cipher 𝐸 can be viewed as a com-

position of sub-ciphers: 𝑃
𝑒2←− 𝑉

𝑒1−→ 𝑆
𝑓

←− 𝐶, where 𝑓 is the sub-cipher used to
construct the Biclique and 𝑒1, 𝑒2 are matching sub-ciphers. The attack consists
of four steps: key partitioning, Biclique construction, state matching, and key
filtering.
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2 Balanced Biclique Analysis of GIFT-64
Using the Biclique construction method from [3], we construct a plaintext-
direction 5-round (4,4) balanced Biclique structure through appropriate key
partitioning, then present a full-round GIFT-64 security analysis.

a) Key Partitioning. Based on the key schedule, we select bits [0, 12], [0, 4],
[0, 1], [0, 1] of the key as active bits. Let 𝐾[0, 0] denote the master key with
these 8 bit positions set to 0 while remaining bits are traversed. The 128-bit
master key is partitioned into 2120 sets, each containing 28 keys 𝐾[𝑖, 𝑗].
b) Balanced Biclique Construction. Using the partitioned key space, we
construct related-key differential trails Δ𝑖 and ∇𝑗 through the corresponding
round keys. Analysis shows that Δ𝑖 and ∇𝑗 affect no overlapping S-boxes, mak-
ing them independent and yielding a 5-round (4,4) balanced Biclique structure,
as shown in [Figure 3: see original paper].

c) State Matching. From the 5-round (4,4) balanced Biclique, we obtain
28 plaintext states 𝑃𝑖 and their corresponding ciphertext states 𝐶𝑗 under the
correct key. We select bits 44-47 of round 17 output as the matching vector.
Decrypting upward 11 rounds forms the backward matching phase, while en-
crypting downward 12 rounds forms the forward matching phase. [Figure 4: see
original paper] illustrates the matching process. In the forward phase, we pre-
compute 32 S-boxes, recompute 12 S-boxes twice, 4 S-boxes 24 times, and 148
S-boxes 28 times. In the backward phase, we precompute 36 S-boxes, recompute
4 S-boxes twice, 8 S-boxes 24 times, and 101 S-boxes 28 times. In the figures,
white indicates no computation, light gray indicates precomputation, and dark
gray indicates recomputation.

d) Key Filtering. With 4 matching bits (44-47), there are 24 possible values,
giving an average false key pass probability of 2−4. Each key set contains 28

keys, so on average 24 keys pass filtering, yielding 24 candidate keys per set.
Finally, each candidate key is tested with full-round encryption to recover the
correct key.

Theorem 1. Using a 5-round (4,4) balanced Biclique structure, we can recover
the full-round GIFT-64 master key with data complexity 232 and computational
complexity 2127.36.

Proof. The data complexity is determined by the chosen plaintexts needed for
Biclique construction. As shown in [Figure 3: see original paper], we traverse
bits 0-31 of the plaintext while fixing bits 32-63, requiring 232 chosen plaintexts.

The computational complexity comprises three parts. First, Biclique construc-
tion requires precomputing 64 S-boxes, recomputing 12 S-boxes 24 times, and
recomputing 4 S-boxes 28 times, totaling 176 S-box computations. Second,
state matching includes forward and backward phases. Forward matching pre-
computes 32 S-boxes, recomputes 12 S-boxes twice, 4 S-boxes 24 times, and 148
S-boxes 28 times, totaling 32+12×2+4×24 +148×28 = 39, 040 S-boxes. Back-
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ward matching precomputes 36 S-boxes, recomputes 4 S-boxes twice, 8 S-boxes
24 times, and 101 S-boxes 28 times, totaling 36+4×2+8×24+101×28 = 27, 072
S-boxes. The matching phase thus requires 39, 040 + 27, 072 = 66, 112 S-box
computations. Third, key filtering tests 24 candidate keys per set, requiring 24

full-round encryptions.

The total complexity is therefore 176 + 66, 112 + 24 ≈ 216 S-box computations.
Since each GIFT-64 round contains 16 S-boxes and we attack 28 rounds, the
complexity is 216/(16 × 28) ≈ 2127.36 full-round GIFT-64 encryptions. �

3 Star Attack on GIFT-64
While the previous section used balanced Biclique analysis, this section presents
a Star attack yielding the lowest data complexity for full-round GIFT-64. The
Star attack, proposed by Bogdanov et al. [11] in 2014 as an unbalanced Biclique
variant, was first applied to AES. It follows a similar procedure but requires
only 2-3 known plaintexts at the cost of increased computational complexity.

a) Key Partitioning. We select key bits [0, 1, 8, 11] in both 𝑈 and 𝑉 as active
bits. Let 𝐾[0, 0] be the master key with these 8 bits set to 0 while remaining
bits are traversed. The 128-bit key is partitioned into 2120 sets, each containing
28 keys 𝐾[𝑖, 𝑗].
b) Star Structure Construction. Using the partitioned key space, we con-
struct related-key differential trails Δ𝑖 and ∇𝑗 where Δ𝑖 affects bits [0, 1] and
∇𝑗 affects bits [8, 11]. As with the balanced Biclique, Δ𝑖 and ∇𝑗 affect no
overlapping S-boxes, yielding a 4-round 8-dimensional Star structure shown in
[Figure 5: see original paper].

c) State Matching. Using the 4-round 8-dimensional Star structure, we select
bits 44-47 of round 16 output as the matching vector. Forward matching pre-
computes 8 S-boxes, recomputes 8 S-boxes 24 times, and 164 S-boxes 28 times.
Backward matching precomputes 34 S-boxes, recomputes 4 S-boxes twice, 2 S-
boxes 24 times, 8 S-boxes 28 times, and 117 S-boxes 28 times. [Figure 6: see
original paper] shows the matching paths with the same color coding as [Figure
4: see original paper].

d) Key Filtering. With 4 matching bits, the false key pass probability is 2−4.
Each key set contains 28 keys, so on average 24 keys pass filtering, leaving 24

candidates per set. Each candidate is verified with full-round encryption.

Theorem 2. Using a 4-round 8-dimensional Star structure, we can recover
the full-round GIFT-64 master key with data complexity 2 and computational
complexity 2127.48.

Proof. The computational complexity has three components. First, Star con-
struction precomputes 60 S-boxes and recomputes 4 S-boxes 24 times, totaling
76 S-box computations. Second, forward matching requires 8+8×24+164×28 =
42, 120 S-box computations. Backward matching requires 34 + 4 × 2 + 2 × 24 +
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8 × 28 + 117 × 28 = 30, 130 S-box computations. The matching phase totals
42, 120 + 30, 130 = 72, 250 S-box computations. Third, key filtering tests 24

candidates per set.

The total is 76 + 72, 250 + 24 ≈ 216.14 S-box computations, equivalent to 2127.48

full-round encryptions. The data complexity is 2 chosen plaintexts, giving a
success probability of 1. �

4 Conclusion
This paper analyzed GIFT-64’s security against balanced Biclique and Star
attacks. By exploiting information leakage from GIFT-64’s linear key sched-
ule, we presented the first security analysis results for full-round GIFT-64 with
optimal computational complexity and minimal data complexity. Future work
will extend this Biclique analysis to GIFT-128, providing a more comprehensive
security evaluation of the GIFT family.
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