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Abstract

To address the issue of excessive power concentration in a single KGC in certifi-
cateless short signature schemes, a certificateless short signature scheme based
on dual KGCs is proposed, wherein the dual KGCs mutually restrict each other,
effectively reducing the harm caused by master key leakage and malicious manip-
ulation of a single KGC. Subsequently, under the random oracle model and the
hardness assumptions of the k-CAA and Inv-CDH problems, it is proven that the
signature scheme is existentially unforgeable under adaptive chosen-message at-
tacks. Finally, comparisons are made with other certificateless digital signature
schemes, and the scheme is implemented in C language. Experimental results
and analysis demonstrate that the scheme has low computational overhead, high
operational efficiency, and strong security.
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Abstract: To address the problem of excessive power concentration in a sin-
gle Key Generation Center (KGC) in certificateless short signature schemes,
this paper proposes a certificateless short signature scheme based on double
KGC, where the two KGCs mutually restrict each other, effectively reducing
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the harm caused by the leakage of a single KGC’ s master key and malicious
manipulation. Subsequently, under the random oracle model and the hardness
assumptions of the k-CAA and Inv-CDH problems, we prove that the proposed
signature scheme is existentially unforgeable against adaptive chosen-message
attacks. Finally, we compare the scheme with other certificateless digital signa-
ture schemes and implement it in C language. Experimental results and analysis
demonstrate that the scheme has low computational cost, high operational effi-
ciency, and strong security.

Keywords: certificateless; double KGC; short signature; provably secure; ran-
dom oracle model

0 Introduction

To solve the time-consuming issues of user public key certificate management
and certificate transmission in traditional public key cryptography, Shamir [?]
proposed identity-based cryptography in 1984, where all users’ private keys
are generated by a trusted third party called a Private Key Generator (PKG).
Consequently, a malicious PKG can impersonate users to generate signatures
or decrypt ciphertexts intended for users, leading to a key escrow problem. To
address this key escrow issue in identity-based cryptography, Al-Riyami and
Paterson [?] introduced a certificateless public key cryptography in 2003. In
certificateless public key cryptography, a user’s private key is jointly generated by
the Key Generation Center (KGC) and the user, which eliminates the key escrow
problem in identity-based cryptography while removing the certificate storage
and management issues in traditional cryptography. Subsequently, numerous
certificateless digital signature schemes have been proposed. In 2012, Feng et
al. [?] proposed an efficient certificateless multi-signature scheme in the standard
model. In 2016, Islam et al. [?] constructed a certificateless digital signature
scheme based on bilinear pairings. In 2017, Gao et al. [?] proposed a leakage-
free certificateless digital signature scheme based on the Computational Diffie-
Hellman (CDH) problem.

In certificateless cryptosystems, there are two types of adversaries [?]: A; and
A,. One is the dishonest user A;, who does not know the system master key
or the user’ s partial private key but can replace the user’ s public key. The
other is the malicious KGC A,, who knows the system master key and the user’
s partial private key but cannot replace the user’ s public key.

Existing certificateless signature schemes based on a single KGC cannot resist
malicious KGC attacks. In 2017, Zhang et al. [?] analyzed the security of
certificateless aggregate signature schemes proposed in [?, ?, ?], pointing out
that these three schemes suffer from malicious KGC attacks, and constructed
attack algorithms respectively to achieve forgery attacks. In the same year, Ge
et al. [?] analyzed a certificateless proxy signature scheme proposed by Liu and
Zhang [?] and found that it could not resist malicious KGC attacks.
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Therefore, it is evident that single-KGC certificateless signature schemes pose
certain risks to the system due to the excessive power of the KGC, as a mali-
cious KGC can master the system master key and users’ partial private keys
to forge signatures. To solve the problem of excessive power concentration in a
single KGC, this paper proposes a provably secure certificateless short signature
scheme based on double KGC under the random oracle model. Compared with
other single-KGC certificateless signature schemes, on the one hand, the double
KGCs can mutually restrict each other, achieving a separation of powers that re-
duces the success probability of attacks targeting the KGC and thus mitigates
harm to the system. On the other hand, by incorporating the advantages of
short signatures [?], the practicality of our scheme is enhanced.

1.1 Bilinear Pairings

Bilinear Pairings [?, ?]: Let G; be an additive cyclic group of order ¢, and
G, be a multiplicative cyclic group of order q. Let P be a generator of G;. A
mapping e : G; x G; — G5 is called a bilinear pairing if it satisfies the following
three properties:

a) Bilinearity: For any m,n € Z;, e(mP,nP) = e(P, P)™".
b) Non-degeneracy: e(P, P) #+ 1.

¢) Computability: There exists a polynomial-time algorithm to compute
e.

1.2 Hard Problem Assumptions
Definition 1 (k-CAA Problem). Given (P,sP,ey,...,e, € Z;) where s is

. 1 1 ..
unknown, and given {S+61P, sy EP}, for a certain integer ¢ ¢ {eq,..., €.}

1
and ¢ € Z, compute - P.

Definition 2 (Inverse Computational Diffie-Hellman Problem, Inv-CDH).
Given (P,aP) where a € Z} is unknown, compute a 'P.

1.3 Definition of Certificateless Digital Signature with Dou-
ble KGC

A certificateless digital signature scheme based on double KGC consists of seven
algorithms, as shown in Figure 1 [Figure 1: see original paper].

Figure 1 Certificateless digital signature definition
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1. Setup: Input a security parameter L. KGC, runs the algorithm and
returns its master key x,. KGCpg runs the algorithm and returns its
master key x5 and system public parameters params.

2. Extract-Partial-Private-Key: Input params, KGC,’ s master key z 4,
and identity I.D. KGC 4 runs this algorithm and outputs KGC 4’ s partial
private key d4. Input params, KGCg' s master key x5, and KGC,’ s
partial private key d 4. KGCp runs this algorithm and outputs the partial
private key d;p, which is sent to the corresponding user via a secure
channel.

3. Set-Secret-Value: Input params and user identity I.D. Output the user’
s secret value x;. This algorithm is executed by each user in the system.
The secret value space is determined by the system public parameters
params and the user’ s identity ID.

4. Set-Private-Key: Input params, the user’ s partial private key d;p,
and their secret value. Output the private key sk;,. This algorithm is
executed by each user in the system.

5. Set-Public-Key: Input params and the user’ s secret value ;. Output
the user’ s public key pk;p. This algorithm is executed by system users,
and the public key is published after execution. The public key space is
defined by the system public parameters params and the user’ s identity
information ID.

6. CL-Sign: Input params, message m to be signed, user’ s identity ID,
public key pk;p, and private key sk;p. This algorithm outputs signature
S.

7. CL-Verify: This is a deterministic signature verification algorithm. Input
params, signer’ s identity ID, public key pk;p, message m, and signature
S. It returns “1” if the signature is valid, otherwise returns “0” indicating
the signature is invalid.

1.4 Security Model of Certificateless Digital Signature with
Double KGC

In certificateless cryptosystems, there are two types of attacks. On one hand,
because user public keys are not certified, adversaries have the right to replace
a user’ s public key with an illegal one of their choice, but they do not know
the system master key or the user’ s partial private key—this is the user public
key replacement attack. On the other hand, since the KGC knows the system
master key, it can compute the user’ s partial private key but cannot replace
the user’ s public key—this is the malicious but passive KGC attack. Therefore,
a secure certificateless cryptographic scheme should at least resist these two
attacks.
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Based on the traditional single-KGC attack types and combining the character-
istics of double KGC, this paper presents in detail two types of adversaries with
different capabilities for our scheme. One is the dishonest user, denoted as A,
and the other is the malicious but passive KGC, denoted as A,.

e Type I Adversary A;: Knows at most one system master key, does not
know the user’ s partial private key, and can replace the user’ s public key.

o Type Il Adversary A,: Masters the system master key, knows the user’
s partial private key, but cannot replace the user’ s public key.

Definition 3: A certificateless digital signature scheme is existentially unforge-
able against adaptive chosen-message attacks if the probability of adversary A
winning in the following two games is negligible.

The interaction between challenger C' and Type I adversary A; is shown in
Figure 2 [Figure 2: see original paper]. Finally, A; outputs a challenge identity
ID* and public key pk;p. and a message/signature pair (m*,S*). A; wins if
the following conditions hold:

a) ID* has never been submitted to the private key extraction oracle;

b) ID* has never been submitted to both the public key replacement oracle
and the partial private key extraction oracle simultaneously;

c) (m*,S*) is not obtained from the signature oracle.
Figure 2 Game process between Challenger C' and Type I adversary
Figure 3 Game process between Challenger C' and Type II adversary

The interaction between challenger C' and Type II adversary A, is shown in
Figure 3 [Figure 3: see original paper|. Finally, A, outputs a challenge identity
ID* and public key pk;p. and a message/signature pair (m*,S*). A, wins if
the following conditions hold:

a) ID* has never been submitted to the private key extraction oracle;

b) (m*,S*) is not obtained from the signature oracle.

2.1 Scheme Construction

a) Setup: Given security parameter [, G; and G, are additive and multiplica-
tive cyclic groups respectively, P is a generator of G, and the order of G is
g. The bilinear pairing is e : G; x G; — G4. Select two collision-resistant hash
functions H, : {0,1}* — Z, and H, : {0,1}* x G| — Z,,.

KGCy selects a secret value 4 € Z; as KGC 4’ s master key, computes y, =
x 4P, and secretly saves x 4.
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KGCp selects a secret value zp € Z; as KGCp' s master key, computes yp =
xgP, and secretly saves zp.

Compute T' = z,yp = v 2P = gy, as the joint public key and publish it.
Anyone can verify the validity of T' through e(T, P) = e(y 4, yp).

Publish the joint system parameters {G,,Go,e,q, P, Hy, Hy,y4,yg, T}

Let p be the probability of single KGC key leakage, then the probability of
key leakage in our constructed double KGC scheme is p?. Therefore, if the
single-KGC-based scheme is secure, then the double-KGC-based scheme is also
secure.

Theorem 1: Under the random oracle model and the k-CAA and Inv-CDH
problem assumptions, the proposed certificateless short signature scheme based
on double KGC is existentially unforgeable against adaptive chosen-message
attacks.

Theorem 1 can be derived from Lemmas 1-3 below.

Lemma 1: For Type I adversary, suppose there exists an adaptive chosen-
message and signature attack algorithm A; that breaks our scheme with non-
negligible advantage ¢ in probabilistic polynomial time ¢, where A; does not
know KGC, s system master key but knows KGCp' s system master key.
Let qp, 4g, qpis g5 denote the number of H; queries, partial private key ex-
traction queries, private key extraction queries, public key queries, and sig-
nature queries respectively. Let ty, tg, t,;, t, denote the time required for
one H, oracle query, one partial private key extraction oracle, one private
key extraction query, one public key query, and one signature query respec-
tively. Then there exists an algorithm C' that solves the k-CAA problem

ap+ds s . .
with advantage ¢/ > - (1 — i) e (1 — i) ¢ and running time t’ <
[e§23 9 dpk

t+ (245 + 2y, + 45)tr + dptE + dprtpn + dsts-
Proof: Given a k-CAA problem instance: {P,sP,e;,...,e, € Z,} and

{ﬁP, e ﬁP} where s is unknown, algorithm C” s goal is to call A; as a

subroutine and finally output a solution to the k-CAA problem.

In the game, assume that for any user identity ID, the signature attack algo-
rithm A; has queried H; and H, about the user identity before performing
partial private key extraction queries, private key extraction queries, public key
replacement, signature queries, and outputting signatures.

System Setup: Let y, = sP (here s acts as KGC,’ s system master key,
which is unknown to C). Select x5 € Z; as KGCp' s master key, compute
yg = xgP as KGCg' s public key, compute T" = xzy, = xgsP as the sys-
tem’ s joint public key (known to C'), and send the system joint parameters
{Gy,Gy,e,q,P,H;, Hy,y4,yp, T} and KGCpg' s master key x5 to A;.

Then attack algorithm A; adaptively executes the following queries to challenger

C:
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a) H,; Queries: C maintains a list listy consisting of entries (ID;,Q,). C pre-
pares gy responses {€j, ..., €y, ..., €, } where the data {e, ..., e, } are randomly
distributed in the set. When A; makes an H; query about identity ID,, C
performs:

o If ID;, = ID*, C selects one e; from the list and returns Q; = e; to A;.
o Otherwise, C' randomly selects a value e; from set {e,,, ... } and
returns Q; = e; to Ay, then adds record (ID;,Q;) to listy.

b) Partial Private Key Extraction Queries: C' maintains a list listy con-
sisting of entries (ID,,ID,,Q,,d;). When A; makes a partial private key query
about identity ID,, C recovers @), from list; and performs:

o If ID, = ID* C stops the simulation and outputs “FAILURE” (this event
is denoted as Ej).
e Otherwise, C' computes d; = - + s

record (ID;,ID,,Q,,d;) to listE

P and returns d; to A;, then adds

c) Public Key Queries: When A; makes a public key query about identity

D;, C checks if a corresponding value exists in the list. If it exists, C recovers
pk; and returns it. Otherwise, C selects a random number r; € Z; and returns
public key pk;, = r,P to A;. Then C adds record (ID,,1D;,, Ql,pkl, 7;) to list,,

d) Private Key Extraction Queries: When A; makes a private key extrac-
tion query about identity ID;, C first recovers (ID ID,;,Q,,d;) from listp and
(ID;,ID;,Q;,pk;,r;) from list,,, then performs:

o If ID, = ID*, C stops the protocol and outputs “FAILURE” (this case is
denoted as E,).

o Otherwise, C runs the record (ID,, ID,,Q,,d,;) and record (ID,, ID;,Q,, pk;,r;)
and sends sk; = (d;,r;) as the corresponding private key to A;.

e) Public Key Replacement: C inputs (ID;,pk}), modifies list,;, and re-

places user ID,” s public key pk,; with pk;.

Pk

f) H, Queries: C maintains a list list; consisting of entries (I D,, ID;, m;, Q,,pk;, h;).
When A; makes an H, query, C' randomly selects h; €5 Z;. Then C adds
record (ID,,ID;,m;,Q,;,pk;, h;) to listy and returns h; to A;.

g) Signature Queries: When A; makes a signature query about (ID;,m,), C

first recovers (ID;,ID,,Q,,d;) from listy, then performs:

o« If ID, # 1ID*, C extracts record (ID,;,ID,;,Q,,d;) from listg,
extracts record (ID“ ID;,Q;,pk;,r;) from list,,, extracts record
(ID,,ID;,m;,Q,;,pk;, h;) from list;, and computes S; = d; + h,r;.

e Otherwise, C stops the protocol and outputs “FAILURE” (this case is
denoted as Es).

Finally, C outputs signature S,.

Finally, A, stops training and outputs a message/signature pair (m*, S*) for a
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challenge identity /.D* and public key pk;p-, satisfying the verification equation
Verify(params, ID*, m* pk;p.,S*) = 1. C extracts the corresponding record
(ID*,ID*, Q% pk*,r*) from list,, and record (ID*,1D*,m*,Q*,pk*,h*) from
listy, then performs:

o If{Q*} ¢ {eq,...,e,}, Coutputs “FAILURE” and stops the protocol (this
event is denoted as E,).
e Otherwise, the following equation holds:

1
e (h*r*P f——p P)
rp+ Q*

1
e (h*r*P f——p P)
rp+ Q*

1
e (P,P) -e(h*r*P, P)
rp+Q

¢ (s +1Q* Py P)

Thus C' can successfully compute - +1Q* P as the solution to the k-CAA problem.

Analysis of A;’ s advantage in this game:

e(S*, P)

a) The responses to A,” s H; and H, queries are uniformly distributed, in-
distinguishable from the real environment.

b) Partial private key extraction queries, private key extraction queries, and
signature queries can proceed smoothly without stopping, i.e., events E,
E,, E5 do not occur.

c) If events E,, E,, E5, and E, do not occur, then C' can solve an instance
of the k-CAA problem. The probability that events E;, E,, E5, and E,
do not occur satisfies:

PR 1 qs 1
Pr[~E, A By A By A —E,] > <1 - ) (1 - ) —
dr qpk du

However, when A, forges a valid signature without querying H,, this simulation

has a flaw. Considering that the oracle output satisfies uniform distribution,

the probability of this event is é, so A;’ s advantage in this game is ¢’ >
a5+4s s . . .

L (1 — i) o (1 — i) g, and the running time is ¢’ <t + (2qx + 2q,;, +

[e§23 9y dpk

4)ty + qptp + Grto + a5t

Lemma 2: For Type I adversary, suppose there exists an adaptive chosen-
message and signature attack algorithm A, that breaks our scheme with non-
negligible advantage € in probabilistic polynomial time ¢, where A; knows nei-
ther KGC4" s nor KGCp' s system master key. Let ¢, ¢, g1, ¢5 denote the
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number of H, queries, partial private key extraction queries, private key extrac-
tion queries, public key queries, and signature queries respectively. Let ty, tf,
tpks s denote the time required for one H, oracle query, one partial private key
extraction oracle, one private key extraction query, one public key query, and
one signature query respectively. Then there exists an algorithm C' that solves

. qS
the k-CAA problem with advantage ¢ > ﬁ (1 — i)qEWb (1 — qi) € and

9H pk

running time t' <t 4 (2qp + 2q,, + 4)ty + dpte + Grtpr + At
Proof: Similar to the proof of Lemma 1, omitted here due to space limitations.

Lemma 3: For Type II adversary, suppose there exists an adaptive chosen-
message and signature attack algorithm A, that breaks our scheme with non-
negligible advantage ¢ in probabilistic polynomial time ¢. Let gy, g, ¢, denote
the number of H, queries, private key extraction queries, public key queries,
and signature queries respectively. Let tp, t,,, t; denote the time required
for one H, query, one private key extraction query, one public key query, and
one signature query respectively. Then there exists an algorithm C that solves

qs
the Inv-CDH problem with advantage &’ > i <1 — ﬁ) € and running time
P
t <t+ (Qka + qs)tH + katpk + qsts'

Proof: Given an Inv-CDH problem instance: (P, hP) where h € 7} is unknown,
C’ s goal is to output h~! P through interaction with A,.

System Setup: C runs the system setup algorithm, selects x4 €5 Z; as KGC ’
s master key, computes y, = 24P as KGC,’ s public key (known to C). C
selects zg € Z; as KGCp's master key, computes yp = 5P as KGCp’s public
key, computes T = x4y = x,25P as the system joint public key (known to
(), and sends the system joint parameters {G;,Gs,¢e,q, P, Hy, Hy,y4,yg, T}
and KGC,’ s master key 4 and KGCp’ s master key x5 to A,.

Then attack algorithm A, adaptively executes the following queries to challenger

C:

a) H, Queries: C maintains a list list; consisting of entries (ID,, ID;,m;, Q;,pk;, h;).
When A, makes an H, query about identity ID,, if the query value already
exists in the list, C' returns the corresponding value from the list. Otherwise,

C' performs:

e If ID, = ID", C selects a random number h; € Z, returns h; to Ay, and
adds record (ID,,ID;, m;,Q;,pk;, h;) to listy.
o Otherwise, C randomly selects a value h; from set {hy,...,h, } and re-

turns h; to A,.

b) Private Key Extraction Queries: When A, makes a private key query
about ID;, C' performs:

o« If ID, = ID*, C stops the protocol and outputs “FAILURE” (this case is
denoted as E,).
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o Otherwise, C' extracts the corresponding record (ID,,ID,,Q;,d;) from
listg and (ID;, ID;,Q;,pk;,r;) from list,, and sends them to A,.

c) Public Key Queries: C maintains a list list,), consisting of entries
(ID;,ID,,Q;,pk;,r;). When A, makes a public key query about ID, C
checks if a corresponding value exists in the list. If it exists, C' outputs the
corresponding value. Otherwise, C' extracts record (ID,,ID;,Q,) from listy
and performs:

o If ID, = 1D, C selects a random number 7; € Z7, returns pk, = r, P to
Ay, and adds record (ID;, ID;,Q;,pk;,1;) to list,,.

o Otherwise, C selects a random number r; €p Z;, returns pk;, = r, P,
computes pk; = r,P and sends it to A;. Then C adds record

(IDileia Qi7pki77"i) to liStpk.

d) Signature Queries: When A, makes a signature query about (ID;,m,), C
performs:

o If ID;, = ID*, C stops the protocol and outputs “FAILURE” (this case is
denoted as E,).

o Otherwise, C extracts (ID,,ID;,Q,,d;) from list 5, extracts (ID,,ID;, Q,, pk;,r;)
from list,,, extracts (ID;, ID;,m;,Q;,pk;, h;) from list, and computes
S; =d; + hyr; P.

Finally, C' outputs signature 5.

Finally, A, stops querying and outputs a message/signature pair (m*, S*) for a
challenge identity 1 D*, satisfying the verification equation Verify(m*, [D*, pk;p., S*) =
1. The corresponding public key is pk;p. = r*P. C extracts the corresponding
record (ID*, 1D*,Q*,pk*,r*) from list,, and record (D", ID*,m*,Q",pk*, h*)
from listy;, then performs:

o If{Q*} ¢ {e;,...,e;}, C outputs “FAILURE” and stops the protocol (this

event is denoted as Ej).
¢ Otherwise, the following equation holds:

1
S*P)=e¢e|hr*P+ —+P,P
e( ) e( r i O )

1
—e(-P,P
e(h )

Thus C can successfully compute %P as the response to the Inv-CDH challenge,
thereby solving the Inv-CDH problem.

Analysis of A, s advantage in this game:

a) The responses to Ay’ s H, queries are uniformly distributed, indistinguish-
able from the real environment.
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b) Private key extraction queries and signature oracle queries can proceed
smoothly without stopping, i.e., events E; and E, do not occur.

¢) Therefore, if events E,, E,, and F5 do not occur, then C can solve an
instance of the Inv-CDH problem. The probability that events E;, E,
and E5 do not occur satisfies:

1\%* 1
Pr[-E, A—=Ey A=E5] > [1— — | —
qy dy

However, when A, forges a valid signature without querying H,, this simulation
has a flaw. Considering that the oracle output satisfies uniform distribution,
the probability of this event is %, so A,” s advantage in this game is &’ >
L (1 — i>qs g, and the running time is t' <t + (2¢,;, + g5)ty + Qtpr + Gsts-

qm d9H

2.3 Performance Analysis

As shown in Table 1 , we compare our scheme with recent elliptic curve-based
certificateless digital signature schemes in terms of signature process, verification
process, and signature length. S,, denotes one scalar multiplication on Gy,
P denotes one bilinear pairing operation, and H denotes one hash-to-point
operation.

The Tso [?] scheme uses one scalar multiplication on Gy and one hash-to-point
operation in the signature process, and 2 bilinear pairing operations, one scalar
multiplication on G, and one hash-to-point operation in the verification pro-
cess. The Chen [?] scheme uses one scalar multiplication on G in the signature
process, and two bilinear pairing operations, one scalar multiplication on Gy,
and one hash-to-point operation in the verification process. The Gayathri [?]
scheme uses 3 scalar multiplications on G in the signature process, and 2 bi-
linear pairing operations and one scalar multiplication on G in the verification
process. The Karati [?] scheme uses 2 scalar multiplications on G in the sig-
nature process, and 1 bilinear pairing operation and 2 scalar multiplications on
G in the verification process.

Compared with the above schemes, our scheme uses 1 scalar multiplication on
(G in the signature process and 1 bilinear pairing operation and 1 scalar multi-
plication on G, in the verification process, demonstrating higher efficiency. In
terms of signature length, among the compared certificateless digital signature
schemes, except for Gayathri and Karati with signature length 2|G,], the re-
maining schemes have signature length |G;|. The above comparison shows that
our scheme has a shorter signature length, lower computational cost, and higher
operational efficiency.

Table 1 Performance comparison of schemes
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Scheme Signature Process Verification Process Signature Length
[?] 15, +1H 2P, +15,,+1H 2|G4|

[?] 15, 2P, +15,,+1H 2|G4|

[?] 3S,, 2P, +15,, 2|G,|

[?] 2Sm 1Pr + 2Sm |G1|

Our Scheme 15, 1P, 4+ 15, |G|

2.4 Experiments and Simulation

Under the Windows 7 operating system, using Microsoft Visual Studio 2012 plat-
form and combining bilinear pairing operations on elliptic curves with the PBC
library in C language, we implemented our scheme. In the same environment
(OS: Windows 7 64-bit, CPU: Intel(R) CoreTM i3-4150 @ 3.50 GHz, RAM:
Kingston HX424C15FB2 8 GB), we ran recent elliptic curve-based certificate-
less digital signature schemes and compared the average time consumption over
100 runs. The experimental results are shown in Table 2 . Our scheme’ s aver-
age total time consumption is 0.126s, with average signature time of 0.024s and
average verification time of 0.032s. The total time consumption of our scheme
is approximately 27% less than the Tso scheme, 19% less than the Chen scheme,
25% less than the Gayathri scheme, and 21% less than the Karati scheme.

Table 2 Comparison of the average time-consuming of 100 results

Scheme Total Time (s)
7] 0.173
] 0.156
] 0.168
] 0.160

Our Scheme 0.126

3 Conclusion

Based on existing certificateless cryptography, this paper proposes a certificate-
less short signature scheme with double KGC. Under the random oracle model,
we prove that our scheme is existentially unforgeable against adaptive chosen-
message attacks. The double KGCs in our scheme mutually restrict each other,
achieving a separation of powers that reduces the probability of KGC master
key leakage and mitigates system damage caused by KGC master key leakage
and malicious manipulation, thereby improving security. Moreover, the scheme
has a short signature length—if G; is a 160-bit elliptic curve group, the signa-
ture length is only 160 bits. In summary, our scheme features high operational
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efficiency, low computational cost, short signature length, and strong practi-
cality and security, making it suitable for low-bandwidth environments. The
double KGC characteristic also facilitates KGC deployment and cloud-based
KGC implementation. In practical applications, for identity authentication, re-
lying solely on signatures is insufficient and needs to be combined with other
technologies such as two-factor authentication [?, ?] to enhance security. There-
fore, future research will focus on implementing multi-technology fused identity
authentication in application development.
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