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Abstract

To address the problem of large control overhead and transmission delay in
the multi-frame data transmission scheme between LoRa gateways and LoRa
terminals in the LoRaWAN (long range wide area network) protocol, this pa-
per proposes an adaptive multi-frame efficient transmission (AMFET) method
based on LoRaWAN, which includes an adaptive multi-frame transmission mech-
anism, an adaptive multi-frame reception acknowledgment mechanism, and a
frame loss identification mechanism. The adaptive multi-frame transmission
mechanism sets priority levels for confirmed data messages, performs immediate
acknowledgment for high-priority confirmed data messages, while low-priority
confirmed data messages are acknowledged collectively after the adaptive trans-
mission mode ends, and simultaneously introduces the Fpending mechanism
into LoRaWAN uplink multi-frame transmission; the adaptive multi-frame re-
ception acknowledgment mechanism records received data frame information
through bit vector compression technology, thereby enabling consolidated ac-
knowledgment of multiple confirmed data messages in a single operation; the
frame loss identification mechanism utilizes the confirmed data identity (CDID)
to identify whether low-priority confirmed messages are lost, preventing termi-
nals from abnormally entering sleep mode. Through mathematical analysis and
experimental testing, the performance of the AMFET method was theoretically
and experimentally validated respectively. The validation results demonstrate
that, compared with the original LoRaWAN multi-frame transmission scheme,
the AMFET method effectively reduces data transmission delay and energy
consumption while ensuring data transmission reliability.
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Abstract: The multi-frame transmission mode between LoRa gateways and
LoRa terminals in the LoRaWAN (long range wide area network) protocol suf-
fers from high control overhead and transmission delay. To address this issue,
this paper proposes an adaptive multi-frame efficient transmission method (AM-
FET) that comprises three key mechanisms: an adaptive multi-frame sending
mechanism, an adaptive multi-frame receiving confirmation mechanism, and a
frame loss recognition mechanism. The adaptive multi-frame sending mecha-
nism assigns priority levels to confirmed data messages, requiring immediate
acknowledgment for high-priority messages while deferring acknowledgment for
low-priority messages until the end of the adaptive sending mode. It also intro-
duces the Fpending mechanism into LoRaWAN uplink multi-frame transmission.
The adaptive multi-frame receiving confirmation mechanism employs bit vector
compression technology to record received data frame information, enabling
consolidated acknowledgment of multiple confirmed data messages in a single
transmission. The frame loss recognition mechanism utilizes a confirmed data
identity (CDID) to identify whether low-priority acknowledgment messages have
been lost, preventing terminals from abnormally entering sleep mode. Through
both mathematical analysis and experimental testing, the performance of the
AMFET method is theoretically and empirically validated. Results demonstrate
that compared to the original LoRaWAN multi-frame transmission scheme, AM-
FET effectively reduces data transmission delay and energy consumption while
guaranteeing data transmission reliability.
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0 Introduction

Low Power Wide Area Network (LPWAN) is an IoT technology designed to ad-
dress the long-range, low-power communication requirements of the Internet of
Things. Its emergence has compensated for the limitations of traditional M2M
technologies and wireless sensor network technologies, enabling widespread IoT
applications and interconnectivity among IoT devices. LoRa technology, as a
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novel LPWAN wireless communication technology, employs linear spread spec-
trum modulation and achieves variable data rate transmission by adjusting or-
thogonal spreading factors, offering long-range, low-power, and anti-interference
communication capabilities.

The LoRaWAN protocol, introduced by the LoRa Alliance, is an open-source
MAC layer protocol standard for low-power wide area networks. It specifies the
network topology, device roles, and transmission schemes for LoRa networks,
representing a relatively complete and reliable MAC layer solution for LoRa
networks to date. Based on different application requirements, LoRaWAN clas-
sifies terminal devices into three classes: A, B, and C. Class A is the default
mode supported by LoRa terminals, where terminals initiate communication us-
ing ALOHA-based message transmission and immediately enter sleep mode after
sending, resulting in the lowest power consumption. Class B mode synchronizes
gateways and terminals through beacons, allowing terminals to open additional
receive windows during scheduled intervals to improve downlink transmission
efficiency. Class C mode operates on a simpler principle, with terminals con-
tinuously keeping receive windows open to reduce downlink transmission delay.
Class A terminals can switch to Class B or Class C modes based on actual re-
quirements. This paper focuses on the Class A transmission mode of LoRaWAN.

In Class A mode, the LoRaWAN protocol proposes an Fpending mechanism for
multi-frame transmission between LoRa gateways and LoRa terminals. This
mechanism marks the Fpending control bit as 1 (default is 0) in messages to
instruct terminal devices to open additional receive windows for incoming data
messages from the gateway. While this mechanism provides certain optimiza-
tions for multi-frame transmission, it suffers from relatively high control over-
head and delay, resulting in low transmission efficiency.

1 LoRaWAN Multi-Frame Transmission and Problem De-
scription

1.1 LoRaWAN Multi-Frame Transmission Principle

In LoRaWAN multi-frame transmission, as illustrated in [Figure 1: see origi-
nal paper], the downlink employs the Fpending mechanism to trigger terminals
to open additional receive windows via the Fpending control bit. In the up-
link, after sending a message, the terminal either waits for two receive windows
before transmitting the next message or immediately sends the next message
upon receiving a downlink message. The multi-message transmission mechanism
can be categorized into confirmed multi-message transmission and unconfirmed
multi-message transmission from a reliability perspective, and into uplink multi-
message transmission and downlink multi-message transmission from a link di-
rection perspective.

When the gateway transmits downlink messages, if it has continuous data to
send, it sets the Fpending bit to 1 and waits for the terminal’ s response af-
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ter sending the message. The terminal detects the preamble and receives the
downlink message. If the message is a confirmed data message type, the ter-
minal immediately sends an acknowledgment message, enters sleep mode, and
then opens two receive windows. If the message is an unconfirmed data message
type, the terminal immediately sends an empty message, enters sleep mode, and
subsequently opens receive windows. After receiving the terminal’ s response
(acknowledgment or empty message), the gateway can choose to transmit the
next message in either of the two receive windows.

During terminal uplink message transmission, messages are similarly divided
into confirmed data messages and unconfirmed data messages. For confirmed
data messages, the terminal enters sleep mode after sending data, then opens two
receive windows to wait for acknowledgment. If an acknowledgment is received,
the terminal immediately transmits the next message. If no acknowledgment
is received in either receive window, the terminal retransmits the message after
a timeout. For unconfirmed data messages, the terminal opens two receive
windows after sending data. If a message from the gateway is received in either
window, the terminal immediately switches to transmission mode for the next
message; otherwise, it must wait until the end of the second receive window to
transmit the next message.

1.2 Problem Description

Our research identifies several issues in the LoRaWAN protocol’ s multi-frame
transmission scheme:

a) In the uplink transmission scheme, terminals open two receive windows
after each uplink message to receive potential downlink messages from the
gateway. If the gateway has no downlink data to transmit, the terminal
wastes time waiting for these two receive windows, reducing transmission
efficiency and increasing both transmission delay and energy consumption.

b) In the downlink transmission scheme, when a terminal receives a message
with Fpending bit set to 1, it must send an empty message to trigger
the opening of its receive windows for subsequent gateway data. This
transmission approach not only increases control overhead but also affects
downlink data message transmission delay.

¢) In the LoRaWAN transmission scheme, for multiple confirmed data mes-
sages, the gateway/terminal only sends the next data message after receiv-
ing an acknowledgment for the current one. However, in some application
scenarios where data timing requirements are not strict, these messages do
not require immediate acknowledgment. This wait-for-acknowledgment-
before-sending mechanism increases overall data message transmission de-
lay.
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2 Adaptive Multi-Frame Efficient Transmission Method

To address these issues, this paper proposes an Adaptive Multi-Frame Efficient
Transmission method (AMFET) based on LoRaWAN, comprising three mecha-
nisms: adaptive multi-frame sending mechanism, adaptive multi-frame receiving
confirmation mechanism, and frame loss recognition mechanism.

2.1 Adaptive Multi-Frame Sending Mechanism

The adaptive multi-frame sending mechanism aims to improve data message
transmission efficiency at the sender and reduce transmission delay. Its main
concept involves classifying sender data messages into high-priority confirmed
messages, low-priority confirmed messages, and unconfirmed messages, thereby
reducing response delay for high-priority confirmed messages. It also improves
downlink multi-frame data message transmission efficiency through the Fpend-
ing mechanism, avoiding control overhead caused by the “empty message”trigger
mechanism.

The mechanism operates as follows:

a) Based on the receiver’ s response requirements, sender messages are classified
into three types: high-priority confirmed data messages, low-priority confirmed
data messages, and unconfirmed data messages. High-priority confirmed mes-
sages have strict timing requirements and must be acknowledged immediately
upon receipt. Low-priority confirmed messages have relaxed timing require-
ments and do not need immediate acknowledgment; instead, they are acknowl-
edged collectively after multiple message frames are sent, with a single acknowl-
edgment frame responding to multiple message frames. Unconfirmed messages
do not require acknowledgment during transmission.

b) The reserved bit (RFU) in the frame control field of the original uplink
message header is repurposed for Fpending control, enabling uplink trans-
mission to also use the Fpending mechanism to control multi-frame mes-
sage transmission, as shown in [Figure 2: see original paper].

¢) Three reserved bits in the original MAC header (MHDR) are used as the
Confirmed Data Identity (CDID) field for the sender to mark the sequence
number of confirmed data messages, as shown in [Figure 3: see original
paper].

The specific steps of the adaptive multi-frame sending mechanism are:

a) When the sender (gateway/terminal) needs to transmit a data message, it
detects the message type. For low-priority confirmed data messages, the pending
message frame counter Cnt is incremented by 1. For high-priority confirmed or
unconfirmed messages, the Cnt value remains unchanged.

b) The CDID value is set to the current pending message frame counter Cnt
value, and the process continues to the next step.

¢) The mechanism checks whether the message is a high-priority confirmed
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data message. If so, the Fpending bit is set to 0, the data message is sent,
and the process proceeds to step 5. If it is a low-priority confirmed data
message, the process proceeds to step d).

d) The mechanism checks whether there are data messages in the transmis-
sion buffer. If messages exist, the Fpending bit is set to 1, the data message
is sent, and the process returns to step a). Otherwise, the Fpending bit is
set to 0, the data message is sent, and the process proceeds to step e).

e) The adaptive multi-frame sending mechanism terminates.

2.2 Adaptive Multi-Frame Receiving Confirmation Mechanism

The adaptive multi-frame receiving confirmation mechanism aims to reduce the
number of acknowledgment message frames and lower transmission control over-
head. Its main concept involves storing data message reception status informa-
tion using a bit vector pattern, then using a single acknowledgment message
frame carrying this bit vector value to acknowledge multiple data messages at
once.

The mechanism operates as follows: A Data Receiving Status Vector (DRSV)
records the reception status of successfully received confirmed data message
frames. Fach bit position in the vector corresponds to the ID of a confirmed
data message frame, where a value of 1 indicates successful receipt of the corre-
sponding frame and 0 indicates non-receipt, with a default value of 0, as shown
in [Figure 4: see original paper]. The Data Receiving Status Mapping (DRSM)
stores reception status information for confirmed data messages and can repre-
sent the status of up to 8 confirmed data messages. Therefore, a single adaptive
multi-frame sending process allows transmission of at most 8 confirmed data
messages.

The specific steps of the adaptive multi-frame receiving confirmation mechanism
are:

a) The receiver receives a data message and detects its type. For confirmed data
messages, it extracts the CDID value from the message frame header (MHDR)
and sets the corresponding element in DRSV to 1. For unconfirmed data mes-
sages, it directly passes them to the upper layer for processing.

b) The mechanism checks the Fpending bit value. If the value is 1, indicating
the sender still has data messages to transmit, the receiver continues to
open receive windows and returns to step a). If the value is 0, indicating
no subsequent data messages, the process proceeds to step c).

¢) The mechanism checks the DRSV value. If DRSV is 0, indicating no con-
firmed data messages were received, the node directly enters sleep mode or
performs other operations after message reception completes, and proceeds
to step e). Otherwise, it proceeds to step d).

d) The acknowledgment message frame’ s data receiving status mapping field
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is set to the DRSV value, and the ACK bit in the frame control field
(FCtrl) is set to 1, then the acknowledgment message frame is sent.

e) The adaptive multi-frame receiving confirmation mechanism terminates.

2.3 Frame Loss Recognition Mechanism

The receiver only needs to record message frame reception status via the DRSV
vector when receiving low-priority confirmed messages. If the DRSV value is 0,
it indicates no low-priority confirmed messages were received. However, if all
confirmed messages are lost during transmission while the DRSV value is also
0, the receiver determines that no acknowledgment message frame needs to be
sent. If the receiver is a terminal, it will directly enter sleep mode, causing the
sender (gateway) to remain in a perpetual waiting state for acknowledgment
frames.

Therefore, we propose a frame loss recognition mechanism for low-priority con-
firmed messages based on CDID. The CDID field in message frames is used by
the sender to mark the sequence number of the current confirmed data message
being sent, with its value consistent with the sender’ s pending data message
frame counter Cnt. After receiving a data message frame, the receiver can de-
termine whether the sender transmitted confirmed data messages during trans-
mission and how many such frames were sent by examining the CDID value.
If the sender transmitted N low-priority confirmed data message frames and
M high-priority confirmed messages, but all N low-priority confirmed message
frames were lost during transmission, although the DRSV value would be 0, the
CDID value in the last received message frame would not be 0. This confirms
that the sender did transmit confirmed data messages, requiring the terminal
to reply with an acknowledgment frame rather than immediately entering sleep
mode, which would affect subsequent data message reception.

3 Mathematical Analysis of Algorithms

This section provides mathematical analysis of the energy consumption and time
complexity of multi-frame transmission for the AMFET mechanism.

Lemma 1. The multi-frame transmission energy consumption of the AMFET
mechanism is lower than that of the original LoRaWAN transmission mecha-
nism.

Proof. Assume the gateway node sends a total of N_ {unconf} unconfirmed mes-
sages and N_ {conf} confirmed messages. Let E_{unconf} "L and E_{conf}"L
represent the energy consumption for transmitting unconfirmed and confirmed
messages under the LoRaWAN mechanism, respectively, while E_ {unconf}”A
and E_{conf}"A represent the corresponding energy consumption under the
AMFET mechanism.

In the AMFET mechanism, a single transmission process can send at most 8
message frames. Therefore, the transmission of N message frames can be divided

chinarxiv.org/items/chinaxiv-201904.00010 Machine Translation


https://chinarxiv.org/items/chinaxiv-201904.00010

ChinaRxiv [$X]

into k sending processes (where k is the integer division of N by 8), giving:

E':?nconf =kx (Est + Etw + Esleep + Esr + Erxnack) (1)
+ (N - 8k> X (Et:c + Esleep + Esr + Emcnack) (1)

Efonf =kx (Est + Et:r + Esleep + Esr + Ermack) (2)
+ (N - Sk) X (Etx + Esleep + Esr + Emcack) (2)

where E_ {st} represents the energy consumption for switching from sleep mode
to transmission mode, E_ {tx} represents transmission energy, E_ {sleep} repre-
sents sleep energy, E_ {sr} represents the energy for switching from sleep mode
to reception mode, E_ {rxnack} represents the energy for receiving unconfirmed
messages, E_ {rxack} represents the energy for receiving confirmed messages,
and r represents the number of retransmissions.

For the original LoRaWAN mechanism:

Ezlt/nconf =N x (Est + Et:z: + Esleep + Esr + Er:rnack) (3)
EcLonf =N x (Est + Etac + Esleep + Esr + Emcack) X (T + 1) (4)

From equations (1) and (3), we obtain:

EL EA (N—k)xE, >0 (5)

unconf — Hunconf —

From equations (2) and (4), we obtain:

EL

conf

Ef;=(N—k)xEy+NxrxE,;>0 (6)
Therefore, the AMFET mechanism achieves energy optimization compared to
the original LoRaWAN transmission mechanism.

Lemma 2. The multi-frame transmission time of the AMFET mechanism is
less than that of the original LoRaWAN transmission mechanism.

Proof. Let t represent the transmission time for a single message packet (with
fixed packet length and transmission rate). Let T {unconf} L denote the du-
ration for transmitting multiple unconfirmed message packets under the Lo-
RaWAN mechanism, and T_ {unconf}”A denote the corresponding duration
under the AMFET mechanism. Then:
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quconf:t0+t1+t2+t3+t4><N (7)

Tiﬁwonf:t0+t1 ity +ty+ty x (N —Fk) (8)
where t__0 represents mode switching time, t_ 1 represents transmission window
duration, t_ 2 represents sleep window time, t_ 3 represents receive window time,
and t_ 4 represents the sending process duration for N message packets.

From equation (8), we derive:

Tk TA

unconf ~ Tunconf

=kxty>0 9)

Therefore, the AMFET mechanism effectively reduces overall transmission du-
ration in multi-frame transmission, indicating its time complexity is lower than
that of the original LoRaWAN transmission mechanism. By similar reasoning,
this also holds for multiple confirmed message transmission scenarios.

4 Experimental Testing and Analysis
4.1 Experimental Test Scenario and Platform

This experiment evaluates the performance of the proposed adaptive multi-frame
efficient transmission method for LoRaWAN from three perspectives: trans-
mission energy consumption, transmission delay, and transmission success rate.
Data collection is based on the network topology shown in [Figure 5: see original
paper].

The hardware for both terminal nodes and gateway nodes in the topology uses
LoRa wireless development boards provided by RuiMi Communication Technol-
ogy, primarily consisting of STM8L151C8T6 microcontrollers and SX1278 RF
modules. All nodes in the network topology are connected to PCs via serial con-
version cables during testing, with programs downloaded and debugged through
ST-Link V2, and communication data frame reception monitored through serial
debugging software. Gateway and terminal nodes in the topology communicate
via LoRa wireless technology within single-hop range.

4.2 Transmission Energy Consumption Testing and Analysis

Based on the operating modes of the STM8L151 and SX1278 RF chips, the ter-
minal node’ s entire communication process is divided into four parts: standby
mode, transmission mode, reception mode, and sleep mode. This experiment
measures the operating current values of nodes in different modes using a multi-
meter. Test results show average currents of 23.57 mA in standby mode, 84.37
mA in transmission mode, 33.87 mA in reception mode, and 10.24 A in sleep
mode.
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According to LoRaWAN protocol specifications, the duration of windows in each
mode is shown in .

Table 1. Window Duration in Operating Modes

Mode Duration
Receive Window 1 (with ACK) 1742.28 ms
Sleep Window 1 1495.08 ms
Receive Window 1 (without ACK) 1000.00 ms
> 247.08 ms

Since the voltage remains constant (3.3 V) during testing, this experiment re-
flects terminal energy consumption by calculating charge quantity Q =1 x t.
The switching time from sleep mode to normal operation mode requires 240 s,
and a complete message transmission process typically involves two switching
operations.

Calculated results show: transmission energy consumption E_ {tx} is 147 mC,
sleep energy consumption E_ {sleep} is 10.24 C, reception energy consumption
for Receive Window 1 (without ACK message) is 8.37 mC, reception energy
consumption for Receive Window 1 (with ACK message) is 50.6 mC, energy
consumption for switching from sleep to transmission mode E_ {st} is 10.1 C,
and energy consumption for switching from sleep to reception mode E_ {sr} is
4.1 C.

This experiment tests the total energy consumption for transmitting 100
confirmed data messages (Q_{ACK}{MSG}) and 100 unconfirmed data mes-
sages (Q{NACK}_{MSG}) under both LoRaWAN and AMFET mechanisms.
Through experimental measurements and computational analysis, node energy
consumption values are obtained as shown in .

Table 2. Node Energy Consumption Measurement Results

Message Type Original Mechanism AMFET Energy Savings

NACK_{MSG} 15538 mC 14809 mC  11.6%
ACK_{MSG} 20228 mC 17885 mC  11.6%

The results indicate that AMFET saves energy during multi-message frame
transmission compared to the original LoORaWAN mechanism, with more signifi-
cant energy savings when transmitting confirmed data messages. This is primar-
ily because AMFET uses bit vector compression technology to store reception
status of multiple low-priority confirmed data messages, enabling consolidated
acknowledgment of multiple confirmed messages and reducing the number of
acknowledgment messages, thereby lowering transmission energy consumption.
Additionally, AMFET optimizes the uplink multi-frame transmission scheme,
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preventing terminals from opening unnecessary receive windows and thus reduc-
ing energy consumption during the reception mode phase.

4.3 Transmission Delay Testing and Analysis

This experiment tests transmission delay for multiple unconfirmed data mes-
sages and multiple confirmed data messages (comprising both low-priority and
high-priority confirmed messages). All message payloads consist of 50 bytes of
data. Node operating parameters are configured as: spreading factor 12, band-
width 125 kHz, coding rate 4/8, and transmission power 17 dBm. Test results
for transmission delay in both scenarios are shown in [Figure 6: see original
paper] and [Figure 7: see original paper].

As shown in the figures, AMFET reduces the total transmission time for both
unconfirmed data messages (NACK_{MSG}) and confirmed data messages
(ACK_{MSG}) during multi-frame transmission compared to the original Lo-
RaWAN mechanism, thereby decreasing data transmission delay. This improve-
ment primarily stems from introducing the Fpending mechanism into the Lo-
RaWAN uplink multi-frame transmission scheme, optimizing the “empty mes-
sage” triggered continuous downlink data transmission approach and enhancing
downlink data message transmission efficiency.

In scenarios with multiple confirmed data messages, transmission delay increases
compared to unconfirmed messages due to retransmission processes. AMFET
classifies confirmed messages into high and low priority levels, enabling imme-
diate acknowledgment for high-priority confirmed messages. Simultaneously,
AMFET employs bit vector compression technology for consolidated acknowl-
edgment of multiple low-priority confirmed messages, reducing the number of
acknowledgment message frames. As the number of transmitted data mes-
sage packets increases, the delay reduction effect of AMFET becomes more
pronounced.

4.4 Transmission Success Rate Testing and Analysis

Data packet transmission success rate directly reflects the reliability of the AM-
FET mechanism. This experiment tests data message transmission success rates
under different transmission distances and spreading factor conditions. Node
operating parameters are configured as: spreading factor SF = 9, 11, 12, band-
width 250 kHz, coding rate 4/8, and transmission power 17 dBm.

Test results for data packet transmission success rates under various conditions
are shown in [Figure 8: see original paper| through [Figure 10: see original

paper].

The results demonstrate that both transmission distance and spreading factor
affect data packet transmission success rates. Under different spreading factor
conditions, the maximum successful transmission distance varies, with larger
spreading factors enabling greater maximum transmission distances. Moreover,
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under identical spreading factor and transmission distance conditions, the data
packet transmission success rates of AMFET and the original LoRaWAN mech-
anism remain essentially consistent. This confirms that AMFET guarantees
data message transmission reliability while reducing transmission energy con-
sumption and delay.

5 Conclusion

This paper addresses the defects of high control overhead, delay, and energy
consumption in the LoRaWAN multi-frame transmission mechanism by propos-
ing an Adaptive Multi-Frame Efficient Transmission method (AMFET). The
method comprises three mechanisms: an adaptive multi-frame sending mecha-
nism that classifies confirmed data messages into high and low priority levels,
enabling immediate acknowledgment for high-priority messages while introduc-
ing the Fpending mechanism into uplink multi-frame transmission to improve
efficiency; an adaptive multi-frame receiving confirmation mechanism that em-
ploys bit vector compression technology for consolidated acknowledgment of
multiple low-priority confirmed messages, reducing acknowledgment message
count and control overhead; and a frame loss recognition mechanism that uses
CDID values to determine whether the sender has transmitted low-priority con-
firmed messages, preventing terminals from entering sleep mode due to loss of
such messages.

Through mathematical analysis and experimental testing, results demonstrate
that the AMFET method reduces multi-frame transmission delay and energy
consumption while guaranteeing data transmission reliability, thereby validating
the effectiveness of the improved mechanism.
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